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Preface

This preface discusses the objective, intended audience, and organization of the 
Cisco Global Site Selector Configuration Guide and defines the conventions used 
to convey instructions and information. 

This preface contains the following sections: 

• Document Objectives, page xi

• Audience, page xii

• Document Organization, page xii

• Document Conventions, page xiii

• Related Documentation, page xiv

• Obtaining Documentation, page xiv

• Obtaining Technical Assistance, page xvi

Document Objectives
This guide explains the basic features of the Cisco Global Site Selector (GSS) and 
provides instructions for the proper installation, configuration, and monitoring of 
the GSS product. Steps for troubleshooting many common problems are 
also provided.
xi
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Audience

 

Audience
To use this configuration guide, you should be familiar with the 
Global Site Selector 4480 hardware. In addition, you should be familiar with 
basic TCP/IP and networking concepts, router configuration, Domain Name 
System (DNS), the Berkeley Internet Name Domain (BIND) software or similar 
DNS products, and your organization’s specific network configuration.

Document Organization
This guide includes the following chapters:

Chapter Title Description

Chapter 1 Introducing the Global 
Site Selector

Describes the basic concepts 
underlying the GSS product as well 
as important GSS-related terms.

Chapter 2 Getting Started Describes the process of 
configuring the Global Site 
Selector 4480 hardware to act as a
Global Site Selector or Global Site 
Selector Manager device and then 
configuring request routing on 
your GSS network.

Chapter 3 GSS Administration and 
Troubleshooting

Provides step-by-step instructions 
on resolving common GSS-related 
problems.

Chapter 4 Monitoring GSS 
Performance

Describes techniques for 
monitoring the online status and 
performance of your GSS devices.

Glossary Glossary Defines key terms related to the 
GSS product.
xii
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Document Conventions
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Document Conventions
Command descriptions use the following conventions: 

Screen examples use the following conventions:

boldface font Commands and keywords are in boldface.

italic font Variables for which you supply values are in italics.

[ ] Elements in square brackets are optional.

{x | y | z} Alternative keywords are grouped in braces and separated 
by vertical bars.

[x | y | z] Optional alternative keywords are grouped in brackets and 
separated by vertical bars.

string A nonquoted set of characters. Do not use quotation marks 
around the string, or the string will include the quotation 
marks.

screen font Terminal sessions and screen output are displayed in screen 
font.

boldface screen 
font

Information you must enter is in boldface screen font.

italic screen 
font

Variables for which you supply values are in italic screen 
font.

^ The symbol ^ represents the key labeled Control—for 
example, the key combination ^D in a screen display mean
hold down the Control key while you press the D key.

< > Nonprinting characters, such as passwords, are in angle 
brackets.

[ ] Default responses to system prompts are in square bracke

!, # An exclamation point (!) or a pound sign (#) at the 
beginning of a line of code indicates a comment line.
xiii
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Preface
Related Documentation
Graphical user interface elements use the following conventions:

Notes and cautionary statements use these conventions:

Note Means reader take note. Notes contain helpful suggestions or references to 
materials not contained in this manual.

Caution Means reader be careful. You are capable of doing something that might result in 
equipment damage or loss of data.

Related Documentation
For additional information, refer to the following documentation:

• Regulatory Compliance and Safety Information for the Cisco Content 
Networking Product Series

• Cisco Global Site Selector 4480 Hardware Installation Guide

• Cisco Global Site Selector Command Reference

• Release Notes for Cisco Global Site Selector Release 1.0

Obtaining Documentation
These sections explain how to obtain documentation from Cisco Systems.

boldface font Button names are in boldface font.

italic font Directories and filenames are in italic font.
xiv
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Preface
Obtaining Documentation
World Wide Web
You can access the most current Cisco documentation on the World Wide Web at 
this URL:

http://www.cisco.com

Translated documentation is available at this URL:

http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM
Cisco documentation and additional literature are available in a Cisco 
Documentation CD-ROM package, which is shipped with your product. The 
Documentation CD-ROM is updated monthly and may be more current than 
printed documentation. The CD-ROM package is available as a single unit or 
through an annual subscription.

Ordering Documentation
You can order Cisco documentation in these ways:

• Registered Cisco.com users (Cisco direct customers) can order Cisco product 
documentation from the Networking Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

• Registered Cisco.com users can order the Documentation CD-ROM through 
the online Subscription Store:

http://www.cisco.com/go/subscription

• Nonregistered Cisco.com users can order documentation through a local 
account representative by calling Cisco Systems Corporate Headquarters 
(California, U.S.A.) at 408 526-7208 or, elsewhere in North America, by 
calling 800 553-NETS (6387). 
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Documentation Feedback
You can submit comments electronically on Cisco.com. In the Cisco 
Documentation home page, click the Fax or Email option in the “Leave 
Feedback” section at the bottom of the page. 

You can e-mail your comments to bug-doc@cisco.com.

You can submit your comments by mail by using the response card behind t
front cover of your document or by writing to the following address:

Cisco Systems
Attn: Document Resource Connection
170 West Tasman Drive
San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance
Cisco provides Cisco.com as a starting point for all technical assistance. 
Customers and partners can obtain online documentation, troubleshooting t
and sample configurations from online tools by using the Cisco Technical 
Assistance Center (TAC) Web Site. Cisco.com registered users have comple
access to the technical support resources on the Cisco TAC Web Site. 

Cisco.com
Cisco.com is the foundation of a suite of interactive, networked services tha
provides immediate, open access to Cisco information, networking solutions, 
services, programs, and resources at any time, from anywhere in the world.

Cisco.com is a highly integrated Internet application and a powerful, easy-to
tool that provides a broad range of features and services to help you with th
tasks:

• Streamline business processes and improve productivity 

• Resolve technical issues with online support

• Download and test software packages
xvi
Cisco Global Site Selector Configuration Guide

78-14361-01



Preface
Obtaining Technical Assistance

co 

ue.

ct 

lem 

aving 
s, 
is 
• Order Cisco learning materials and merchandise

• Register for online skill assessment, training, and certification programs

If you want to obtain customized information and service, you can self-register on 
Cisco.com. To access Cisco.com, go to this URL:

http://www.cisco.com

Technical Assistance Center
The Cisco Technical Assistance Center (TAC) is available to all customers who 
need technical assistance with a Cisco product, technology, or solution. Two 
levels of support are available: the Cisco TAC Web Site and the Cisco TAC 
Escalation Center.

Cisco TAC inquiries are categorized according to the urgency of the issue:

• Priority level 4 (P4)—You need information or assistance concerning Cis
product capabilities, product installation, or basic product configuration.

• Priority level 3 (P3)—Your network performance is degraded. Network 
functionality is noticeably impaired, but most business operations contin

• Priority level 2 (P2)—Your production network is severely degraded, 
affecting significant aspects of business operations. No workaround is 
available.

• Priority level 1 (P1)—Your production network is down, and a critical impa
to business operations will occur if service is not restored quickly. No 
workaround is available.

The Cisco TAC resource that you choose is based on the priority of the prob
and the conditions of service contracts, when applicable.

Cisco TAC Web Site

You can use the Cisco TAC Web Site to resolve P3 and P4 issues yourself, s
both cost and time. The site provides around-the-clock access to online tool
knowledge bases, and software. To access the Cisco TAC Web Site, go to th
URL:

http://www.cisco.com/tac
xvii
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Obtaining Technical Assistance
All customers, partners, and resellers who have a valid Cisco service contract have 
complete access to the technical support resources on the Cisco TAC Web Site. 
The Cisco TAC Web Site requires a Cisco.com login ID and password. If you have 
a valid service contract but do not have a login ID or password, go to this URL to 
register:

http://www.cisco.com/register/

If you are a Cisco.com registered user, and you cannot resolve your technical 
issues by using the Cisco TAC Web Site, you can open a case online by using the 
TAC Case Open tool at this URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, we recommend that you open P3 and P4 cases through 
the Cisco TAC Web Site.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2 
issues. These classifications are assigned when severe network degradation 
significantly impacts business operations. When you contact the TAC Escalation 
Center with a P1 or P2 problem, a Cisco TAC engineer automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, 
go to this URL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the 
level of Cisco support services to which your company is entitled: for example, 
SMARTnet, SMARTnet Onsite, or Network Supported Accounts (NSA). When 
you call the center, please have available your service agreement number and your 
product serial number.
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Introducing the Global Site Selector

This chapter describes the Cisco Global Site Selector (GSS) and introduces the 
user to the terms and concepts necessary to properly understand and operate the 
GSS product. 

This chapter contains the following sections: 

• GSS Overview, page 1-1

• Architecture, page 1-15

• Network Deployment, page 1-28

• GSS Network Management, page 1-32

GSS Overview 
With the growth of the Internet and of Internet-based commerce, there is an 
increasing demand for high-end networking solutions that can handle 
sophisticated customer transactions and high traffic loads. Improved content 
routing is the core technology behind such networking solutions. 

Based on a set of metrics such as network topology, server load, delay time, or 
established request routing “rules,” global load-balancing devices such as th
Cisco Content Services Switch (CSS) and Content Switching Module (CSM) 
balance content requests among two or more hosts containing the same con
that are connected to a corporate LAN or the Internet. SLBs ensure that the
content consumer is directed to the host that is best suited to handle that 
consumer’s request.
1-1
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Increasingly, organizations with a global reach or businesses that provide web and 
application hosting services require network devices that can perform such 
complex request routing to two or more redundant, geographically dispersed data 
centers, improving response times while also providing disaster recovery and 
failover protection through so-called “global server load balancing,” or GSLB

The Cisco Global Site Selector (GSS) is a next-generation networking produ
that provides these services, allowing customers to leverage global content 
deployment across multiple distributed and mirrored data locations, optimizi
site selection, improving Domain Name system (DNS) responsiveness, and 
ensuring data center availability. 

Inserted into the traditional DNS routing hierarchy and closely integrated wit
your Cisco or third-party server load balancers (SLBs), the GSS monitors th
health and load of the SLBs in each of your data centers and then uses that
information along with customer-controlled routing algorithms to select the 
best-suited and least-loaded data center in real time. 

Just as important, the GSS is capable of detecting site outages, thus ensurin
web-based applications are always on line and that customer requests to da
centers that suddenly go off line are quickly rerouted to available resources.

Finally, the GSS off-loads tasks from traditional DNS servers by taking contro
the domain resolution process for parts of your domain name space. Becaus
can transmit requests at a rate of thousands of requests per second, the GS
greatly improves DNS responsiveness to those subdomains.

Key Features
The GSS offers the following key capabilities:

• Disaster recovery—The GSS can detect and instantaneously route requ
around site outages.

• Improved site performance—In multiple data center deployments, the G
speeds up the selection process through the application of state-of-the-a
load-balancing algorithms that take the load and health of Cisco and 
third-party SLBs into account when routing requests.

• Scalability—The GSS is capable of scaling to support hundreds of sepa
data centers and SLBs, while working seamlessly with a heterogeneous
mixture of SLBs, including Cisco and third-party devices.
1-2
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• Improved DNS performance—Inserted into the traditional DNS hierarchy
the GSS off-loads traffic from DNS servers, becoming the authoritative D
server for some (or all) of your domain name space.

• Centralized domain management—Through an easy-to-use graphical us
interface (GUI) on the Global Site Selector Manager (GSSM), administrat
can manage quickly configure their GSS network as well as monitor the 
health and performance of request routing across their entire GSS netw

Customer Profiles
Because of its critical role in providing global server load balancing and disa
recovery capabilities for distributed data center deployments, the GSS is 
appropriate for organizations with a variety of network configurations and 
business needs. The following sections describe the types of organizations 
benefit the most from the deployment of a GSS.

Enterprise Customers with Externally Facing Websites and Web Applications

Enterprises that are deploying e-commerce solutions or other premium serv
using the public Internet are among the organizations most likely to benefit fr
the deployment of two or more GSSs. 

Increasingly for such customers, data redundancy and disaster recovery thr
the deployment of multiple, mirrored data centers have become vital compon
in the continued success of their business; such websites must stay on line 
continue to serve customer requests even in the unlikely event that one or m
entire data centers suddenly go off line because of a natural or man-made dis

For such customers, the GSS offers a robust and flexible request routing 
infrastructure. Up to eight GSSs can be deployed on a network, each workin
independently to process requests. Using load and device health statistics t
monitor the performance of SLBs under its control, the GSS is quickly able t
select the best data center from among many such centers on a request-by-r
basis. This way, the loss of any GSS on the network does not affect the functio
of the other devices. 

Enterprises with Internally Facing Websites and Web Applications

Increasingly, enterprises with a global reach are turning to the web to deploy
mission-critical and business-critical internal applications. From human 
resources to sales to support, business applications that were traditionally 
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managed within isolated departments are being moved to websites on corporate 
intranets, thus making them accessible to offices worldwide, as well as to 
employees connecting from remote locations. 

Employee access to such sites is imperative for the smooth functioning of the 
organization. Site performance and optimization as well as disaster recovery are 
critical. However, the job of monitoring and maintaining one or more such 
internal sites across two or more data centers can put a strain on internal 
information technology (IT) resources. 

With an easy-to-use GUI, the GSSM provides a convenient solution to such 
problems. The GSSM interface makes centralized management of all GSS 
network resources easy, enabling administrators to assess the health of their GSS 
devices, create request routing rules that respond to request traffic from within the 
organization, and ensure that employee access to business-critical data and 
applications is not hindered.

Application Service Providers Offering Hosting and Colocation Services

Application service providers (ASPs) manage and distribute software-based 
services and solutions from centralized data centers on behalf of their subscribers. 

Purchasing and maintaining their own network and application infrastructure, 
ASPs enable their subscribers to outsource their information technology needs 
such as web-based application management or corporate website hosting. 

For such organizations, the GSS offers scalability and simplified network 
management in addition to disaster recovery and site optimization. 

An easy-to-understand command-line interface (CLI) provides fast and efficient 
control of network connectivity, device configuration, and access control. An 
intuitive GUI is used to configure request routing rules and manage request 
routing activity across all GSS devices on the network. 

And with its support of more than 250 separate SLBs and over 4000 separate 
VIPs, the GSS makes it easy for ASPs to scale their operations, adding capacity 
to suit customer needs. 
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Traditional DNS Routing
Before you can begin using the GSS product, you must first understand content 
routing as it currently exists, including DNS and how the introduction of GSS 
devices on your network will affect content routing and delivery to your 
customers. 

This section explains some of the key concepts behind the GSS product.

Since the early 1980s, content routing on the Internet has been handled using the 
Domain Name System (DNS), a distributed database of host information that 
maps domain names to IP addresses. A radical departure from the largely manual 
system of maintaining lists of domain names that preceded it, DNS vastly 
improved the ability of those responsible for maintaining the Internet to manage 
network traffic and load, as well as maintain a consistent and unique list of valid 
Internet hosts. 

Almost all transactions that occur across the Internet rely on DNS, including 
electronic mail, remote terminal access such as Telnet, file transfers using FTP, 
and web surfing. DNS makes possible the use of easy-to-remember alphanumeric 
host names instead of numeric IP addresses that bear no relationship to the content 
on the host. 

DNS is a robust and flexible system for managing a nearly infinite number of host 
names, called the domain name space. (See Figure 1-1.) DNS is particularly 
effective in that it allows local administration of segments (individual domains) 
of the overall database, yet makes it possible for data in any segment to be 
available across the entire network, a process known as delegation.

Figure 1-1 Domain Name Space
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Name Servers

Information about the domain name space is stored on name servers that are 
distributed throughout the Internet, each server storing the complete information 
about its small part of the total domain name space, called a zone. End users 
requiring data from a particular domain or machine generate a recursive DNS 
request on their client that is sent first to the local name server (NS), sometimes 
called the D-proxy. The job of the D-proxy is to return the IP address of the 
requested domain to the end user. 

Request Resolution

If the D-proxy does not have the information requested by the end user, it sends 
out iterative requests to the name servers that it knows are authoritative for 
domains close to the requested domain.

For example, a request for tac.support.cisco.com (see Figure 1-2) causes the 
D-proxy to check first for another name server that is authoritative for 
tac.support.cisco.com. If it fails to find that, it checks for name servers farther up 
the tree: support.cisco.com, then the cisco.com domain, the name server 
responsible for the com top-level domain, and finally the root server (’’’’ in 
Figure 1-2), the address of which every name server is required to have. 
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Figure 1-2 DNS Request Resolution

Each authoritative name server queried tries to answer the request directly from 
its own cache of known addresses. Failing that, it directs the D-proxy to name 
servers farther down the tree toward the requested domain. For example, if 
queried, the com name server would point the D-proxy to the name server for 
cisco.com, which would point it to support.cisco.com. Eventually, the D-proxy 
queries the authoritative name server for the requested domain, which returns the 
IP address of the requested host. 
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Determining Load and Availability When Routing
Although traditional DNS provides an efficient and scalable system for users to 
be matched with the address of servers that contain the data they seek, the end user 
may not always be directed to the best site. For example, traditional DNS has no 
way of knowing whether the host whose address it receives is on line, in which 
case the data returned may be an error message stating that the server is down or 
“page not found.” 

Also, if the requested content is mirrored on multiple servers with different 
addresses, DNS provides no way of determining which server out of all poss
choices is the “best match” for the end user to serve that content. 

Server Load Balancing

Because of the DNS limitations in routing decisions, more sophisticated kind
content routing hardware and software have been developed that can interp
information on load, availability, and even requested content type. These dev
(often referred to as server load balancers, or SLBs) are designed to proces
more specific Layer 4 (L4) and Layer 7 (L7) information from both hosts and
requesting clients. SLBs can be deployed either singly or in concert with one
another, and they help to connect clients to the best possible content server 
on such factors as:

• Network topology

• Server load

• Content availability

Examples of such devices include the Cisco Content Services Switch (CSS) and 
Cisco Content Switching Module (CSM). Figure 1-3 shows how server load 
balancing is accomplished using the Content Services Module.
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Figure 1-3 Server Load Balancing Using Cisco Content Switching Module

SLBs are usually placed between content servers on your network and the users 
requesting content. Requests for information, instead of being directed to the 
actual IP addresses of content servers, are directed to virtual IP addresses (VIPs) 
represented by the SLB device. The SLB constantly monitors the status of the 
resources under its control, polling those resources for online status, load, and 
availability. Once it receives a request, the SLB applies one of various 
sophisticated algorithms to select the best response to the request, based on the 
most up-to-date load and availability information it has. It then passes the location 
of that device back to the requesting client as an answer. 
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For example in Figure 1-3, a user request for content is directed to a Cisco 
Content Router 4430-B (Content Router). That device then redirects the clie
request to two redundant content sites that are both represented by Cisco S
(for example, Content Service Switches) acting as content routing agents (CR
Using a resolution process called the DNS race, these devices then send ide
and simultaneous requests back to the user’s D-proxy, which responds to the
request that reaches it through the network. 

For details on the Cisco Content Router software and the DNS race, refer to
Cisco Content Routing Software Configuration Guide and Command Reference.

Global Server Load Balancing

Content Services Switches and Content Switching Modules greatly expand t
ability of an organization to serve user requests for content in a quick, efficie
and reliable manner. What happens, however, when SLB devices must bala
requests not just between a set number of host servers, but also between on
more geographically dispersed and redundant content sites? The effort to per
server load balancing between multiple, dispersed hosting sites is referred t
global server load balancing, or GSLB.

GSLB offers some key advantages to large organizations or web hosting ser
that need to manage content requests across a global network, including:

• Redundancy—Using real-time load and availability statistics, SLBs like t
Content Services Switch and Content Switching Module deployed in a GS
setting can quickly shift traffic to standby devices should first-line device
suddenly go off line or be overwhelmed with traffic.

• Load optimization—Using a variety of load-balancing methods, SLBs act
as part of a GSLB solution can pass on requests to host servers in one or
redundant host sites under their control so that all host servers are carryin
appropriate request load and no one host is underused in serving reque
1-10
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• Fast response time—Using balancing features such as the DNS race and
proximity, SLBs in a GSLB solution can improve network performance b
ensuring that the host responding to a request is the one closest to the 
requesting client.

• Scalability—By quickly integrating new virtual IP addresses (VIPs) or ev
entire redundant data centers into the routing scheme, SLBs in a GSLB en
you to scale your entire Content Delivery Network (CDN) quickly to mee
increased demand.

GSLB Using the Content Services Switch

On its own, the Cisco Content Services Switch offers a number of options fo
configuring GSLB. 

Content Rule-Based GSLB

In versions of the Content Services Switch earlier than Version 5.0, GSLB is
supported through what is referred to as a rule-based method. Using this 
configuration, one or more Content Services Switches are configured as DN
servers using the dns-server CLI command, forming a highly available, 
distributed, and load-sensitive website. 

When groups of Content Services Switches are configured together for DNS
these devices form a content domain within which Content Services 
Switches—known as peers—can exchange content rules, load-balancing 
information, and data on service availability.

Each Content Services Switch becomes aware of all the locations for the con
associated with a domain name and the operational state and load of the loc
The Content Services Switch can then intelligently direct clients to a site wh
they can best obtain the desired content. 

Access lists can be used on the Content Services Switch to filter incoming D
requests, and Content Services Switch content rules are applied to incoming
requests to match requests with the best available VIP based on server availa
and load.

Zone-Based GSLB

Beginning with Version 5.0 of the Content Services Switch, zone-based GSL
supported in addition to content rule-based GSLB. As part of the new proxim
features in the Cisco CSS 11000 Series Switch, zone-based GSLB ensures th
site and server selection for all content requests by dividing users and conten
1-11
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zones and determining an optimum content zone based on a user’s location.
the dns-server zone and dns-record CLI commands are used to configure the 
Content Services Switch to use zone-based GSLB, with internal keepalives 
(KALs) used to track the status of local VIPs, and external keepalives configu
to monitor the status of VIPs associated with external Content Services Swit
or Content Switching Modules. 

Appliance-Based GSLB Using the GSS

The GSS is designed to coordinate the efforts of Content Services Switches
Content Switching Modules, and other geographically dispersed SLBs in a gl
network deployment. Running on a Cisco Global Site Selector 4480, the GS
capable of supporting up to 256 unique SLBs and over 4000 separate VIPs.
GSS coordinates the activities of SLBs by acting as the authoritative DNS se
for those devices (SLBs as well as caches) under its control.

As the authoritative name server for a domain or subdomain, the GSS is abl
consider additional information about the resources under its control when i
receives requests from name servers farther upstream.

Among the additional factors that the GSS is capable of considering when 
responding to a request are:

• Availability—Which servers are on line and available to respond to the 
query?

• Proximity—Which server responded the fastest to a query?

• Load—What type of traffic load is each server handling in the domain? 

• Source of the request—From which D-proxy did the content request 
originate?

• Preference—What is the first, second, or third choice of algorithm to use
responding to a query?

This type of load balancing helps to ensure not only that end users are alwa
directed to resources that are online, but also that requests are forwarded to
most suitable device, resulting in reduced response time for users. 
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Request Resolution Using the GSS

In resolving DNS requests, the GSS performs a series of distinct operations to 
take account of the resources under its control and return the best possible answer 
to the requesting client’s D-proxy. 

Figure 1-4 illustrates the steps that the GSS takes to resolve requests to the 
fictional domain tac.support.cisco.com by a GSS that is managing the entire 
cisco.com corporate domain.

Figure 1-4 Global Site Selector Deployed in Front of a Corporate Website
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The GSS takes the following steps to return the IP address of the requested content 
site:

1. The requesting web client sends a query for tac.support.cisco.com to its local 
D-proxy.

2. The local D-proxy sends a query to the root name server (’’’’ in Figure 1-4), 
which refers the D-proxy to the com name server. 

3. The local D-proxy sends a query to the com name server, which refers the 
D-proxy to the GSS that is acting as the cisco name server.

4. The local D-proxy sends a query to the GSS name server, which determines 
which local SLB (in this case a Content Services Switch or a Content 
Switching Module) is the best one (based on availability and load) to fulfill 
the request for tac.support.cisco.com. The GSS name server sends the IP 
address of that SLB back to the local D-proxy. 

5. The GSS returns the VIP address of the SLB to the requesting client’s 
D-proxy. 

6. The client’s D-proxy returns that IP address back to the client. 

7. The client’s browser uses the IP address provided by the D-proxy to con
to the SLB. 

8. The SLB locally load balances the request to the best-suited origin serve
which responds to the client request.

DNS Rule

The GSS uses DNS rules, as configured by the administrator through the GS
GUI, to balance incoming DNS requests among the resources under its con

DNS rules determine how the GSS responds to each query it receives by cre
protocols for matching requests received from a known source, or D-proxy, to
most suitable member of a collection of name servers or virtual IP addresse
(VIPs). 

Each DNS rule takes into account four variables:

• The source IP address of the requesting D-proxy.

• The requested hosted domain.
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• An answer group—A group of resources considered for the response, 
together with balance methods, makes up a clause (described in the 
paragraphs that follow).

• A balance method—An algorithm for selecting the best server, together w
an answer group, makes up a clause.

In short, a DNS rule defines how a request is handled by the GSS by answe
the following question:

When traffic arrives from a DNS proxy, querying a specific domain name, what 
resources should be considered for the response, and how should they be 
balanced?

In addition, for each DNS rule, up to three possible response “clauses” are 
possible. Each clause specifies that a particular answer group serve the req
and a specific balance method be used to select the best resource from that a
group. These clauses are evaluated in order, with parameters established to
determine when one clause should be skipped and the next answer used.

The sections that follow explain the architecture of the GSS product as well as
GSS concepts that you need to understand before deploying the GSS on yo
network. 

Architecture
The following sections describe the key components of a GSS deployment, 
including hardware and software, as well as GSS networking concepts. 

Global Site Selectors and Global Site Selector Managers
The Global Site Selector solution relies on three distinct but closely related 
devices:

• Primary GSSM

• Standby GSSM

• GSS
1-15
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Primary GSSM

The primary GSSM is a Cisco Global Site Selector 4480 running Cisco GSS 
software and performing content routing as well as centralized management 
functions for the GSS network.

The primary GSSM serves as the organizing point of the GSS network, hosting 
the embedded GSS PostgreSQL database that contains configuration information 
for all your GSS resources, such as individual GSSs, and DNS rules. Other GSS 
devices report their status to the primary GSSM. Configuration changes initiated 
on the primary GSSM using the GSSM GUI are communicated to the devices that 
the GSSM manages. 

Any GSS device can serve as a GSSM, and any GSS device can act as both a GSS 
and a GSSM simultaneously.

In addition to content routing configuration, a subset of device-monitoring and 
logging features is accessible from the GSSM GUI, though more extensive 
inquiries may require access to the GSS CLI for an individual device. 

Communication between administrators and the GSSM GUI uses HTTPS, and 
access to the GSSM GUI is password-protected. 

Standby GSSM

The standby GSSM is a Cisco Global Site Selector 4480 running Cisco GSS 
software and performing GSLB functions for the GSS network. In addition, the 
standby GSSM is configured to act as the GSSM should the primary GSSM 
suddenly go off line or become unavailable to communicate with other GSS 
devices. 

As with the primary GSSM, the standby GSSM is configured to run the GSSM 
GUI and contains a duplicate copy of the embedded PostgreSQL GSS database 
that is currently installed on the primary GSSM. Any configuration or network 
changes affecting the GSS network are synchronized between the primary and the 
standby GSSM so that the two devices are never out of step.

Before it is enabled as the primary GSSM, the GSSM GUI is inaccessible on the 
standby GSSM. 
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The standby GSSM can be quickly enabled as the primary GSSM using the gss 
CLI command, though you must make sure that your previous primary GSSM is 
off line before attempting to enable your standby as the new primary GSSM. 
Having two primary GSSMs active at the same time may result in the inadvertent 
loss of configuration changes for your GSS network.

GSS

The GSS is a Cisco Global Site Selector 4480 running Cisco GSS software and 
performing routing of DNS queries based on DNS rules and conditions configured 
using the GSSM.

Each GSS is known to and synchronized with the GSSM, but individual GSSs do 
not report their presence or status to one another. 

Each GSS on your network must be configured on your upstream DNS server and 
can be managed separately using the Cisco CLI. 

A device that is acting as a GSS may also be serving as the GSSM for a GSS 
network. 

Hosted Domains

A hosted domain (HD) is any domain or subdomain that has been delegated to the 
GSS and configured (using the GSSM GUI) for DNS query responses. 

All DNS queries must match a domain belonging to a configured domain list, or 
else they are denied by the GSS. Queries that do not match domains on any GSS 
domain lists can also be forwarded by the GSS to an external DNS name server 
for resolution. 

Hosted domains may or may not correspond to standard third-level domain names 
but cannot exceed 128 characters in length. Domain names that use wildcards are 
supported by the GSS.

The following might be domain names configured on the GSS: 

cisco.com
www.cisco.com
www.support.cisco.com
.*\.cisco\.com

See the “Configuring and Modifying Domain Lists” section on page 2-28 for 
more information on configuring domains. 
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Domain Lists
Domain lists are groupings of domains that have been delegated to the GSS. A 
domain list can contain between 1 and 1024 individual domains. 

Using the DNS rules feature of the GSSM GUI, requests for any member of a 
domain list are matched to an answer—a resource hosting the content being 
requested—using one of a number of balance methods. 

See the “Configuring and Modifying Domain Lists” section on page 2-28 for 
more information on configuring domain lists. 

Source Address and Source Address Lists
The term source address refers to the source of DNS queries received by the GS
Source addresses might point to an IP address or block of addresses repres
client D-proxies from which queries will originate. 

Using DNS rules, the GSS matches source addresses to domains hosted by
GSS using one of a number of different balance methods. 

Source addresses are taken from the D-proxy (the local name server) to wh
requesting client issued a recursive request. The D-proxy iterates the client 
queries to multiple devices, eventually querying the GSS, which matches the
D-proxy address against its list of configured source addresses. 

DNS queries received by the GSS do not have to match a specific D-proxy in o
to be routed; default routing can be performed on requests that do not eman
from a known source address. A failsafe “Anywhere” source address list is 
provided by default. Incoming queries that do not match your configured sou
address lists are matched to this list. 

In addition to specific IP addresses, source addresses can also be set up to
represent address blocks using variable-prefix-length classless interdomain 
routing (CIDR) block masking. For example, the following would all be 
acceptable GSS source addresses: 

192.168.1.110
192.168.1.110/32
192.168.1.0/24
192.168.0.0/16
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Source addresses are grouped into lists, referred to as source address lists, for the 
purposes of routing requests. Source address lists can contain between 1 and 30 
source addresses, or unique address blocks.

Answers and Answer Groups
In a GSS network, the term answers refers to resources to which the GSS resolves 
DNS requests that it receives. 

The three types of possible answers on a GSS network are:

• Virtual IPs (VIPs)—IP addresses associated with an SLB like the Cisco 
Content Services Switch, Content Switching Module, or other Cisco IOS
software-compliant SLB

• Name server—Configured DNS name server on your network to which 
queries that the GSS cannot resolve are forwarded

• CRA—Content routing agents associated with the GSS DNS race serve

As with domains and source addresses, answers are configured using the G
GUI by identifying the IP address to which queries can be directed. 

Once created, answers are grouped together as resource pools called answer 
groups, from which the GSS, using one of a number of available balance meth
can choose the most appropriate resource to serve each user request. 

Depending on the type of answer, further intelligence can be applied to DNS
queries to choose the best host. For example, a request that is routed to a V
associated with a Content Services Switch will be routed to the best resourc
based on load and availability, as determined by the Content Services Switc
request that is routed to a content routing agent is routed to the best resource
on proximity, as determined in a DNS race conducted by the GSS. 

The following sections describe the various GSS answer types. 

VIP

Virtual IP addresses (VIPs) are used by SLBs such as the Cisco Content Ser
Switch and Content Switching Module to represent content hosted on one or m
servers under their control. The use of VIPs allows for traffic to be balanced
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among multiple origin servers, application servers, or transaction servers in a way 
that results in faster response times for users and less network congestion for the 
host.

When queried by a client’s D-proxy for a domain associated with a VIP answ
type, the GSS responds with the VIP address of the SLB best suited to handle
request. The requesting client then contacts the SLB, which load balances t
request to the server best suited to respond.

Name Server

A name server (NS) answer type specifies the IP address of a DNS name ser
which DNS queries will be forwarded from the GSS.

Using the name server forwarding feature, queries are forwarded to an exte
(non-GSS) name server for resolution, with the answer passed back to the G
name server and from there to the requesting D-proxy. As such, the name s
answer type can act as a guaranteed fallback resource—a way to resolve req
that the GSS cannot resolve itself—either because the requested content is
unknown to the GSS, or because the resources that typically handle such req
are unavailable.

CRA

The CRA answer type relies on content routing agents and the GSS to choo
suitable answer for a given query based on the proximity of two or more poss
hosts to the requesting D-proxy. 

With the CRA answer type, requests received from a particular D-proxy are 
served by the content server that responds first to the request. Response tim
measured using a DNS race, coordinated by the GSS and content routing a
running on each content server. In the race, multiple hosts respond simultane
to a request. The server with the fastest response time (the shortest network 
between itself and the client’s D-proxy) is chosen to serve the content. 

The boomerang balance method uses the DNS race to determine the best s
See the “Boomerang” section on page 1-25 for more information on this 
balance method.
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Keepalive Objects
In addition to specifying a resource, each answer also provides you with the 
option of specifying a keepalive for that resource, a method by which the GSS can 
periodically check to see if the resource is still active. All answers are validated 
by configured keepalives and are not returned if the keepalive indicates that the 
answer is not viable.

The GSS uses keepalives to collect and track information on everything from the 
simple online status of VIPs to services and applications running on a server. 
Depending on the type of answer being tracked, the GSS also monitors load and 
connection information on SLBs that can be used to perform load-based 
redirection. 

Depending on the type of resource that you are configuring as a GSS answer (for 
example, a VIP associated with a Content Services Switch or Content Switching 
Module), you have the option of configuring a keepalive for that answer that will 
be used to monitor its liveness continually and report that information to the 
GSSM. Routing decisions involving that answer consider that liveness 
information. 

The sections that follow explain the various keepalive object types.

ICMP

Used when the GSS answer that you are testing is a VIP or IP address, the Internet 
Control Message Protocol (ICMP) keepalive type monitors the health of resources 
by issuing queries containing ICMP packets to the configured VIP address (or a 
shared keepalive address) for the answer. Liveness is determined by a response 
from the targeted address, indicating simple connectivity to the network. 

KAL-AP

Used when the GSS answer that you are testing is a VIP associated with a Cisco 
Content Services Switch or Content Switching Module, the KAL-AP keepalive 
type sends a detailed query to both a primary (master) and a secondary (backup) 
circuit address that you specify, returning the liveness status of each interface as 
well as information on load for whichever address is acting as the master VIP.
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Depending on your GSS network configuration, the KAL-AP keepalive can be 
used to either query a VIP address directly or query an address by way of an 
alphanumeric tag (KAL-AP By Tag), which can be particularly useful when you 
are attempting to determine the liveness status of a device that is located behind a 
firewall that is performing Network Address Translation (NAT). 

HTTP-Head

Used when the GSS answer that you are testing is an HTTP web server acting as 
a standalone device or managed by an SLB device such as a Content Services 
Switch, Content Switching Module, Cisco IOS software SLB, or Cisco 
LocalDirector, the HTTP-Head keepalive type sends a TCP format HTTP HEAD 
request to a web server at an address that you specify, returning the liveness status 
of the device (in the form of a 200 response).

CRA

Used when the GSS answer that you are testing is a content routing agent (CRA) 
answer type that will be performing DNS races, the CRA keepalive type tracks the 
time required (in milliseconds) for a packet of information to reach the CRA and 
return to the GSS. 

Name Server

Used when the GSS answer that you are testing is a name server answer type, the 
name server keepalive sends a query to the IP address of the name server or to a 
query domain that you specify (for example, www.cisco.com). Liveness for the 
name server answer is determined by the ability of the name server or D-proxy for 
the query domain to respond to the query and resolve the domain to an address. 

None

With the keepalive set to None, the GSS assumes that the named answer is always 
on line. Setting the keepalive type to None prevents your GSS from taking online 
status or load into account when routing. However, it is useful under certain 
conditions when adding devices to your GSS network that are not suited to other 
keepalive types. In general, ICMP is a simple and flexible keepalive type that 
works with most devices. Using ICMP is preferable to using the None option.
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Balance Methods
The GSS supports six unique balance methods that allow you to specify how a 
GSS answer should be selected to respond to a given DNS query.

• Ordered list

• Round-robin

• Weighted round-robin

• Least loaded (ACA load WebNS, connection count on the Content Switching 
Module)

• Hash based on source address or hosted domain

• Boomerang (DNS race)

See the following sections for more information on each of these balance options.

Ordered List

Using the ordered list balance method, each resource within an answer group (for 
example, an SLB VIP or a name server) is assigned a number that corresponds to 
the rank of that answer within the group. Devices with lower numbers rank above 
those with higher numbers. 

Using the rankings, the GSS tries each resource in the order that has been 
prescribed, selecting the first available (“live”) answer to serve a user request.
members are given precedence and tried in order, and a member will not be
unless all previous members fail to provide a suitable result.

The ordered list method is typically useful in managing resources across mul
content sites in which a deterministic method for selecting answers is requir

See the “Order” section on page 1-26 as well as the “Load Threshold” section on 
page 1-27 for information on how the GSS determines which answer to selec
when using the ordered list balance method.

Round-Robin

Using the round-robin balance method, each resource within an answer gro
tried in turn, with the GSS cycling through the list of answers, selecting the n
answer in line for each request. In this way, the GSS is able to resolve reques
evenly distributing the load among possible answers.
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The round-robin balance method is useful when balancing requests among 
multiple, active data centers that are hosting identical content, for example 
between SLBs at a primary and at an “active standby” site that serves reque

See the “Load Threshold” section on page 1-27 for information on how the GSS 
determines which answer to select when using the round-robin balance met

Weighted Round-Robin

As with the round-robin balance method, the weighted round-robin (WRR) 
method cycles through a list of defined answers, choosing each available an
in turn. However, with WRR, an additional “weight” factor is assigned to eac
answer, biasing the GSS toward certain servers, so that they are used more

See the “Weight” section on page 1-26 and the “Load Threshold” section on 
page 1-27 for information on how the GSS determines which answer to selec
when using the weighted round-robin balance method.

Least Loaded

Using the least loaded balance method, the GSS resolves requests to the 
least-loaded of all resources, as reported by the KAL-AP keepalive process, w
provides the GSS with detailed information on the SLB load and availability.

See the “Load Threshold” section on page 1-27 for information on how the GSS 
determines which answer to select when using the least loaded balance me

Source Address and Domain Hash

Using the source address and domain hash balance method, elements of th
client’s DNS proxy IP address and the requesting client’s domain are extract
and used to create a unique value, referred to as a “hash value.” The unique
value is attached to and used to identify a VIP that is chosen to serve the DN
query. 

The use of hash values makes it possible to “stick” traffic from a particular 
requesting client to a specific VIP, ensuring that future requests from that cli
are routed to the same VIP. This type of continuity can be used to facilitate 
features such as online “shopping baskets” in which client-specific data is 
expected to persist even when client connectivity to a site is terminated or 
interrupted. 
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Boomerang 

The GSS supports the boomerang (DNS race) method of proximity routing, a type 
of DNS resolution that is initiated by the GSS and is designed to load balance 
between 2 and 20 sites. 

Based on the concept that instantaneous proximity can be found if a content 
routing agent (CRA) within each data center sends an A-record (IP address) at the 
exact same time to the client’s D-proxy, the DNS race method of DNS resolu
gives all possible CRAs (which can be either Cisco Content Engines or Con
Services Switches) a fair chance at resolving a client request and allows for
proximity to be determined without probing the client’s D-proxy. Whatever 
A-record is received first is by default the most proximate. 

In order for the GSS to initiate a DNS race, it needs to establish two pieces 
information per CRA:

• The delay between the GSS and each of the CRAs in each data center. With 
this data, the GSS computes how long to delay the race from each data center, 
so that in each CRA starts the race simultaneously.

• The “aliveness” of the CRAs. With this data, the GSS knows not to forwa
requests to any CRAs that are not responding.

The boomerang server gathers this information by sending keepalive messag
predetermined intervals. This data, along with the IP addresses of the CRAs
used to request the exact start time of the DNS race. 

Finally, in order for the CRA response to be accepted by the D-proxy, the CR
must spoof the IP address of the GSS to which the DNS request was sent w
responding.

Balance Method Options

For most balance methods supported by the GSS, there are additional 
configuration options that you must consider to make sure that your GSS is 
properly applying the balance method for your network resources, and to en
that you are getting the best possible results from your GSS device. Table 1-1 
describes the available options.
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The following sections explain each of the balance method options available. 

Order

The order option is used when the balance method for the answer group is ordered 
list. Answers on the list are given precedence in responding to requests based 
upon their position in the list. 

Weight

The weight option is used when the balance method for the answer group is 
round-robin or least loaded. Weights are specified by a number between 1 and 10 
and indicate the capacity of the answer to respond to requests. 

• When used with the round-robin balance method, the number listed is used 
by the GSS to create a ratio of the number of times the answer is used to 
respond before the next answer on the list is tried. 

• When used with the least loaded balance method, the number listed is 
used by the GSS as the divisor in calculating the load number associated 
with the answer, which is used to create a bias in favor of answers with 
greater capacity.

Table 1-1 Balance Method Options for Answer Types

Answer Type  Balance Methods Used Balance Method Options

VIP Hashed

Least loaded

Ordered list

Round-robin

Weighted round-robin

Weight, order, load thresholds

Name server Hashed

Ordered list

Round-robin

Weighted round-robin

Order, weight

CRA Boomerang (DNS race) —
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Load Threshold

When the answer type is VIP and the keepalive method is KAL-AP, the load 
threshold is used regardless of the balance method used.

The load threshold specifies a number between 2 and 254 that is compared to the 
load being reported by the answer device. If the answer’s load is above the 
specified threshold, the answer is deemed to be off line and unavailable to s
further requests. 

The load threshold value can also be used in conjunction with the weight assi
to an answer, with the weight acting as a divisor for the load threshold in 
calculating capacity. 

Regions and Locations
As your GSS network grows, the job of organizing and administering your G
resources—answers and answer groups, domain lists, and DNS rules—beco
more and more of a challenge. For that reason, the GSS makes features ava
to you that help you make sense of and organize your resources. Among the
resources are:

• Locations—Logical groupings for GSS resources that correspond to 
geographical entities such as a city, data center, or content site

• Regions—Higher-level geographical groupings that contain one or more
locations

In addition to allowing you to easily sort and navigate long lists of answers, D
rules, and so on, the use of logical groupings such as locations and regions m
it easier to perform bulk administration of GSS resources. Using the location
feature in the GSS GUI, for example, you can suspend or activate all answe
linked to a particular GSS data center, shutting down a site for scheduled 
maintenance and then bringing it back on line with only a few mouse clicks. 
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Owners
Owners serve a purpose similar to that of locations and regions in the GSS, 
providing a simple way to organize and identify groups of related GSS resources. 
However, whereas regions and locations are used to make geographical sense of 
your GSS network, owners are used to group resources according to other 
organizational schemes.

For example, a service provider using the GSS to manage multiple hosting sites 
might create an owner for each web or application hosting customer. With this 
organizational scheme, domain lists containing that customer’s hosted conte
well as DNS rules, answer groups, and source address lists that specify how t
to those domains should be processed, can all be associated with and mana
through the owner.

Deployed on a corporate intranet, owners can be used to segregate GSS res
on a department-by-department basis, or to allocate specific resources to IT
personnel. For example, you could create an owner for the finance, human 
resources, and sales departments so that resources corresponding to each 
viewed and managed together. 

Note that designating an “owner” for a resource does not imply the existenc
special permissions to access the GSSM GUI or manage that resource. Acc
the GSSM GUI and all its features is limited to those individuals with valid GSS
logins and passwords. Owners can be created to correspond to IT personne
also have GSSM logins, but there is no necessary connection between the t

Network Deployment
The following sections detail a typical network deployment of the GSS. 

Overview
A typical GSS deployment contains at least one and may contain up to eight 
devices deployed on a corporate intranet or the Internet. At least one GSS—
no more than two GSSs—must be configured as GSSMs, which monitor oth
GSS devices on the network and offer features for managing and monitoring
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request routing services using a GUI accessible through secure HTTP. Only one 
GSSM can be “active” at any time, with the second GSSM serving as a “stand
or backup device. 

See the “GUI-Based GSS Management” section on page 1-32 for a list of the 
functions that can be controlled from the GSSM GUI.

The GSSM functionality is embedded on each GSS, and any GSS device ca
configured to act as a GSSM or a standby GSSM. See the “Configuring a GSSM” 
section on page 2-3 for details. 

Additional GSSs beyond the primary and standby GSSM that are configured
the GSS network route requests but do not perform GSS network managem
tasks. 

Locating GSS Devices
Although it is your organization that determines where your GSS devices wil
deployed in your network, some general guidelines must be observed. The 
following sections discuss issues related to GSS network deployment.

Because they serve as the authoritative name server for one or more domai
GSSs must be publicly or privately addressable on your enterprise network. 
way, the D-proxy clients that are requesting content can find the GSSs that 
been charged with handling requests for that content. 

Numerous options are available for delegating responsibility for your domain
your GSS devices, depending on traffic patterns to and from your domain. F
example, given a network containing five GSS devices, you might choose to
modify your upstream name servers so that all traffic of all types that is sent
your domain is directed to each of your GSS devices. Or you might choose to 
a subset of your traffic (for example, all web traffic) delegated to one or more
your GSSs, with other devices handling other segments of your traffic. 

See the “Upstream DNS Configuration” section on page 2-76 for information on 
modifying your network’s DNS configuration to accommodate the addition of
GSSs to your network. 
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Locating GSS Devices Behind Firewalls

Deploying a firewall can be of immense benefit in preventing unauthorized access 
to your GSS network, as well as thwarting common denial of service (DoS) 
attacks on your GSS devices. In addition to the ability to be deployed behind your 
corporate firewall, the GSS comes with robust packet-filtering features that enable 
GSS administrators to permit and disallow traffic to any GSS device. 

When positioning your GSS behind a firewall or enabling packet filtering on the 
GSS itself, you must properly configure each device (the firewall and the GSS) to 
allow valid network traffic to reach the GSS device on specific ports. In addition 
to requiring HTTPS traffic in order to access the GSS GUI, for example, you may 
want to configure your GSSs to allow FTP, Telnet, and SSH access through certain 
ports. In addition, GSSs must be able to communicate their status to and receive 
configuration information from the GSSM. Finally, primary and standby GSSMs 
must be able to communicate and synchronize with one another. 

See the discussion of the access-list and access-group commands in the 
“Filtering GSS Traffic Using Access Lists” section on page 3-20 for instructions 
on limiting incoming traffic. 

See the “Deploying GSS Devices Behind Firewalls” section on page 3-25 for 
information on which ports must be enabled and left open in order for the GS
function properly. 

Refer to the Cisco Global Site Selector Command Reference for detailed 
descriptions of the CLI commands required to create a firewall that blocks a
non-GSS traffic to your GSS devices. 

Communication Between Nodes
GSS devices communicate their status to the GSSM using the TCP protoco

In addition, GSSs monitor the status, including the load and availability, of SL
under their control using one of a series of keepalives discussed in the “Keepalive 
Objects” section on page 1-21. 

GSS devices do not communicate directly with one another, however, nor do 
share keepalive statistics. Should a GSS unexpectedly go off line, therefore, 
GSSs on the network responsible for the same resources are not affected. 
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With both a primary and a standby GSSM deployed on your GSS network, device 
configuration information and DNS rules are automatically synchronized between 
the primary GSSM and a data store maintained on the standby GSSM. 

Synchronization occurs automatically between the two devices whenever the GSS 
network configuration changes. Updates are packaged and sent to the standby 
GSSM using a secure connection between the two devices.

Should the primary GSSM suddenly become unavailable, the standby GSSM 
assumes the role of primary GSSM, and the GSS network continues to function. 
However, the standby GSSM must be manually enabled as the primary device 
using the CLI before its GUI can be accessed and configuration changes made. 
See the “Configuring a GSSM” section on page 2-3 for instructions on enabling 
the primary GSSM.

Deployment Within Data Centers
A typical GSS network consists of multiple content sites, such as data centers
server farms, access to which is managed by one or more SLBs, such as th
Content Services Switch. 

Each SLB is represented by one or more virtual IP addresses, or VIPs. These
act as the publicly addressable front-end of the data center. 

Behind each SLB are transaction servers, database servers, and mirrored o
servers offering a wide variety of content, from websites to applications. 

The GSS communicates directly with the SLBs that are representing each d
center, collecting statistics on availability and load for each of the SLBs and V
and using that data to direct requests to the best-suited data centers and the
available resources within each data center. 

In addition to SLBs, a typical data center deployment may also contain additio
DNS name servers that are not being managed by the GSS. These can be u
to resolve requests, through name server forwarding, that the GSS cannot 
resolve itself. 
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Management of your GSS network is divided into two types:

• CLI-based management

• GUI-based management

CLI-Based GSS Management
The CLI is used to configure installation and management of your Cisco GSS 
software, including:

• Initial configuration of GSS and GSSM devices

• Software upgrades, downgrades, and restore operations on GSSs and GSSMs

• Configuration backups and restore operations

In addition, the CLI is used for network configuration of your GSS devices, 
including:

• Network address and host name configuration

• Network interface configuration

• Access control for your GSS devices, including IP filtering and traffic 
segmentation

• Database and configuration backups and restore operations

The CLI can also be used for status monitoring and logging on an individual GSS 
device. 

GUI-Based GSS Management
The GSSM offers a single, centralized GUI for monitoring and administering your 
entire GSS network.
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The GSSM GUI is used for:

• Configuring request routing and server load balancing through the creation of 
DNS rules

• Monitoring GSS network resources

• Monitoring request routing and GSS statistics

See the “Understanding the GSSM GUI” section that follows for more 
information on using the GSSM GUI.

Understanding the GSSM GUI
The GSSM GUI is a web-based tool that can be viewed using any standard 
browser such as Microsoft Internet Explorer Version 5.0 and later and Netsc
Navigator Version 4.7 or later.

The GSSM GUI serves as a centralized management point for your entire G
network. Using the GSSM interface, you can add GSS devices to your netw
and build DNS rules that match groups of source addresses to hosted doma
using one of a number of possible load-balancing methods. In addition, using
GSSM monitoring feature, you can obtain real-time statistics on the performa
of your GSS network or of individual devices on that network.

When you first log on to the GSSM GUI, you see a Welcome window. (See 
Figure 1-5.) Additional information appears in the footer area of the GUI, 
including the current login account information (centered) in the following 
format: 

login (first name, last name)

The current GSS network time in Coordinated Universal Time (UTC) is display
in the lower right corner of the GUI. 

The sections that follow describe the organization and workings of the GSSM
GUI. Review them before attempting to use the GUI to create your GSS netw
1-33
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 1      Introducing the Global Site Selector
GSS Network Management

ers, 

ork 
Figure 1-5 GSSM Welcome Window

The GSSM GUI is organized into five main functional areas that can be accessed 
by clicking the appropriate button:

• DNS RULES—Contains features for creating and modifying DNS rules, 
including the creation of source address lists, (hosted) domain lists, answ
answer groups, and shared keepalives. 

• RESOURCES—Contains features for creating and modifying GSS netw
resources such as GSSs, locations, owners, and so on. 

• MONITORING—Contains features for monitoring the performance of 
content routing on your GSS network, such as displays of hit counts 
organized by source address, domain, answer method, or DNS rule. 
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• TOOLS—Contains administrative features for the GSS network, such as
creating login accounts, managing account passwords, and viewing 
system logs. 

• HELP—Launches the GSSM online help system, which contains informat
on using the many features of the GSSM GUI. In addition to the help me
topic-specific help can also be obtained by clicking the question mark (?
icons that appear in many GSSM windows.

Within each of these major feature areas, users can access particular featur
choosing them from a drop-down list that appears in the upper left-hand corn
the GSSM GUI. The options on this list change to reflect the feature area. 

Once you have selected a feature, information on your GSS related to that fe
is further organized into two areas: list windows and details windows, which 
described in the sections that follow.

List Windows

List windows appear throughout the GSSM GUI and provide the user with a 
feature-specific overview, listing all resources of a certain type that are configu
on the GSS network. For example, clicking the DNS RULES button displays 
DNS Rules list window, with all the rules currently configured on the GSS 
network listed. 

List windows are also the location from which new resources (for example, D
rules or domain lists) are added to the GSS network, or existing resources a
removed from the network.

In addition to providing a bird’s-eye look at resources on your GSS network, 
windows also enable you to sort those resources by any one of a number of
properties that are listed on the screen, quickly locating a particular resourc
an identifying characteristic such as name, owner, or type. 

To sort information that is listed on the GSSM, click the column header for th
column containing the information by which you wish to sort the list. For 
example, to sort your DNS rules balance method, you would click the words
Balance Methods at the top of that column. The screen refreshes, listing the 
rules sorted alphabetically by balance method type. 

Figure 1-6 shows an example of a GSSM list window.
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Figure 1-6 GSSM List Window

Details Windows

Details windows appear throughout the GSS GUI and provide specific 
configuration information for a single resource, while also enabling 
administrators to modify those properties, create new resources, remove 
resources, and so on. 

For example, in Figure 1-6, choosing Domain Lists from the drop-down menu 
displays the Domain Lists list window. Adjacent to each domain list is an icon 
depicting a pad and pencil, called the Edit icon. Clicking the Edit icon for the 
domain in the list window displays the details window for that domain list (see 
Figure 1-7), allowing the GSS administrator to modify the domain list by adding 
or removing domains. 
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Figure 1-7 GSSM Details Window

Navigation

Although the GSSM GUI is viewed as a series of web pages using a standard 
browser, navigating within the GUI is not the same as moving around between 
different websites, or even within a single site. The standard browser navigation 
button, with Forward and Back buttons is disabled, as is the browser address field 
that displays the URL of the page you are viewing.

Instead, you navigate from one content area of the GSSM GUI using the buttons 
for each of the major content areas: DNS RULES, RESOURCES, 
MONITORING, TOOLS, and HELP. 

Once within a major content area, you can access a particular feature or move 
between features using the drop-down list. Choosing a feature from the 
drop-down list immediately transfers you to that window on the GUI. 
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To move back from a details window for a resource to the corresponding list 
window, use the Save or Cancel buttons. 

Note Using your web browser’s Back button cancels any unsaved changes in the G
GUI. 

For example, to return to the Global Site Selectors list window after viewing 
details for one of your GSSs, you would click the Cancel button. Or, if you ha
made configuration changes to that GSS that you wish to retain, click Save. E
action returns you to the Global Site Selectors list window.

GSSM Icons and Symbols

Table 1-2 lists and explains some common icons and graphical symbols in th
GSSM interface. These icons are referenced throughout this guide in explai
how to use the features of the GSSM. 

Table 1-2 GSSM GUI Icons and Symbols

Icon or Symbol Purpose Location

Edit icon. Opens the associated 
item for editing, displaying 
configuration settings in the details 
window.

List windows

Wizard icon. Opens the associated 
DNS rule for editing using the 
DNS Rule Wizard. 

DNS Rule list window

Sort icon. Indicates that the items 
listed are sorted in ascending order 
according to the property listed in 
this column.

List windows

* Asterisk. Required field. Indicates 
that a value is required in the 
adjacent field before the item can 
be successfully saved. 

Details windows
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Save button. Saves configuration 
information. When you edit 
specific GSS system or device 
configuration information, 
clicking Save returns you to the 
associated list window.

Details windows

Cancel button. When you edit 
specific GSS system or device 
configuration information, 
clicking Cancel returns you from 
the details window to the 
associated list window, much like 
the Back button on your web 
browser. Any configuration 
changes that have been entered but 
not saved are discarded.

Details windows

Reset button. When you edit global 
properties such as global keepalive 
properties, clicking Reset restores 
any unsaved settings changes.

Global KeepAlive 
Properties window

Refresh button. When you view 
GSS resources or monitor GSS 
network activity, clicking Refresh 
forces the GSSM window to 
update its content.

List windows

Export button. When you view 
GSS resources or monitor GSS 
network activity, clicking Export 
allows you to save data displayed 
in the window to a flat file for use 
in other applications.

List windows

Table 1-2 GSSM GUI Icons and Symbols (continued)

Icon or Symbol Purpose Location
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Print button. When you view GSS 
resources or monitor GSS network 
activity, clicking Print allows you 
to print data displayed in the 
window using your local or 
network printer. 

List windows

Delete button. When you view 
configuration information for GSS 
resources, clicking Delete allows 
you to delete the resource from the 
GSS network. 

Details windows

Question mark. Launches the GSS 
online help system, displaying 
topic-specific help information. 

Details windows and 
list windows 

Table 1-2 GSSM GUI Icons and Symbols (continued)

Icon or Symbol Purpose Location
1-40
Cisco Global Site Selector Configuration Guide

78-14361-01



Cisco Gl
78-14361-01
C H A P T E R 2
ion 

SS 
ery 
be 
Getting Started

This chapter is designed to provide you with all the information you need to 
configure your GSS devices to connect to your network, establish global server 
load-balancing resources and rules on the devices, and configure your existing 
DNS system to recognize and interact with your GSS devices. 

This chapter contains the following sections: 

• Overview, page 2-1

• Network Configuration, page 2-2

• Logging On to the GSSM GUI, page 2-8

• Global Server Load-Balancing Configuration, page 2-10

• Upstream DNS Configuration, page 2-76

Overview
GSSs need to be configured separately for:

• Network connectivity—Configuration of everything that is required to 
connect your GSS device to your IP network. This includes the configurat
of network configuration information such as device IP addresses and 
gateways, FTP, Telnet and SSH access, and so on. 

• Global server load balancing and DNS management—Configuration of G
components related to global server load balancing within Content Deliv
Networks. This includes the creation of DNS rules—the policies that will 
2-1
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used to process DNS queries and the methods used to respond to them
well as the configuration of GSS resources such as answers and keepal
objects that provide reliable responses to queries.

Network connectivity is configured for each device using the CLI. Global ser
load balancing and DNS management are configured using the centralized G
GUI. 

This chapter explains how to set up and configure network connectivity for y
GSS devices, and how to configure global server load balancing using the GS

For instructions on monitoring the performance of your GSS network once y
have configured your GSS devices, see Chapter 4, “Monitoring GSS 
Performance.”

For detailed instructions on the syntax and use of GSS command, refer to th
Cisco Global Site Selector Command Reference. 

Network Configuration
When setting up your GSS or GSSM for the first time, you must log in directly
the CLI on the GSS device.

Note Because both SSH and Telnet are disabled by default on all GSS devices, you
have physical access to the GSS device. Refer to the Cisco Global Site Selector 
Hardware Installation Guide for instructions on connecting a console cable to
your Cisco Global Site Selector 4480 hardware. 

Once you have configured your GSS device to connect to your IP network, y
can enable SSH and Telnet, which will make it possible for you to administer
GSS device remotely in the future. 

Note Network configuration requires that you enter into EXEC mode on the CLI, s
your login must have adequate permissions to enable you to enter EXEC mo

After you have enabled your GSSMs and GSSs, use the GSSM GUI to activ
each device on your network. See the “Creating and Modifying GSS Devices” 
section on page 2-21 for more information. 
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Configuring a GSSM
Before you can begin configuring request routing or adding GSSs to your GSS 
network, you must first have configured a primary GSSM with which the GSSs 
will be associated. 

When configuring a GSSM, you need to configure both the network connectivity 
of the GSSM as well as the embedded GSS database that resides on the GSSM and 
holds GSS device and network configuration information. You must also indicate 
whether the GSSM will serve as the primary or redundant (standby) manager. 

After you have enabled your primary GSSM, see the “Starting the Cisco GSS 
Software and the GUI” section on page 2-5 to enable the device and the GSSM
GUI.

Note Because both SSH and Telnet are disabled by default on all GSS devices, 
accessing the GSSM CLI requires that you have physical access to the GSS
device. Refer to the Cisco Global Site Selector Hardware Installation Guide for 
instructions on connecting a console cable to your Cisco Global Site Selecto
4480 hardware. 

To configure a GSS device to act as a GSSM:

Step 1 See the “Configuring a Global Site Selector” section on page 2-5 and follow
Step 1 through Step 6 to enable your primary Ethernet interface and assign an
address, gateway, and host name to your device. 

By default, the host name for GSS devices is localhost.localdomain. This cha
once you configure the host name for the device.

Step 2 Exit global configuration mode and use the gssm command to create the 
embedded GSS database, for example: 

gssm1.yourdomain.com(config)#  exit
gssm1.yourdomain.com# gssm database create

If a database has already been created on this device, an error message ap
for example: 

gssm1.yourdomain.com# gssm database create
Database exists. Use [gssm database delete] to remove.
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Use the database delete command to delete the existing database and then repeat 
the gssm database create command to create a new GSS database. For example:

gssm1.yourdomain.com# gssm database delete
gssm1.yourdomain.com# gssm database create

Step 3 Perform one of the following steps:

• If this GSSM is to be the primary (default) routing manager for your GSS 
network, use the gss enable gssm-primary command to enable your GSS 
device and make it the primary GSSM.

gssm1.yourdomain.com# gss enable gssm-primary

• If this GSSM is to be a backup (standby) GSSM for your GSS, use the gss 
enable gssm-standby command to place the GSSM in standby mode and 
associate it with the DNS name or IP address of the primary GSSM.

gssm1.yourdomain.com# gss enable gssm-standby 192.168.1.110

You must have a primary GSSM configured and enabled before you can 
enable a standby GSSM. 

Step 4 Save your configuration changes to memory, for example: 

gssm1.yourdomain.com# write memory

If you fail to save your configuration changes, the device reverts to its previous 
settings when it reboots. 

Step 5 See the “Starting the Cisco GSS Software and the GUI” section on page 2-5 to 
enable the Cisco GSS software on your primary GSSM. Then see the “Logging 
On to the GSSM GUI” section on page 2-8 to access the GSSM GUI. 

After enabling the GSSM GUI, you can use it to activate each device on you
network. See the “Creating and Modifying GSS Devices” section on page 2-21 for 
more information. 
2-4
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 2      Getting Started
Network Configuration

 

egin 
ave 

nd 

evice. 

r 
Starting the Cisco GSS Software and the GUI
After you have enabled your GSS devices, you must start the Cisco GSS software. 
Starting the software is required before the device will begin acting as a GSSM or 
GSS, and before you can access the GSSM GUI. 

To start the Cisco GSS software on your GSS devices:

Step 1 Log on to the CLI of the GSS device, following the instructions in the Cisco 
Global Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode. For example:

gss1.yourdomain.com> enable

Step 3 Use the gss start command to start the Cisco GSS software. For example: 

gss1.yourdomain.com# gss start

You can now access the GSSM GUI using your preferred web browser by pointing 
that browser to the URL of the GSSM. See the “Logging On to the GSSM GUI” 
section on page 2-8 for information on logging on to and navigating the GSSM
GUI.

Configuring a Global Site Selector
You must have configured and enabled your primary GSSM before you can b
configuring GSS devices that are neither primary nor standby GSSMs. If you h
not already done so, see the “Configuring a GSSM” section on page 2-3 for 
information on configuring and enabling your primary and standby GSSMs a
the “Starting the Cisco GSS Software and the GUI” section on page 2-5 for 
information on starting the GSSM GUI. 

Note Because both SSH and Telnet are disabled by default on all GSS devices, 
accessing the GSS CLI requires that you have physical access to the GSS d
Refer to the Cisco Global Site Selector Hardware Installation Guide for 
instructions on connecting a console cable to your Cisco Global Site Selecto
4480 hardware. 
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To configure a GSS hardware device to act as a GSS: 

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

By default, the host name for GSS devices is localhost.localdomain. This changes 
once you configure the host name for the device.

Step 2 Enable privileged EXEC mode and then global configuration mode on the device, 
for example:

localhost.localdomain> enable
localhost.localdomain# config
localhost.localdomain(config)# 

Step 3 Each GSS device contains two Ethernet interfaces, eth0 and eth1. From global 
configuration mode, use the gss-communications command to designate one of 
these interfaces as the designated network interface for GSS device 
communications, for example: 

localhost.localdomain(config)# gss-communications ethernet 0 

Step 4 Configure the IP address and netmask that will be used by the primary interface, 
for example: 

localhost.localdomain(config)# gss-communications ethernet 0
localhost.localdomain(config-eth0)# ip address 10.89.3.24 
255.255.255.0
localhost.localdomain(config-eth0)# exit
localhost.localdomain(config)# 

Step 5 Configure host name and gateway information for the GSS device, for example: 

Host(config)# hostname gss1.yourdomain.com
gss1.yourdomain.com(config)# ip default-gateway 10.89.12.100

Step 6 Configure the domain name server or servers that will be used by the GSS device. 
You can enter addresses singly or specify up to eight name servers using a 
comma-separated or space-separated list, for example: 

gss1.yourdomain.com(config)# ip name-server 128.10.12.1
gss1.yourdomain.com(config)# ip name-server 128.100.12.1, 128.110.12.1
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Step 7 Exit global configuration mode and then use the gss command to enable your GSS 
device as a GSS and point it to the primary GSSM for your GSS network, using 
either the domain name or the network address of the primary GSSM. For 
example: 

gss1.yourdomain.com(config)# exit
gss1.yourdomain.com# gss enable gss crm1.yourdomain.com

Step 8 Save your configuration changes to memory, for example: 

gss1.yourdomain.com# write memory

If you fail to save your configuration changes, the device reverts to its previous 
settings when it reboots. 

Step 9 After you have enabled your GSSMs and GSSs, use the GSSM GUI to activate 
each device on your network. See the “Creating and Modifying GSS Devices” 
section on page 2-21 for more information. 

You may also wish to enable SSH on the GSS device after you have configure
network settings. This makes it possible to administer the device remotely in
future. 

See the“Enabling and Disabling SSH, Telnet, and FTP on a GSS Device” section 
that follows for information on using the ssh and telnet commands to enable or 
disable those services.

Enabling and Disabling SSH, Telnet, and FTP on a GSS Device
In order to monitor the performance of your GSS devices and administer the
once they are deployed, you must be able to access those devices. 

Accordingly, once you have basic network connectivity on your GSS device 
may want to use the CLI to enable remote access to the device using the SS
Telnet, or FTP protocols. 
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To enable or disable SSH, Telnet, or FTP on your GSS device:

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode and then global configuration mode on the device, 
for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com# config
gssm1.yourdomain.com(config)# 

Step 3 Once in global configuration mode, use the enable command to activate the 
remote access protocol you need. For example, to enable SSH connections to the 
GSS device, you would enter the following command: 

gssm1.yourdomain.com(config)# ssh enable

Step 4 Repeat Step 3 for each protocol that you wish to enable. 

Step 5 To disable a protocol, use the no form of the enable command, for example: 

gssm1.yourdomain.com(config)# telnet enable
gssm1.yourdomain.com(config)# no telnet enable

Step 6 Save your configuration changes to memory: 

gssm1.yourdomain.com(config)# write memory

Step 7 Exit global configuration mode:

gssm1.yourdomain.com(config)# exit
gssm1.yourdomain.com# 

Logging On to the GSSM GUI
After you have configured and enabled your primary GSSM, you are ready to 
access the GSSM GUI by pointing your preferred web browser to the DNS name 
or IP address of the primary GSSM. 
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If you have not yet configured your primary GSSM and activated the Cisco GSS 
software, see the “Configuring a GSSM” section on page 2-3 and the “Enabling 
and Disabling SSH, Telnet, and FTP on a GSS Device” section on page 2-7 for 
instructions on completing these required steps.

Remember that the GSSM uses secure HTTP (HTTPS) to communicate with
clients. For example, if your primary GSSM is named gssm1.yourdomain.com, 
you would enter the following to bring up the GSSM GUI logon window and 
access the GUI: 

https://gssm1.yourdomain.com

When first logging on to the GSSM GUI, you can use the system default 
administrative account and password to access the GSSM GUI. See the 
instructions that follow for more detail.

After accessing the GUI, you can create and maintain additional user account
passwords using the user administration features of the GUI. See the “Creating 
and Managing GSSM Login Accounts” section on page 3-9 for more information 
on creating user accounts. 

Note The user accounts and passwords that you create for the GSSM GUI are 
maintained separately from the usernames and passwords used to log on to
GSS devices using the CLI. 

To log on to the GSSM GUI: 

Step 1 Open your preferred Internet web browser application, such as Internet Expl
or Netscape Navigator. 

In the address field, enter the secure HTTP address of your GSSM. For exam

https://gssm1.cisco.com

Note If you have trouble locating the GSSM, remember that the GSS netw
uses secure connections, so the address of the GSSM will feature htt
(secure HTTP) in the place of the more common http://.

Step 2 If you are prompted to accept a certificate from the GSSM, click Yes to accept the 
certificate signed by Cisco Systems, Inc. If you are using Netscape, click Next and 
choose the Accept this Certificate Forever (until it expires) option. 
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Note Take the extra steps to trust certificates from Cisco Systems, Inc., which 
will prevent you from having to approve a certificate every time you log 
on to a GSSM. Refer to the online help for your browser for instructions 
on trusting certificates from a particular owner or website.

Step 3 When you are prompted to log on to the GSSM, enter your username and 
password in the fields provided and click OK. If this is your first time logging on 
to the GSSM, use the default account name and password to access the GSSM 
GUI as follows:

• Username—admin

• Password—default

The GSSM Welcome window appears. See the “Global Server Load-Balancing 
Configuration” section that follows for instructions on using the GSSM to 
configure content request routing on your GSS network.

Global Server Load-Balancing Configuration
Once you have created your GSS device and configured it to connect to you
network, you are ready to begin configuring request routing and global server 
balancing on your GSS network. 

Global server load balancing on your GSS network is managed through a 
centralized GUI on the GSSM. Using this interface, you can identify your netw
resources (GSSs) and create the DNS rules that will be used to process inco
content requests. 

See the “Understanding the GSSM GUI” section on page 1-33 for information on 
navigating the GSSM GUI.
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Overview
Because you will be creating DNS rules that route incoming DNS requests to the 
most available data centers and resources on your network, you must configure 
the elements that will constitute your DNS rules before creating the rules 
themselves. 

Use the following order in configuring your GSS devices and resources: 

1. Create regions, locations, and owners—Optional. Use these groupings t
organize your GSS network resources by customer account, physical 
location, or other organizing principle. 

2. Activate and configure your GSS devices—Use the GSSM GUI to enable
your standby GSSM and any additional GSSs, and then assign each dev
a location.

3. Create one or more source address lists—Optional. Use these lists of 
addresses to identify the name servers (DNS proxies) that forward reques
the specified domains; the default source address list is “Any” and match
any incoming DNS request to the domains.

4. Create one or more domain lists—Establish lists of Internet domains, 
possibly using wildcards, that are being managed by the GSS and querie
users.

5. Create any shared keepalives—Optional. These are GSS network resou
that are regularly polled to monitor the online status of one or more GSS
resources linked to the keepalive. Shared keepalives are required for an
answer that uses the KAL-AP keepalive type. 

6. Create one or more answers—These are resources that match requests
domains.

7. Create one or more answer groups—These are collections of resources
can balance requests for content.

8. Build your DNS rules to process incoming DNS requests using the DNS R
Builder or DNS Rule Wizard.
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Preparing to Configure Request Routing
Make sure that you have configured your hardware devices. You must have a 
primary GSSM configured and enabled before you can configure request routing 
and server load balancing on the GSS network. Ideally, you have a standby GSSM 
configured as well. 

See the “Network Configuration” section on page 2-2 for more information. If 
you will be deploying GSSs in addition to your primary and standby GSSM, th
devices will identify themselves to the GSSM and appear on the GSSM GUI w
you click the Resources button and choose Global Site Selectors from the 
drop-down menu. 

Organizing Your GSS Network
The GSSM provides you with a number of tools that allow you to group and 
organize resources on your GSS network. The sections below explain how t
create and manage these organizational tools on your GSS network. These 
include:

• Locations—Logical groupings for GSS resources that correspond to 
geographical entities such as a city, data center, or content site

• Regions—Higher-level geographical groupings that contain one or more
locations

• Owners—Groupings that correspond to business or organizational 
relationships; for example, customers, internal departments, and IT perso

The following sections explain how to create and manage locations, regions,
owners on your GSS network. 

Creating and Modifying Locations and Regions

The process for creating and maintaining locations and regions is essentiall
identical, except that in addition to their other configuration information, 
locations are associated with regions in a many-to-one relationship. Use the
following procedures to set up both regions and locations on your GSS netw
2-12
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In addition to providing an organizational scheme for your GSS network, 
locations can also be used for bulk management of GSS resources, such as 
answers. See the “Suspending or Reactivating All Answers in a Location” sectio
on page 2-48 for more information. 

Creating New Locations and Regions

To create a new location or region: 

Step 1 From the Cisco GSS software user interface, click RESOURCES. The GSS list 
window appears. 

Step 2 From the drop-down list, choose either the Locations or the Regions option, 
depending on what type of grouping you are creating. The list window for th
grouping appears. (See Figure 2-1.)

Figure 2-1 Locations List Window
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Note We recommend creating regions before you create locations. 

Step 3 Click the Create Region or Create Location button. The details window appears, 
allowing you to fill in the configuration information for the grouping that you are 
creating. 

Step 4 In the Name field, enter the name for your new region or location. 

Step 5 In the Comments field, enter descriptive information or important notes regarding 
the new region or location.

Step 6 If you are creating a location, click the Region drop-down list and choose a region 
with which the location will be associated. There should be a logical connection 
between region and location. 

Step 7 Click Save to save your new region or location and return to the list window. Your 
new grouping will be listed and can now be used to help you organize other GSS 
resources. 

Modifying Locations and Regions

You can modify your locations and regions at any point after you create them 
using the GSSM GUI. 

To modify regions and locations: 

Step 1 From the Cisco GSS software user interface, click RESOURCES. The GSS list 
window appears.

Step 2 From the drop-down list, choose either the Locations or Regions option, 
depending on what type of grouping you are modifying. (See Figure 2-2.) The list 
window for that grouping appears.
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Figure 2-2 Modify Region Window

Step 3 Click the Edit icon for the location or region that you will be modifying. The 
details window appears, displaying configuration information for that resource. 

Step 4 In the Name field, enter a new name for your new region or location. 

Step 5 In the Comments field, enter or modify the descriptive information or notes 
regarding the region or location.

Step 6 If you are modifying a location and wish to move it to a new region, click the 
Region drop-down list and choose a new region with which the location will be 
associated. 

Step 7 Click Save to save the changes to your region or location and return to the 
list window.
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Deleting Locations and Regions

You can delete locations and regions from the GSS using the GSSM GUI. Before 
you attempt to delete a region or location, be sure that you know what 
dependencies that resource has. For example, regions that have locations 
associated with them cannot be deleted. In addition, answers associated with 
locations that are deleted will automatically be associated with the “Unspecifi
location.

To delete regions and locations: 

Step 1 From the Cisco GSS software user interface, click RESOURCES. The GSS list 
window appears.

Step 2 From the drop-down list, choose either the Locations or Regions option, 
depending on what type of grouping you are deleting. The list window for tha
grouping appears.

Step 3 Click the Edit icon for the location or region that you will be deleting. The deta
window appears, displaying configuration information for that resource. 

Step 4 Click the Delete button. You are prompted to confirm your decision to delete t
region or location. 

Step 5 Click OK. You are returned to the list window with the grouping removed. 

If an error appears, telling you that a GSS resource is still linked to this group
use the GSSM GUI to disassociate that resource and then try deleting the gro
again. 

Creating and Modifying Owners

Owners are logical groupings for GSS network resources that correspond to
business or organizational structures. For example, an owner might be a ho
customer, an internal department such as human resources, or an IT staff res

Owners are created and managed separately from either GSS or GSSM login
there is no necessary connection between the two. 
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As with locations, owner designations can be used for bulk management of GSS 
resources. See the “Suspending or Reactivating All Answers in an Answer Grou
Associated with an Owner” section on page 2-56 or the “Suspending or 
Reactivating All DNS Rules Belonging to an Owner” section on page 2-71 for 
information on using owners to manage your GSS network.

Use the following procedures to create and manage your GSS owners.

Creating New Owners

Step 1 From the Cisco GSS software user interface, click RESOURCES. The GSS list 
window appears. 

Step 2 From the drop-down list, choose Owners. The Owners list window appears, 
displaying a list of all configured owners on your GSS network and providing
overview of how many resources are assigned to each. (See Figure 2-3.)

Figure 2-3 Owners List Window
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Step 3 Click the Create Owner button. The Owners details window appears. 
(See Figure 2-4.)

Figure 2-4 Owners Details Window

Step 4 In the Name field, enter the name for your new owner. 

Step 5 In the Comments field, enter other descriptive or contact information for the new 
owner.

Step 6 Click Save to save your new owner and return to the list window. Your new owner 
is now listed and can be used to help you organize other GSS resources. 
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Modifying Owners

You can modify your owners at any point after you create them using the GSSM 
GUI. 

To modify an owner: 

Step 1 From the Cisco GSS software user interface, click RESOURCES. The GSS list 
window appears.

Step 2 From the drop-down list, choose the Owners option. The Owners list window 
appears. (See Figure 2-3.)

Step 3 Click the Edit icon for the owner that you will be modifying. The Owners details 
window appears, displaying configuration information for that resource. (See 
Figure 2-4.)

Step 4 In the Name field, enter a new name for your new owner, if desired. 

Step 5 In the Comments field, enter or modify the descriptive information or notes 
regarding the owner.

Step 6 Click Save to save the changes to your region or location and return to the list 
window. 

Deleting Owners

You can delete an owner at any point after you create it using the GSSM GUI. 
Before you attempt to delete an owner, be sure that you know what dependencies 
that resource has. For example, answer groups, DNS rules, and domain lists 
associated with an owner will, if that owner is deleted, automatically be 
associated with the “System” owner account.

To delete an owner: 

Step 1 From the Cisco GSS software user interface, click RESOURCES. The GSS list 
window appears.

Step 2 From the drop-down list, choose the Owners option. The Owners list window 
appears. (See Figure 2-3.)
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Step 3 Click the Edit icon for the owner that you will be deleting. The details window 
appears, displaying configuration information for that resource. (See Figure 2-4.)

Step 4 Click the Delete button to remove the owner from the GSS. You are returned to 
the Owners list window with the owner removed. 

Grouping GSS Resources by Location, Region, and Owner

After you have created your locations, regions, and owners, you can begin using 
these tools to organize your GSS resources. To associate a particular resource with 
a location, region, or owner, edit the properties of that resource and then choose 
the location, region, or owner from the drop-down list provided. Table 2-1 
indicates which GSS resources can be grouped by locations, regions, and owners. 

Table 2-1 GSS Network Groupings

GSS Network Resource Grouped By Grouped Using

GSS Location Global Site Selector details 
window

Locations Region Locations details window

Region — —

Owner — —

DNS rules Owner DNS Rule Builder

DNS Rule Wizard

Source address lists Owner Source Address Lists details 
window

Domain lists Owner Domain Lists details window

Answer group Owner Answer Group details window

Answer Location Answer details window
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Creating and Modifying GSS Devices
The first step in configuring global server load balancing on your GSS network is 
to activate and configure your GSS devices. Using the Global Site Selectors 
feature of the GSSM GUI, you can activate GSS devices (GSSs and standby 
GSSMs) that have been added to your GSS network, name GSS devices, and 
delete them from the GSS network.

Activating Your GSS Devices

After you have configured your GSS devices to act as GSSs or GSSMs, you must 
activate those devices from the GSSM GUI before they can begin receiving and 
processing user requests. 

The one exception to this rule is the primary GSSM, which does not need to be 
activated after it is initially configured. 

To activate a GSS or a standby GSSM from the primary GSSM GUI:

Step 1 From the primary GSSM, click the RESOURCES button. 

Step 2 From the drop-down list, choose the Global Site Selectors option. The GSS list 
window appears. The device or devices that you need to activate are listed with an 
inactive status. 

Step 3 Click the Edit icon for the first GSS that you wish to activate. The GSS details 
window appears. (See Figure 2-5.)
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Figure 2-5 GSS Details Window

Step 4 Check the activate check box. (This box does not appear in the GSS details 
window after the device has been activated.)

Step 5 Click the Save button. You are returned to the GSS list window. The status of the 
device that you activated is listed as pending. 

Assuming that the device is functioning properly and that network connectivity 
between the device and the GSSM is good, the status of the device changes to 
online the next time the GSSM polls the GSS. The default GSS poll rate is 
5 minutes.

Step 6 Repeat Step 1 through Step 5 for each inactive GSS or standby GSSM that you 
need to activate. 
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Modifying GSS Device Configuration

You can modify the name and location of any of your GSS devices using the 
GSSM GUI. To modify other network information such as the host name, 
IP address, or role, however, you must access the CLI on the device. 

To modify the name and location of a GSS device:

Step 1 From the GSSM, click the RESOURCES button. 

Step 2 From the drop-down list, choose the Global Site Selectors option. The GSS list 
window appears. 

Step 3 Click the Edit icon for the GSS or GSSM that you wish to modify. The device 
type (GSS or GSS/GSSM) appears in the Node Services column.

Step 4 To modify the name of the device, enter a new name in the Global Site Selector 
Name field. This is not the same as the host name, which can only be changed 
using the CLI, but is used to easily distinguish one GSS device from another in 
the GSS GUI list windows, where many devices might be appear together.

Step 5 To modify the device location, choose a new location from the Location 
drop-down list. 

Step 6 Click Save to save your changes and return to the GSS list window. 

Deleting GSS Devices

With the exception of the primary GSSM, you can delete GSS devices from your 
network using the GSSM GUI. Deleting a GSS device such as a GSS or standby 
GSSM allows you to remove nonfunctioning GSS devices from your network, or 
to reconfigure and then reactivate a device should you encounter synchronization 
problems following a software upgrade or other configuration change. 

To delete a GSS device: 

Step 1 From the GSSM, click the RESOURCES button. 

Step 2 From the drop-down list, choose the Global Site Selectors option. The GSS list 
window appears. 
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Step 3 Click the Edit icon for the GSS or standby GSSM that you wish to delete. The 
details window for the device appears. 

Step 4 Click the Delete button. You are prompted to confirm your decision to delete the 
device. 

Step 5 Click OK. You are returned to the GSS list window, with the device that you 
deleted removed. 

Creating and Modifying Source Address Lists
The second step in configuring routing on your GSS network is to define the 
addresses from which requests will be sent. This is accomplished through the 
creation of source address lists, which are collections of IP addresses or address 
blocks for known client DNS proxies (or D-proxies).

Note The deployment of source address lists is optional. A default source address list, 
Anywhere, is supplied with the Cisco GSS software and matches any request for 
a domain. 

Using the source address lists feature, you can enter one or more IP addresses, up 
to 30 addresses per list, representing DNS proxies from which requests will be 
originating. 

In addition to adding individual addresses, the GSSM interface also allows you to 
enter IP address blocks conforming to the classless interdomain routing (CIDR) 
IP addressing scheme. 

Creating Source Address Lists

To configure a source address list: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Source Address Lists option. The Source 
Address Lists window appears. (See Figure 2-6.)
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Figure 2-6 Source Address Lists Window

Step 3 Click the Create Source Address List button. The Source Address Lists details 
window appears. (See Figure 2-7.)
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Figure 2-7 Source Address List Details Window

Step 4 In the fields provided, enter a name and description for the new source address 
list. Source address list names cannot contain spaces.

Step 5 From the Owner drop-down list, choose the contact with whom the source address 
list will be associated. 

Step 6 Click the Add Address Block(s) tab. You will use this interface to add new 
addresses or address blocks to your list of source addresses. 

Step 7 In the field provided, enter the IP addresses, or CIDR address blocks. If you are 
entering multiple addresses, separate each one with a semicolon, for example: 

192.168.100.0/24; 10.89.0.0/16; 10.68.10.1

Step 8 Click the Add address block(s) to the list button. The addresses that you entered 
are added to the source address list. 
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Step 9 To view the list, click the Current Members tab. The addresses in the source 
address list are expressed using the CIDR format. 

Step 10 When you are satisfied with your source address list, click the Save button to save 
your changes.

You can add or remove addresses from the list at any time. See the “Modifying 
Source Address Lists” section that follows.

Modifying Source Address Lists

To modify an existing source address list: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Source Address Lists option. The Source 
Address Lists window appears, listing existing source address lists. (See 
Figure 2-6.)

Step 3 Click the Edit icon corresponding to the source address list that you would li
to edit. The Source Address Lists details window appears, displaying 
configuration information for that source address list. (See Figure 2-7.)

Step 4 Use the fields provided to modify the name, description, or owner for the sou
address list. Source address list names cannot contain spaces.

Step 5 To add more addresses to the list, click the Add Address Block(s) tab and then 
use the field provided to enter the IP addresses or CIDR address blocks tha
wish to add. Clicking the Add address block(s) to the list button appends the new
addresses to the existing source address list. 

Step 6 To remove addresses from the source address list, click the Remove Address 
Block(s) tab. Check the check box accompanying each source address that 
wish to remove from the list and then click the Remove Selected button to remove 
the source addresses from the list. 

Step 7 Once you have made your modifications, click the Current Members tab to 
review your updated source address list and then click the Save button. Your 
changes are saved, and you are returned to the Source Address Lists windo
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Deleting Source Address Lists

You cannot delete source address lists that are associated with an existing DNS 
rule. Before proceeding with the instructions below, first verify that none of your 
DNS rules reference the source address list that you will be deleting.

To delete a source address list from your GSS network: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Source Address Lists option. The Source 
Address Lists window appears, listing existing source address lists. (See 
Figure 2-6.)

Step 3 Click the Edit icon corresponding to the source address list that you would like 
to delete. The Source Address Lists details window appears, displaying 
configuration information for that source address list. (See Figure 2-7.)

Step 4 Click the Delete button. You are prompted to confirm your decision to delete the 
source address list. 

Step 5 Click OK. You are returned to the Source Address Lists window with the source 
address list that you deleted removed. 

Configuring and Modifying Domain Lists
Domain lists are collections of domain names for Internet or intranet 
resources, sometimes referred to as “hosted domains,” that are being 
requested by your users. 

Domain lists contain one or more domain names that point to content for wh
the GSS is acting as the authoritative DNS server and for which you wish to
the GSS technology to balance traffic and user requests. Using the domain 
feature, you can enter complete domain names or any valid regular expressio
specifies a pattern by which the GSS can match incoming addresses. For exa
if you had only three hosted domains—www.cisco.com, support.cisco.com, a
customer.cisco.com—for which the GSS was responsible, you might want to e
only those domains in your domain list, as follows: 

www.cisco.com; support.cisco.com; customer.cisco.com
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However, if you had 20 or more possible domains for which the GSS was 
responsible—www1.cisco.com, www2.cisco.com, and so on—manually ente
each address is prohibitive. In such a situation, you could create a wildcard 
expression that would cover all those domains, as follows:

.*\.cisco\.com 

Any request for a hosted domain that matches that pattern will be directed 
accordingly. 

The Cisco GSS can support up to 1024 domains on any single server 
load-balancing device such as a Content Services Switch or Content Switch
Module.

Creating Domain Lists

To create a domain list: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Domain Lists option. The Domain Lists 
window appears. (See Figure 2-8.)
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Figure 2-8 Domain Lists Window

Step 3 Click the Create Domain List button. The Domain Lists details window appears. 
(See Figure 2-9.)
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Figure 2-9 Domain List Details Window

Step 4 In the fields provided, enter a name and description for the new domain list. 
Domain list names cannot contain spaces.

Step 5 From the Owner drop-down list, choose the GSS with which the domain list will 
be associated. 

Step 6 Click the Add Domain(s) tab. You will use this interface to add new hosted 
domains to your list. 

Step 7 In the field provided, enter the names of any hosted domains that you want to add 
to the domain list. You can enter complete domain names or any regular 
expression that specifies a pattern by which the GSS can match incoming 
addresses, for example:

www.cisco.com; .*\.fidelity\.com

These should be addresses of resources for which the GSS is acting as the 
authoritative DNS server. 
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Domain names that do not use wildcards cannot exceed 128 characters. For 
domain names with wildcards that are valid regular expressions, the GSS can 
match strings up to 256 characters long. 

If you are entering multiple domain names, separate each one with a semicolon, 
for example: 

www.cisco.com; support.cisco.com; cdn.cisco.com

Step 8 Click the Add Domains to Group button. The domain names that you entered are 
added to the domain list. 

Step 9 To view the list, click the Current Members tab.

Step 10 When you are satisfied with your domain list, click the Save button to save your 
changes.

You can add domains to or remove them from the list at any time. See the 
“Modifying Domain Lists” section that follows.

Modifying Domain Lists

To modify an existing domain list: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Domains Lists option. The Domain Lists 
window appears, listing existing domain lists. (See Figure 2-8.)

Step 3 Click the Edit icon corresponding to the domain list that you would like to ed
The Domain Lists details window appears, displaying configuration informati
for that domain list. (See Figure 2-9.) 

Step 4 Use the fields provided to modify the name, description, or owner for the dom
list. Domain list names cannot contain spaces.

Step 5 To add more addresses to the list, click the Add Domain(s) tab and then use the 
field provided to enter the domain names that you wish to add. Clicking the Add 
Domains to Group button appends the new domains to the existing list. 
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Step 6 To remove domains from the domain list, click the Remove Domain(s) tab. 

• Check the check box accompanying each domain that you wish to remove 
from the list. 

• Click the Remove Selected button to remove the chosen domains. 

Step 7 Once you have made your modifications, click the Current Members tab to 
review your updated domain list and then click the Save button. You changes are 
saved and you are returned to the Domain Lists window. 

Deleting Domain Lists

You cannot delete domain lists that are associated with an existing DNS rule. 
Before proceeding with the instructions below, first verify that none of your DNS 
rules reference the domain list that you will be deleting.

To delete a domain list from your GSS network: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Domain Lists option. The Domain Lists 
window appears, listing existing domain lists. (See Figure 2-8.)

Step 3 Click the Edit icon corresponding to the domain list that you would like to delete. 
The Domain Lists details window appears, displaying configuration information 
for that domain list. (See Figure 2-9.) 

Step 4 Click the Delete button. You are prompted to confirm your decision to delete the 
domain list. 

Step 5 Click OK. You are returned to the Domain Lists window with the list that you 
deleted removed. 
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Modifying Global Keepalive Properties
Using fields available on the KeepAlive Properties window, you can modify your 
global GSS keepalive properties. These are the default or minimum values used 
by the GSS when no other value is specified by the user. Changing the global 
keepalive properties is optional.

To modify the GSS keepalive properties: 

Step 1 From the GSSM, click the RESOURCES button. 

Step 2 From the drop-down list, choose the KeepAlive Properties option. The 
KeepAlive Properties window appears. (See Figure 2-10.)

Figure 2-10 KeepAlive Properties Window
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Step 3 Use the fields provided to modify any of the keepalive properties. Table 2-2 
describes the purpose of each property.

Table 2-2 Keepalive Properties

Keepalive Property Description
Default 
Value

Default name server 
query domain

Globally defined domain name to 
query when using the name server 
(NS) keepalive.

. (period)

Default CAPP hash 
secret

Alphanumeric value used to encrypt 
interbox communications using the 
Content and Application Peering 
Protocol (CAPP).

hash-not-set

HTTP HEAD response 
timeout 

Length of time (between 20 and 60 
seconds) allowed before the GSS 
device retransmits data to a keepalive 
device that is not responding to a 
request. 

20 seconds

HTTP HEAD default 
destination port

Default port on the keepalive device 
that is queried by HTTP HEAD-type 
requests.

80

HTTP HEAD default 
path

Default path on the keepalive device 
to which the website being queried in 
the HTTP HEAD request is relative, 
for example: 

/home/athurber

/ (slash)

CRA decay timing Value within a configurable range (1 
and 10 by default) that indicates how 
heavily the GSS should weigh recent 
DNS race results relative to earlier 
races, with 1 indicating that recent 
results should be weighed more 
heavily than previous race results. 

1
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Step 4 Click Save to save your changes to the keepalive properties. You receive a 
confirmation if your transaction was successfully completed. 

Step 5 Click OK. 

Configuring and Modifying Shared Keepalives
Shared keepalives are keepalive objects that can be used to provide liveness 
information to the GSS for multiple VIP answer types. 

ICMP minimum interval Minimum frequency (between 45 and 
255 seconds) with which the 
keepalive engine attempts to schedule 
ICMP keepalives to the VIP. 

45 seconds

HTTP HEAD minimum 
interval

Minimum frequency (between 45 and 
255 seconds) with which the 
keepalive engine should attempt to 
schedule HTTP Head keepalives

45 seconds

CRA minimum interval Minimum frequency (between 45 and 
255 seconds) with which the 
keepalive engine attempts to schedule 
CRA keepalives to the configured 
content routing agents.

45 seconds

NS minimum interval Minimum frequency (between 45 and 
255 seconds) with which the 
keepalive server query keepalives. 

10 seconds

KAL-AP minimum 
interval

Minimum frequency (between 45 and 
255 seconds) with which the 
keepalive engine will attempt to 
schedule KAL-AP By Tag or 
KAL-AP By VIP keepalives. 

45 seconds

Table 2-2 Keepalive Properties (continued)

Keepalive Property Description
Default 
Value
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Once created, shared keepalives are associated with VIPs when you create VIP 
answer types. 

Should a shared keepalive fail to return a liveness status, all VIPs associated with 
that shared keepalive are assumed to be off line. 

You must have a shared keepalive configured if you intend to use the KAL-AP 
keepalive method with a VIP answer; they are an option for both the ICMP and 
HTTP Head keepalive types.

Creating a Shared Keepalive

To create a shared keepalive: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Shared KeepAlives option. The 
Shared KeepAlives list window appears, listing existing shared keepalives. 

Step 3 Click the Create KeepAlive button. The Shared KeepAlives details window 
appears. 

Step 4 Click the Type drop-down list at the top of the window and choose from one of 
the keepalive types for your shared keepalive: 

• ICMP—Pings the specified keepalive address. Liveness is determined b
response from the address, indicating simple connectivity to the network

• KAL-AP—Sends a detailed query to the keepalive address about the 
associated VIP, returning the liveness status of each interface as well as
information on load for whichever VIP is acting as the master.

• HTTP Head—Sends a TCP format HTTP HEAD request to the web serve
an address you specified, returning the liveness status of the device in t
form of a 200 response.
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Step 5 Do one of the following: 

• If you chose an ICMP shared keepalive type, enter the IP address that you will 
use to test liveness for the linked VIPs.

• If you chose a KAL-AP shared keepalive type:

– Enter the primary (master) IP address that will be tested for liveness in 
the field provided.

– If you wish, enter a secondary (standby) IP address in the field provided. 
This step is optional.

– If you will be using Content and Application Peering Protocol (CAPP) 
encryption, check the CAPP Secure check box and enter an 
alphanumeric encryption key value in the CAPP Hash Secret field. 

• If you chose the HTTP Head shared keepalive type: 

– Enter an optional domain name that is sent to the VIP as part of the HTTP 
HEAD query in the Host tag field. This tag allows an SLB to resolve the 
keepalive request to a particular website even when multiple sites are 
represented by the same VIP.

– Enter the port on the remote device that receives the HTTP request in the 
Destination port field. The default HTTP port is 80.

– Enter the default path used to locate the website in the Path field, for 
example: 

home/athurber/

Step 6 Click Save to create the new shared keepalive and return to the Shared KeepAlives 
list window. 

Modifying a Shared Keepalive

Once you have configured your shared keepalives, they can be modified at any 
time using the GSSM user interface.
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To modify an existing shared keepalive: 

Step 1 From the Cisco GSS software user interface, click DNS RULES.

Step 2 From the drop-down list, choose Shared KeepAlives. The Shared KeepAlives list 
window appears. 

Step 3 Locate the shared keepalive that you would like to modify and click the Edit icon 
adjacent to the keepalive name. The details window for that keepalive appears. 

Step 4 Use the fields provided to modify the shared keepalive configuration. 

Step 5 Click Save to save your configuration changes and return to the Shared 
KeepAlives list window. 

Deleting a Shared Keepalive

To delete a shared keepalive from your GSS network, you must first disassociate 
any answers that are using the keepalive. Use the procedure that follows to 
disassociate your answers and remove a shared keepalive from your GSS network.

To delete a shared keepalive: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Shared KeepAlives option. The Shared 
KeepAlives list window appears, listing existing shared keepalives. 

Step 3 Click the Edit icon corresponding to the shared keepalive that you would like to 
delete. The Shared KeepAlive details window appears, displaying configuration 
information for that shared keepalive. 

Step 4 Do one of the following: 

• To disassociate all answers from the chosen shared keepalive and set the 
keepalive type of each of those answers to ICMP using the answer’s own 
click the Set Answers KAL ICMP button. 

• To disassociate all answers from the chosen shared keepalive and set the 
keepalive type of each of those answers to None—meaning that the GSS
assume they are always alive—click the Set Answers KAL None button. 
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You are prompted to confirm your decision to disassociate all the answers from 
the existing shared keepalive. 

Step 5 Click OK. 

Step 6 Click the Delete button. You are prompted to confirm your decision to delete the 
shared keepalive.

Step 7 Click OK. You are returned to the Shared KeepAlives list window with the shared 
keepalive that you deleted removed. 

Configuring and Modifying Answers
Use the sections that follow to create and configure GSS answers to DNS queries. 
See the “Answers and Answer Groups” section on page 1-19 for information on 
each type of answer. 

After you have configured your answers, see the “Configuring and Modifying 
Answer Groups” section on page 2-49 for instructions on collecting those answer
into groups from which individual answers will be chosen by your DNS rules

Remember that the method of keepalive monitoring available to you varies w
the resource type, as explained below.

Creating a VIP Answer Type

The VIP answer type refers to a virtual IP address (VIP) associated with an 
device such as a Content Services Switch or Content Switching Module. Wh
receives requests for content that is managed by an SLB, the GSS returns a
record containing the VIP of the SLB that manages that content. 

When configuring a VIP answer type you have the option of configuring one o
variety of different keepalive types to test for that answer. For certain keepali
such as KAL-AP, it is necessary to configure shared keepalives before configu
your answer. See the “Configuring and Modifying Shared Keepalives” section o
page 2-36 for more information on creating shared keepalives.

See the “Answers and Answer Groups” section on page 1-19 for more information 
on the VIP answer type.
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To configure a VIP answer type: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Answers option. The Answers list window 
appears, listing existing answers. (See Figure 2-11.)

Figure 2-11 Answers List Window

Step 3 Click the Create Answer button. The Answers details window appears. (See 
Figure 2-12.)
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Figure 2-12 Answers Details Window

Step 4 Click the Type drop-down list at the top of the window and choose the VIP 
option. 

Note You will not be able to configure a VIP answer type unless you have first 
chosen VIP from the Type list. 

Step 5 If you wish, in the Name field, enter a name for the VIP answer that you are 
creating. This step is optional. 

Step 6 If you wish, from the Location drop-down list, choose a GSS location to which 
the answer corresponds. This step is optional, and you are not required to 
associate your answer with a location.
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Step 7 Scroll down to the fields under the heading VIP. 

Step 8 In the VIP address field, enter the publicly addressable or enterprise addressable 
VIP for the SLB that is managing the requested domain. 

Step 9 Choose from one of the four keepalive types for your VIP answer: 

• ICMP—Pings the VIP that you specified or an ICMP shared keepalive 
address type that you created. Liveness is determined by receiving a resp
to the ICMP packet sent. 

• KAL-AP—Sends a detailed query to the VIPs associated with the shared
keepalives, returning the liveness status of each interface as well as 
information on load for whichever VIP is acting as the master.

• HTTP Head—Sends a detailed HTTP HEAD query to the VIP address y
specified that probes for a web page header containing the page status. A
message in the response from the server indicates liveness at the VIP.

• None—Sends no keepalive queries to the VIP. The GSS assumes that the
is always alive.

Step 10 Do one of the following: 

• If you chose an ICMP keepalive type, check the VIP address check box to 
have the GSS ping the VIP address to determine liveness. Otherwise, uncheck 
the VIP address check box and choose an ICMP shared keepalive type from 
the Shared ICMP keepalive drop-down list.

• If you chose a KAL-AP keepalive type, from the KAL Type drop-down list, 
choose the format of the KAL-AP keepalive query that you will be sending. 
The choices are: 

– KAL-AP By Tag—Embeds a unique alphanumeric tag in the KAL-AP
request. The tag value is used to match the correct VIP on the SLB,
avoiding confusion that can be caused when probing for the status o
VIP on an SLB that is located behind a firewall using Network Addre
Translation (NAT) or that is applying multiple content rules to incomin
requests. 

– KAL-AP By VIP—Embeds the shared keepalive VIP address in the 
KAL-AP request. The KAL-AP queries the shared keepalive address
determine liveness.
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• If you chose an HTTP Head keepalive type, do one of the following:

– Check the VIP address check box if you wish to query the VIP address 
you specified for liveness and then proceed to Step 11.

– Uncheck the VIP address check box if you want to query a shared HTTP 
Head keepalive type for liveness, and then choose that keepalive from the 
Shared HTTP HEAD KeepAlive drop-down list. Proceed to Step 12.

Step 11 Do one of the following: 

• If you chose KAL-AP By Tag from the KAL Type drop-down list: 

– Choose the appropriate KAL-AP type keepalive from the Shared 
KAL-AP Type Keepalive drop-down list. 

– Enter a unique alphanumeric value in the Tag field. This is used as a 
“key” by the Content Services Switch or the Content Switching Modu
to match the KAL-AP request with the appropriate VIP. 

• If you chose KAL-AP By VIP from the KAL Type drop-down list, choose 
the appropriate KAL-AP keepalive type from the Shared KAL-AP Type 
Keepalive drop-down list.

• If you chose the VIP address option under the heading HTTP Head, fill in 
the fields provided to configure your keepalive. See Step 5 of the “Creating a 
Shared Keepalive” section on page 2-37 for explanations of the HTTP Head
configuration settings. 

Step 12 Click Save to create the new VIP answer type and return to the Answers list 
window. 

Creating a CRA Answer Type

The content routing agent (CRA) answer type is designed to work with the G
when the boomerang balance method has been selected.

Closeness is determined when multiple hosts reply to the requesting D-prox
simultaneously in what is referred to as a “DNS race.” The GSS coordinates
start of the race so that all CRAs initiate their response at the exact same time
first DNS reply to reach the D-proxy is chosen by the server as the host conta
the answer.
2-44
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 2      Getting Started
Global Server Load-Balancing Configuration
To configure a CRA answer type: 

Step 1 From the Cisco GSS software user interface, click DNS RULES.

Step 2 From the drop-down list, choose Answers. The Answers list window appears. 
(See Figure 2-11.)

Step 3 Click the Create Answer button. The Answers details window appears. (See 
Figure 2-12.)

Step 4 From the Type pull-down menu, choose CRA. 

Step 5 From the Owner drop-down list, choose a defined GSS owner with which the 
answer will be associated.

Step 6 In the Name field, enter a name for the answer being created.

Step 7 If you wish, click the Location drop-down list and choose a location for the 
answer. Specifying a location for the answer is optional.

Step 8 In the CRA field of the window enter a CRA address, for example:

10.10.10.1

Step 9 If you wish the GSS to perform keepalive checks on the CRA answer, check the 
Perform KeepAlive check check box. 

Step 10 If you wish, enter a one-way delay value (in milliseconds) in the field provided.

Note The Perform KeepAlive option can be disabled if a static one-way delay 
value is used.

When specified, this value is used to calculate a static round-trip time (RTT), with 
the one-way delay constituting one-half of the round-trip time that will be used 
for all DNS races involving this answer. Use the one-way delay value instead of 
the delay measured by the GSS keepalive engine. 

Step 11 Click Save to create your new CRA answer type.
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Creating a Name Server Answer Type

To configure a name server answer type: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Answers option. The Answers list window 
appears, listing existing answers. (See Figure 2-11.)

Step 3 Click the Create Answer button. The Answers details window appears. (See 
Figure 2-12.)

Step 4 Click the Type drop-down list at the top of the window and choose the Name 
Server option. 

Note You will not be able to configure a name server answer type unless you 
have first chosen Name Server from the Type list. 

Step 5 If you wish, in the Name field, enter a name for the name server answer type that 
you are creating. This step is optional, and you are not required to enter a name 
for your answer. 

Step 6 If you wish, from the Location drop-down list, choose a GSS location to which 
the answer corresponds. This step is optional, and you are not required to 
associate your answer type with a location.

Step 7 Scroll down to the fields under the heading Name Server. 

Step 8 In the Name Server address field, enter the IP address of the name server to which 
the GSS will be forwarding requests. 

Step 9 If you wish to have the GSS perform keepalive checks on the name server that you 
specified, verify that the Perform KeepAlive check box is checked (the default). 
The GSS will query the name server address you specified to determine liveness.

Step 10 If you wish to have the GSS query the name server for a specific domain in 
determining liveness, enter the domain name in the KeepAlive query domain 
field, for example: 

cisco.com
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If no domain is specified, the GSS will query the default query domain. For 
instructions on configuring the default query domain, see the “Configuring and 
Modifying Shared Keepalives” section on page 2-36. 

Step 11 Click Save to create the new answer and return to the Answers list window. 

Modifying an Answer

Once you have configured your answers, they can be modified at any time u
the GSSM user interface.

To modify an existing answer: 

Step 1 From the Cisco GSS software user interface, click DNS RULES.

Step 2 From the drop-down list, choose Answers. The Answers list window appears. 
(See Figure 2-11.)

Step 3 Locate the answer that you would like to modify and click the Edit icon adjacent 
to the answer name. The details window for that answer appears. (See 
Figure 2-12.)

Step 4 Use the fields provided to modify the answer configuration. 

Note You cannot modify the type of an answer after it has been created.

Step 5 Click Save to save your configuration changes and return to the Answers list
window. 

Suspending or Reactivating an Answer

If you have created an answer but wish to temporarily stop the GSS from usin
you can use the suspend feature on the GSSM user interface to prevent that a
from being used by any of the currently configured DNS rules.

If you have already suspended an answer, use the activate feature to reactiv
the answer.
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To suspend or reactivate an answer: 

Step 1 From the GSSM GUI, click DNS RULES.

Step 2 From the drop-down list, choose Answers. The Answers list window appears. 
(See Figure 2-11.)

Step 3 Locate the answer that you would like to suspend or reactivate and click the Edit 
icon adjacent to the answer name. The details window for that answer appears. 
(See Figure 2-12.)

Step 4 Click the Suspend button to suspend the answer.

If you are reactivating a suspended answer, click the Activate button.

Step 5 Click OK to confirm your decision to suspend or reactivate the answer. You are 
returned to the Answers list window. The answer that you modified will be listed 
with a status of “Suspended” or “Active.”

Suspending or Reactivating All Answers in a Location

Answers can be grouped and managed according to a GSS location that has
established and with which answers have been associated. 

Using locations to manage your answers makes it easier for you to quickly 
suspend or activate answers in a particular area of your network, for examp
shutting down one or more data centers for the purposes of software upgrad
regular maintenance. 

The GSS automatically detects and routes requests around suspended answ

To suspend or reactivate answers based on their location:

Step 1 From the Cisco GSS software user interface, click RESOURCES. The GSS list 
window appears.

Step 2 From the drop-down list, choose the Locations option. The Locations list window 
appears. (See Figure 2-1.)

Step 3 Click the Edit icon for the location containing the answers that you will be 
suspending or reactivating. The details window appears, displaying configura
information for that resource. 
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Step 4 Do one of the following: 

• To suspend answers associated with this location, click the Suspend Answers 
button. 

• To reactivate suspended answers associated with this location, click the 
Activate Answers button. 

You are asked to confirm your decision to suspend or activate the answers. 

Step 5 Click OK. You are returned to the Locations list window.

Deleting an Answer

If you have created an answer but wish to delete it from the GSS, you can use the 
delete feature on the GSSM GUI to remove that answer.

To delete an answer: 

Step 1 From the Cisco GSS software user interface, click DNS RULES.

Step 2 From the drop-down list, choose Answers. The Answers list window appears. 
(See Figure 2-11.)

Step 3 Locate the answer that you would like to delete and click the Edit icon adjacent 
to the answer name. The details window for that answer appears. 

Step 4 Click the Delete button to remove the answer. You are prompted to confirm your 
decision to delete the answer.

Step 5 Click OK to confirm your decision to delete the answer. You are returned to the 
Answers list window. The answer that you deleted will be removed.

Configuring and Modifying Answer Groups
Answer groups are lists of GSS resources that are candidates to respond to DNS 
queries received from a user for a hosted domain. Using the DNS rules feature, 
these lists of network resources are associated with a particular balance method, 
which is used to resolve the request. 
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• In the case of a VIP answer group type, the GSS chooses a single VIP using 
the balance method specified in the DNS rule. 

• In the case of a CRA answer group type, all CRAs in the answer group are 
queried and then “race” to respond first to the D-proxy with their IP addre

• In the case of a name server answer group type, the GSS chooses a name 
server using the balance method specified in the DNS rule. 

A DNS rule can have up to three balance clauses, each specifying a different 
answer group from which an answer can be chosen, after taking load threshold, 
order, and weight factors into account for each answer.

Before creating your answer groups, you must first have configured the answers 
that will make up those groups. See the “Configuring and Modifying Answers” 
section on page 2-40 for more information on creating GSS answers.

Creating an Answer Group

The procedure for creating an answer group is the same, regardless of wha
of answer group you are creating. 

To create an answer group: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Answer Groups option. The Answer Group 
list window appears. (See Figure 2-13.)
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Figure 2-13 Answer Group List Window

Step 3 Click the Create Answer Group button. The Answer Group details window 
appears. (See Figure 2-14.)
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Figure 2-14 Answer Group Details Window

Step 4 In the Name field, enter a name for the new answer group. 

Note The answer group name cannot contain spaces.

Step 5 If you wish, in the Comments field, enter a description or other instructions 
regarding the new answer group. This step is not required. 

Step 6 If you wish, from the Owner drop-down list, choose the GSS owner with which 
the answer group will be associated. You are not required to designate an owner 
for the answer group.

Step 7 From the Type drop-down list, choose one of the three options: 

• Name server—The answer group will consist of configured name server

• CRA—The answer group will consist of CRAs for use with the GSS.
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• VIP—The answer group will consist of VIPs controlled by an SLB device
such as a Content Services Switch or a Content Switching Module.

Step 8 Click the Add Existing [answer]s tab. You will use this interface to add new 
answers to your answer group. The name of this tab varies depending on wha
of answer group you are configuring. For example, if you are creating a nam
server answer group type, it will be labeled Add Existing Name Servers. 

Step 9 Check the check box corresponding to each answer that you wish to add to 
group. 

Step 10 Click the Add Selected button. The answers that you chose are added to the 
answer group. 

Step 11 Click the Current Members tab. You will use this interface to configure each o
the answers in your group. The configuration options differ depending on the 
of answer group. See the “Balance Method Options” section on page 1-25 for 
explanations of the different balance method options available to you.

Step 12 Do one of the following:

• If you are configuring a name server answer group type, assign an order and 
weight to each answer in the answer group using the fields provided. 

• If you are configuring a VIP answer group type, assign an order and load 
threshold to the answer using the fields provided, and then choose a weight 
for each answer in the answer group using the drop-down list provided. 

• If you are configuring a CRA answer group type, proceed to the next step.

If you are unsure of the purpose of the order, weight, or load threshold settings, 
see the “Balance Method Options” section on page 1-25 for descriptions of each. 

Step 13 When you are satisfied with your answer group, click the Save button to save your 
changes.

You can add answers to or remove answers from the answer group at any ti
See the “Modifying an Answer Group” section that follows for more information.

Modifying an Answer Group

Once you have created your answer groups, you can use the GSSM GUI to 
modifications to their configurations, adding and removing answers, changing
order, weight, and load thresholds of individual answers, and so on.
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Answers can belong to more than one answer group. However, once you have 
added answers to an answer group, you cannot change the type of an answer group 
(for example, from VIP to CRA).

To modify an answer group: 

Step 1 From the GSSM, click the DNS RULES button. 

Step 2 From the drop-down list, choose the Answer Groups option. The Answer Group 
list window appears. (See Figure 2-13.)

Step 3 Click the Edit icon for the answer group you wish to modify. The Answer Group 
details window appears. (See Figure 2-14.)

Step 4 Use the fields provided to make changes to the name or comments attached to the 
answer group.

Note The answer group name cannot contain spaces.

Step 5 If you wish, from the Owner drop-down list, choose a new GSS owner with which 
the answer group will be associated. This step is optional, and you are not required 
to designate an owner for the answer group.

Step 6 Do one of the following: 

• To add new answers to your answer group:

– Click the Add [answer]s tab. The name of this tab varies depending on 
what type of answer group you are configuring. For example, if you are 
creating a name server answer group type, it will be labeled Add 
Existing Name Servers. Answers can be added to more than one answer 
group.

– Check the check box corresponding to each answer that you wish to add 
to the answer group. 

– Click the Add Selected button. The answers that you chose are added to 
the answer group. 
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• To remove answers from your answer group: 

– Click the Remove Members tab. 

– Check the check box corresponding to each answer that you wish to 
remove from the answer group. 

– Click the Remove Selected button. The answers that you chose are 
removed from the answer group. 

• To view the list, click the Current Members tab.

Step 7 Do one of the following: 

• If your answer group is a VIP group type:

– Click the Current Members tab.

– In the Order field for each VIP listed, enter a number representing the 
order in which that answer will be used when the balance method is 
ordered list. Lower numbers take precedence over higher numbers.

– In the LT field, enter the load threshold for each VIP answer listed. The 
load threshold represents the maximum load allowable for each answer. 
If the answer reports a load greater than or equal to the specified 
threshold, that answer is ignored in favor of other answers.

– In the Weight field for each VIP listed, choose a weight (between 1 and 
10) from the drop-down list that is to be used in determining how often 
the GSS should choose the selected answer when the balance method is 
weighted round-robin. 

• If your answer group is a name server or VIP group type:

– Click the Current Members tab.

– In the Order field for each VIP listed, enter a number representing the 
order in which that answer will be used when the balance method is 
ordered list. Lower numbers take precedence over higher numbers.

– In the Weight field for each VIP listed, choose a weight (between 1 and 
10) from the drop-down list that is to be used in determining how often 
the GSS should choose the selected answer when the balance method is 
weighted round-robin. 

Step 8 When you are satisfied with your answer group, click the Save button to save your 
changes. You are returned to the Answer Group list window. 
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Suspending or Reactivating an Answer Group

If you have created an answer group but wish to temporarily stop the GSS from 
directing requests to it, you can use the suspend answer feature on the GSSM user 
interface to temporarily suspend the answers that make up that group, thus 
preventing that answer group from being used by any of the currently configured 
DNS rules.

Note Suspending the answers in one answer group also affects any other answer groups 
to which those answers belong. 

If you have already suspended the answers in an answer group, use the activate 
answers feature to reactivate the answer group.

To suspend or reactivate an answer group:

Step 1 From the Cisco GSS software user interface, click DNS RULES.

Step 2 From the drop-down list, choose Answer Groups. The Answer Group list 
window appears. (See Figure 2-13.)

Step 3 Locate the answer group that you would like to suspend and click the Edit icon 
adjacent to the answer group name. The details window for that answer group 
appears. (See Figure 2-14.)

Step 4 Click the Suspend Answers button to suspend the answer group.

If you are reactivating an answer group, click the Activate Answers button.

Step 5 Click OK to confirm your decision to suspend or reactivate the answers in the 
answer group. You are returned to the Answer Group list window. 

Step 6 To view the status of the answers that you suspended or activated, see the 
“Configuring and Modifying Answers” section on page 2-40. 

Suspending or Reactivating All Answers in an Answer Group Associated with an 
Owner

Answers that have been added to answer groups can be grouped and mana
according to a GSS owner. 
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Using a GSS owner to manage your answer groups makes it easier for you to 
quickly suspend or activate related answers. 

To suspend or reactivate all answers in answer groups associated with a GSS 
owner:

Step 1 From the Cisco GSS software user interface, click RESOURCES. The GSS list 
window appears.

Step 2 From the drop-down list, choose the Owners option. The Owners list window 
appears. (See Figure 2-3.)

Step 3 Click the Edit icon for the owner of the answers that you will be modifying. The 
Owners details window appears, displaying configuration information for that 
owner. (See Figure 2-4.)

Step 4 Do one of the following: 

• To suspend answers associated with this owner, click the Suspend Answers 
button. 

• To reactivate suspended answers associated with this owner, click the 
Activate Answers button. 

You are asked to confirm your decision to suspend or activate the answers. 

Step 5 Click OK. You are returned to the Owners list window.

Deleting an Answer Group

If you have created an answer group but wish to delete it from the GSS, you can 
use the delete feature on the GSSM user interface to remove that answer.

Note You cannot delete answer groups that are linked to DNS rules. Disassociate your 
answer groups from all DNS rules before attempting to delete them. 

Deleting an answer group does not delete the answers contained in the group.
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To delete an answer group: 

Step 1 From the Cisco GSS software user interface, click DNS RULES.

Step 2 From the drop-down list, choose Answer Groups. The Answer Group list 
window appears. (See Figure 2-13.)

Step 3 Locate the answer group that you would like to delete and click the Edit icon 
adjacent to the answer name. The details window for that answer group appears. 
(See Figure 2-14.)

Step 4 Click the Delete button to remove the answer group. You are prompted to confirm 
your decision to delete the answer group.

Step 5 Click OK to confirm your decision to delete the answer group. You are returned 
to the Answer Group list window. The answer that you deleted has been removed.

Building and Modifying DNS Rules
Once you have configured your source address lists, domain lists, answers, and 
answer groups, you are ready to begin constructing the DNS rules that will govern 
all global server load balancing on your GSS network. 

When building DNS rules, you specify actions for the GSS to take when it 
receives a request from a known source (a member of a source address list) for a 
known hosted domain (a member of a domain list). 

The DNS rule specifies which response (answer) will be given to the requesting 
user’s local DNS host (D-proxy) and how that answer is chosen. One of a va
of balance methods is used to determine the best response to the request, ba
the liveness and load of your GSS host devices.

Before creating your DNS rules, review the “Architecture” section on page 1-15. 

DNS Rule Configuration Interface

The DNS rule area of the GSSM GUI does not correspond exactly to the list
window and details window division described in the “Preparing to Configure 
Request Routing” section on page 2-12. 
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Because of the complexity of DNS rules, a slightly different interface scheme was 
adopted for the process of creating these rules. This scheme gives the user a 
choice of two interfaces for creating rules:

• DNS Rule Builder

• DNS Rule Wizard

DNS Rule Builder

If you are an experienced GSS user, you can use the DNS Rule Builder (see 
Figure 2-15) to quickly assemble DNS rules from source address lists, domain 
lists, and answers (balance methods) that you have already created. Using the 
fields and drop-down menus provided, you can assign a name for your rule and 
then configure the rule with up to three balance methods.

Figure 2-15 DNS Rule Builder Window

Because the DNS Rule Builder is launched in its own window, you can leave it 
open and return to the GSSM GUI to review or add answers, answer groups, 
domain lists, and more. Any changes made to your GSS network configuration 
while the DNS Rule Builder is open are immediately reflected in the 
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DNS Rule Builder. For example, an answer group added while the DNS Rule 
Builder window is open automatically appears in the drop-down list of answer 
groups. 

To access the DNS Rule Builder, click the DNS RULES button and then click 
Open Rule Builder.

DNS Rule Wizard

The DNS Rule Wizard (see Figure 2-16) is an easy-to-use tool that walks you 
through the process of creating a DNS rule. Unlike the DNS Rule Builder, the 
DNS Rule Wizard provides explanations for each step in the rule authoring 
process. Like the DNS Rule Builder, the DNS Rule Wizard allows you to create 
source address lists, domain lists, answer groups, and balance methods on the fly. 

Figure 2-16 DNS Rule Wizard Window

When you use the wizard, the Next and Back buttons step you forward and 
backward through the rule-building process. Alternatively, use the links under the 
Wizard Contents heading to jump back and forth to any step in the wizard.
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Building DNS Rules Using the Wizard

To create a DNS rule using the DNS Rules Wizard:

Step 1 From the Cisco GSS software user interface, click DNS RULES. The DNS Rules 
list window appears. (See Figure 2-17.)

Figure 2-17 DNS Rules List Window

Step 2 Click the Rule Wizard button. The DNS Rule Wizard introduction window 
appears. Read this window carefully, because it provides an overview of the steps 
necessary to create a DNS rule. 

Step 3 Click Next to advance to the first step in creating your rule: identifying your 
source address list. 
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Step 4 Do one of the following: 

• To have this DNS rule apply to requests originating from any DNS proxy, 
click the Any Address button, click Next, and then proceed to Step 7.

• To have this DNS rule apply to requests originating from a list of DNS proxies 
that you have not yet configured and want to configure now, click the 
Manually entered source address list button and then click Next. 

• To have this DNS rule apply to requests originating from a list of DNS proxies 
that you have already configured using the source address lists feature, click 
the Predefined source address list button and then click Next.

Step 5 Do one of the following: 

• If you chose the Manually entered source address list option, use the 
following procedure to create your source address list. Once you have 
configured your source address list using the wizard, it is available for other 
DNS rules as well. 

– Enter a name for your source address list in the List Name field. 

– If you wish, choose an owner for the list by clicking the List Owner 
drop-down list and choosing a GSS username from the list. This step is 
optional.

– In the field provided, enter one or more source CIDR-format IP addresses 
that will make up the list. You can enter individual IP addresses or 
address blocks. Separate addresses using semicolons, for example:

192.168.1.110/32; 192.168.10.0/24; 192.161.0.0/16

• If you chose the Predefined source address list option, click the name of the 
source address list so that it is highlighted. 

Step 6 Click Next to proceed to the domain list configuration stage of the DNS Rule 
Wizard. 

Step 7 Do one of the following: 

• To have this DNS rule apply to requests for a hosted domain that you have not 
yet configured and want to configure now, click the Manually entered 
domain list button and then click Next. 

• To have this DNS rule apply to requests originating from a list of hosted 
domains that you have already configured using the domain lists feature, click 
the Predefined domain list button and then click Next.
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Step 8 This step of the DNS Rule Wizard allows you to configure the domains that users 
will be requesting. The GSS can support up to 1024 domains managed by any 
single server load-balancing device such as a Cisco Content Services Switch or 
Content Switching Module.

Do one of the following: 

• If you chose the Manually entered domain list option, use the following 
procedure to create your domain list. Once you have configured your domain 
list using the wizard, it is available for other DNS rules as well. 

– Enter a name for your domain list in the List Name field. 

– If you wish, choose an owner for the list by clicking the List Owner 
drop-down list and choosing a GSS owner from the list.

– In the field provided, enter one or more domain names that will make up 
the list. You can enter complete domain names or any regular expression 
that specifies a pattern by which the GSS can match incoming addresses, 
for example:

www.cisco.com; .*\.fidelity\.com 

Any request for a hosted domain that matches that pattern is directed 
accordingly. 

– When you have finished entering the domain names, click Next.

• If you chose the Predefined domain list option, click the name of the domain 
list so that it is highlighted and then click Next. 

Step 9 This step of the DNS Rule Wizard enables you to configure answer groups, which 
are collections of resources that are used to respond to user requests. 

Do one of the following: 

• To have this DNS rule respond to the request for the hosted domain using 
resources (answers) that you have not yet configured, click the Enter 
addresses button and then click Next. 

• To have this DNS rule respond to the request for the hosted domain using 
resources (answers) that you already configured using the answers and 
answer group features, click the Select an existing Answer Group button 
and then click Next.
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Step 10 Do one of the following: 

• If you chose the Enter addresses option, use the following procedure to 
create your answers and answer group. Once you have configured your 
answer group using the wizard, it is available for other DNS rules as well. 

– Enter a name for your answer group in the Group Name field. 

– If you wish, choose an owner for the answer group by clicking the List 
Owner drop-down list and choosing a GSS owner from the list. This step 
is optional.

– Choose an answer group type by clicking one of the three buttons 
provided. Once you choose an answer group type, only answers of that 
type (VIP, NS, or CRA) can be added to the group. 

– Click Next to begin configuring answers for your answer group and then 
proceed to the next step.

• If you chose the Select an existing Answer Group option, click the name of 
the answer group so that it is highlighted and then click Next. 

You will be asked to configure your answer group or choose an existing answer 
group to respond to requests. 

If you will be creating your own answer group and need to enter more addresses 
than there are IP Address fields, click the Add Page button at the bottom of the 
window to create additional spaces in which to enter addresses. 

Use the page number links in the upper right corner of the Answer Group 
Configuration window to navigate back and forth between windows. 

Step 11 Do one of the following: 

• If you are configuring a VIP answer group type, use the following procedure 
to identify the VIPs that will serve as the answers that make up the answer 
group. Then assign an order, load threshold, and weight to each answer in the 
answer group. 

– Enter the address of each VIP that will belong to the answer group in the 
IP Address fields provided. 

– If you wish, for each VIP IP address choose an optional location by 
clicking the Location drop-down list. This step is optional.

– If you will be using the ordered list balance method with this answer 
group, assign an order to each VIP listed in the answer group using the 
Order drop-down list provided. The number that you assign represents 
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the priority of the answer on the list, with lower-numbered answers 
having a higher priority. Subsequent VIPs on the list are used only if 
preceding VIPs on the list are unavailable.

– If you will be using the weighted round-robin balance method with this 
answer group, you can optionally assign a weight between 1 and 10 to 
each answer in the answer group using the Weight drop-down list 
provided. 

– If you will be using the round-robin, ordered list, or least loaded balance 
methods, choose a threshold between 2 and 254 from the Load Threshold 
drop-down list. If the VIP answer reports a load above the threshold that 
you specify, the GSS considers the device unavailable to handle further 
requests.

• If you are configuring a CRA answer group type, use the following procedure 
to identify the CRAs that will serve as the answers that make up the answer 
group. If you wish, you can also assign a location for each answer in the 
answer group. 

– Enter the address of each CRA that will belong to the answer group in the 
IP Address fields. 

– For each CRA IP address, if you wish, you can choose an optional 
location by clicking the Location drop-down list. 

• If you are configuring a name server answer group type, use the following 
procedure to identify the name servers that will serve as the answers that 
make up the answer group:

– Enter the address of each name server that will belong to the answer 
group in the IP Address fields. 

– If you wish, for each name server IP address, you can choose an optional 
location by clicking the Location drop-down list. 

– If you will be using the ordered list balance method with this answer 
group, assign an order to each name server listed in the answer group 
using the Order field. The number that you assign represents the priority 
of the answer on the list. Subsequent name servers on the list are used 
only if preceding name servers on the list are unavailable.
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– If you will be using the weighted round-robin balance method, assign a 
weight between 1 and 10 to each answer in the answer group, using the 
Weight drop-down list. The number that you provide is used to create a 
ratio that the GSS will use when directing requests to each answer. 

For example, if answer A has a weight of 10 and answer B has a weight 
of 1, answer A will receive 10 requests for every 1 directed to answer B. 

Step 12 Click Next to proceed to the balance method configuration stage of the DNS Rule 
Wizard. 

Step 13 You will now choose a balance method to be used when an answer is chosen from 
your answer group that is best suited to respond to the DNS query. Your choice of 
balance methods is limited by the type of answer method (name server, VIP, or 
CRA) that you chose. See the “Balance Methods” section on page 1-23 for 
detailed explanations of each option.

Do one of the following: 

• If you are configuring a VIP or name server answer group type to respond to 
requests, choose from the following balance methods for each of your DNS 
rule clauses: 

– Hashed—The GSS chooses the answer based on a unique value cr
from information stored in the request. There are two hash options, b
of which can be applied to a particular answer group simultaneously

• Hashed By Source Address—The GSS chooses the answer based on a
hash value created from the source address of the request.

• Hashed By Domain Name—The GSS chooses the answer based on a
value created from the requested domain name. 

– Least loaded—This balance method is available for the VIP answer 
group type only. The GSS chooses an answer from the list based on
load reported by each VIP in the answer group; the answer reporting
lightest load is chosen to respond to the request.

– Ordered list—The GSS chooses an answer from the list based on 
precedence; answers with a lower number are tried first, whereas ans
farther down the list are tried only if preceding name servers are 
unavailable to respond to the request. 

– Round-robin—The GSS cycles through the list of answers that are 
available as requests are received.
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– Weighted round-robin—The GSS cycles through the list of answers t
are available as requests are received but sends requests to favored
answers in a ratio determined by the weight value assigned to that 
resource.

– DNS TTL—This balance method is available for the VIP answer grou
type only. It is the length of time in seconds that the requesting DNS
proxy will cache the response sent from the GSS and consider it to b
valid answer. 

– Return Record Count—This balance method is available for the VIP
answer group type only. It is the number of address records (A recor
that the GSS will return for requests that match the DNS rule. 

• If you are configuring a CRA answer group type to respond to requests, enter 
a “last gasp” address in the Last Gasp field. This address serves as the a
if no CRAs reply to the request.

Step 14 Click Next to proceed to the Summary stage of the DNS Rule Wizard. An 
overview of your rule is provided that supplies information on the source add
list, domain list, answer group, and balance method chosen.

Step 15 Using the fields provided in the Summary window, finish configuring your rule
follows: 

a. Enter a name for your DNS rule in the Rule Name field. 

b. If you wish, associate the rule with a GSS owner by choosing an owner fr
the Rule Owner drop-down list. 

c. Indicate what type of DNS queries that this rule will be applied to by 
choosing a query type from the Match DNS Query Type drop-down list:

– All—The DNS rule will be applied to all DNS queries originating from
a host on the configured source address list.

– A record—The DNS rule will be applied only to answer record 
(A record) requests originating from a host on the configured source
address list.
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d. Choose an operating status for the rule: 

– Active—The DNS rule will immediately begin processing requests.

– Suspended—The DNS rule will be listed in your GSSM DNS Rules l
window but will have a status of “suspended” and will not be used to
process any incoming DNS queries. 

Step 16 Click Save to save your DNS rule and return to the DNS Rules list page. 

Building DNS Rules Using the DNS Rule Builder

If you are comfortable with the process of building a DNS rule and have alre
configured your domain lists, answers, and answer groups, you can use the
DNS Rule Builder to quickly assemble a DNS rule. 

The DNS Rule Builder is a simplified interface that pulls together all the GSS
elements needed to create new DNS rules. In addition to being simpler than
DNS Rule Wizard, the DNS Rule Builder allows you to configure multiple claus
for your DNS rule; that is, additional answer group and balance method pairs
can be tried in the event that the first answer group and balance method spe
does not yield an answer. 

To create a DNS rule using the DNS Rule Builder: 

Step 1 From the Cisco GSS software user interface, click DNS RULES. The DNS Rules 
list window appears. (See Figure 2-17.)

Step 2 Click the Open Rule Builder button. The DNS Rule Builder window opens in a
separate window. (See Figure 2-15.)

Step 3 In the Rule Name field, enter a name for your new DNS rule. Rule names ca
contain spaces. 

Step 4 If you wish, click the Rule Owner drop-down list and choose a GSS owner wit
which the rule will be associated. 

Step 5 Click the Source Address List drop-down list and choose a source address lis
from which requests will originate. The DNS rule will be applied only to reque
coming from one of the addresses in the source address list.
2-68
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 2      Getting Started
Global Server Load-Balancing Configuration

st 

) 

f 
his 
S 

s: 

xy 
 valid 

at 
e 

xy 
lid 

 
ore 
elp 

A 
ency 
Step 6 Click the Domain List drop-down list and choose a domain list to which DNS 
queries will be addressed. The DNS rule is applied only to requests for a domain 
on the specified domain list. 

Step 7 From the Match DNS Query Type drop-down list, indicate what type of DNS 
queries this rule will be applied to:

• All—The DNS rule will be applied to all DNS queries originating from a ho
on the configured source address list.

• A record—The DNS rule will be applied only to answer record (A record
requests originating from a host on the configured source address list.

Step 8 Next to the heading Balance Clause 1, choose the answer group component o
your first answer group and balance method pairing from the drop-down list. T
will be the first method that the GSS will use to choose an answer for the DN
query. 

Step 9 Fill in any additional configuration information for your answer group as follow

• If you chose a VIP answer group type, configure the following in the fields 
provided: 

– DNS TTL—The length of time in seconds that the requesting DNS pro
should cache the response sent from the GSS and consider it to be a
answer. 

– Return record count—The number of address records (A records) th
match the configured DNS rule clauses that the GSS will return to th
requesting D-proxy. 

• If you chose a CRA answer group type, configure the following in the fields 
provided: 

– DNS TTL—The length of time in seconds that the requesting DNS pro
will cache the response sent from the GSS and consider it to be a va
answer.

– Fragment size—The maximum size of the reply packet that is sent to
each DNS server during a race. Lower packet sizes result in two or m
packets being sent to the D-proxy for a single DNS reply. This can h
identify network congestion and provide more reliable race results.

– Pad size—The amount of extra data (in bytes) included with each CR
response packet and used to evaluate CRA bandwidth as well as lat
when making routing decisions.
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– IP TTL—The maximum number of network hops that should be used
when responding to the D-proxy. 

– Secret—A text string of up to 64 characters that is used to encrypt crit
data sent between the GSS and CRAs. This key must be the same for
configured CRA.

– Max prop. delay—The maximum propagation delay, the maximum de
(in milliseconds) that will be observed before the GSS forwards a DN
request to a CRA.

– Server delay—The maximum delay (in milliseconds) that will be 
observed before the GSS forwards the address of its “last gasp” serv
a response to the requesting name server.

Step 10 Choose the balance method for the answer group from the drop-down list.

• If you chose a CRA answer group type, the balance method is automatically 
set to boomerang. 

• If you chose hashed as the balance method, choose from the following options 
for the hash method (multiple options can be chosen in the same session):

– Hashed By Source Address—The GSS passes the request along to a
server forwarder based on a hash value created from the source add
of the request.

– Hashed By Domain Name—The GSS passes the request along to a n
server forwarder based on a hash value created from the requested 
domain name. 

Step 11 If you wish, repeat Step 8 through Step 10 to choose additional answer group an
balance method pairings for Balance Clause 2 and Balance Clause 3. These
answer pairs are only applied if the preceding clause was unable to arrive a
answer for the DNS query. 

Step 12 Click Save to save your DNS rule and return to the DNS Rules list page. 

Suspending a DNS Rule

If you want to stop requests from being processed by a DNS rule on your GS
use the suspend feature to temporarily deactivate the rule. You can use the su
feature to temporarily halt traffic to particular answers while those resources
receiving maintenance and so on. 
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Once a rule has been suspended, you must reactivate it from the GSSM GUI 
before it can again be used to process incoming DNS queries. 

To suspend a DNS rule: 

Step 1 From the Cisco GSS software user interface, click DNS RULES. The DNS Rules 
list window appears. (See Figure 2-17.)

Step 2 Click the Edit icon for the DNS rule you wish to suspend. The DNS Rule 
Builder/Edit DNS Rule window appears in a separate browser window. 

Step 3 Click the Suspend link in the upper right corner of the window. You are prompted 
to confirm your decision to suspend the DNS rule. 

Step 4 Click OK to confirm your decision. You are returned to the DNS Rule list 
window. The status of the DNS rule is listed as “Suspended.”

Suspending or Reactivating All DNS Rules Belonging to an Owner

DNS rules can be grouped and managed according to a GSS owner that has
established and with which the DNS rules have been associated. 

Using owners to manage your DNS rules makes it easier for you to quickly 
suspend or activate rules related to a particular group or department within y
organization (for example HR or sales) without needing to individually edit ea
rule that serves that entity. 

To suspend or reactivate DNS rules belonging to an owner:

Step 1 From the Cisco GSS software user interface, click RESOURCES. The GSS list 
window appears.

Step 2 From the drop-down list, choose the Owners option. The Owners list window 
appears. (See Figure 2-3.)

Step 3 Click the Edit icon for the owner responsible for the DNS rules that you will b
modifying. The details window appears, displaying configuration information 
that resource. 
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Step 4 Do one of the following: 

• To suspend DNS rules associated with this owner, click the 
Suspend DNS Rules button. 

• To reactivate suspended DNS rules associated with this owner, click the 
Activate DNS Rules button. 

You are asked to confirm your decision to suspend or activate all the DNS rules 
associated with this owner. 

Step 5 Click OK. You are returned to the DNS Rules list window.

Deleting a DNS Rule

To delete a DNS rule: 

Step 1 From the Cisco GSS software user interface, click DNS RULES. The DNS Rules 
list window appears. (See Figure 2-17.)

Step 2 Click the Edit icon for the DNS rule that you wish to delete. The DNS Rule 
Builder/Edit DNS Rule window appears in a separate browser window. 

Step 3 Click the Delete link in the upper right corner of the window. You are prompted 
to confirm your decision to delete the DNS rule. 

Step 4 Click OK to confirm your decision. You are returned to the DNS Rule list 
window. The DNS rule is removed from the list.

Configuring DNS Rule Filters
As your GSS network grows, so will your collection of DNS rules for handling 
traffic to and from your network. In time, it may become difficult to locate the 
rules that you need. For that reason, the GSS GUI provides filters that can be 
applied to your DNS rules, allowing you to view only those rules that have the 
properties you are interested in. For example, you can create a filter that will limit 
your view of the DNS rules to include only those that involve a certain source 
address list or domain list, use a certain balance method, are owned by a particular 
user, or have a status of “active.”
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To configure a DNS rule filter:

Step 1 From the Cisco GSS software user interface, click DNS RULES. The DNS Rules 
list window appears. (See Figure 2-17.)

Step 2 Click the Filter List button. The DNS Rule Filter List window appears. (See 
Figure 2-18.)

Figure 2-18 DNS Rule Filter List Window

Step 3 To filter your list by any of the properties displayed in the DNS Rule Filter List 
window, enter a complete or partial (wildcard) value in the fields provided. 
Table 2-3 lists the parameters that can be used to filter your DNS rules list and 
provides explanations and sample entries for each parameter.
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Table 2-3 DNS Rules Filter Parameters

Parameter Description Examples

Source Address List

Name Name assigned to a source 
address list associated with 
the DNS rule

VIP1
VIP*
NameServerList

IP Address Block IP address or address block 
assigned to a source 
address list associated with 
the DNS rule

192.168.110.100
192.168.*

Owner Contact name assigned to 
the source address list 
associated with the DNS 
rule

Any
System
Andrew

Domain List

Name Name assigned to a domain 
list associated with the 
DNS rule

CiscoSystems
Cisco*

Domain Domain included on the 
domain list associated with 
the DNS rule

www.cisco.com
support.cisco.com
www.*

Owner Contact name assigned to 
the domain list associated 
with the DNS rule

Any
System
Andrew

Request Handling

Name Name assigned to an 
answer group associated 
with the DNS rule

VIP_answer_Group_1
VIP_answer_Group_2
VIP_*

Owner Contact name assigned to 
the answer group 
associated with the DNS 
rule

Any
System
Andrew
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Step 4 Click OK to confirm your decision. You are returned to the DNS Rules list 
window. The displayed DNS rules are those that match your search criteria. If no 
DNS rule parameters match the parameters that you are using to filter the list, a 
message is displayed, indicating “no DNS rules match the filter specification

Removing DNS Rule Filters
Use the Show All button to remove any filters that have been applied to your D
rules. The Show All button removes all filters, displaying a complete list of DN
rules on your GSS network.

Type Type of answer group 
associated with the DNS 
rule

CRA
Name server
VIP

Answer Answer belonging to an 
answer group associated 
with the DNS rule

192.161.1.2
192.168.*

Balance Method Type of balance method 
(boomerang, ordered list, 
etc.) associated with the 
DNS rule

Least Loaded
Round-robin
Hashed
Weighted round-robin

DNS Rule

Name Name of the DNS rule Cisco_Rule
Cisco*

Owner Contact name assigned to 
the DNS rule

Any
System

Andrew

Status Status of the DNS rule, 
either active or suspended

Any
Active
Suspended

Table 2-3 DNS Rules Filter Parameters (continued)

Parameter Description Examples
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To remove DNS rule filters:

Step 1 From the Cisco GSS software user interface, click DNS RULES. The DNS Rules 
list window appears. (See Figure 2-17.) 

Step 2 Click the Show All button. The DNS Rule Filter List window refreshes (see 
Figure 2-18), displaying all configured DNS rules.

Upstream DNS Configuration
Once you have configured your GSS devices to connect to your network and have 
created the logical resources (source address lists, domain lists, answers and 
answer groups, and DNS rules) required for global server load balancing, you are 
ready to complete the final step that will integrate your new global server 
load-balancing device into your network’s DNS infrastructure and start deliver
user queries to your GSS: modifying your upstream DNS servers to delegate 
of your name space to your GSSs.

Note You should carefully review and perform a test of your GSS deployment befo
making changes to your DNS server configuration that will affect your public
enterprise network configuration. 

Modifying your DNS servers to accommodate your GSS devices involves the
following steps:

1. Adding name server (NS) records to your DNS zone configuration file th
delegates your domain or subdomains of your domain to one or more of y
GSSs

2. Adding “glue” address (A) records to your DNS zone configuration file th
map the DNS name of each of your GSS devices to an IP address

Example 2-1 provides an example of a DNS zone configuration file for a fictitiou
cisco.com domain that has been modified to delegate primary DNS authority
three domains to two GSS devices. Relevant lines are shown in bold type.
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In Example 2-1, the delegated domains are: 

• www.cisco.com 

• ftp.cisco.com

• media.cisco.com

The GSS devices are: 

• gss1.cisco.com 

• gss2.cisco.com 

Example 2-1 Sample BIND Zone Configuration File Delegating GSSs

cisco.com. IN SOA ns1.cisco.com. postmaster.cisco.com. (
2001111001; serial number
36000; refresh 10 hours
3600 ; retry   1  hour
3600000; expire  42 days
360000; minimum 100 hours )

; Corporate Name Servers for cisco.com
IN NS ns1.cisco.com.
IN NS ns2.cisco.com.

ns1 IN A 161.44.157.209
ns2 IN A 161.44.150.100

; Sub-domains delegated to GSS Network
www IN NS gss1.cisco.com

IN NS gss2.cisco.com
media IN CNAME www
ftp IN NS gss1.cisco.com

IN NS gss2.cisco.com

; “Glue” A records with GSS interface addresses
; IN Cisco GSS Dallas
gss1 IN A 100.1.2.3
; IN Cisco GSS London
gss2 IN A 122.1.2.3

; Sample Mail Exchanger records (also need glue)
cisco.com.IN MX 10 proxy0.cisco.com
cisco.com.IN MX 20 proxy1.cisco.com
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When reviewing this zone file, remember that there are any number of possible 
GSS deployments that you can use, some of which may suit your needs and your 
network better than the example listed. For example, instead of having all 
subdomains shared by all your GSS devices, you may want to allocate specific 
subdomains to specific GSSs. 
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GSS Administration and 
Troubleshooting

This chapter covers the procedures necessary to properly manage and maintain 
your GSS devices, including login security, software upgrades, GSSM database 
administration, and GSSM error messages.

This chapter contains the following sections: 

• Advanced Device Configuration, page 3-1

• GUI Configuration, page 3-7

• Security Configuration, page 3-8

• Configuring SNMP on Your GSS Network, page 3-27

• Backing Up the GSSM, page 3-30

• Upgrading the Cisco GSS Software, page 3-33

• Downgrading and Restoring Your GSS Devices, page 3-40

• Viewing Third-Party Software Versions, page 3-45

• GSS Error Messages, page 3-46

Advanced Device Configuration
The sections that follow describe advanced configuration tasks.
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Changing the GSSM Role
The Cisco GSS software supports the existence of multiple GSSMs on a single 
GSS network, with one GSSM acting as the active (or primary) GSSM and one 
acting as a backup (or standby) device that takes over the role of the primary 
GSSM if the primary device goes off line unexpectedly. 

Using the CLI, you can manually switch the roles of your primary and standby 
GSSMs at any time. 

Before switching GSSM roles, however, the conditions must be met:

• Both a primary and a standby GSSM have been configured on your GSS 
network.

• Both the primary and the standby GSSM must be enabled and have a status 
of “online.” 

Do not attempt to switch roles before both a primary and a standby GSSM h
been configured and enabled.

Note Make sure that you do not have two GSSMs designated as primary GSSMs 
operating at the same time. Although request routing continues to function in s
a situation, configuration changes made on one or both devices may be lost
overwritten, and may not be communicated to your GSS devices. 

We recommend observing the following order when changing the roles of yo
primary and standby GSSMs: 

1. Perform a full backup of your primary GSSM.

2. Log on to the primary GSSM CLI.

3. Use the gssm primary-to-standby command to change the role of your 
primary GSSM.

4. Log on to the standby GSSM CLI.

5. Use the gssm standby-to-primary command to change the role of your 
standby GSSM.

Use the following procedure to change the roles of your primary and standb
GSSMs. These instructions assume that your primary GSSM is online and 
functional at the time you are switching GSSM roles. If this is not the case, ign
any steps that apply to the primary GSSM.
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Step 1 If you have not already done so, perform a full backup of your primary GSSM to 
preserve your current network and configuration settings. See the “Performing a 
Full GSSM Backup” section on page 3-31 for detailed instructions on performing
a full GSSM backup. 

Step 2 Log on to the CLI of the primary GSSM by following the instructions in the Cisco 
Global Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 3 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable

Step 4 Once in privileged EXEC mode, use the gssm command to change the primary 
GSSM role, for example: 

gssm1.yourdomain.com# gssm primary-to-standby

Step 5 Exit from the CLI and log on to your original standby GSSM. You will not be ab
to log in to the GUI of the old primary GSSM once it begins acting in a stand
capacity.

Step 6 Enable privileged EXEC mode, for example:

gssm2.yourdomain.com> enable

Step 7 Use the gssm command to change the role of the standby GSSM to the prima
GSSM, for example: 

gssm2.yourdomain.com# gssm standby-to-primary

Your GSSM will immediately begin functioning in its new role.

Step 8 Exit privileged EXEC mode. You will now be able to access the GSSM GUI. 
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Modifying Network Configuration
Once you have configured your GSS devices, you can use the CLI to modify those 
configuration settings. 

To modify the network configuration of a GSS device: 

Step 1 Log on to the CLI on the GSSM by following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable

Step 3 Once in privileged EXEC mode, use the gss stop command to stop your GSS 
servers, for example:

gssm1.yourdomain.com# gss stop

Step 4 Enter global configuration mode, for example:

gssm1.yourdomain.com# configure
gssm1.yourdomain.com(config)# 

Step 5 Use the no form of the network configuration commands to erase configuration 
settings. For example, to change the IP address assigned to a GSS interface, you 
would enter: 

gssm1.yourdomain.com(config-eth0)# no ip address 10.89.3.24 
255.255.255.0
gssm1.yourdomain.com(config-eth0)# exit
gssm1.yourdomain.com(config)# 

Once you have removed a setting, you can replace it by following the instructions 
in the “Configuring a Global Site Selector” section on page 2-5 and the 
“Configuring a GSSM” section on page 2-3.
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Changing the Startup and Running Configuration
The network configuration for a GSS device includes:

• Interface—Ethernet interface being used

• IP address—Network address and netmask assigned to the interface

• GSS communications—Whether or not the interface is designated for 
handling GSS-related communications on the device

• Host name—Host name assigned to the interface

• IP default gateway—Network gateway used by the device

• IP name server—Network DNS server being used by the device

• SSH enable—Whether or not SSH is enabled on the device

• Telnet enable—Whether or not Telnet is enabled on the device

• FTP enable—Whether or not FTP is enabled on the device

Each GSS device tracks two such configurations: 

• Startup configuration—Default network configuration. These configuratio
settings are loaded each time the device is booted.

• Running configuration—Network configuration currently being used by th
GSS device. 

Usually, the running configuration and the startup configuration are identical
However, once a configuration parameter is modified for any reason, the two m
be reconciled using the CLI in one of the following ways: 

• Using the write memory command, the running configuration can be saved 
as the new startup configuration, meaning that any changes to the network 
configuration of the device are retained and used when the device is next 
rebooted. 

• The startup configuration can be maintained. In this case, the running 
configuration is used up until the point at which the device is rebooted, at 
which time the running configuration is discarded and the startup 
configuration is restored. 
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To change the startup configuration for a GSS device: 

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode and then global configuration mode on the device, 
for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com# config
gssm1.yourdomain.com(config)# 

Step 3 Make any desired changes to the network configuration of the device. For 
example, if you wanted to change the device host name, you would use the 
following command: 

gssm1.yourdomain.com(config)# hostname new.yourdomain.com
new.yourdomain.com(config)# 

Step 4 Once you have made all the desired changes to the running configuration of the 
device, use the write memory command to install the current running 
configuration as the new startup configuration for the device, for example: 

new.yourdomain.com(config)# write memory

Alternatively, you can use the copy command to achieve the same result, copying 
the running configuration to the startup configuration, for example: 

new.yourdomain.com(config)# copy running-config startup-config

Loading the Startup Configuration from an External File
In addition to copying your running configuration as a new startup configuration, 
internally you can also upload or download GSS device configuration information 
from an external file using the copy command. 

Before attempting to load the startup configuration from a file, make sure that the 
file has been moved to a local directory on the GSS device. 
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To copy the GSS device startup configuration to or from a disk: 

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable

Step 3 Use the copy command to install a new startup configuration from a file, for 
example: 

gssm1.yourdomain.com# copy disk startup-config filename

where filename is the name of the file containing the startup configuration 
settings.

Step 4 Alternatively, you can copy the current startup configuration to a file for use on 
other devices or for backup purposes, for example: 

gssm1.yourdomain.com# copy startup-config disk filename

where filename is the name of the file that will be created to contain the startup 
configuration settings.

GUI Configuration
The GSS GUI provides you with a number of configuration options for modifying 
the behavior and performance of the GSSM web-based GUI. 

Among the settings you can modify are:

• GUI session timeout—Number of minutes of inactivity that must pass bef
your GSSM GUI session is automatically terminated

• GSS reporting interval—Interval (in seconds) at which GSS devices repo
their status to the GSSM

• Monitoring screen refresh interval—Interval (in seconds) at which the GS
GUI refreshes displayed content
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To modify any GUI session settings:

Step 1 From the Cisco GSS software user interface, click TOOLS.

Step 2 From the drop-down list, choose GUI Configuration. The GUI Configuration 
window appears, displaying fields for modifying your GUI session settings. 

Step 3 Do one or more of the following:

• To lengthen or shorten the amount of time without GUI activity that must pass 
before the GSSM automatically terminates the GUI session, enter a number 
in the GUI session timeout field representing the length of time, in minutes, 
that must pass with no activity before the session is terminated.

• To lengthen or shorten the amount of time that must pass before GSS devices 
report their status to the GSSM, enter a number in the GSS reporting interval 
field representing the length of time, in seconds, that will pass between 
reports.

• To lengthen the time that passes between automatic screen refreshes when 
viewing GSS information from the GSSM GUI, enter a number in the 
Monitoring screen refresh interval field representing the length of time, in 
seconds, that will pass between automatic screen refreshes.

Step 4 When you have made the GUI session modifications that you want, click Save to 
update the GSSM. You are asked to confirm that the GUI session was successfully 
updated. 

Step 5 Click OK. You are returned to the GUI Configuration window. 

Security Configuration
Using the GSSM GUI, you can control access to the GSS product GUI. Using the 
CLI, you can control login access to individual GSS devices, as well as incoming 
traffic to your GSS devices. 

The following sections detail the use of GSS security features. 
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Creating and Managing GSSM Login Accounts
Using the user administration feature of the GSSM, you can create and maintain 
login accounts for the GSSM GUI. In addition to login name and password 
information, the user administration feature also allows you to maintain contact 
information for each user. 

Creating a GSSM GUI User Account

To add a new GSSM user account:

Step 1 From the Cisco GSS software user interface, click TOOLS.

Step 2 From the drop-down list, choose User Administration. The GSSM User 
Administration list window appears, listing existing user accounts. (See 
Figure 3-1.)
3-9
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 3      GSS Administration and Troubleshooting
Security Configuration

er’s 

l be 

are 
Figure 3-1 GSSM User Administration Window

Step 3 Click the Create User button. The User Administration details window appears.

Step 4 Under the User Account heading in the Username field, enter the login name for 
the new account. Usernames can contain spaces. 

Step 5 In the Password field, enter the alphanumeric password for the new account. 

Step 6 In the Re-type Password field, reenter the password for the new account. 

Step 7 Under the Personal Information heading, in the First Name field, enter the us
first name. 

Step 8 In the Last Name field, enter the user’s last name. The first and last name wil
displayed next to the user’s login, whenever the user logs on to the GSSM. 

Step 9 If you wish, fill in the rest of the user’s contact information. These elements 
optional.

• Job title—User’s position within your organization

• Department—User’s department
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• Phone—User’s business telephone number

• E-mail—User’s e-mail address

• Comments—Any important information or comments about the user acco

Step 10 Click Save to create your new user account. You are returned to the User 
Administration list window. 

Modifying a GSSM GUI User Account

To modify an existing GSSM user account:

Step 1 From the Cisco GSS software user interface, click TOOLS.

Step 2 From the drop-down list, choose User Administration. The GSSM User 
Administration list window appears, listing existing user accounts. (See 
Figure 3-1.)

Step 3 Click the Edit icon for the user account that you wish to modify. The User 
Administration details window appears, displaying that user’s account 
information.

Step 4 Use the fields provided to modify the user’s account, as follows: 

• Username—Change the account’s login name.

• Password/Retype password—Modify the login password for the account; 
passwords must be entered identically in both fields before they are acce

• First name—Modify the user’s first name.

• Last name—Modify the user’s last name.

• Job title—Modify the user’s listed position within your organization.

• Department—Modify the user’s department.

• Phone—Modify the user’s business phone number.
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• E-mail—Modify the user’s e-mail address.

• Comments—Modify comments on the user account.

Step 5 Click Save to save changes to the account. You are returned to the GSSM U
Administration list window. 

Removing a GSSM GUI User Account

To delete an existing GSSM user account:

Step 1 From the Cisco GSS software user interface, click TOOLS.

Step 2 From the drop-down list, choose User Administration. The GSSM User 
Administration list window appears, listing existing user accounts. (See 
Figure 3-1.)

Step 3 Click the Edit icon for the user account that you wish to remove. The User 
Administration details window appears, displaying that user’s account 
information.

Note You cannot delete the admin account. 

Step 4 Click the Delete button. You are prompted to confirm your decision to 
permanently delete the user. 

Step 5 Click OK. You are returned to the GSSM User Administration list window wit
the user account removed. 

Changing Your GSSM GUI Password

Using the change password feature of the GSSM, you can change the pass
for the account that you used to log on to the GSSM. You must know the exis
password for an account before you can change it to a new value.
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To change your account password:

Step 1 From the Cisco GSS software user interface, click TOOLS.

Step 2 From the drop-down list, choose Change Password. The GSSM Change 
Password window appears, displaying your account name in the Username field. 
(See Figure 3-2.)

Figure 3-2 GSSM Change Password Window

Step 3 In the Old Password field, enter your existing GSSM login password. 

Step 4 In the New Password field, enter the string that you would like to use as the new 
GSSM login password. 
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Step 5 In the Re-type New Password field, enter the new password string a second time. 
This will be used to verify that you have entered your password correctly.

Step 6 Click Save to update your login password. 

Creating and Managing GSS Login Accounts
Using the CLI, you can set user access for each of your GSS devices, including 
the GSSM. User access to the CLI of your GSSs must be managed individually on 
each device. 

Note Only the admin account can create and manage GSS logins.

To following sections explain the steps necessary to administer user accounts on 
your GSSs.

Creating a GSS User Account Using the CLI

When creating user accounts from the CLI, you must specify the new login, 
password, and privilege level using a single command. You cannot create a new 
account without designating a value for each of these configuration settings. Refer 
to the Cisco Global Site Selector Command Reference for detailed information on 
the username command syntax and use.

To create a user or administrative login account that can access the CLI of one of 
your GSS devices: 

Step 1 Log on to the CLI of your GSS or GSSM, following the instructions in the 
Cisco Global Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 
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Step 3 Use the username command to create and configure your new login account and 
then press Enter to create the account, for example: 

gss1.yourdomain.com# username paulr password mypwd privilege admin
User paulr added.

Login names must start with a character and can be no longer than 32 characters. 
To create an administrative account, set the privilege level to admin. To create a 
user account, set the privilege level to user. 

Step 4 Repeat Step 3 for each new user account that you wish to create. 

Modifying a GSS User Account Using the CLI

When modifying a GSS user account using the CLI, use the same procedure that 
you used to create the account: entering the full username, password, and 
privilege level and substituting new values for the configuration settings that you 
wish to change. 

Step 1 Log on to the CLI of your GSS or GSSM, following the instructions in the 
Cisco Global Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Use the username command to modify your new login account and then press 
Enter to input the new values, for example: 

gss1.yourdomain.com# username paulr password newpwd privilege user
User paulr exists, change info? [y/n]: y

Step 4 Repeat Step 3 for each new user account that you wish to modify. 
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Deleting a GSS User Account Using the CLI

You must have administrative-level access to the GSS to delete login accounts. 

To delete a login account: 

Step 1 Log on to the CLI of your GSS or GSSM, following the instructions in the 
Cisco Global Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Use the username command to delete an existing login account, for example: 

gss1.yourdomain.com# username paulr delete
User paulr removed

Note You cannot delete the admin account.

Step 4 Repeat Step 3 for each new user account that you wish to delete. 

Resetting CLI Passwords

If you accidentally forget the password for any of your CLI accounts such as the 
admin or debugshell logins, you can reset them, providing that you have physical 
access to the GSS device.

To reset a CLI password:

Step 1 Attach an ASCII terminal to the GSS console port, following the instructions in 
the “Connecting Cables” section of Chapter 3 in the Cisco Global Site Selector 
4480 Hardware Installation Guide.

Step 2 If the GSS device is currently up and running, reboot it by “cycling” the powe
off, then on again. Otherwise, simply power up the device.

If necessary, refer to the Cisco Global Site Selector 4480 Hardware Installation 
Guide for instructions on powering up and powering down the GSS hardware
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As the device boots, output appears on the console terminal, for example:

The following will be displayed on the console terminal:
Initializing memory.  Please wait. 
BIOS Version:    CE500 01.11
BIOS Build date: 07/27/00
Symbios, Inc. SDMS (TM) V4.0 PCI SCSI BIOS, PCI Rev. 2.0, 2.1
Copyright 1995, 1998 Symbios, Inc. 
PCI-4.11.00                                                  
HBA ID LUN VENDOR   PRODUCT          REV  SYNC WIDE INT13  CYL/ HD/SEC
--- -- --- -------- ---------------- ---- ---- ---- ----- 
0   0  0  IBM      DDYS-T18350M     S80D 80.0  16   BOOT 1024/ 64/32
0   7  0  Symbios  SYM53C895        0002 80.0  16  
Symbios, Inc. PCI boot ROM successfully installed!
Cisco CE Booting From Flash.
LILO boot:

Step 3 At the LILO boot: prompt, enter ? (a question mark) to determine which software 
version the GSS device is running and to enter boot mode, for example:

LILO boot: ?
gss1.0.0.0.17
boot:

Note You must enter the ? command within a few seconds of seeing the 
LILO boot prompt, or the GSS device will continue to boot. If this 
happens, wait for the device to properly boot, cycle the power off and then 
on, and try again. 

Step 4 At the boot: prompt, enter the Cisco GSS software version, followed by the word 
single, for example:

boot: gss1.0.0.0.17 single
 

The GSS device continues to boot and then displays the bash# prompt. 

Step 5 At the bash# prompt, mount the GSS file system, for example:

bash# mount /Cisco/merlot/safe-state -o remount,rw

Step 6 Do one of the following:

• To reset the admin account password:

– Delete the passwd file for the device, for example:

bash# rm /Cisco/merlot/safe-state/passwd
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Note Resetting the admin account password deletes all other configured 
user accounts from the GSS.

– Reboot the GSS device:

bash# reboot

• To reset a nonadmin CLI account password:

– Navigate to the /safe-state directory, for example:

bash# cd /Cisco/merlot/safe-state

– Use the vi text editor to edit the passwd file, for example:

bash# vi passwd

– Remove the entry for the account for which you wish to reset the 
password. For example, to reset the password for the debugshell login, 
you would remove the ymerej entry.

– Reboot the GSS device.

bash# reboot

Segmenting GSS Traffic by Interface
GSS devices come with two Ethernet interfaces. By default, GSS servers listen for 
traffic on both interfaces. 

Note In the case of inter-GSS communications, GSS devices listen for configuration 
and status updates on one interface only, which is the first Ethernet interface by 
default. You can use the gss-communications command to configure which 
interface is used for interdevice communications on the GSS network. Refer to the 
Cisco Global Site Selector Command Reference for instructions on using the 
gss-communications command.
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However, for security reasons you may wish to limit GSS traffic to one interface, 
or segment traffic by constraining a certain type of traffic on a designated 
interface. 

Using the access-list and access-group commands discussed in the “Filtering 
GSS Traffic Using Access Lists” section on page 3-20, you can limit traffic on 
either of your GSS interfaces. 

For example, network management services like Telnet, SSH, and FTP liste
all active interfaces once they are enabled. To force these remote managem
servers to listen on only the second Ethernet interface, you would use the 
following CLI commands: 

gss1.yourdomain.com> enable
gss1.yourdomain.com# 
gss1.yourdomain.com# config
gss1.yourdomain.com(config)# 
gss1.yourdomain.com(config)# access-list alist1 permit tcp any 
destination-port ftp
gss1.yourdomain.com(config)# access-list alist1 permit tcp any 
destination-port ssh
gss1.yourdomain.com(config)# access-list alist1 permit tcp any 
destination-port telnet
gss1.yourdomain.com(config)# access-group alist1 interface eth1

By default, the above commands would limit the second interface (eth1) to t
specified traffic. All other traffic to that interface would be refused. 

To deny the same traffic on the first interface (eth0), you would use the follow
commands: 

gss1.yourdomain.com(config)# 
gss1.yourdomain.com(config)# access-list alist1 deny tcp any 
destination-port ftp
gss1.yourdomain.com(config)# access-list alist1 deny tcp any 
destination-port ssh
gss1.yourdomain.com(config)# access-list alist1 deny tcp any 
destination-port telnet
gss1.yourdomain.com(config)# access-group alist1 eth0
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Filtering GSS Traffic Using Access Lists
Using built-in packet filtering features on the GSS, you can instruct your GSSs 
and GSSMs to permit or refuse specific packets that are received based on a 
combination of criteria that includes:

• Destination port of the packets

• Requesting host

• Protocol used (TCP, User Datagram Protocol [UDP], or ICMP)

These packet-filtering tools, called access lists, are created and maintained from 
the GSS CLI. Access lists are essentially collections of filtering rules that are 
created using the access-list CLI command and can be applied to one or both of 
your GSS interfaces using the access-group command. 

For detailed information on access list syntax options, refer to the section on the 
access-list, access-group, and show access-list commands in the Cisco Global 
Site Selector Command Reference. See the sections that follow for instructions on 
creating and maintaining access lists. 

Creating an Access List

The term access list simply refers to one or more filtering rules that are grouped 
together. You can create any number of access lists on a given GSS device. 

After you have created an access list, rules can be appended to or removed from 
the list at any time.

Note You need to be able to access the CLI of your GSS devices in order to create 
access lists. 

To create an access list: 

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 
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Step 3 Enable configuration mode, for example:

gss1.yourdomain.com# config
gss1.yourdomain.com(config)# 

Step 4 Use the access-list command to create your first access list.

For example, to configure an access list named alist1 containing a rule that allows 
any traffic using the TCP protocol on port 80 on the GSS device, you would enter 
the following:

gss1.yourdomain.com(config)# access-list alist1 permit tcp any 
destination-port eq 80

Refer to the Cisco Global Site Selector Command Reference for a detailed 
explanation of access-list command syntax.

Step 5 Repeat Step 4 for each access list that you wish to add to this device, or see the 
“Adding Rules to an Access List” section on page 3-23 for instructions on adding 
more rules to an access list that already exists. 

Associating an Access List with a GSS Interface

After you have created an access list, you must associate it with one or both
your GSS interfaces before it can be used to filter incoming traffic to that 
interface. 

Note When no access lists are associated with an interface, all incoming traffic is
allowed on that interface. After an access list has been applied, only the typ
traffic explicitly permitted by that list is allowed. All other traffic is disallowed

The access-group command is used to associate an access list with a GSS 
interface. 

Note You need to be able to access the CLI of your GSS devices in order to asso
access lists with GSS interfaces. 
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To associate access lists with an interface:

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Enable configuration mode, for example:

gss1.yourdomain.com# config
gss1.yourdomain.com(config)# 

Step 4 Use the access-group command to associate an access list with the GSS interface. 
For example, to associate the access list named alist1 with the first interface on 
your GSS device, you would enter the following:

gss1.yourdomain.com(config)# access-group alist1 interface eth0

Refer to the Cisco Global Site Selector Command Reference for a detailed 
explanation of access-group command syntax.

Step 5 Repeat Step 4 for each access list that you wish to associate with an interface. 

Disassociating an Access List from a GSS Interface

After you have associated an access list with one or more of your GSS interfaces, 
you can dissociate it from that interface using the no form of the access-group 
command. Disassociating an access list from an interface removes any constraints 
that the list applied to traffic to that interface. 

Note You need to be able to access the CLI of your GSS devices in order to disassociate 
access lists from GSS interfaces. 

To disassociate an access list from an interface:

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 
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Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Enable configuration mode, for example:

gss1.yourdomain.com# config
gss1.yourdomain.com(config)# 

Step 4 Use the no access-group command to disassociate an access list from your GSS 
interface. For example, to disassociate the access list named alist1 from the first 
interface on your GSS device, you would enter the following:

gss1.yourdomain.com(config)# no access-group alist1 interface eth0

Refer to the Cisco Global Site Selector Command Reference for a detailed 
explanation of access-group and no access-group command syntax.

Step 5 Repeat Step 4 for each access list that you wish to disassociate from an interface. 

Adding Rules to an Access List

Once you have created one or more access lists, you can append rules to them at 
any time. 

To add a rule to an access list: 

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Enable configuration mode, for example:

gss1.yourdomain.com# config
gss1.yourdomain.com(config)# 
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Step 4 Use the access-list command to add a new rule to an existing access list. For 
example, to add a new rule to the access list named alist1 that blocks all traffic 
from host 192.168.1.101, you would enter the following:

gss1.yourdomain.com(config)# access-list alist1 deny tcp host 
192.168.1.101

Refer to the Cisco Global Site Selector Command Reference for a detailed 
explanation of access-list command syntax.

Step 5 Use the show access-list command to verify that the rule has been added to your 
access list, for example:

gss1.yourdomain.com(config)# show access-list
access-list:alist1 
access-list alist1 permit tcp any destination-port eq 80
access-list alist1 deny tcp host 192.168.1.101

Step 6 Repeat Step 4 and Step 5 for each rule that you wish to add to this access list. 

Removing Rules from an Access List

Once you have created one or more access lists, you can remove rules from them 
at any time. Access lists must contain at least one rule. Removing the last rule 
from an access list removes the list itself from the GSS. 

To remove a rule from an access list: 

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Enable configuration mode, for example:

gss1.yourdomain.com# config
gss1.yourdomain.com(config)# 
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Step 4 Use the no form of the access-list command to remove a rule from an existing 
access list. For example, to remove the rule from the access list named alist1 that 
blocks all traffic from host 192.168.1.101, you would enter the following:

gss1.yourdomain.com(config)# no access-list alist1 deny tcp host 
192.168.1.101

Refer to the Cisco Global Site Selector Command Reference for a detailed 
explanation of access-list command syntax.

Step 5 Use the show access-list command to verify that the rule has been removed from 
your access list, for example:

gss1.yourdomain.com(config)# show access-list
access-list:alist1 
access-list alist1 permit tcp any destination-port eq 80

Step 6 Repeat Step 4 and Step 5 for each rule that you wish to remove from this access 
list, or from others configured on your system. 

Viewing Access Lists

Use the show access-list command to view configured access lists, for example: 

gss1.yourdomain.com(config)# show access-list
access-list:alist1 
access-list alist1 permit tcp any destination-port eq 80

Deploying GSS Devices Behind Firewalls
In addition to the packet-filtering features of the access-list and access-group 
commands discussed in the “Filtering GSS Traffic Using Access Lists” section, 
you can also deploy your GSS devices behind an existing firewall on your 
enterprise network.

Note The GSS does not support deployment of devices behind a NAT for inter-GS
communication. The communication between the GSSs cannot be NAT’ed b
intermediate device because the actual IP address of the devices is embedd
the payload of the packets.
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To configure your firewall to work with the GSS product, follow the guidelines in 
Table 3-1 to permit traffic through your firewall to the specified GSS ports. 
You may also want to use the access-list and access-group commands to enable 
authorized GSS traffic to the specified ports. By default, all ports not 
explicitly permitted in your access list are blocked by that interface once the 
list is associated.

To configure your GSS devices to function behind a firewall: 

Step 1 Determine what level of access and what services you wish to enable on your 
GSSs and GSSMs. For example, do you want to allow FTP, SSH, and Telnet 
access to the device, or do you wish to permit GUI access to your primary GSSM? 

Table 3-1 shows which GSS-related ports and protocols must be enabled for the 
product to function properly.

Step 2 Construct your access lists, which will filter traffic coming to your GSS device. 
See the “Creating an Access List” section for instructions on creating access list

Table 3-1 GSS-Related Ports and Protocols

Destination Port Source Port Protocol Details

DNS UDP Allows DNS responses

20–23 TCP As needed for FTP, SSH, and 
Telnet services

161 UDP Allows Simple Network 
Management Protocol (SNMP) 
traffic

162 UDP Allows SNMP traffic

123 UDP Allows Network Time Protocol 
(NTP) packets

443 TCP GSSM GUI

1304 UDP Allows DNS race responses

2000 UDP Periodic status reporting

2001–2009 TCP Inter-GSS communication

3001–3009 TCP Inter-GSS communication
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Step 3 Associate your access list with the GSS interface or interfaces to which your GSS 
servers will be listening. See the “Associating an Access List with a GSS 
Interface” section for instructions on using your access list to filter traffic on a
specific interface, and the “Segmenting GSS Traffic by Interface” section for 
instructions on limiting GSS traffic to a specific interface. 

Configuring SNMP on Your GSS Network
Your GSS or GSSM contains an SNMP agent, ucd-snmp v4.2.3, that enables
to query your GSS devices for standard MIB resources found in MIB-II 
(RFC-1213) and HOST-RESOURCE-MIB (RFC-1514). SNMP runs on GSS 
port 161 by default.

MIB-II and HOST-RESOURCE-MIB definitions can be obtained from the 
following Cisco FTP sites:

ftp://ftp.cisco.com/pub/mibs/v1

ftp://ftp.cisco.com/pub/mibs/v2

Before you can begin using SNMP to monitor your GSS or GSSM, however, 
must first enable the SNMP agent on your GSS device.

Enabling and Disabling SNMP
To enable the SNMP agent on your GSS device:

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Enable global configuration mode, for example:

gss1.yourdomain.com# config
gss1.yourdomain.com(config)# 
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Step 4 Use the snmp command to enable the SNMP agent, for example:

gss1.yourdomain.com(config)# snmp enable

To disable SNMP, use the no form of the command, for example:

gss1.yourdomain.com(config)# no snmp enable

Viewing SNMP Status
Once SNMP is enabled, you can view the status of your SNMP agent on your GSS 
device using the gss command. 

To view the status of SNMP on your GSS device:

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Use the gss status command to verify that your SNMP agent, ucd-snmp, is 
enabled or disabled, for example: 

gss1.yourdomain.com# gss status
Cisco GSS(1.0.0.22.3) GSS Manager - primary [Mon Jul 22 23:51:10 UTC 
2002]

Normal Operation [runmode = 5]

%CPU %MEM START   PID SERVER
 0.0  0.3 Jul10   900           system 
 0.0  0.4 Jul10  1170         database 
 0.0  1.9 Jul10  1175           tomcat 
 0.0  0.1 Jul10  1459           apache 
 0.0  2.3 Jul10  1184              crm 
 0.0  1.8 Jul10  1216       crdirector 
 0.0  0.1 Jul10  1201        dnsserver 
 0.0  0.1 Jul10  1240        keepalive 
 0.0  0.1 Jul10  1220        boomerang 
 0.0  2.4 Jul10  1035          nodemgr 
 0.0  0.0 Jul10   419          syslogd 
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 ---  ---   ---   ---        ucd-snmpd [DISABLED]

Step 4 See the “Enabling and Disabling SNMP” section on page 3-27 to change the 
status of your SNMP agent. 

Modifying the SNMP Port
Once enabled, SNMP runs on GSS port 161 by default. If you wish to change
port used for SNMP traffic, use the property command to change the SNMP por
designation and then restart the GSS device. 

To change the SNMP port from the default setting of 161:

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Enable global configuration mode, for example:

gss1.yourdomain.com# config
gss1.yourdomain.com(config)# 

Step 4 Use the property command to change the designated SNMP port, for examp

gss1.yourdomain.com(config)# property set ServerConfig.ucd-snmpd.port 
210

Step 5 Exit global configuration mode and then use the gss restart command to restart 
your GSS device, for example:

gss1.yourdomain.com(config)# exit
gss1.yourdomain.com# gss restart
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Backing Up the GSSM
The GSSM database of your primary GSSM is the heart of your GSS network. The 
GSSM database maintains all network and device configuration information, as 
well the DNS rules that are used by your GSS devices to route DNS queries from 
users to available hosts.

Because it is so important to the continued operation of your GSS network, it is 
important that you make frequent backups of your primary GSSM and its database 
to ensure that if a sudden and unexpected power loss or media failure occurs, your 
GSSM configuration and database survive, and your GSSM can be quickly 
restored to operation.

The two types of backups that you can perform are:

• Full—Backs up the GSSM network configuration settings as well as the 
GSSM database holding GSLB configuration information

• Database—Backs up just the GSSM database

Whenever you execute a backup on your GSSM, the Cisco GSS software 
automatically creates a tar archive (“tarball”) of the necessary files. If you ar
performing a full backup, this file will have the FULL extension. If you are 
performing a database backup, the file will have the extension DB. 

When you execute a database restore on your GSSM, this archive is automat
unpacked and the database is copied to the GSSM, overwriting the failed data
that is there. 

Backing up your GSSM database requires access to the GSS CLI and the 
completion of the following actions: 

1. Determining the appropriate time to back up your GSSM

2. Determining whether you need to perform a full backup or database-only
backup

3. Performing the backup

4. Moving the backup file to a secure location on your network

The following sections detail the steps that you need to take to complete eac
these actions.
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Determining When and What Type of Backup to Perform
Some general guidelines exist for when and how to back up your GSSM. If 
followed, they help ensure that you are never caught unprepared if you suffer a 
catastrophic loss of your GSSM. 

When to Perform a Full Backup

You should perform a full backup of your GSSM in these situations:

• Before switching GSSM roles, making the standby GSSM your primary 
GSSM on your network

• Before you perform a Cisco GSS software upgrade

• After you make any changes in the device or network configuration of your 
GSSM

When to Perform a Database Backup

You should perform a database backup of your GSSM in these situations:

• After you make any changes in the device configuration of any of your GSS 
devices using the GSSM GUI

• After you make any changes to the GSLB configuration of your GSS network 
using the GSSM GUI, for example, adding or removing an answer, source 
address list, DNS rule, or user account

Performing a Full GSSM Backup
You can perform a full GSSM backup at any time. Doing so does not interfere with 
the functioning of the GSSM or any of your other GSS devices. 

Note Performing a full backup of the GSSM requires access to the GSSM CLI. 
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To perform a full backup of your GSSM: 

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Use the gssm command to create a full backup of your GSSM. You need to supply 
a filename for your full backup. For example:

gss1.yourdomain.com# gssm backup full crmfullbk  
GSSM database backup succeeded [crmfullbk.full]

Step 4 After you have received confirmation that the GSSM has successfully created 
your full backup, copy or move the file off your GSSM to ensure that it is not also 
lost if a media failure or other catastrophic loss occurs on your GSSM. 

Either the secure copy (scp) or ftp commands can be used to move your full 
backup to a remote host, for example: 

gss1.yourdomain.com# scp crmfullbk.full server.yourdomain.com:home

Performing a GSSM Database Backup
You can perform a database backup at any time. Doing so does not interfere with 
the functioning of the GSSM or any of your other GSS devices. 

Note Backing up the GSSM database requires access to the GSS CLI. 

To perform a database backup of your GSSM: 

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
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gss1.yourdomain.com# 

Step 3 Use the gssm command to create backup your GSSM database. You need to 
supply a filename for your database backup. For example:

gss1.yourdomain.com# gssm backup database crmdbbk  
GSSM database backup succeeded [crmdbbk.db]

Step 4 After you have received confirmation that the GSSM has successfully created 
your database backup, copy or move the file off your GSSM to ensure that it is not 
also lost if a media failure or other catastrophic loss occurs n your GSSM. 

Either the secure copy (scp) or ftp commands can be used to move your database 
backup to a remote host, for example: 

gss1.yourdomain.com# scp crmdbbk.db server.yourdomain.com:home

Upgrading the Cisco GSS Software
Periodically, Cisco posts updated versions of the Cisco GSS software that offer 
new features or software patches for problems that have been identified in earlier 
versions. In order to upgrade to these new software versions, you must have access 
to the GSS download area of Cisco’s software download site, Cisco.com, an
familiar with the proper procedure for updating your GSS devices, including 
CLI commands required to execute the backup. 

Cisco GSS software upgrades require that you complete the following action

1. Verify the current software version.

2. Perform a full backup of your primary GSSM.

3. Obtain the software upgrade (.upg) file.

4. Upgrade your GSS devices.

5. Verify your upgrade.

The following sections detail the steps that you need to take to complete eac
these actions.
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Step 1—Determine the Current Software Version
Before attempting to upgrade to a new software version, first verify which version 
of the Cisco GSS software you are running. Confirming the current software 
version will help you determine: 

• Whether an upgrade is necessary

• Whether there is a direct upgrade path between the software version you are 
running and the version to which you are upgrading

You can determine the software version running on any of your GSS devices either 
by logging on to those devices directly and using the CLI show version command, 
or by accessing the Global Site Selectors window on your GSSM GUI. 

Determining the Current Software Version from the CLI

To determine the current software version using the CLI: 

Step 1 Log on to the CLI of your GSSM, following the instructions in the Cisco Global 
Site Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Use the show version command to display the software version, for example: 

gss1.yourdomain.com# show version
Global Site Selector (GSS)
Copyright (c) 1999-2002 by Cisco Systems, Inc.
Version 1.0(0.22.3)
Compiled Tue Jul  9 16:56:08 2002 by atripath - changeset 25175
uptime is 5 Days 2 Hours 31 Minutes and 18 seconds
Model Number: GSS-3380-K9
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Determining the Current Software Version from the GSSM GUI

Step 1 From the Cisco GSS software user interface, click the RESOURCES button.

Step 2 From the drop-down list, choose Global Site Selectors. The GSS list window 
appears. 

Step 3 Click the Edit icon for the GSS device that you will be upgrading. The details 
window for the GSS device appears. 

Step 4 Under the heading Node Information, look for the Version field. The number in 
this field is the software version being used by the device. 

Step 5 Click Cancel to return to the GSS list window. 

Step 2—Backing Up the GSSM
Before you attempt to upgrade your Cisco GSS software, first make sure that you 
have a full backup of your GSSM that is current. That way, should the upgrade 
fail for some reason, you can quickly restore your GSS network to its current 
state. 

See the “Performing a Full GSSM Backup” section on page 3-31 for instructions 
on performing a full backup of your GSSM. 

Step 3—Obtaining the Software Upgrade 
Before you can upgrade your Cisco GSS software, you must first acquire the 
appropriate software upgrade file from Cisco.

In order to acquire the software upgrade from Cisco, you must first:

• Access the Cisco.com website and locate the software upgrade files.

• Download the software upgrade files to a server within your own 
organization that is accessible through FTP or scp (secure copy) from 
your GSSs and GSSMs. 
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You must have a Cisco.com username and password before attempting to 
download a software upgrade from Cisco.com. In order to acquire a Cisco.com 
login, go to http://www.cisco.com and click the Register link. 

Note You need a service contract number, Cisco.com registration number and 
verification key, Partner Initiated Customer Access (PICA) registration 
number and verification key, or packaged service registration number in order 
to obtain a Cisco.com username and password. 

To add an upgrade file for the Cisco GSS:

Step 1 Launch your preferred web browser and point it to:

http://www.cisco.com/cgi-bin/tablebuild.pl/???

Step 2 When prompted, log on to Cisco.com using your designated Cisco.com username 
and password. 

The Cisco GSS software download window appears, listing the available software 
upgrades for the Cisco GSS software product. 

Note Each software upgrade consists of two files: a binary-format upgrade 
file (*.upg) and a smaller meta file (*.meta). Only the upgrade file 
must be downloaded in order to successfully complete a Cisco GSS 
software upgrade. The meta file contains the version number and the 
size of the upgrade file and can be used for verification of file 
integrity.

Step 3 Locate the files that you wish to download by referring to the Release column for 
the proper release version of the software. 

Step 4 Click the link for the UPG (upgrade) file. The Software Download window 
appears.

Step 5 Click the Software License Agreement link. A new browser window opens, 
displaying the license agreement.

Step 6 After you have read the license agreement, close the browser window displaying 
the agreement and return to the Software Download window. 

Step 7 Click the filename link labeled Download. 
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Step 8 Click Save to file and then choose a location on your workstation to temporarily 
store the UPG upgrade file.

Step 9 Post the UPG file that you downloaded to a designated area on your network that 
is accessible to all your GSS devices. 

Step 10 Repeat Step 3 through Step 9 for the meta file, if you wish.

Step 4—Upgrading Your GSS Devices
Although the Cisco GSS software does not require you to upgrade your GSSs and 
GSSMs in any particular order, we recommend upgrading your GSS devices in the 
following sequence in order to safeguard your critical GSS data: 

1. GSSs

2. Primary GSSM

3. Standby GSSM

When executing an upgrade, you use the CLI install command. 

Before going forward with the installation of the software upgrade, the install 
command also does a validation check on the upgrade file, unpacks the upgrade 
archive, and installs the upgraded software. Finally, the install command stops 
and restarts the affected GSS device. 

Note Upgrading your GSS devices causes a temporary loss of service for each 
affected device. 
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To upgrade the Cisco GSS software on a GSS:

Step 1 Log on to the CLI of your GSS, following the instructions in the Cisco Global Site 
Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 If you have not already done so, use the ftp command to copy the Cisco GSS 
software upgrade file from the network location to which you downloaded it from 
Cisco.com to a directory on the current GSS. For example, to copy an upgrade file 
named gss.upg from a remote host, your FTP session might look like the 
following output:

gss1.yourdomain.com> ftp host.yourdomain.com
Connected to host.yourdomain.com.
220 host.yourdomain.com FTP server (Version wu-2.6.1-0.6x.21) ready.
Name (host.yourdomain.com:root): admin
331 Password required for admin.
Password:
230 User admin logged in.  Access restrictions apply.
Remote system type is UNIX.
Using ascii mode to transfer files.
ftp> binary
ftp> get 
(remote-file) gss.upg
(local-file) gss.upg
local: gss.upg remote: gss.upg
200 PORT command successful.
...

Step 3 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 4 Use the install command to install the upgrade. For example:

gss1.yourdomain.com# install gss.upg
Performing software install. This will take a few minutes.
Device will reboot when the install is complete.

The GSS device reboots, causing you to lose any network CLI connections. 
Console connections remain active. 

Step 5 Once the GSS device has rebooted, see the“Step 5—Verifying Your Upgrade” 
section to determine whether the upgrade was successfully completed. 
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Step 5—Verifying Your Upgrade
Use the following procedure to log on to your upgraded GSS device and verify 
that the upgrade was successfully completed.

Step 1 Log on to the CLI of your GSS, following the instructions in the Cisco Global Site 
Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 3 Use the show version command to verify that the intended software version has 
been successfully installed, for example: 

gss1.cisco.com# show version
Global Site Selector (GSS)
Copyright (c) 1999-2002 by Cisco Systems, Inc.

Version 1.0(0.22.3)

Compiled Tue Jul  9 16:56:08 2002 by atripath - changeset 25175
uptime is 5 Days 2 Hours 31 Minutes and 18 seconds
Model Number: GSS-3380-K9

Step 4 Use the gss status command to verify that the GSS device is running and confirm 
that the installed software version is correct, for example: 

gss1.yourdomain.com> gss status
Cisco GSS(1.0.0.22.3) GSS Manager - primary [Mon May 20 13:46:21 GMT 
2002]

Normal Operation [runmode = 5]

%CPU %MEM START   PID SERVER
 0.0  0.3 May17   813           system 
 0.0  0.4 May17  1079       postgresql 
 0.0  1.6 May17  1083           tomcat 
 0.0  0.1 May17  1353           apache 
 0.0  2.2 May17  1092       controller 
 0.0  1.7 May17  1109       CrDirector 
 0.0  0.1 May17  1110         selector 
 0.0  0.1 May17  1122             kale 
 0.0  0.0 May17  1140         boomserv 
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 0.0  1.7 May17   937          nodemgr 
 0.0  0.0 May17   304          syslogd 
 ---  ---   ---   ---            snmpd [DISABLED]
 ---  ---   ---   ---        ucd-snmpd [DISABLED]

Downgrading and Restoring Your GSS Devices
Should you encounter problems with a software upgrade, you can always restore 
an earlier version of the Cisco GSS software on your GSSs and GSSMs. 

However, in order to restore an earlier version of your software, you must have 
backed up a version of your GSSM database that corresponds to that version. In 
other words, if you wish to downgrade from GSS Release 3 to GSS Release 1 
software, there must be a GSS Release 1 database backup that you can restore; 
your GSS Release 3 database will not be able to run on the Release 1 platform 
because of changes in the database schema between releases. 

When downgrading, use the following order of operations to safeguard your 
critical GSS data and properly restore your GSSM database: 

1. Verify the current software version.

2. Perform a full backup of your primary GSSM.

3. Obtain the software downgrade (.upg) file.

4. Downgrade your GSS device.

5. Verify your downgrade.

In addition, do not attempt to restore an earlier version of the software than the 
earliest database backup you have available. For example, if the earliest version 
of the Cisco GSS software that you have run is Release 2.0 and your earliest 
database backup is for Release 2.0, do not attempt to downgrade to a release of 
the software earlier than 2.0. 
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Restoring an Earlier Software Version on Your GSS Devices
To restore an earlier version of your Cisco GSS software, follow the instructions 
in the “Step 3—Obtaining the Software Upgrade” section on page 3-35, “Step 
4—Upgrading Your GSS Devices” section on page 3-37, and “Step 5—Verifying 
Your Upgrade” section on page 3-39 to acquire and then install the earlier 
software upgrade and meta files. 

After you have downgraded the software on your GSSM, see the “Restoring Your 
GSSM Database from a Backup” to restore your backed up GSSM database. 

Restoring Your GSSM Database from a Backup
You must have a backup of an earlier version of your database file in order t
restore it to run with your downgraded Cisco GSS software. You should be aw
that the GSS database schema often changes between versions. When you
downgrade from a later to an earlier version of the GSSM database, any 
configuration changes that you entered through the GSSM subsequent to you
upgrade are lost, including configuration changes, device configuration 
information, and DNS rules.

See the “Backing Up the GSSM” section on page 3-30 for details on performing 
a database backup of the GSSM.

Note Restoring your GSSM database requires that the GSSM device be stopped 
restarted, resulting in the device and the GUI being unavailable for a short pe

Use the following procedure to restore an earlier version of the GSSM from 
backup: 

Step 1 Log on to the CLI of your GSS, following the instructions in the Cisco Global Site 
Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Verify that the full backup of the GSSM is at a location that is accessible from
GSSM that you will be restoring. Full backups have a FULL file extension.

Step 3 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 
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Step 4 Stop the Cisco GSS software on the GSSM and then use the gss status command 
to confirm that the GSSM has stopped, for example: 

gss1.yourdomain.com# gss stop
gss1.yourdomain.com# gss status
Cisco GSS(1.0.0.0.13) GSS Manager - primary [Mon May 20 14:21:16 GMT 
2002]

gss is not running.

Step 5 Once the GSSM has stopped, use the gssm restore command to restore the GSSM 
database from the backup file that corresponds to the software version that you 
just restored. To restore the file crmdbbk.db, for example, you would enter: 

gss1.yourdomain.com> gssm restore crmdbbk.db

Step 6 You are asked to confirm your decision to replace the existing GSSM database 
with your restored version. Enter y for yes.

atcr1.yourdomain.com# gssm restore crmdbbk.db
The existing database will be destroyed. Continue? [y/n]: y
Deleting existing database...
Creating database. This may take a few minutes...
Restoring database...
Backup file integrity validated. Timestamp = 2002-May-17-18:44:07

Step 7 You are asked to confirm your decision to overwrite GSS system configuration 
information on the GSSM and restart the GSSM device. Confirm your decision to 
do this by entering y for yes.

WARNING WARNING WARNING
Restoring the database will overwrite all existing
system configuration.  If running, the system will
be restarted during this process.

Are you sure you wish to continue? [y/n]: y
No platform backup present
Restoring the database.
GSSM database restore succeeded.
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Step 8 Once you have received confirmation that the database restoration has succeeded, 
use the gss start command to restart your GSSM, for example:

gss1.yourdomain.com# gss start
System started.

Step 9 Use the gss status command to confirm that your restored GSSM is up and 
running in normal operation mode (runmode = 5).

Restoring Your GSSM from a Full Backup
When restoring the GSSM from a full backup as opposed to a database backup, 
you use the last full backup to restore the GSS device’s network configuratio
settings as well as the encryption keys that are used to communicate with o
GSS devices. Restoring the GSSM from a full backup should be done when
need to return the device to its exact configuration as of the last full backup. 
not necessary if you are simply rolling back the device to an earlier software
version. Use the following procedure to restore an earlier version of the GSS
from a full backup: 

Step 1 Log on to the CLI of your GSS, following the instructions in the Cisco Global Site 
Selector Command Reference. The Cisco CLI prompt appears. 

Step 2 Verify that your full backup of the GSSM is at a location that is accessible fro
the GSSM that you will be restoring. Full backups have a FULL file extensio

Step 3 Enable privileged EXEC mode, for example:

gss1.yourdomain.com> enable
gss1.yourdomain.com# 

Step 4 Stop the Cisco GSS software on the GSSM and then use the gss status command 
to confirm that the GSSM has stopped. For example: 

atcr1.cisco.com# gss stop
atcr1.cisco.com# gss status
Cisco GSS(1.0.0.0.13) GSS Manager - primary [Mon May 20 14:21:16 GMT 
2002]

gss is not running.
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Step 5 Once the GSSM has stopped, use the gssm restore command to restore the GSSM 
from the full backup file. To restore the file crmfullbk.full, for example, you would 
enter: 

gss1.yourdomain.com> gssm restore crmfullbk.full

Step 6 You are asked to confirm your decision to replace the existing GSSM database 
with your restored version. Enter y for yes.

atcr1.cisco.com# gssm restore crmfullbk.full
The existing database will be destroyed. Continue? [y/n]: y
Deleting existing database...
Creating database. This may take a few minutes...
Restoring database...
Backup file integrity validated. Timestamp = 2002-May-17-18:44:07

Step 7 You are asked to confirm your decision to overwrite GSS system configuration 
information on the GSSM and restart the GSSM device. Confirm your decision to 
do this by entering y for yes.

WARNING WARNING WARNING
Restoring the database will overwrite all existing
system configuration.  If running, the system will
be restarted during this process.

Are you sure you wish to continue? [y/n]: y

Step 8 You are prompted to confirm whether to restore GSSM platform information, or 
just the GSS database. Enter y for yes to restore your GSSM platform information 
and reboot your GSSM. 

This backup contains a backup of the platform configuration.
’n’ restores just the database. Restoring platform files requires a 
reboot.
Restore Platform files? [y/n]: y
Restoring the database.
Restoring platform backup files.
Reboot Device now? [y/n]: y
GSSM database restore succeeded.

You will be disconnected from the GSSM when it reboots. 

Step 9 Use the gss status command to confirm that your restored GSSM is up and 
running in normal operation mode (runmode = 5).
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Viewing Third-Party Software Versions
The Cisco GSS software relies on a variety of third-party software products to 
operate properly. For that reason, the GSSM GUI provides a feature that easily 
allows you to track the third-party software used by the Cisco GSS software. 

To view information on the third-party software currently running on your GSS:

Step 1 From the GSSM GUI, click the TOOLS button. 

Step 2 From the drop-down list, choose the Third-Party Software option. The GSSM 
Third-Party Software window appears. (See Figure 3-3.) The window displays the 
following information:

• Product—Third-party software product, for example, RedHat Version 6.2

• Version—Version of the third-party software currently installed on the GS
device

• URL—Web URL for the software product
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Figure 3-3 GSSM Third-Party Software Window

GSS Error Messages
The following sections describe error messages that you may encounter when 
using the GSSM GUI to manage your GSS network. Error messages are organized 
by GSS component. 
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Answer Error Messages

Error Message Invalid answer name. If entered, name must not be the 
empty string.

Explanation The name that you entered for the answer is not valid. Answer 
names cannot be blank or contain blank spaces. 

Recommended Action Enter a valid alphanumeric answer name of a least 1 and 
no more than 80 characters in length that does not contain spaces. 

Error Message Invalid answer name. Name length must not exceed 80 
characters.

Explanation The answer name that you entered contains too many characters. 

Recommended Action Enter a valid alphanumeric answer name of at least 1 and 
no more than 80 characters in length that does not contain spaces. 

Error Message Invalid CRA timing decay. Timing decay must be 
between 1 and 10.

Explanation You entered an invalid number for the CRA timing decay.

Recommended Action Enter a number between 1 and 10. Lower timing decay 
values mean that more recent DNS races are weighted more heavily than older 
races. Higher decay values mean that the results of older races are weighted 
more heavily than more recent races. 

Error Message Invalid CRA static RTT value. Static RTT must be 
between 0 and 1000.

Explanation You entered an invalid number for the static round-trip time 
(RTT). This is a manually entered value that is used by the GSS to represent 
the time it takes for traffic to reach and return from a host.

Recommended Action Enter a static RTT value between 0 and 1000.
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Error Message A VIP/Name Server/CRA-type answer named answer_name 
already exists. If specified, name and type must uniquely 
identify an answer.

Explanation You are trying to create an answer that already exists on the GSS. 
You cannot have two answers with the same name and answer type.

Recommended Action Assign a new name or answer type to your answer to 
make it unique. 

Error Message An unnamed VIP/Name Server/CRA-type answer having 
address IP_address already exists. Name must be specified to 
configure an answer with the same address as another answer.

Explanation You are trying to create an answer that already exists on the GSS. 
You cannot have two answers with the same name and IP address.

Recommended Action Assign a new name to your answer in order to make it 
unique. 

Error Message The maximum number of number VIP/Name Server/CRA-type 
answers has been met.

Explanation You are attempting to create an answer when the maximum 
number of that type of answer has already been created. 

Recommended Action Remove an existing answer of the same type. 

Error Message CRA decay value must be specified.

Explanation You are attempting to create a CRA answer type without 
specifying a decay value. The decay value is required to tell the GSS how to 
evaluate and weight DNS race results.

Recommended Action Enter a number between 1 and 10 for the CRA decay, 
with 1 causing the GSS to weigh recent DNS race results more heavily, and 10 
telling it to weight them less heavily.
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Error Message CRA static RTT must be specified.

Explanation You are attempting to create a CRA answer type without 
specifying a static round-trip time (RTT) value. The RTT value is used to force 
the GSS to use a value that you supply as the round-trip time necessary to 
reach the requesting D-proxy.

Recommended Action Enter a number between 1 and 1000 for the CRA 
round-trip time in milliseconds.

Error Message Invalid keepalive tag. Tag must be at least one 
character in length.

Explanation You are attempting to create a VIP answer with a KAL-AP By Tag 
keepalive, but you have not specified a value for the tag in the field provided. 

Recommended Action Enter an alphanumeric tag between 1 and 76 characters 
in the Tag field. 

Error Message Invalid keepalive tag. Tag length must not exceed 
76 characters.

Explanation You are attempting to create a VIP answer with a KAL-AP By Tag 
keepalive, but you have specified a value for the tag that contains too many 
characters. 

Recommended Action Enter an alphanumeric tag between 1 and 76 characters 
in the Tag field. 

Error Message NS-type answer IP Address has the same IP address as 
GSS GSS_name. GSS IP addresses must not equal any NS-type 
answers.

Explanation You are attempting to create a name server answer type with the 
same IP address as a GSS device on the same GSS network. Name server 
answers cannot use the same address as GSS devices belonging to the same 
GSS network.

Recommended Action Assign a valid IP address to your name server answer.
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Answer Group Error Messages

Error Message This answer group cannot be deleted because it is 
referenced by number DNS rule balance clause(s).

Explanation You are attempting to delete an answer group that is being 
referenced by one or more DNS rules. 

Recommended Action Modify any DNS rules that are referencing the answer 
group so that those rules do not point to the group, and then try again to delete 
the group.

Error Message Invalid answer group name. Name must be entered.

Explanation You are attempting to create an answer group without assigning a 
name to that group. All answer groups must have names of at least one 
character. 

Recommended Action Enter a name for the new answer group in the field 
provided, and then click Save. 

Error Message Invalid answer group name. Name length must not 
exceed 80 characters.

Explanation You are attempting to assign the answer group an invalid name. 

Recommended Action Enter an alphanumeric name for the answer group that is 
fewer than 80 characters and does not contain spaces. 

Error Message Invalid answer group name. Name must not contain 
spaces.

Explanation You are attempting to assign the answer group an invalid name. 

Recommended Action Enter an alphanumeric name for the answer group that is 
fewer than 80 characters and does not contain spaces. 
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Error Message An answer group named name already exists. Name must 
uniquely identify an answer group.

Explanation You are attempting to assign the answer group a name that is 
already being used by a different GSS device. 

Recommended Action Enter a unique alphanumeric name for the answer group 
that is fewer than 80 characters and does not contain spaces.

Error Message The maximum number of number answers per VIP/Name 
Server/CRA-type group has been met.

Explanation You are attempting to add an answer to an answer group to which 
the maximum number of answers has already been assigned. 

Recommended Action Remove an answer from the group, or add the answer to 
a group to which the maximum number of answers has not already been added.

DNS Rule Error Messages

Error Message TTL must be specified for balance method associated 
with CRA- or VIP-type answer group.

Explanation You are attempting to create a balance clause without specifying 
a Time To Live (TTL) for answers returned by the clause. 

Recommended Action Enter a TTL value between 0 and 604,800 seconds.

Error Message Invalid balance clause TTL. TTL must be between 0 and 
604,800.

Explanation You are required to specify a Time To Live (TTL) value for 
answers provided by the balance clause that you are creating. 

Recommended Action Enter a TTL value between 0 and 604,800 seconds.
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Error Message Invalid balance clause position. Position must be 
between 0 and 2.

Explanation You are attempting to create a clause for your DNS rule that is out 
of sequence. The DNS Rule Builder provides options for three balance 
clauses, which must be created in order, with no gaps between clauses. For 
example, if you are using only one balance clause, it must appear in the first 
position. It cannot be listed in the second or third positions with the first 
position left blank. 

Recommended Action Rearrange your balance clauses in the DNS Rule Builder 
so that they are listed in the proper order, with no gaps between them.

Error Message Hash type must be specified for answer group using 
hash balance method.

Explanation You are trying to create an answer group using the balance method 
“Hashed” with the selected answer, but you have not selected one (or mo
hash methods: By Domain Name and By Source Address.

Recommended Action Select one or more of the available hash methods by 
checking the box corresponding to the methods that you wish to use with
balance clause.

Error Message Balance clause Boomerang fragment size must be 
specified.

Explanation You are attempting to create a balance clause using the boome
balance method, but have not specified a fragment size in the Fragment 
field. The fragment size determines the preferred size of the boomerang 
response that is produced by a match to a DNS rule and is sent to the 
requesting client.

Recommended Action Enter a fragment size between 28 and 1980 in the fiel
provided. The fragment size must be divisible by 4.
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Error Message Invalid balance clause Boomerang fragment size. 
Boomerang fragment size must be 0 or between 28 and 1980.

Explanation You are attempting to specify an unacceptable fragment size for 
this balance clause in the Fragment Size field.

Recommended Action Enter a valid fragment size. Fragment sizes must be 
between 28 and 1980, and must be divisible by 4.

Error Message Invalid balance clause Boomerang fragment size. 
Boomerang fragment size must be a multiple of 4.

Explanation You are attempting to specify a fragment for this boomerang 
balance clause that is within the acceptable range but not divisible by 4. 
Fragment sizes must be divisible by 4.

Recommended Action Enter a fragment size between 28 and 1980 that is also 
divisible by 4. Zero is also an acceptable fragment size. 

Error Message Balance clause Boomerang IP TTL value must be 
specified.

Explanation You are attempting to create a balance clause the boomerang 
balance method, but have not specified an IP Time To Live (TTL) in the field 
provided. The IP TTL specifies the maximum number of network hops that 
can be used when returning a response to a CRA from a match on a DNS rule.

Recommended Action Enter an IP TTL between 1 and 255 in the field provided 
and then click Save.

Error Message Invalid balance clause Boomerang IP TTL. Boomerang 
IP TTL must be between 1 and 255.

Explanation You are attempting to create a balance clause using the boomerang 
balance method but have specified an invalid IP Time to Live (TTL).

Recommended Action Enter an IP TTL between 1 and 255 in the field provided 
and then click Save.
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Error Message Balance clause Boomerang maximum propagation delay 
must be specified.

Explanation You are attempting to create a balance clause using the boomerang 
balance method but have not specified a maximum propagation delay (Max 
Prop. Delay) in the field provided. The maximum propagation delay specifies 
the maximum length of time (in milliseconds) that will be observed before the 
GSS forwards a Domain Name System (DNS) request to a content routing 
agent (CRA).

Recommended Action Enter a maximum propagation delay between 1 and 
1000 milliseconds in the Max Prop. Delay field. 

Error Message Invalid balance clause Boomerang maximum propagation 
delay. Boomerang maximum propagation delay must be between 1 and 
1000.

Explanation You are attempting to create a balance clause using the boomerang 
balance method but have not specified a valid maximum propagation delay 
(Max Prop. Delay) in the field provided. 

Recommended Action Enter a maximum propagation delay between 1 and 
1000 milliseconds in the Max Prop. Delay field. 

Error Message Balance clause Boomerang padding size must be 
specified.

Explanation You are attempting to create a balance clause using the boomerang 
balance method but have not specified a pad size in the Pad Size field. The pad 
size is the amount of extra data (in bytes) included with each content routing 
agent (CRA) response packet and is used to evaluate CRA bandwidth as well 
as latency when routing decisions are made.

Recommended Action Enter a valid pad size between 0 and 2000 in the 
Pad Size field.
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Error Message Invalid balance clause Boomerang padding size. 
Boomerang padding size must be between 0 and 2000.

Explanation You are attempting to create a balance clause using the boomerang 
balance method, but have specified an invalid pad size in the Pad Size field. 

Recommended Action Enter a valid pad size between 0 and 2000 in the Pad Size 
field.

Error Message Invalid balance clause Boomerang secret. If 
specified, Boomerang secret must be between 1 and 64 characters 
in length.

Explanation You are attempting to create a balance clause using the boomerang 
balance method but have specified an invalid secret in the Secret field. The 
boomerang secret is a text string consisting of between 1 and 64 characters that 
is used to encrypt critical data sent between the boomerang server and content 
routing agents (CRAs). This key must be the same for each configured CRA.

Recommended Action Enter a valid boomerang secret between 1 and 64 
characters in the Secret field.

Error Message Balance clause Boomerang server delay must be 
specified.

Explanation You are attempting to create a balance clause using the 
boomerang balance method but have not specified a server delay in the 
Server Delay field. The boomerang server delay is the maximum delay (in 
milliseconds) that is observed before the boomerang server component of 
the GSS forwards the address of its “last gasp” server as a response to t
requesting name server.

Recommended Action Enter a valid server delay between 32 and 
999 milliseconds in the Server Delay field.
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Error Message Invalid balance clause Boomerang server delay. 
Boomerang server delay must be between 32 and 999.

Explanation You are attempting to create a balance clause using the 
boomerang balance method but have specified an invalid server delay in 
the Server Delay field. 

Recommended Action Enter a valid server delay between 32 and 
999 milliseconds in the Server Delay field.

Error Message Invalid DNS rule name. Name must be entered.

Explanation You are attempting to create a DNS rule without assigning a name 
to the rule. DNS rules must have names of between 1 and 100 characters.

Recommended Action Assign a name to your DNS rule using the Rule Name 
field and then try again to save the rule.

Error Message Invalid DNS rule name. Name length must not exceed 
100 characters.

Explanation You are attempting to assign a name to your DNS rule that is too 
long. The maximum length for DNS rules is 100 characters. 

Recommended Action Enter a name for your DNS rule that is between 1 and 
100 characters and then attempt to save the rule again. 

Error Message Invalid DNS rule name. Name must not contain spaces.

Explanation You are attempting to assign your DNS rule a name that contains 
spaces. 

Recommended Action Enter a valid name for your DNS rule that is between 1 
and 100 characters and does not contain spaces. 
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Error Message A DNS rule using the specified source address list, 
domain list, and matching query type already exists. Source 
address list, domain list, and matching query type must uniquely 
identify a DNS rule.

Explanation You are attempting to create a DNS rule that already exists. DNS 
rules must specify a unique combination of source address list, domain list, 
and matching query type. 

Recommended Action Reconfigure your DNS rule so that it does not exactly 
match the preexisting rule and then save the rule.

Error Message Duplicate answer group/balance method assignment 
detected. A DNS rule cannot use the same answer group and balance 
method in multiple balance clauses.

Explanation You are attempting to create two identical answer group and 
balance method clauses in your DNS rule. Each clause must use a unique 
combination of answer groups and balance methods. 

Recommended Action Modify one of your answer group and balance method 
pairs so that it is no longer identical to the other and then save your DNS rule. 

Error Message Balance clause gap detected at position {0,1,2}. 
Balance clauses must be specified sequentially without gaps.

Explanation You are attempting to create a clause for your DNS rule that is out 
of sequence. The DNS Rule Builder provides options for three balance 
clauses, which must be created in order, with no gaps between clauses. For 
example, if you are using only one balance clause, it must appear in the first 
position. It cannot be listed in the second or third positions with the first 
position left blank. 

Recommended Action Rearrange your balance clauses in the DNS Rule Builder 
so that they are listed in the proper order, with no gaps between them.
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Error Message A DNS rule named DNS_Rule_name already exists. Name 
must uniquely identify a DNS rule.

Explanation You are attempting to assign a name to the DNS rule that is 
already assigned to another rule. DNS rule names must be unique. 

Recommended Action Assign the rule  a name that is not already being used and 
then save the rule. 

Domain List Error Messages

Error Message <domain name> must contain at least one character.

Explanation You are attempting to add a domain to a domain list with an 
invalid name. Domains in domain lists must have names of at least one 
character. 

Recommended Action Enter a name that is between 1 and 100 characters and 
then save your domain list. 

Error Message <domain name> character limit exceeded.

Explanation You are attempting to add a domain to a domain list using a name 
that is too long. Domains in domain lists cannot have names of more than 
100 characters.

Recommended Action Enter a new domain name of no more than 100 characters 
and then save your domain list. 

Error Message Domain specification must not exceed 128 characters.

Explanation You are attempting to add a domain to your domain list with a 
name that is longer than 128 characters. Domain lists cannot contain domains 
with names longer than 128 characters. 

Recommended Action Replace the domain with a domain name containing 
fewer than 128 characters and then save your domain list.
3-58
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 3      GSS Administration and Troubleshooting
GSS Error Messages
Error Message <domain name> must not contain spaces.

Explanation You are attempting to add a domain to your domain list with a 
name that contains spaces. Domains in domain lists cannot have names that 
contain spaces. 

Recommended Action Modify the domain name so that it does not contain 
spaces and then save your domain list.

Error Message <domain name> is not a valid regular expression: 
<regular expression syntax error message here>

Explanation You are attempting to add a domain name to a domain list with a 
name that contains invalid characters or formatting. Domain names in domain 
lists must be valid regular expressions.

Recommended Action Modify the domain name so that it is a valid regular 
expression and does not contain any invalid characters or formatting, for 
example, www.cisco.com or .*\.cisco\.com, and then save your domain list.

Error Message <domain name> must not begin or end with ’.’

Explanation You are attempting to add a domain to a domain list with a literal 
name that contains an invalid character at the beginning or end of the domain 
name. 

Recommended Action Modify the domain name so that it does not contain a 
period at the beginning or end of the name and then save your domain list. 

Error Message <domain name> component must not begin or end with 
’-’

Explanation You are attempting to add a domain to a domain list with a literal 
name that contains an invalid character at the beginning or end of one 
component of the domain name, for example, www.cisco-.com. 

Recommended Action Modify the domain name so that it does not contain a 
dash (-) at the beginning or end of any segment of the name and then save your 
domain list. 
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Error Message <domain name> contains invalid character 
’<character>’ (<ASCII value of the character>)

Explanation You are attempting to add a domain to a domain list with a name 
that contains an invalid text character. Domains belonging to domain lists must 
have names that are regular expressions.

Recommended Action Modify the domain name so that it does not contain an 
invalid text character and then save your domain list. 

Error Message This domain list cannot be deleted because it is 
referenced by X DNS rule

Explanation You are attempting to delete a domain list that is being referenced 
by one or more DNS rules.

Recommended Action Modify any DNS rules that use the domain list so that 
they no longer reference it and then try again to delete the list. 

Error Message Invalid domain list name. Name must be entered.

Explanation You are attempting to create a domain list without a name. 
Domain lists must have names of at least one character. 

Recommended Action Assign a name of at least 1 and no more than 
80 characters to your domain list and then save it. 

Error Message Invalid domain list name. Name length must not exceed 
80 characters.

Explanation You are attempting to create a domain list with a name that 
is too long. 

Recommended Action Assign a name of at least 1 and no more than 
80 characters to your domain list and then save it. 
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Error Message Invalid domain list name. Name must not contain 
spaces.

Explanation You are attempting to create a domain list with a name that 
contains spaces. Domain list names cannot contain spaces. 

Recommended Action Assign a name without spaces to your domain list. Names 
must consist of at least 1 and no more than 80 characters. Save your domain 
list when you have assigned it a valid name.

Error Message A domain list named ’<name>’ already exists. Name 
must uniquely identify a domain list.

Explanation You are attempting to assign a name to your domain list that has 
already been assigned to another domain list on the same GSS network.

Recommended Action Assign a unique name to your new domain list and then 
save the list.

Error Message The maximum number of <limit> domains per list has 
been met.

Explanation You are attempting to add a domain to your domain list when the 
maximum number of domains has already been added to that list.

Recommended Action Remove an existing domain from the domain list and 
then add the new domain. Alternatively, create a new domain list to hold the 
new domain and any subsequent domains that you wish to add.
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Shared Keepalive Error Messages

Error Message Invalid CAPP hash secret. Secret must be entered.

Explanation You are attempting to create a KAL-AP keepalive using a CAPP 
hash secret but have not specified a secret in the field provided.

Recommended Action Enter a CAPP hash secret of no more than 31 characters 
in the field provided.

Error Message Invalid CAPP hash secret. Secret length must not 
exceed 31 characters.

Explanation You are attempting to create a KAL-AP keepalive using a CAPP 
hash secret but have specified a secret that is too long.

Recommended Action Enter a CAPP hash secret of no more than 31 characters 
in the field provided.

Error Message Invalid HTTP HEAD response timeout.

Explanation You are attempting to specify an HTTP HEAD response timeout 
that is invalid.

Recommended Action Enter a response timeout between 20 and 60 seconds in 
the HTTP HEAD response timeout field in the KeepAlive Properties window.

Error Message Response timeout must be between 20 and 60 seconds.

Explanation You are attempting to specify an HTTP HEAD response timeout 
that is invalid.

Recommended Action Enter a response timeout between 20 and 60 seconds in 
the HTTP HEAD response timeout field in the KeepAlive Properties window.
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Error Message Invalid HTTP HEAD destination port. Destination port 
must be between 1 and 65,535.

Explanation You are attempting to specify a port number for HTTP HEAD 
traffic that is invalid. 

Recommended Action In the HTTP HEAD destination port field in the 
KeepAlive Properties window, enter a port number between 1 and 65,535 
through which HTTP Head keepalive traffic will pass. The default port is 80.

Error Message Invalid HTTP HEAD path. Path length must not exceed 
256 characters.

Explanation You are attempting to specify an HTTP HEAD path that is not 
valid.

Recommended Action Enter a valid path shorter than 256 characters in the 
HTTP HEAD default path field in the KeepAlive Properties window. 

Error Message Invalid <keepalive type> minimum probe frequency. 
Frequency must be between <min> and <max>.

Explanation You are attempting to specify a minimum probe interval for your 
keepalive type that is invalid. 

Recommended Action Specify an interval (in seconds) within the range 
specified for that keepalive type in the KeepAlive Properties window. The 
interval range for the CRA keepalive type is between 1 and 60 seconds. For all 
other keepalive types, it is between 45 and 255 seconds. 
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Keepalive Error Messages

Error Message Duplicate keepalive address detected. A keepalive 
must not be configured to use the same primary and secondary 
addresses.

Explanation You are trying to configure a KAL-AP keepalive that is identical 
to a keepalive of the same type that already exists.

Recommended Action Configure the KAL-AP keepalive to use a different 
primary and secondary address.

Error Message Duplicate keepalive primary address 
’<primaryaddress>’ detected. An address can be used by at most 
one KAL-AP type keepalive.

Explanation You are trying to configure a KAL-AP keepalive that uses the 
same primary IP address as a keepalive of the same type that already exists.

Recommended Action Configure the KAL-AP keepalive to use a primary 
IP address that is not already being used by another keepalive.

Error Message Duplicate keepalive secondary address ’<secondary 
address>’ detected. An address can be used by at most one KAL-AP 
type keepalive.

Explanation You are trying to configure a KAL-AP keepalive that uses the 
same secondary IP address as a keepalive of the same type that already exists.

Recommended Action Configure the KAL-AP keepalive to use a secondary 
IP address that is not already being used by another keepalive.
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Error Message Duplicate keepalive detected. An HTTP HEAD keepalive 
must not use the same address, destination path, host tag, and 
port as another HTTP HEAD keepalive.

Explanation You are trying to configure an HTTP Head keepalive that features 
an identical configuration to that of another HTTP Head keepalive on your 
GSS network.

Recommended Action Configure the HTTP Head keepalive to use a unique 
configuration of address, destination path, host tag, and port.

Error Message Duplicate keepalive detected. An ICMP keepalive must 
not use the same address as another ICMP keepalive.

Explanation You are trying to configure an ICMP keepalive with an IP address 
that is identical to that of another ICMP keepalive on your GSS network.

Recommended Action Configure the ICMP to use a unique IP address.

Error Message Invalid CAPP hash secret. Secret length must not 
exceed 31 characters.

Explanation You are attempting to create a KAL-AP keepalive using a CAPP 
hash secret but have specified a secret that is too long. 

Recommended Action Enter a CAPP hash secret of no more than 31 characters 
in the field provided.

Error Message Invalid HTTP HEAD destination port. If specified, 
destination port must be between 0 and 65,535.

Explanation You are attempting to specify a port number for HTTP HEAD 
traffic that is invalid. 

Recommended Action In the HTTP HEAD destination port field in the 
KeepAlive Properties window, enter a port number between 1 and 65,535 
through which HTTP Head keepalive traffic will pass. The default port is 80. 
3-65
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 3      GSS Administration and Troubleshooting
GSS Error Messages
Error Message Invalid HTTP HEAD host tag. Host tag length must not 
exceed 128 characters.

Explanation You are attempting to create an HTTP HEAD host tag that is 
too long.

Recommended Action Enter an HTTP HEAD host tag of no more than 
128 characters.

Error Message Invalid HTTP HEAD path. If specified, path length 
must not exceed 256 characters.

Explanation You are attempting to specify an HTTP HEAD path that is not 
valid.

Recommended Action Enter a valid path shorter than 256 characters in the 
HTTP HEAD default path field in the KeepAlive Properties window. 

Location Error Messages

Error Message The location is still being referenced by other 
objects and cannot be removed.

Explanation You are attempting to delete a location that has answers or GSSs 
associated with it. 

Recommended Action Dissociate any answers or GSSs from the location and 
then try again to delete it. 

Error Message There already exists a location named <name> in 
region <region> with the same name. Please specify a different 
location name.

Explanation You are attempting to create a location within this region when 
another location with the same name already exists. 

Recommended Action Change the name of the location so that it is unique for 
the region.
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Owner Error Messages

Error Message Invalid owner name. Name must be entered.

Explanation You are attempting to create an owner without assigning the 
owner a name. 

Recommended Action Owners must have a unique name. Enter a name for the 
owner in the field provided and then save the owner.

Error Message Invalid owner name. Name length must not exceed 
80 characters.

Explanation You are attempting to assign a name to an owner that is too long. 

Recommended Action Assign your owner a name that is no longer than 
80 characters. 

Error Message An owner named <owner name> already exists. Name must 
uniquely identify an owner.

Explanation You are attempting to assign your owner a name that is already 
assigned to another owner on your GSS network.

Recommended Action Assign a unique name to your owner. 

Region Error Messages

Error Message The region is still being referenced by other objects 
and cannot be removed.

Explanation You are attempting to delete a region that is associated with GSSs 
on your GSS network.

Recommended Action Disassociate the GSSs from the region and then try again 
to delete the region. 
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Error Message There already exists a region named <region name>. 
All region names have to be unique.

Explanation You are attempting assign a name to the region that is already 
being used by another region on your GSS network.

Recommended Action Assign a unique name to your region.

GSS Error Messages

Error Message Maximum number of GSSMs exceeded. A GSS network can 
contain at most 2 GSSMs.

Explanation You are attempting to enable a GSSM when there are already two 
GSSMs enabled on your GSS network.

Recommended Action If necessary, remove your standby GSSM from your GSS 
network and then try again to enable the GSSM. 

Error Message The maximum number of <size> <className> has been 
met. 

Explanation You are attempting to add a resource to your GSS network when 
the maximum number of that resource already exists. 

Recommended Action Remove an existing resource of the same type and then 
try again to add the new resource. 
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Source Address List Error Messages

Error Message Invalid source address block ’<block string>’. 
Address block must specify a host or a network.

Explanation You are attempting to specify an invalid source address range. 

Recommended Action Enter a valid source address or block of source addresses. 
Source addresses cannot specify a multicast address list. 

Error Message Invalid source address block ’<blockstring>’.  
Address block must specify a class A, B, or C host or network.

Explanation You are attempting to specify an invalid source address range. 

Recommended Action Enter a valid source address or block of source addresses. 
Source addresses cannot specify a multicast address list. 

Error Message Invalid source address list name. Name must be 
entered.

Explanation You are attempting to create a source address list without 
assigning the list a name. 

Recommended Action Enter a name for the source address list in the Name field.

Error Message Invalid source address list name. Name length must 
not exceed 80 characters.

Explanation You are attempting to create a source address list with a name that 
is too long. 

Recommended Action Enter a valid name for the source address list that has 
fewer than 80 characters and does not contain spaces.
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Error Message Invalid source address list name. Name must not 
contain spaces.

Explanation You are attempting to create a source address list with a name that 
contains spaces. Source address list names cannot contain spaces.

Recommended Action Enter a valid name for the source address list that has 
fewer than 80 characters and does not contain spaces.

Error Message This source address list cannot be deleted because 
it is referenced by <number> DNS rules.

Explanation You are attempting to delete a source address list that is referenced 
by one or more DNS rules. 

Recommended Action Disassociate your DNS rules from the source address list 
using the DNS Rule Builder or DNS Rule Wizard and then attempt to delete 
the source address list again.

Error Message A source address list named ’<name>’ already exists. 
Name must uniquely identify a source address list.

Explanation You are attempting to create a new source address list using a 
name that is already being used by another source address list on your GSS 
network. 

Recommended Action Assign a unique name to your source address list that is 
no more than 80 characters and does not contain spaces. 

Error Message The maximum number of 30 source address blocks per 
list has been met.

Explanation You are attempting to add a source address block to the source 
address list, when the maximum of 30 source address blocks has already been 
added to the list. 

Recommended Action Remove an existing source address block, or create a new 
source address list for the source address block that you wish to add. 
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User Error Messages

Error Message There already exists a user account named <user 
name>. All user accounts must have a unique username.

Explanation You are attempting to create a user account with a name identical 
to that of an existing account. 

Recommended Action Assign your new user account a unique name. 

Error Message You cannot delete the account with username ’admin’. 
This account must exist.

Explanation You are attempting to delete the admin user account. 

Recommended Action This account cannot be deleted from the GSSM.

Error Message Invalid answer load threshold. Load threshold must 
be between 2 and 254.

Explanation You are attempting to assign an invalid load threshold to your 
answer in the LT field. 

Recommended Action Assign a load threshold for the answer that is between 2 
and 254 in the LT field. 

Error Message Invalid answer order. Order must not be negative.

Explanation You are attempting to assign a negative order number to your 
answer. The order must be a positive number. 

Recommended Action Enter a nonnegative whole number for the order. 
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Monitoring GSS Performance

Overview
The Cisco GSS software features a number of tools for monitoring the status of 
your GSS devices and of global load balancing on your GSS network. These 
include CLI-based commands for determining the status of your GSSs, GSSMs, 
and the embedded GSS database. In addition, the GSSM GUI contains windows 
that display the status of global server load balancing activity, for example, 
tabulating answer and DNS rule hit counts. 

This chapter contains the following sections:

• Monitoring GSS Device Status, page 4-1

• Monitoring Global Load-Balancing Status, page 4-9

• Viewing Log Files, page 4-20

• Printing and Exporting GSSM Data, page 4-28

Monitoring GSS Device Status
The following sections address the various GSS features for monitoring the health 
of your GSS devices and components.
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GSSs and GSSMs
You can easily monitor the status of your GSSs and GSSMs from both the CLI 
and the GSSM GUI. 

Monitoring the Online Status of GSS Devices from the CLI

Use the gss command to display the online status and resource usage of your GSS 
servers. 

To monitor the status of a GSS device from the CLI:

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com#  

Step 3 Use the gss command to display the current running status of the GSS device that 
you have logged on to, for example:

gss1.yourdomain.com# gss status
Cisco GSS(1.0.0.0.13) GSS Manager - primary [Wed May 22 17:43:36 GMT 
2002]

Normal Operation [runmode = 5]

Cisco GSS(1.0.0.22.3) GSS Manager - primary [Thu Aug  1 22:25:30 UTC 
2002]

Normal Operation [runmode = 5]

%CPU %MEM START   PID SERVER
 0.0  0.3 Jul23   900           system 
 0.0  0.4 Jul23  1161         database 
 0.0  2.0 Jul23  1165           tomcat 
 0.0  0.1 Jul23  1438           apache 
 0.0  2.3 Jul23  1177              crm 
 0.0  1.8 Jul23  1202       crdirector 
 0.0  0.1 Jul23  1191        dnsserver 
 0.0  0.1 Jul23  1233        keepalive 
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 0.0  0.1 Jul23  1213        boomerang 
 0.0  2.2 Jul23  1026          nodemgr 
 0.0  0.0 Jul23   419          syslogd 
 ---  ---   ---   ---        ucd-snmpd [DISABLED]

Monitoring the Status of Your GSS Network from the CLI

Use the show statistics command to view the status of any request routing and 
load balancing component on your GSS devices, including answers, keepalives, 
domains, DNS rules, and so on. 

The following sections provide instructions about using and interpreting the 
output of the various show statistics command options. 

Monitoring the Status of the Boomerang Server on Your GSS

The boomerang server is a server load-balancing component of the GSS that uses 
calculations of network delay provided by DNS races between content routing 
agents (CRAs) to determine which server is best able to respond to a given 
request. 

Use the show statistics boomerang command option to view boomerang activity 
such as DNS races on your GSS device on a domain-by-domain or on a global 
basis. 

To view DNS race statistics: 

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com# 
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Step 3 Use the show statistics boomerang command to display current boomerang 
server statistics for a particular domain, or across all domains managed by your 
GSS, for example:

gss1.yourdomain.com# show statistics boomerang global
Boomerang global statistics:
        Total races: 24

Step 4 Refer to the Cisco Global Site Selector Command Reference for a detailed 
explanation of show statistics command syntax and usage.

Monitoring the Status of the DNS Server on Your GSS

The DNS server component tracks all DNS-related traffic to and from your GSS 
device, including information about DNS queries received, responses sent, 
queries dropped and forwarded, and so on.

Using the show statistics dns command option, you can view DNS statistics with 
regard to your GSS request routing and server load-balancing components such as 
DNS rules, domains, and domain lists. 

To view DNS statistics: 

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com# 

Step 3 Use the show statistics boomerang command to display current boomerang 
server statistics for a particular domain or across all domains managed by your 
GSS, for example:

gss1.yourdomain.com# show statistics dns domain
www\.foo.*\.com   hitCount=11 

Step 4 Refer to the Cisco Global Site Selector Command Reference for a detailed 
explanation of show statistics command syntax and usage.
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Monitoring the Status of Keepalives on Your GSS

The keepalive engine on your GSS device monitors the online status of keepalive 
objects across your GSS network. 

Using the show statistics keepalive command option, you can view statistics 
about the health of your GSS keepalives globally or by keepalive type. 

To view keepalive statistics: 

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com# 

Step 3 Use the show statistics keepalive command to display current keepalive engine 
statistics for your GSS network. You can view statistics for all keepalive types on 
your network, or limit statistics to a particular keepalive type such as ICMP, 
KAL-AP, or CRA. For example:

gss1.yourdomain.com# show statistics keepalive icmp all
IP: 192.168.1.100               GID: 68
                                LID: 1

Keepalive => 192.168.1.100
Status: ONLINE
Transitions:                     0
Total Packets Received:          0
Total Packets Sent:              0
Total KAL Successes:             0
Total KAL Failures:              0

Step 4 Refer to the Cisco Global Site Selector Command Reference for a detailed 
explanation of show statistics command syntax and usage.
4-5
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 4      Monitoring GSS Performance
Monitoring GSS Device Status

M, 

s 
Monitoring GSS Device Status from the GUI

To monitor the status of your GSS devices from the GSSM GUI:

Step 1 From the GSSM, click the RESOURCES button. 

Step 2 From the drop-down list, choose the Global Site Selectors option. The GSS list 
window appears. 

Step 3 Click the Edit icon for the GSS or GSSM that you wish to monitor. The device 
type (GSS or GSSM) appears in the Node Services column.

The GSS details window appears, displaying configuration and status information 
about the device, including:

• Status—Online status

• Version—Software version currently loaded on the device

• Node services—Current role of the device (GSS, primary or standby GSS
or both)

• IP address—Network address of the device

• Host name—Network host name of the device

• MAC—Machine address of the device

Step 4 Click Cancel to return to the GSS list window. 

GSSM Database
A variety of features let you monitor the status of the GSSM database and it
contents. 
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Monitoring the Database Status

To verify that the GSS database on the GSSM is functioning properly: 

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com# 

Step 3 Use the gssm database status command to display the current running status of 
the GSS device that you have logged on to, for example:

gss1.yourdomain.com# gssm database status
GSSM database is running.

Validating Database Records

To validate the records in your GSSM database:

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com# 

Step 3 Use the gssm database validate command to validate the content of your GSSM 
database, for example:

gss1.yourdomain.com# gssm database validate
GSSM database passed validation.
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Creating a Database Validation Report

Should you encounter problems while attempting to validate your GSSM 
database, you can generate a report, called validation.log, that details which 
database records failed validation. 

To generate a database validation report:

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com# 

Step 3 Use the gssm database report command to generate a validation report on the 
content of your GSSM database, for example:

gss1.yourdomain.com# gssm database report
GSSM database validation report written to validation.log.

Step 4 Once you have generated your validation report, use the type command to view 
its contents, for example: 

gss1.yourdomain.com# type validation.log
validation.log

Start logging at Wed May 22 22:39:34 GMT 2002

- storeAdmin Validating ... Wed May 22 22:39:36 GMT 2002 -
- ObjectId  Object_Name.Field_Name   Description -
Validating FactoryInfo
Validating answerElement
Validating answerGroup
 70  answerGroup.OwnerId  Many-To-One List
Validating CachingConfig
Validating ClusterConfig
Validating CmdControl
Validating CmdPurgeRd
Validating CmdUpdate
Validating ConfigProperty
Validating Customer
Validating DistTree
Validating DnsRule
Validating DomainElement
Validating DomainGroup
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Validating ENodeConfig
Validating ENodeStatus
Validating KeepAliveConfig
Validating KeepAlive
Validating Location
Validating OrderedanswerGroup
Validating Owner
Validating Region
Validating RequestHandler
Validating RoutedDomain
Validating RoutingConfig
Validating RrConfig
Validating RrStatus
Validating SNodeConfig
Validating SourceAddressElement
Validating SourceAddressGroup
Validating SpInfo
Validating SystemConfig
Validating UpdateInfo
Validating UserConfig
Validating VirtualCDN
Validating WlpanswerElement
Validating User Validations
End of file validation.log

Monitoring Global Load-Balancing Status
From the GSSM GUI, you can monitor the status of global load balancing on your 
GSS network using a variety of features that filter and condense GSS traffic and 
statistics. 

Use the sections that follow to learn more about how to monitor global load 
balancing from the GSSM GUI.

Answer Hit Counts
The answer hit counts feature of the GSSM GUI provides you with an overview 
of your GSS answer resources and the number of times that user requests have 
been directed to each answer device. Looking at answer hit counts is one way to 
judge how well your GSS resources are being used in responding to user requests.
4-9
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 4      Monitoring GSS Performance
Monitoring Global Load-Balancing Status

RA 

d

r by 
To view the number of hits recorded by each of your GSS answers:

Step 1 From the GSSM, click the MONITORING button. 

Step 2 From the drop-down list, choose the Answer Hit Counts option. The GSSM 
Answer Hit Counts window appears. (See Figure 4-1.) The window displays the 
following information:

• Answer—IP address of the answer device

• Name—Name assigned to the answer using the GSSM GUI

• Type—Type of answer: VIP (virtual IP address), NS (name server), or C
(content routing agent)

• Location—GSS network location into which the answer has been groupe

• Name of the GSSM or GSS—Number of requests directed to the answe
each GSS device

Figure 4-1 GSSM Answer Hit Counts Window
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Step 3 Click the column headers of any of the displayed columns to sort your answers by 
a particular property.

Answer Keepalive Statistics
The answer keepalive statistics feature of the GSSM GUI provides you with an 
overview of the online status of your GSS answer resources. For each answer 
configured on your GSS, the answer keepalive statistics feature displays the 
number of keepalive probes that have been directed to that answer by the primary 
and the standby GSSM, as well as information about how that keepalive probe was 
handled. If a large number of keepalive probes are being rejected or are 
encountering transition conditions, the answer may be off line or may be having 
problems staying on line.

To view the online status of each of your GSS answers:

Step 1 From the GSSM, click the MONITORING button. 

Step 2 From the drop-down list, choose the Answer KeepAlive Statistics option. The 
Answer KeepAlive Statistics window appears. (See Figure 4-2.) The window 
displays the following information:

• Answer—IP address of the answer device being probed

• Name—Name assigned to the answer using the GSSM GUI

• Type—Type of answer: VIP (virtual IP address), NS (name server), or C
(content routing agent)

• Location—GSS network location into which the answer has been groupe

• Name of the GSSM or GSS—Number of keepalive probes directed to th
answer by each GSS device, as well as a record of how those probes w
handled. Statistics are presented in the following order:

– Keepalive packets sent—Total number of KAL probes sent to the ans
by each GSS on the network

– Keepalive packets received—Total number of KAL probes recorded 
the answer

– Keepalive positive probe count—Total number of KAL probes receive
to which a positive (OK) response was returned
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– Keepalive negative probe count—Total number of KAL probes receiv
to which a negative response was returned 

– Keepalive transition count—Total number of KAL transitions (for 
example, from the INIT to the ONLINE state) experienced by 
the keepalive

Figure 4-2 Answer Keepalive Statistics Window

Step 3 Click the column headers of any of the displayed columns to sort your answer
a particular property.
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Answer Status
The answer status feature of the GSSM GUI provides you with an overview of 
your GSS answer resources and their online status. Answers can be sorted by 
IP address, name, type, location, or online status according to a particular device. 

To view the status of your GSS answers:

Step 1 From the GSSM, click the MONITORING button. 

Step 2 From the drop-down list, choose the Answer Status option. The GSSM Answer 
Status window appears. (See Figure 4-3.) The window displays the following 
information:

• Answer—IP address of the answer device

• Name—Name assigned to the answer using the GSSM GUI

• Type—Type of answer: VIP (virtual IP address), NS (name server), or C
(content routing agent)

• Location—GSS network location into which the answer has been groupe

• Name of the GSSM or GSS—Online status of the answer according to t
named device
4-13
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 4      Monitoring GSS Performance
Monitoring Global Load-Balancing Status
Figure 4-3 GSSM Answer Status Window

Step 3 Click the column headers of any of the displayed columns to sort your answers by 
a particular property.

DNS Rule Hit Count
The DNS rule hit count feature of the GSSM GUI provides you with an overview 
of your global load-balancing rules, as well as information about how many 
queries were processed by each rule and how many of those processed queries 
were successfully matched with answers. 
4-14
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 4      Monitoring GSS Performance
Monitoring Global Load-Balancing Status

 the 
low 
ross 
To view the status of your DNS rules:

Step 1 From the GSSM, click the MONITORING button. 

Step 2 From the drop-down list, choose the DNS Rule Hit Counts option. The DNS Rule 
Hit Counts window appears. (See Figure 4-4.) The window displays the following 
information:

• Name—Name assigned to the answer using the GSSM GUI.

• Owner—GSS owner to which the DNS rule has been assigned.

• Name of the GSSM or GSS—Gross hit count and successful hit count for
DNS rule from the listed GSS device. Refer to the legend that appears be
the listed DNS rules if you are confused about which number represents g
hits and which represents successful requests served.

Figure 4-4 GSSM DNS Rule Hit Count Window
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Step 3 Click the column headers of any of the displayed columns to sort your DNS rules 
by a particular property.

Domain Hit Counts
The domain hit count feature of the GSSM GUI provides you with an overview of 
the hosted domains that your GSS is serving, as well as information about how 
many queries were directed to each domain by your DNS rules. The domain hit 
counts feature tracks the traffic directed to individual domains, not GSS domain 
lists, which may include one or more domains.

To view the status of your hosted domains:

Step 1 From the GSSM, click the MONITORING button. 

Step 2 From the drop-down list, choose the Domain Hit Counts option. The GSSM 
Domain Hit Counts window appears. (See Figure 4-5.) The window displays the 
following information:

• Domain—DNS domains for which your GSS is responsible; these are th
domains contained in your domain lists

• Name of the GSSM or GSS—Gross number of requests for the listed dom
from each GSS device
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Figure 4-5 GSSM Domain Hit Counts Window

Step 3 Click the column headers of any of the displayed columns to sort the listed 
domains by a particular property.

Source Address Hit Counts
The source address hit counts feature of the GSSM GUI provides you with an 
overview of incoming requests received by each of your source addresses (that is, 
those addresses from which DNS queries to your GSS originate) from each of 
your GSS devices. The source address hit counts feature tracks requests from 
individual address blocks, not from GSS source address lists, which may contain 
one or more address blocks. 
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To view the hit count for your source address lists:

Step 1 From the GSSM, click the MONITORING button. 

Step 2 From the drop-down list, choose the Source Address Hit Counts option. The 
Source Address Hit Counts window appears. (See Figure 4-6.) The window 
displays the following information:

• Source Address Block—Address or range of addresses from which DNS
queries originate. Source address blocks make up GSS source address

• Name of the GSSM or GSS—Gross number of hits received by the listed G
device from each address or address block.

Figure 4-6 Source Address Hit Counts Window
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Global Statistics
The global statistics feature of the GSSM GUI provides you with an overview of 
your GSS network, providing average statistics for DNS requests received by each 
GSS device and keepalive messages sent to your answers, as well as the online 
status of each GSS device. 

To view the status of your GSS network:

Step 1 From the GSSM, click the MONITORING button. 

Step 2 From the drop-down list, choose the Global Statistics option. The GSSM Global 
Statistics window appears. (See Figure 4-7.) The window displays the following 
information:

• GSS status—Online status of each GSS device

• Unmatched DNS queries—Gross number of DNS queries received by ea
listed device for which no answer could be found

• DNS queries/sec—Average number of DNS queries received each secon
each listed GSS device

• Keepalive probes/sec—Average number of keepalive probes received by 
listed GSS device each second
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Figure 4-7 GSSM Global Statistics Window

Viewing Log Files
The GSS maintains logged records for a wide range of GSS network activity in 
the gss.log file as well as through the system logs feature of the GSSM. 

Use the sections below to help you audit logged information about your GSS 
devices. 

Understanding GSS Logging Levels
The GSS employs eight separate logging levels to identify the wide range of 
critical and noncritical logged events that may occur on a GSS device. 
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Table 4-1 lists these different logging levels and explains their meanings.

Table 4-1 GSS Logging Levels

Level Number Level Name Description

0 Emergencies The GSS has become unusable: for example, 
the device is shutting down and cannot be 
restarted, or it has experienced a hardware 
failure.

1 Alerts The GSS requires immediate attention: for 
example, one of the GSS servers is not 
running.

2 Critical The GSS has encountered a critical condition 
that requires attention: for example, being 
unable to connect to the primary GSSM and 
not having a configuration snapshot to use in 
the meantime.

3 Errors The GSS has encountered an error condition 
which requires prompt attention but which 
still enables the device to function: for 
example, running out of memory.

4 Warnings The GSS has encountered an error condition 
which requires attention but which is not 
interfering with the operation of the GSS 
device: for example, losing contact with the 
primary GSSM when a local configuration 
snapshot exists.

5 Notifications The GSS has encountered a nonerror 
condition that should be brought to the 
administrator’s attention: for example, a 
software upgrade.
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Viewing Device Logs from the CLI
Each GSS device contains a variety of log files that retain records of both 
GSS-related activity and the functioning of various GSS subsystems. You can 
access these log files using the CLI to troubleshoot problems or better understand 
the behavior of GSS device. 

The sections that follow explain how to access and view the contents of log files 
on your GSS devices.

Viewing the gss.log File from the CLI

The gss.log file pulls together information that might be of interest or use to 
customers, such as keepalive, availability, and load statistics for GSS devices. 
This log file can be viewed from the CLI using the show logs command. 

Refer to documentation of the show logs command in the Cisco Global Site 
Selector Command Reference for a list of the various log files that are displayed 
using the show logs command. 

Note The show logs command outputs all logged information to your terminal session. 
This output may be quite large and exceed the buffer size that you have set. If you 
wish to capture all logged information, adjust the size of your screen buffer. 
Otherwise, use the tail or follow options to limit the output of the file.

6 Information Messages at this level are normal operational 
messages for the GSS device, such as status 
or configuration changes.

7 Debug Messages at this level (such as detailed 
information about DNS request or keepalive 
handling, specific code path tracking, and so 
on) are intended for use by technical support 
personnel. 

Table 4-1 GSS Logging Levels (continued)

Level Number Level Name Description
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To view logged GSS messages in the gss.log file:

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 Enable privileged EXEC mode, for example:

gssm1.yourdomain.com> enable
gssm1.yourdomain.com# 

Step 3 Use the show logs command to display logged information for the device on your 
terminal, for example: 

gssm1.yourdomain.com# show logs
gss.log
Jul 14 21:42:01 gss-css2 KAL-7-KALAP[1240] KAL-AP (seq# 29410)=> Host 192.10.2.1
Jul 14 21:42:02 gss-css2 KAL-7-KALAP[1240] KAL-AP (seq# 29412)=> Host 192.10.4.1
Jul 14 21:42:02 gss-css2 KAL-7-KALAP[1240] Retrying IP [192.10.4.1] (Retry Count 3)
Jul 14 21:42:07 gss-css2 KAL-7-KALAP[1240] Timeout: Found outstanding KAL [192.10.2.1]
Jul 14 21:42:07 gss-css2 KAL-7-KALAP[1240] KAL-AP (seq# 29411)=> Host 192.10.2.1
Jul 14 21:42:07 gss-css2 KAL-7-KALAP[1240] Retrying IP [192.10.2.1] (Retry Count 1)
Jul 14 21:42:09 gss-css2 KAL-7-KALCRA[1240] rtt_task: waiting 10000 mseconds
Jul 14 21:42:12 gss-css2 KAL-7-KALAP[1240] KAL-AP (seq# 29412)=> Host 192.10.2.1
Jul 14 21:42:12 gss-css2 KAL-7-KALAP[1240] Retrying IP [192.10.2.1] (Retry Count 2)
Jul 14 21:42:16 gss-css2 KAL-7-KALAP[1240] Sending circuit keepalive => [192.10.2.1]
Jul 14 21:42:16 gss-css2 KAL-7-KALAP[1240] Sending circuit keepalive => [192.10.3.1]
Jul 14 21:42:16 gss-css2 KAL-7-KALAP[1240] Sending circuit keepalive => [192.10.4.1]
Jul 14 21:42:16 gss-css2 KAL-7-KALAP[1240] Sending circuit keepalive => [192.10.6.1]
Jul 14 21:42:16 gss-css2 KAL-7-KALAP[1240] Sending circuit keepalive => [192.10.7.1]
Jul 14 21:42:16 gss-css2 KAL-7-KALAP[1240] Sending circuit keepalive => [192.10.8.1]
Jul 14 21:42:17 gss-css2 KAL-7-KALAP[1240] KAL-AP (seq# 29410)=> Host 192.10.3.1
Jul 14 21:42:17 gss-css2 KAL-7-KALAP[1240] KAL-AP (seq# 29413)=> Host 192.10.2.1
Jul 14 21:42:17 gss-css2 KAL-7-KALAP[1240] Retrying IP [192.10.2.1] (Retry Count 3)
Jul 14 21:42:19 gss-css2 KAL-7-KALCRA[1240] rtt_task: waiting 10000 mseconds
Jul 14 21:42:22 gss-css2 KAL-7-KALAP[1240] Timeout: Found outstanding KAL [192.10.3.1]
Jul 14 21:42:22 gss-css2 KAL-7-KALAP[1240] KAL-AP (seq# 29411)=> Host 192.10.3.1
Jul 14 21:42:22 gss-css2 KAL-7-KALAP[1240] Retrying IP [192.10.3.1] (Retry Count 1)
Jul 14 21:42:22 gss-css2 NMR-7-NODEMGR[1035] Checking process queue for defunct members.
Jul 14 21:42:27 gss-css2 KAL-7-KALAP[1240] KAL-AP (seq# 29412)=> Host 192.10.3.1
Jul 14 21:42:27 gss-css2 KAL-7-KALAP[1240] Retrying IP [192.10.3.1] (Retry Count 2)
...
4-23
Cisco Global Site Selector Configuration Guide

78-14361-01



Chapter 4      Monitoring GSS Performance
Viewing Log Files
Step 4 To limit the output of the show logs command, do one of the following: 

• Use the tail option of the show logs command to view just the last ten lines 
of logged information, for example: 

gssm1.yourdomain.com# show logs tail

• Use the follow option of the show logs command to view data that is 
appended to the end of the log as it grows. 

Viewing Subsystem Log Files from the CLI

In addition to the gss.log file, each GSS device maintains a number of additional 
log files that record subsystem-specific information, for example for the keepalive 
engine or DNS server component of the GSS. Although these log files are not 
generally associated with specific CLI commands as the gss.log file is, any of 
them can be viewed from the CLI using the type EXEC command. 

Note Many GSS subsystem logs output all logged information to your terminal session. 
This output may be quite large and exceed the buffer size that you have set. If you 
wish to capture all logged information, adjust the size of your screen buffer. 
Otherwise, use the tail or follow options to limit the output of the file.

To view your GSS subsystem log files:

Step 1 Log on to the CLI, following the instructions in the Cisco Global Site Selector 
Command Reference. The Cisco CLI prompt appears. 

Step 2 From EXEC mode, navigate to the directory containing the log file or files that 
you wish to view, for example:

gssm1.yourdomain.com> cd sysout
gssm1.yourdomain.com> 

Step 3 Use the type command to display the contents of the log file, for example: 

gssm1.yourdomain.com> type dnsserver.log
dnsserver.log
Starting dnsserver: Mon Jul  1 13:52:50 UTC 2002 [(1221)]
2002-07-10 16:23:08 relog: Booting...
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Starting dnsserver: Wed Jul 10 16:23:33 UTC 2002 [(1201)]
End of file dnsserver.log
]

Viewing the System Log from the GUI
From the GSSM GUI, you can view messages logged in the GSS system.log file. 
This log presents the logged information that is most likely of interest to GSS 
administrators. However, the system.log file presents only a subset of all logged 
information. See the “Viewing Subsystem Log Files from the CLI” section on 
page 4-24 for information about viewing the entire contents of individual GSS
log files.

To view the GSS system logs:

Step 1 From the GSSM, click the TOOLS button. 

Step 2 From the drop-down list, choose the System Logs option. The GSSM System 
Logs window appears. (See Figure 4-8.) The window displays the following 
information:

• Time—Time in Universal Coordinated Time (UTC) at which the logged eve
occurred on the GSS device

• Node type—Type of GSS node (GSS or GSSM) on which the logged eve
occurred

• Node name—Name assigned to the GSS device using the GSSM GUI

• Module—GSS component logging the message, for example, server or 
storeAdmin

• Severity— Severity of the logged message; system log messages are ra
using one of four severity levels, as follows: 

– Fatal—Indicates that the GSS or one of its components failed. Fatal
errors are rare and are usually caused by exceptions from which it is
impossible to recover, or by the failure of a GSS component to 
initialize properly.

– Warning—Indicates a noncritical error or unexpected condition.
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– Info—Provides information about the normal operation of the GSS a
its components.

– Debug—Provides very detailed information about the internal operatio
of the GSS or one of its components. Debug log messages are inten
for use by Cisco support engineers in their efforts to troubleshoot a 
problem.

• Description—User-friendly text description that explains the event

• Message—Information about any relevant conditions encountered while
event was being logged

Figure 4-8 GSSM System Logs Window

Step 3 Click the column headers of any of the displayed columns to sort the listed 
domains by a particular property.
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System Log Messages

Table 4-2 lists common GSS system messages that may be encountered in the 
system log using the Tools > System Log feature. Error messages are listed 
alphabetically, and each error message is accompanied by a brief description. 
Contact a Cisco technical support representative if you require more detailed 
information about the purpose of a message. 

Table 4-2 System Log Messages

System Log Message Description

Deleted a Global Site Selector The named GSS has been deleted from the 
GSSM GUI.

Error occurred while processing 
received data

An error occurred while the device was 
processing configuration updates from 
the primary GSSM. The affected device 
will attempt to recover automatically.

Failed store invalidation The process of marking internally 
inconsistent database records has failed. 
Errors can be viewed in the validation log.

Failed store validation The GSSM database has failed its internal 
consistency checks.

Multiple primary GSSMs detected The system has detected multiple primary 
GSSMs operating concurrently.

Passed store invalidation The process of marking internally 
inconsistent database records has been 
successfully completed.

Passed store validation The GSSM database has passed its 
internal consistency checks.

Registered a new Global Site 
Selector

A new GSS has come on line and 
identified itself to the primary GSSM.

Registered a new standby GSSM A new standby GSSM came on line and 
identified itself to the primary GSSM.

Server is Shutting Down The Cisco GSS software has been stopped 
from the CLI.
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Printing and Exporting GSSM Data
You can send any data displayed on the GSSM GUI to a local or network printer 
configured on your workstation, or export that data to a flat file for use with other 
office applications. 

When printing or exporting data, all information displayed on the GSSM GUI 
window is dumped. You cannot select individual pieces of data to output. 

Server Started The Cisco GSS software has been started 
from the CLI.

Standby GSSM database error An error has occurred on the standby 
GSSM embedded database.

Started store invalidation The process of marking internally 
inconsistent database records has begun.

Started store validation An internal consistency check has begun 
for the GSSM database.

Store is corrupted The GSS GSSM database has failed 
internal consistency checks. 

x System Messages Dropped The GSS device has dropped (did not 
report) a certain number of messages in 
an effort to throttle message traffic to the 
GSSM. 

Unexpected GSSM activation 
timestamp warning

The primary GSSM has received a report 
from a GSS device with a GSSM 
activation time stamp that was not 
consistent with the primary GSSM’s 
current time. The standby and primary 
GSSM may have clocks that are not 
synchronized.

User HTTP Password Change A user has changed his or her password 
using the Tools > Change Password 
feature.

Table 4-2 System Log Messages (continued)

System Log Message Description
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To print or export GSSM data: 

Step 1 From the GSSM, navigate to the list or details window containing the data that 
you wish to print or export.

Step 2 Do one of the following:

• To export the data, click the Export button. You are prompted to either save 
the exported data as a comma-separated value (CSV) file or open it using your 
designated CSV editor. Choose one or the other. 

• To print the data, click the Print button. The print dialog appears, allowing 
you to choose a printer. 
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A

answer Individual resource (virtual IP address [VIP], name server [NS], or content 
routing agent [CRA] that is used to reply to a content request. 

answer group Customer-defined set of virtual IP address (VIP), name server (NS), or content 
routing agent (CRA) addresses from which an individual answer is selected and 
used to reply to a content request.

B

boomerang Server load-balancing component of the Global Site Selector (GSS) that uses 
calculations of network delay to select the site “closest” to the requesting 
D-proxy. Closeness is determined by conducting DNS races between conten
routing agents (CRAs) on each host server. The CRA that replies first to the
requesting D-proxy is chosen to reply to the request.

C

client Content consumer, typically a web browser or multimedia stream player, tha
makes Domain Name System (DNS) requests for domains managed by the 
Global Site Selector (GSS).

content provider Customer that deploys content on a Content Delivery Network (CDN), or 
purchases hosting services from a service provider or web hosting service.

content router Machine that routes requests for content through Domain Name System 
(DNS) records. 
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he 
content routing 

agent (CRA)

Software running on a Content Delivery Network (CDN) or server 
load-balancing device that provides information to a Global Site Selector (GSS) 
for making content routing decisions, and handles content routing requests from 
the GSS. 

Content Switching 

Module (CSM)

Server load-balancing component for the Catalyst 6000 Switch product. 

Content Services 

Switch (CSS) 

Cisco server load-balancing appliance for Layer 4 through Layer 7 content.

customer Cisco customer purchasing Global Site Selector (GSS) hardware, software, or 
services. Typically an Internet service provider (ISP), application service 
provider (ASP), or enterprise customer.

D

data center Collection of centrally located devices (content servers, transaction servers, or 
web caches).

DNS rule Central configuration and routing concept of the Global Site Selector (GSS), 
allowing specific request balance resources, methods, and options to be applied 
to source address and domain pairs.

domain list One or more hosted domains logically grouped for administrative and routing 
purposes.

D-proxy Client’s local name server, which makes iterative DNS queries on behalf of a
client. A single recursive query from a client may result in many iterative 
queries from a D-proxy. Also referred to as “local domain name server,” or 
LDNS.

F

fully qualified 

domain name 

(FQDN)

Domain name that specifies the named node’s absolute location relative to t
Domain Name System (DNS) root in the DNS hierarchy.
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G

 Global Site Selector 

(GSS)

Cisco content routing device that intelligently responds to Domain Name 
System (DNS) queries, selecting the “best” content locations to serve those
queries based on DNS rules created by the customer.

GSS network Set of Global Site Selectors (GSSs) in a scaled, redundant GSS deploymen

Global Site Selector 

Manager (GSSM)

Device that administers a Global Site Selector (GSS) network, storing 
configuration information and statistics for GSS devices and providing a 
graphical user interface that GSS administrators use to reconfigure or monit
the performance of their GSS network.

global server load 

balancing (GSLB)

System based on the Content Services Switch that directs clients through th
Domain Name System (DNS) to different sites based on load and availabilit
Two versions of GSLB currently exist: 

• Rule-based GSLB

• Zone-based GSLB

H

hosted domain Any domain managed by the Global Site Selector (GSS). A minimum of two 
levels is required for delegation (for example, foo.com). Domain wildcards are 
supported.
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K

keepalive (KAL) Periodic testing of availability and status of a content service through the 
sending of intermittent queries to a specified address using one of a variety of 
methods. 

The Global Site Selector product uses both primary keepalive and secondary 
keepalive IP addresses.

See keepalive method.

keepalive method Protocol or strategy used to determine whether a device is on line, for example, 
ICMP, KAL-AP, HTTP-Head, and CRA round-trip time.

L

location Grouping for devices with common geographical attributes, used for 
administrative purposes only, and similar to data center or content site.

See data center.

N

name server (NS) Publicly or privately addressable Domain Name System (DNS) server that 
resolves DNS names to IP addresses. Name servers are used by the Global Site 
Selector (GSS) for name server forwarding, in which queries that the GSS 
cannot resolve are forwarded to a designated name server that can resolve them.

O

ordered list List of possible answers that are used for routing. List members are ranked and 
tried in order. Answers lower on the list are not tried unless all previous 
members fail to provide a suitable result.
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origin server Machine that serves original or replicated content provider content.

owner Internal department or resource or external customer associated with a group of 
GSS resources such as domain lists, answer groups, and so on.

R

region Grouping of Global Site Selector (GSS) locations with common geographic 
attributes that is used to organize GSS resources.

S

Secure Socket Layer 

(SSL)

Industry-standard method for protecting and encrypting web communication.

server load balancer 

(SLB)

Network device that balances content requests to network resources based on 
content rules and real-time load and availability data collected from those 
devices. Server load balancers like the Cisco Content Services Switch (CSS), 
Content Switching Module (CSM), and LocalDirector provide publicly routable 
virtual IP addresses (VIPs) while front-ending content servers, firewalls, Secure 
Socket Layer (SSL) terminators, and caches. Third-party SLBs are supported in 
a GSS network through the use of Internet Message Control Protocol (ICMP) 
and HTTP-Head keepalives.

service provider Cisco customer that provides infrastructure for a Content Delivery Network 
(CDN). Also ISP (Internet service provider) and ASP (application service 
provider).

source address list List of source IPs or source IP blocks that are logically grouped by the 
system administrator. 
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static proximity Type of request routing in which incoming requests from specified D-proxies 
are routed to statically defined resources that have been identified as being 
proximal to the source D-proxies.

subscriber Client or set of clients that is to receive a certain style of DNS routing. 
Subscribers often pay for application services from the Cisco GSS customer.

T

Time To Live (TTL) Length of time that a response is to be cached and considered valid by the 
requesting D-proxy.

W

Web Network 

Services (WebNS)

VxWorks-based operating system and software that runs on the Content 
Services Switch (CSS).
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