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About This Guide

This guide can help you successfully install and configure the Cisco 11000 Series
Secure Content Accelerators (SCA and SCA?2). It also provides helpful
troubleshooting suggestions for potential hardware and software problems.

How to Use This Guide

This section describes the contents of this guide.

Section Description

Chapter 1, Overview This chapter describes the features and
functions of the Secure Content
Accelerator.

Chapter 2, Installing the Hardwareand |This chapter describes how to install
Software the Secure Content Accelerator as a
free-standing or rack-mount unit.

Chapter 3, Using the QuickStart This chapter provides instructions for

Wizard using the QuickStart wizard.

Chapter 4, Using the Configuration This chapter describes how to use the

Manager configuration manager to configure the
SSL appliance.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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I How to Use This Guide

Section

Description

Chapter 5, Graphical User Interface
Reference

This chapter describes how to use the
Graphical User Interface (GUI) to
configure the Cisco Secure Content
Accelerator. The GUI provides a
convenient, web browser-based
method of configuring SSL appliances.

Chapter 6, FIPS Operation

This chapter provides a basic
introduction to FIPS and describes how
to configure the Secure Content
Accelerator for FIPS operation.

Appendix A, Specifications

This appendix provides specifications
for the Secure Content Accelerator.

Appendix B, Deployment Examples

This appendix provides examples for
configuring and deploying the Secure
Content Accelerator in conjunction
with other networking hardware.

Appendix C, Command Summary

This appendix provides detailed
command descriptionsand examplesto
help you take advantage of Secure
Content Accelerator features.

Appendix D, Troubleshooting

This appendix providesinformation to
help you isolate and solve problems. It
also provides information on using the
Cisco Connection Online.

Appendix E, SSL Introduction

This appendix presents a short
introduction to SSL and a description
of how the components are used in
configuration. Instructions for
generating keys and certificates with
OpenSSL is also included chapter.

Appendix F, Regulatory Information

Thisappendix providesinformation on
regulatory compliance.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Symbols and Conventions

Section Description

Glossary This section provides definitions of
terms used in this document.

Index The index provides a detailed list to
help you locate specific information
quickly.

Symbols and Conventions

A

Warning

A

This guide uses the following symbols and conventions to emphasize certain
information.

This warning symbol means danger. You are in a situation that
could cause bodily injury. Before you work on any equipment, be
aware of the hazards involved with electrical circuitry and be
familiar with standard practices for preventing accidents. Read
the installation instructions before you connect the system to its
power source.

Caution

N,

Note

A caution means that a specific action you take could cause aloss of
data or adversely impact use of the equipment.

A note provides important related information, reminders, and
recommendations.

Bold text indicates acommand in a paragraph.

Courier text indicatestext that appearsinacommand line (such asthe command
line interface) or is returned by the computer.

Courier bold text indicates commands and text you enter in acommand line.

Italic text indicates the first occurrence of anew term, book title, and emphasized
text.

[ 78-13124-04

Cisco 11000 Series Secure Content Accelerator Configuration Guide g



About This Guide |

W Obtaining Documentation

1. A numbered list indicates that the order of the list items isimportant.

a. Analphabetical list indicates that the order of the secondary list itemsis
important.

« A bulleted list indicates that the order of the list topics is unimportant.

— Anindented dashed list indicates that the order of the list topicsis
unimportant.

Obtaining Documentation

The following sections explain how to obtain documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at
the following URL :

http://www.cisco.com
Translated documentation is available at the following URL.:
http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco
Documentation CD-ROM package, which is shipped with your product. The
Documentation CD-ROM is updated monthly and may be more current than
printed documentation. The CD-ROM package is available as a single unit or
through an annual subscription.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Obtaining Documentation 1l

Ordering Documentation

Cisco documentation is available in the following ways:

» Registered Cisco Direct Customers can order Cisco product documentation
from the Networking Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

- Registered Cisco.com users can order the Documentation CD-ROM through
the online Subscription Store:

http://www.ci sco.com/go/subscription

« Nonregistered Cisco.com users can order documentation through alocal
account representative by calling Cisco corporate headquarters (California,
USA) at 408 526-7208 or, elsewhere in North America, by calling 800
553-NETS (6387).

Documentation Feedback

If you are reading Cisco product documentation on Cisco.com, you can submit
technical comments electronically. Click L eave Feedback at the bottom of the
Cisco Documentation home page. After you complete the form, print it out and
fax it to Cisco at 408 527-0730.

You can e-mail your comments to bug-doc@cisco.com.

To submit your comments by mail, use the response card behind the front cover
of your document, or write to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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I Obtaining Technical Assistance

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance.
Customers and partners can obtain documentation, troubleshooting tips, and
sampl e configurations from online tools by using the Cisco Technical Assistance
Center (TAC) Web Site. Cisco.com registered users have complete access to the
technical support resources on the Cisco TAC Web Site.

Cisco.com is the foundation of a suite of interactive, networked services that
provides immediate, open access to Cisco information, networking solutions,
services, programs, and resources at any time, from anywhere in the world.

Cisco.com isahighly integrated I nternet application and a powerful, easy-to-use
tool that provides a broad range of features and services to help you to

- Streamline business processes and improve productivity

» Resolve technical issues with online support

« Download and test software packages

« Order Cisco learning materials and merchandise

« Register for online skill assessment, training, and certification programs

You can self-register on Cisco.com to obtain customized information and service.
To access Cisco.com, go to the following URL:

http://www.cisco.com

Technical Assistance Center

The Cisco TAC is available to all customers who need technical assistance with a
Cisco product, technology, or solution. Two types of support are available through
the Cisco TAC: the Cisco TAC Web Site and the Cisco TAC Escalation Center.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Obtaining Technical Assistance Il

Inquiries to Cisco TAC are categorized according to the urgency of the issue:

« Priority level 4 (P4)—You need information or assistance concerning Cisco
product capabilities, product installation, or basic product configuration.

« Priority level 3 (P3)—Your network performance is degraded. Network
functionality is noticeably impaired, but most business operations continue.

- Priority level 2 (P2)—Your production network is severely degraded,
affecting significant aspects of business operations. No workaround is
available.

« Priority level 1 (P1)—Your production network isdown, and acritical impact
to business operations will occur if service is not restored quickly. No
workaround is available.

Which Cisco TAC resource you choose is based on the priority of the problem and
the conditions of service contracts, when applicable.

Cisco TAC Web Site

The Cisco TAC Web Site allows you to resolve P3 and P4 issues yourself, saving
both cost and time. The site provides around-the-clock access to online tools,
knowledge bases, and software. To access the Cisco TAC Web Site, go to the
following URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have avalid Cisco services contract
have complete access to the technical support resources on the Cisco TAC Web
Site. The Cisco TAC Web Site requires a Cisco.com login ID and password. If you
have avalid service contract but do not have alogin ID or password, go to the
following URL to register:

http://www.cisco.com/register/

If you cannot resolve your technical issues by using the Cisco TAC Web Site, and
you are a Cisco.com registered user, you can open acase online by using the TAC
Case Open tool at the following URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, it is recommended that you open P3 and P4 cases
through the Cisco TAC Web Site.

[ 78-13124-04
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I Obtaining Technical Assistance

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses issues that are classified as priority
level 1 or priority level 2; these classifications are assigned when severe network
degradation significantly impacts business operations. When you contact the TAC
Escalation Center with a P1 or P2 problem, a Cisco TAC engineer will
automatically open a case.

To obtain adirectory of toll-free Cisco TAC telephone numbers for your country,
go to the following URL.:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the
level of Cisco support services to which your company is entitled; for example,
SMARTnNet, SMARTnet Onsite, or Network Supported Accounts (NSA). In
addition, please have available your service agreement number and your product
serial number.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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CHAPTER 1

Overview

This chapter describes the features and functions of the Secure Content
Accelerator. This chapter contains the following sections:

e Product Overview
« Secure Content Accelerator Versions
+ Released Platforms

Cisco 11000 Series Secure Content Accelerator Configuration Guide
[ 78-13124-04 .m



Chapter1  Overview |

W Product Overview

Product Overview

The Secure Content Accelerator is a Secure Sockets Layer (SSL) offloading solution,
allowing servers to provide both secure and non-secure services at the same high
speeds. You can secure a server for testing purposes immediately using a pre-loaded
default key and certificate rather than wait up to aweek for your key and certificate to
arrive. Simply load your own certificate and key when they are available.

The Cisco 11000 Series Secure Content Accelerator is compatible with all Cisco
content switches—the Cisco L ocal Director, the Catalyst Content Switching Module,
and the Cisco CSS 11000 Series Content Services Switches.

The Secure Content Accelerator provides:

Secure URL rewrite, preventing URL redirects and references from breaking
or circumventing SSL sessions.

FIPS-compliant operation

Firmware signatures are verified during startup and when afirmwareimageis
uploaded to or loaded on the device.

Compliance with the IEEE 802.3u standard

Management via command line and Web-based graphical user interfaces
Encrypted management session option

User-sel ectable management UDP/TCP service port option

RIP client version 1 and 2 support

Multiple SNTP server support

SNMP MIB-I1 support (read-only)

Transparent/non-transparent SSL proxy toggling

Non-SSL traffic blocking when operating in default in-line (dual-port) mode
Arbitrary certificate size

Netscape International Step-Up Certificate and Microsoft Server Gated
Cryptography support

Private key security

Client and server certificate authentication

On-device key and certificate generation

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Secure Content Accelerator Versions

« HTTPS, IMAPS, POP3S, NNTPS, and LDAPS aswell as TLS version 1.0,
and SSL version 2.0 and 3.0 support

Secure Content Accelerator Versions

This document applies to all Secure Content Accelerator hardware models, the
SCA and SCA2. Any differences in displayed information are described where
applicable. The table below presents the differences between the two Secure
Content Accelerator models.

Table 1-1 Secure Content Accelerator Model Differences

Feature SCA SCA2
Maximum Connections 5000 30,000
Maximum Session Cache |75,000 300,000
Maximum SSL Servers 255 4095
Maximum Keys 255 4095
Maximum Certificates 255 4095
CPU 250 MHz Motorola 8240 (600 MHz IBM 750CXE
RAM 64MB 256MB
Flash 16MB 32MB
Cryptographic Engine Rainbow FastMap 200 Broadcom 5821

Maximum 1024-bit 200 4000

RSA Operations/

Second

Hardware Digest No Yes

Hardware Cipher No Yes

Hardware RNG No Yes

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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I Released Platforms

Released Platforms

The remote configuration manager supports Linux Red Hat versions 5.2, 6.0, 6.1,
6.2, and 7.0; Windows NT 4.0; Windows 2000; and Solaris 2.6, 7, and 8 operating
systems. The CD-ROM subdirectory entitled Docs contains Adobe Acrobat .pdf

versions of the product documentation and release notes.
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CHAPTER 2

Installing the Hardware and Software

This chapter describes how to install the Secure Content Accelerator as a
free-standing or rack-mounted unit. Suggestions for using the Secure Content
Accelerator in conjunction with other networking hardware are described in
Appendix B , Deployment Examples.

This chapter contains the following sections:
- Site Requirements
- Shipment Contents
« Unpacking the Secure Content Accelerator
« Installing the Hardware
« Panel Descriptions
- Connecting to Power
- Connecting to Ethernet
- Installing the Software

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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W Site Requirements

Site Requirements

Before you select an installation site for the Secure Content Accelerator, read the
electrical, environmental, and physical requirements as described in Appendix A.

A

Warning  Before you install, operate, or service the system, read the Site
Preparation and Safety Guide. This guide contains important safety
information you should know before working with the system.
Please see Appendix A.

Required Tools and Equipment

To install the Secure Content Accelerator, you need the following tools and
equipment:

« A Phillips screwdriver

» Rack-mount screws and appropriate screwdriver

Shipment Contents

The Secure Content Accelerator shipment contains the following items:
« Secure Content Accelerator
- Mounting brackets and hardware
« Null modem cable
- Two power cables
» Secure Content Accelerator Documentation
« Secure Content Accelerator compact disk containing:
— Release Notes

Configuration Software
— PDF version of this guide

Firmware files

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Unpacking the Secure Content Accelerator

Unpacking the Secure Content Accelerator

a

Note

The Secure Content Accelerator is shipped in a protective carton. The appliance
is a self-contained chassis; no modules or components can be added or removed.

A tamper-evident sticker is affixed to the Secure Content
Accelerator. When using the device for FIPS-compliant operation,
this sticker must remain in place and untouched.

To unpack the Secure Content Accelerator:

1. Remove all enclosed packing materials. Save the packing materials in case
you need to repack the Secure Content Accelerator later.

2. Remove all accessories from the shipping carton.

3. Check the accessories against the items listed in the section “ Shipment
Contents”.

Installing the Hardware

A

Warning

Before working on a system that has an on/off switch, turn OFF the
power and unplug the power cord. This unit has more than one
power cord. To reduce the risk of electric shock, disconnect the
two power supply cords before servicing the unit. The safety cover
is an integral part of the product. Do not operate the unit without
the safety cover installed. Operating the unit without the cover in
place will invalidate the safety approvals and pose a risk of fire
and electrical hazards.

The Secure Content Accelerator can be placed on aflat surface as a free-standing
unit or rack-mounted in an equi pment cabinet. The foll owing sections describethe
steps to install the Secure Content Accelerator as a

e Free-standing unit
» Rack-mounted unit

[ 78-13124-04
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M Installing the Hardware

Prior to installing the Secure Content Accelerator, observe the following
installation requirements:

« The Maximum Rated Ambient Temperature (Tmra) for the Secure Content
Accelerator is 105° F (40° C). To ensure the Tmrafor this device is not
exceeded, allow at least 1 inch (2.54 cm) of space around the four sides of the
Secure Content Accelerator.

» Thisequipment isdesigned to support only itsown weight. Do not place other
equipment or material on the Secure Content Accelerator.

>

Warning  Review nameplate ratings for correct voltage and load
requirements. For safety, this equipmentis required to be grounded
through the ground conductor of the AC power cords. Do not
remove the cover of the Secure Content Accelerator. There are
electrical shock hazards present in the unit if the cover is
removed. To reduce the risk of fire or electric shock, do not expose
the Secure Content Accelerator to rain or moisture. To disconnect
power, remove both power cords. Please review the caution label
on the Secure Content Accelerator.

Installing as a Free-Standing Unit

Position the Secure Content Accelerator on alevel surface in an area with access
to your network cabling. When installing the Secure Content Accel erator note that
Ethernet and serial cables attach to the front of the chassis and power cables attach
to the back.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Panel Descriptions Il

Installing as a Rack-Mounted Unit

A

Warning

To prevent bodily injury when mounting or servicing this unitin a
rack, you must take special precautions to ensure that the system
remains stable. The following guidelines are provided to ensure
your safety: 1) This unit should be mounted at the bottom of the rack
if it is the only unit in the rack. 2) When mounting this unitin a
partially filled rack, load the rack from the bottom to the top with
the heaviest component at the bottom of the rack. 3) If the rack is
provided with stabilizing devices, install the stabilizers before
mounting or servicing the unit in the rack.

Before you begin, you will need the mounting brackets and six screws shipped
with the Secure Content Accelerator, a#2 Phillips screwdriver, rack-mounting
screws and an appropriate screwdriver.

1. Position the Secure Content Accelerator with the front panel facing you.

2. Position a mounting bracket on one side of the chassis, aligning the holesin
the bracket with the screw holes on the chassis.

3. Secure the bracket to the chassis with three screws and the Phillips
screwdriver.

4. Repeat steps 2 and 3 to install a mounting bracket on the other side of the
chassis.

5. Raise the Secure Content Accelerator to the installation height. Align the
screw holes of the mounting brackets with the holes on the equipment rack.

6. Usethe appropriate screwdriver and screws to secure each mounting bracket
to each side of the rack.

Panel Descriptions

The front panel of the Secure Content Accelerator, shown in Figure 2-1, contains
the following connectors, switches, and LEDs:

» Two DB9 serial ports, marked “AUX” and “CONSOLE"

» Two RJ-45 10/100 Ethernet interface ports, marked “ SERVER” and
“NETWORK?”
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I Panel Descriptions

« Three Ethernet management L EDs associated with each port
e One“TEST” LED
- One“RESET” switch

Figure 2-1 Secure Content Accelerator Front Panel

Power LED 1 Aux Port Console Port Server Interface

\ Network Interface

Power LED 2 Reset Switch Test LED

The rear panel of the Secure Content Accelerator, shown in Figure 2-2, contains
the following connectors and switches:

« Two power inputs
« Two power switches

Figure 2-2  Secure Content Accelerator Rear Panel

Power Input 1 Power Input 2

/
e___eee___n@\ﬂﬁﬁ/@

Power Switch 1 Power Switch 2

Table 2-1 describes the functional LEDs on the Secure Content Accelerator.

Table 2-1  Secure Content Accelerator LED Descriptions

LED Name |Color State SCA SCA?2
LK Green |Off No link established N/A
On Link established N/A

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Connecting to Power M

Table 2-1  Secure Content Accelerator LED Descriptions

LED Name |Color |State SCA SCA2
LNK Green |Off N/A No link established
On N/A Link established
TX Amber |Blinking |Transmit activity N/A
detected
ACT Amber |Blinking |N/A Transmit activity
detected
RX Green |Blinking |Receive activity N/A
detected
100 Green |Off N/A 10Mbps
On N/A 100Mbps
Power White |Off Power supply is not working
On Power supply isworking
Test Amber |Off Self-diagnostics are successful
On Self-diagnostics are running

|dentifying SCA Models

SCA and SCA2 models can be differentiated by the text on the product label.

Connecting to Power

The Secure Content Accelerator is powered by dual AC power supplies. Before
you install the power cords, ensure that you have read Appendix A for electrical
specifications.

1. Ensure that the Secure Content Accelerator power switches are in the 0 (off)
position.

2. Attach the power cables to the Secure Content Accelerator by plugging the
AC power cord connector into the power receptacle at the rear panel.

3. Plug the power cords into dedicated three-wire grounding receptacles.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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I Connecting to Power

4. Switch the power switches to the 1 (on) position.

~

Note  Connect the power supplies to different circuits to further ensure
appliance availability.
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Connecting to Ethernet

A

This section describes how to attach the Secure Content Accelerator to Ethernet.
For network deployment instructions and suggestions, see Appendix B,
Deployment Examples.

Caution

If you are using the Secure Content Accelerator in two-port mode,
you must connect the cablesto it so that client requests (inbound)
and server requests (outbound) move through different ports.
Inbound traffic uses the “Network” port; outbound traffic uses the
“Server” port. If you are using the appliance in one-port mode, you
must connect it so that both client requests and server traffic travel
through the “Network” port. Use only Category 5 UTP cables with
RJ-45 connectors. The Secure Content Accelerator Ethernet
interfaces are configured as NI C ports. Use a straight-through cable
to connect the Secure Content Accelerator to a hub or switch. Use a
crossover cable to connect the Secure Content Accelerator to aNIC.

1. Connect the “Network” port to the Internet.

2. Connect the “ Server” port to the servers (or to the “Network” port if using
one-port mode).

3. Check the LK LEDsfor connection viability. If one or both LK LEDs are not
lit, see Appendix D, Troubleshooting, for suggestions.

Installing the Software

Note

A version of the configuration utility is stored on the SSL appliance. You may use
aserial or Telnet connection, or a Web browser to use the device-stored version
for configuration. To install the remote configuration manager, follow the
appropriate instructions bel ow.

Certain functions are not available in all configuration methods. See
Appendix C for more information.
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M Installing the Software

a

Note  When using the device in FIPS-compliant operation, only a serial
management connection is allowed.

Linux Software

You must be logged into the system as a root user before installing the software.
1. Insert the CD-ROM into the computer CD-ROM drive.

2. Enter the following commands:

mount -o nmap=of f /mmt/cdrom
cd /mt/cdront Li nux/i 386
.linstall_csca

To run the configuration manager, enter csacfg at a Linux shell prompt.

Solaris Software

You must be logged into the system as a root user before installing the software.
1. Insert the CD-ROM into the computer CD-ROM drive.

2. Enter the following command:
pkgadd -d /cdrom cdron®/ Sol ari s/ Sparc

3. Respond to the following screen prompt, pressing Enter to install the
software:

The foll owi ng packages are avail abl e:
1. CSCAconfg Ci sco Configuration Manager

Sel ect package(s) you wish to process (or “all” to process all
packages). (default: all) [?,??, 4]

4. Type g to exit after installation.
To run the configuration manager, enter csacfg at a Unix shell prompt.
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Installing the Software

Windows NT and Windows 2000 Software

Insert the CD-ROM into the computer CD-ROM drive.
Double-click the My Computer icon to open it.
Double-click the CD icon.

Double-click the M SWin icon to open the directory.

Double-click the WinNT4 icon (Windows NT) or Win2K icon
(Windows 2000) to open the directory.

o B~ w e

6. Double-click the setup.exe applicationtorunit. AnInstall Shield application
opens. Follow the instructions on the screen to install the configuration
manager and OpenSSL.

To start the configuration manager, use the Start menu and point to
Programs>Cisco Systems> Cisco Secure Content Acc. Manager, or
double-click the shortcut on the desktop.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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M Installing the Software
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CHAPTER 3

Using the QuickStart Wizard

The QuickStart wizard hel ps you set up the SSL appliance rapidly using the most
basic information. To perform a more advanced configuration, use the
configuration manager as described in Chapter 4. The QuickStart wizard
presented in this chapter is available only from a CL|-based management session.
See Chapter 5 for information about using the Secure Server wizard from a
GUI-based management session.

This chapter contains the following sections:
- BeforeYou Begin
- Initiating a Management Session
« Starting the QuickStart Wizard
« Using the QuickStart Wizard
» Using the QuickStart Wizard with a Configured Appliance

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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M Before You Begin

Before You Begin

Note

Before configuring the SSL appliance you must have a certificate and keysfor the
server. You can use the files you received from the Certificate Authority, copy the
keys and certificate from an existing secure server, use default keys and
certificates preloaded in the device, or generate your own keys and certificates.

Instructions for exporting keys and certificates from existing server are found in
“Using Existing Keys and Certificates’ in Appendix E.

Additionally, be aware that you might have to make several changes to your Web
pages. The nature of the changes depends upon whether you are securing a
previously unsecured site, or adding the SSL applianceto an already secure server
installation. These changes are described in the section “Web Site Changes” in
Appendix B, Deployment Examples.

When using the QuickStart wizard in FIPS Mode, only
FIPS-approved algorithms are available.

Initiating a Management Session

~

Note

Use the appropriate instructions below to initiate a management session with the
Cisco Secure Content Accelerator.

When using the Secure Content Accelerator in FIPS Mode, only
serial management is allowed.

Serial Management and IP Address Assignment

N

Note

Follow these stepsto initiate amanagement session viaaserial connection and set
an |P address for the device.

When configuring an SCA2 via a serial connection, the displayed
prompt is“SCA2" unless a hostname has been defined for the device.
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Telnet

A

Note

Note

Initiating a Management Session W

The default terminal settings on the SSL devices and modulesis 80
columns by 25 lines. To ensure the best display and reduce the
chance of graphic anomalies, please use the same settings with the
serial terminal software. The device terminal settings can be
changed, if necessary. Use the standard ANSI setting on the serial
terminal software.

1. Attach the included null modem cable to the appliance port marked
“CONSOLE". Attach the other end of the null modem cable to a serial port
on the configuring computer.

2. Launch any terminal emulation application that communicates with the serial
port connected to the appliance. Use these settings: 9,600 baud, 8 data bits,
no parity, 1 stop bit, no flow control.

3. Press Return. Initial information is displayed followed by an sca> prompt.

4. Enter Privileged and Configuration modes and set the | P address using the
following commands. Replace the IP address in the example with the
appropriate one.

SCA> enabl e
SCA# configure

(config[SCA])# ip address 10.1.2.5 net mask 255.255.255.0
(config[ SCA] ) #

When prompted to supply afile name during serial management, you
must supply it asa URL in the form of HOST/PATH/FILENAME
using the http://, https://, ftp://, or tftp:// prefix.

After you have assigned an IP address to the Cisco Secure Content Accelerator
using the serial connection or remote configuration manager, you can connect to
the appliance via telnet.

1. Initiate atelnet session with the IP address previously assigned to the
appliance.

2. Ansca> prompt is displayed.

[ 78-13124-04
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W Initiating a Management Session

A

Note  When prompted to supply afile name during a telnet management
session, you must supply it asa URL in the form of
HOST/PATH/FILENAME using the http://, https.//, ftp://, or tftp://
prefix.

Remote Configuration Manager Application

Use the appropriate instructions below to run the CLI configuration manager.

Linux

Enter csacfg at a Linux shell prompt.

Solaris

Enter csacfg at a Unix shell prompt.

Windows NT and Windows 2000 Software

To start the configuration manager, use the Start menu and point to
Programs>Cisco Systems and click Cisco Secure Content Acc. Manager, or
double-click the shortcut on the desktop.
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Starting the QuickStart Wizard

Follow the instructions below appropriate to the management session initiated.

Using a Serial or Telnet Connection

After initiating a management session as described previously, start the
QuickStart wizard via a serial or telnet connection by entering these commands:

enabl e
qui ck-start
If you are using telnet, go to “Using the QuickStart Wizard” below.

If you are using a serial connection and the device has not been assigned an IP
address, you are prompted to assign a hostname and | P address before beginning
the QuickStart configuration process.

Woul d you like to specify a hostnane and | P address for this device?:

Enter the hostname for this device:

The hostname is a user-specified device name. In this example, we use the name
myDevice. When prompted for them, enter the IP address, netmask, and default
gateway for the device. You are prompted to accept the information before
continuing with configuration.

The followi ng configuration will be saved to the device.
Host nane : myDevice

| p address :10.1.11.100

Net mask . 255.255.255.0

Default gateway addr : 10.1.11.10

I's the above information correct? (y/n):

Enter y if thelisting is correct. Go to “Using the QuickStart Wizard” below. Enter
n if the information isincorrect. You are prompted for the configuration
information again.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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W Starting the QuickStart Wizard

Using the Remote Configuration Manager

Note

Run the configuration manager as described previously. Enter the command
show device list to list all Cisco Secure Content Accelerator devices detected by
the configuring computer.

When the appliance is configured in the default two-port mode, the
configuring computer must be connected viathe“ Server” port. If the
appliance is configured to use one-port mode, the configuring
computer must be connected via the “Network” port.

If only the new device is listed, attach the configuration manager and enter
Privileged mode using the following command sequence, entering the appropriate
I P address and netmask when prompted:

attach

CS-nacaddress nust be assigned an ip address before attaching.

Enter an | P address for CS-macaddress:
Enter the netnmask for CS-nacaddress (suggested netnask):

If more than one device is listed, attach the configuration manager and enter
Privileged mode by using the following command sequence, entering the
appropriate | P address and netmask when prompted:

on CS-macaddress attach

CS-nacaddress nust be assigned an ip address before attaching.

Enter an | P address for CS-nmacaddress:
Enter the netnmask for CS-nacaddress (suggested netnask):

In either case, macaddressis the hyphen-delimited MAC address of the device. A
netmask is suggested. The following prompt appears.

Wuld you like to use the QuickStart wi zard for CS-ipaddress? (y/n):
(The IP address is the same as the one you assigned to the device.) Typey to

continue with the QuickStart wizard. Typing n launches the configuration
manager. Go to “Using the QuickStart Wizard”.
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Using the QuickStart Wizard

A

Note

Note

Screen text displayed in this section reflects that found in the
QuickStart wizard for the remote configuration manager.
Information for appropriate responses through all configuration
manager methods is presented.

Read the opening screen information and respond to the prompt.

Woul d you like to use the QuickStart wizard to create an ssl-server?
(y/n):

If you do not have a key and certificate available and do not wish to use a default
key and certificate, enter n or g. If you have read and agree with the introductory
information, enter y. The following text is be displayed:

Enter a name for your ssl-server:
Enter aname for the logical secure server (“ssl-server”) you are configuring. The

name is used for identification purposes only. (In this example, we name the
server myServer.) If it already exists, you are asked to provide a different name.

Secure server names can consist of Arabic numerals and upper- and
lowercase alphabetic, underscore (), hyphen (-), and period (.)
characters. Secure server names must begin with an al phabetic
character and have alimit of 15 characters.

Enter the | P address for ‘nyServer’:

Thisisthe IP address of the real server to which the clear text should be sent.
Enter the SSL port [443]:
Enter the TCP service port for the appliance to monitor for secure connection

requests. The default is 443, but you can specify a different number. You cannot
specify a TCP service port already configured to the same I P address.
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M Using the QuickStart Wizard

Note

Enter the clear text port:

Enter the number of the TCP service port for the SSL appliance to use to send
clear text to the server. If you specify TCP service port 80, you are warned that
the port will be unavailable for non-SSL requests. (See Chapter 3 for adiscussion
of port blocking.) You can abort the current clear text port designation and enter
adifferent TCP service port, or approve using TCP service port 80 for clear text.

You have completed TCP service port configuration of the logical secure server
and are ready to specify akey to use.

CONFI GURE SSL- SERVER ‘ nyServer’ KEY

SSL-server nane : myServer
| p address :10.1.2.3
Secure Port 1 443
Cl ear Port . 80

Each ssl-server is associated with a key.

1. Key is stored in a file on a disk.
2. WAnt to use an existing or default Key.

Choose the option corresponding to your situation (1/2):

If you are using a key created with an |1S or non-PEM-encoded key
or certificate, use the default keys and certificates included with SSL
device. After configuring the device with the QuickStart wizard, use
the configuration manager to load your own certificate and key. See
“Example: Setting up a Secure Server” in Chapter 4 and “ SSL
Configuration Command Set” in Appendix C.

If you have the key on disk or available via a URL, type 1.

Enter the nane of the key for ssl-server ‘nyServer’:

Enter the name to assign akey. This name is used for identification only.
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A

Note  Key names can consist of Arabic numeralsand upper- and lowercase
alphabetic, underscore (), hyphen (-), and period (.) characters. Key
names must begin with an alphabetic character and have a limit of
15 characters.

Ent er PEM encoded X509 private key fil enane:

Enter the file name and path or the URL for the key as prompted. If the QuickStart
wizard is unable to find or load the file, you receive an error message and are
allowed to restart key assignment. After the key is properly loaded, configure the
certificate as described below.

To use akey already loaded into the appliance (including defaults) rather than key
on disk, type 2 when prompted to choose an option. All available keys are
displayed. Enter the name of the key to use. If you enter an invalid key name, you
receive an error message and are prompted to re-enter the key name.

After the key has been properly loaded, you are shown a summary and asked to
configure a certificate.

CONFI GURE SSL- SERVER * nyServer’ CERTI FI CATE

SSL-server namne : nyServer
| p address :10.1.2.3
Secure Port 1 443

Cl ear Port : 80

Key nane : defaul t

Each ssl-server is associated with a certificate.

1. Certificate is stored in a file on a disk.
2. Want to use an existing or default Certificate.

Choose the option corresponding to your situation (1/2):

If you have the certificate on disk or available via a URL, type 1.

Enter the nane of the certificate for ssl-server ‘nyServer’:

Enter the name to assign the certificate. This nameis used for identification only.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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A

Note

Note

Certificate names can consist of Arabic numerals and upper- and
lowercase alphabetic, underscore (), hyphen (-), and period (.)
characters. Certificate names must begin with an aphabetic or
underscore character and have alimit of 127 characters.

Ent er PEM encoded X509 private certificate fil enane:

Enter the file name and path or URL for the certificate as prompted. If the
QuickStart wizard is unable to find or load the file, you receive an error message
and are allowed to restart certificate assignment. After the certificate is properly
loaded, configure a security policy as described below.

To use a certificate already loaded into the appliance (including default
certificates) rather than certificate on disk, type 2 when prompted to choose an
option. All available certificates are displayed. Enter the name of the certificate to
use. If you enter an invalid certificate name, you receive an error message and are
prompted to re-enter the certificate name.

When using default keys and certificates, the certificate and key you
choose must match. The pre-loaded “ Default” and “ Default-512"
keys and certificates are interchangeable and can be used in
combination. The“Default-1024" key and certificate must beusedin
conjunction. If you have entered a key and certificate that cannot be
used together, you are asked whether to re-enter the key and
certificate. If you do not choose to re-enter the key and certificate,
your choices are accepted, but the secure server is not configured
correctly and will not function properly.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
m. 78-13124-04 |




| Chapter3

Using the QuickStart Wizard

Note

Using the QuickStart Wizard W

After the certificate has been properly loaded, you are shown a summary and
asked to specify a security policy.

CONFI GURE SSL- SERVER * nyServer’ SECURI TY PCLI CY

SSL-server nane s nyServer
| P address :10.1.2.3
Secure Port 1443

Cl ear Port : 80

Key nane cdefaul t
Cert nane cdefaul t

You need to enter a security policy for ssl-server ‘nyServer’.
To sinplify the encryption algorithns, you have 3 options:

strong - RSA key size of 1024, DES_SHA1l, 3DES SHA1l, ARC4_MD5 and
ARCA_SHAL

weak - RSA key size of 512, exp DES _SHA1l, ARC2_MD5, ARC4A_MD5 and
ARCA_SHA1

defaul t- RSA key size of 1024, ARCA_MD5, ARC4A_SHALl and exp
ARCA_MD5, ARCA_SHAl1, MD5

ARC4 is compatible with RC4™ RSA Data Security; ARC2 is compatible with
RC2™ RSA Data Security.

Enter the security policy for ssl-server ‘nyServer’ [default]:

At the prompt, enter the name of the security policy to use. The “strong” policy
includesthe most secure algorithms. The“weak” policy algorithmsare less secure
and appropriate for export use. The “default” policy algorithms are those most
commonly used. See Chapter 3 for more algorithm information. If you enter an
invalid security policy name, you receive an error message and are prompted to
re-enter the name.

When using the QuickStart wizard in FIPS Mode, only the FIPS
security policy is available. The FIPS security policy contains only
FIPS-approved algorithms.
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After the name of the security policy is accepted, you are prompted to verify the
logical secure server configuration.

SSL- SERVER ‘ nyServer’ SUWNARY

The follow ng SSL-server will be created:

SSL-server nane s myServer
| P address :10.1.2.3
Secure Port 1443

Cl ear Port : 80

Key nane s defaul t
Cert nane sdefaul t

Security Policy name :strong
I's the above information correct? (y/n)

If theinformation is correct, typey. Thelogical secure server you have configured
iscreated. If you typen, the server configuration processrestarts using the current
secure server.

Woul d you like to use the QuickStart w zard to create another
ssl-server? (y/n):

Typey to begin the server configuration process again with a new server. Typen
to set a configuration (enable) password for the device.

SETUP CONFI GURATI ON PASSWORD PROTECTI ON
Whuld you like to set a password to protect configuration of the
SSL-R? (y/n):
Typey, and enter a password. Re-enter it to confirm.

You must set an enable password for the device to ensure its configuration
security. The password you enter is not displayed.

Wuld you like to set a nane for this device? (y/n/q):

Typey, and enter a name for the SSL appliance.

A default gateway is needed to connect outside of your |ocal subnet.
Wul d you like to set a default gateway for this device? (y/n/q): y
Enter a default gateway for this device:

A default gateway is needed for the device to connect outside of the local subnet.
Typey, and enter the | P address at the prompt.
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A summary screen shows information about the device, keys, certificates, security
policies, and the logical secure servers configured on it.

SCA nyDevi ce

Keys
Nane Id RC \%
defaul t 1 0 Y
default-512 2 0 Y
def aul t-1024 3 0 Y

Certificates

Nane Id RCCG RCPS V
def aul t 1 0 0 Y
defaul t-512 2 0 1 Y
def aul t - 1024 3 0 0 Y

Certificate groups
*no certificate group list entries*

Security Policies

def aul t 1 0 ARC4- MD5, ARCA- SHA, EXP- ARC4A- MD5, EXP- ARCA- SHA
EXP1024- ARC4A- MD5, EXP1024- ARC2- CBC- MD5
EXP1024- ARCA4- SHA, NULL- MD5, NULL- SHA

weak 2 0 EXP- ARC4A- MD5, EXP- ARCA- SHA, EXP- ARC2- MD5,
EXP1024- ARC4- MD5, EXP1024- ARC2- CBC- MD5,
EXP1024- DES- CBC- SHA, EXP1024- ARCA- SHA, NULL- MD5,
NULL- SHA, EXP- DES- CBC- SHA

fips 3 0 DES-CBC SHA, DES- CBC3- SHA

strong DES- CBC- MD5, DES- CBC- SHA, DES- CBC3- MD5, DES- CBC3- SHA,
ARCA- MD5, ARCA- SHA

al | 5 0 DES CBC MD5, DES- CBC- SHA, DES- CBC3- MD5, DES- CBC3- SHA,
ARCA- MD5, ARCA- SHA, EXP- ARCA- MD5, EXP- ARCA- SHA,
EXP- ARC2- MD5, EXP1024- ARCA- MD5, EXP1024- ARC2- CBC- MD5,
EXP1024- DES- CBC- SHA, EXP1024- ARCA- SHA, NULL- MD5,
NULL- SHA, EXP- DES- CBC- SHA

noexport56 6 0  DES- CBC- SHA, DES- CBC3- MD5, DES- CBC3- SHA,
ARCA- SHA, EXP- ARCA- MD5, EXP- ARC2- MD5, EXP- DES- CBC- SHA

N
[N
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SSL Servers

Nane Secure SSL | P KC PKey Secpol i cy
Id Pl aintext IP Cert CA Goup

my Ser ver 10. 1. 2. 3: 443 Y nyKey strong
001 10.1.2.3:80 nyCer t

Thelist of keysincludes all those loaded into the device. The columns and their
descriptions are shown in the table below.

Column Description

Id The number of the key as loaded into the device

RC (Reference Count) | The number of logical secure servers using the key
V (Validity) The validity of the key as loaded into the device

Thelist of certificatesincludes all certificates|oaded into the device. The columns
and their descriptions are shown in the table below.

Column Description

Id The number of the certificate as loaded into the
device

RCCG (Reference Count | The number of certificate groups using the

Certificate Group) certificate

RCPS (Reference Count | The number of SSL servers using the certificate

Proxy Server)

V (Vvalidity) The validity of the certificate as loaded into the

device; “Y” indicates the certificate is valid, “N”
indicates the certificate isinvalid
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The list of security policiesincludes all those configured on the device. The
columns and their descriptions are shown in the table below.

Column Description
Name The name of the security policy
Id The number of the security policy as loaded into the device

RC (Reference
Count)

The number of SSL servers using the security policy

PolicyList

The names of theindividual cryptographic schemes associated
with each security policy

Thelist of SSL serversincludes all those configured on the device. The columns
and their descriptions are shown in the table below.

Column Description

Name The name of the SSL server

Id The number of the SSL server as |loaded into the device

Secure SSL IP | The IP address and TCP service port to monitor for SSL
transaction requests

Plaintext |P The IP address and TCP service port used to send decrypted
SSL traffic to the server

KC The validity of the key and certificate pair assigned to the SSL
server; “U” indicates the key or certificate is not defined, “Y”
indicates the key and certificate match, “N” indicates the key
and certificate do not match

PKey The name of the private key assigned to the SSL server

Cert The name of the certificate assigned to the SSL server

Secpolicy The name of the security policy assigned to the SSL server

CA Group The name of the certificate chain, if one has been assigned to

the server

[ 78-13124-04
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You are asked whether to save the configuration to flash memory.

Woul d you like to save your configuration to flash? (y/n):

If you typey, you will be asked to wait while the configuration is saved to flash,
and the QuickStart wizard finishes. If you type n, the QuickStart wizard finishes.

A

Caution  If the configuration is not saved to flash memory, the configuration
islost during a power cycle or when the reload command is used.

Using the QuickStart Wizard with a Configured
Appliance

If you wish to run the QuickStart wizard for apreviously configured Cisco Secure
Content Accelerator, follow these steps:

1. Initiate a management session and start the configuration manager as
described previously.

2. Use the appropriate method to attach to the device (remote management
only), depending upon the number of devicesin the list returned by the
show device list command.

3. Enter Privileged mode.

4. Enter the command quick-start. If multiple devices are in Privileged mode
when using the remote configuration manager, enter
on devname quick-start, where devname is the name of the device.

5. Go to “Using the QuickStart Wizard”.

Note  Non-FIPS-compliant servers can be reconfigured with the
QuickStart wizard in FIPS Mode using only FIPS 1024-approved
SSL security policies.
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Using the Configuration Manager

This chapter describes how to use the configuration manager to configure the SSL
appliance. Refer to Appendix E for a brief introduction to how the Cisco Secure
Content Accelerator appliance works with components of the SSL protocol and
description of the information you need to begin configuration.

This chapter contains the following sections:
« Overview
- Configuration Security
- BeforeYou Begin
« Initiating a Management Session
» Using the Remote Configuration Manager
- Configuring the Device
» Step-Up Certificates and Server-Gated Cryptography
» Configuring Certificate Groups
« Using Client and Server Certificate Authentication
« Generating Keys and Certificates
« Supporting SNMP
» Supporting RIP
» Supporting Other Secure Protocols
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Overview

Whether used via serial or telnet connection or remotely, the command line
interface configuration manager provides greater control over the SSL appliance
than the QuickStart or Secure Server wizard alone.

The configuration manager allows you to control hardware and SSL portions of
the appliance through a discreet mode and submode system as shown in the
hierarchy diagram in Figure 4-1.

Figure 4-1 Configuration Manager Hierarchy

TOP LEVEL
NON-PRIVILEGED COMMANDS
PRIVILEGED

| GROUP | | coNFIGURATION |

INTERFACE

CERTIFICATE CERTIFICATE KEY SECURITY SERVER BACKEND REVERSE-PROXY

GROUP POLICY SERVER SERVER

To configure itemsin a submode, activate the submode by entering acommand in
the mode above it. For example, to set the network interface speed or duplex you
must first enter enable, configure, theninter face networ k. To return to the higher
Configuration mode, simply enter end or exit or press CTRL +D. The finished
command returns to the Top Level from any mode. Appendix C lists all
commands for SSL devices.

Note  Refer to Chapter 6 for FIPS Mode instructions.
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N

Note

Configuration Security

The system prompts displayed by the configuration manager vary
slightly depending upon the management session type used and
Secure Content Accelerator version. Secure Content Accelerator
version 2 isindicated by an “SCA2" prompt. Unless specifically
stated otherwise, all prompts displayed in this chapter reflect those
encountered with the remote configuration manager and original
SCA version.

Configuration Security

Passwords

Note

Cisco Secure Content Accelerator devices allow easy, flexible configuration
without compromising the security of your network or their own configuration.

Cisco Secure Content Accelerator devices use two levels of password protection:
access- and enable-level. Access-level passwords control who can attach the
remote configuration manager or access the device viatelnet and serial
connections. Enable-level passwords control who can view the same data
available with access-level passwords aswell asview sensitive dataand configure
the device.

SSL devices are shipped without passwords. Setting passwords is important
because the device can be administered over a network. For more information
about passwords, see the commands passwor d access and password enablein
Appendix C.

FIPS-compliant operation requires both access- and
configuration-level passwords. See Chapter 6 for more information.

[ 78-13124-04
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Access Lists

Note

Access lists control which computers can attach to a specific device. No access
lists exist when you first install the Secure Content Accelerator. You can restrict
the computers allowed to manage the appliance by adding their |P addresses to
one or more access lists for each device. For more information about configuring
access lists, see the commands show access-list, access-list, snmp access-list,
remote-management access-list, telnet access-list, and web-mgmt access-list
in Appendix C.

In FIPS Mode you can configure access lists but can assign them
only to the SNMP subsystem.

Encrypted Management Sessions

To further protect the configuration security, you can specify that remote
(non-serial and non-telnet) configuration sessions be encrypted using AES, DES,
or ARC4. See remote-management encryption in Appendix C.

Factory Default Reset Password

A

If you have forgotten your access or enable password, you can use a factory-set
password during a serial configuration session. When prompted for a password,
enter Fail Safe (case-sensitive). You are asked to confirm the action. The appliance
reboots (rel oads) with factory default settings.

Caution

All configuration is lost when using the factory default reset.
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Before You Begin

Before configuring the SSL appliance you must have a certificate and keysfor the
server. You can use the files you received from the Certificate Authority, copy the
keys and certificate from an existing secure server, use default keys and
certificates preloaded in the device, or generate your own keys and certificates.

Instructions for exporting keys and certificates from existing server is found in
“Using Existing Keys and Certificates’ in Appendix E.

Additionally, be aware that you must make several changes to your Web pages.
The nature of the changes depends upon whether you are securing a previously
unsecured site, or adding the SSL appliance to an already secure server
installation. These changes are described in section “Web Site Changes’ in
Appendix B.

Initiating a Management Session

Use the appropriate instructions below to initiate a management session with the
Secure Content Accelerator.

)
Note  When using the Secure Content Accelerator in FIPS Mode, only
serial management is allowed.

Serial Management and IP Address Assignment

Follow these stepsto initiate amanagement session viaaserial connection and set
an |P address for the device.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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N

Note

N

Note

The default terminal settings on the SSL devices and modulesis 80
columns by 25 lines. To ensure the best display and reduce the
chance of graphic anomalies, please use the same settings with the
serial terminal software. The device terminal settings can be
changed, if necessary. Use the standard ANSI setting on the serial
terminal software.

1.

Attach the included null modem cable to the appliance port marked
“CONSOLE". Attach the other end of the null modem cable to a serial port
on the configuring computer.

Launch any terminal emulation application that communicates with the serial
port connected to the appliance. Use these settings: 9,600 baud, 8 data bits,
no parity, 1 stop bit, no flow control.

Press Return. Initial information is displayed followed by an sca> prompt.

Enter Privileged and Configuration modes and set the IP address using the
following commands. Replace the IP address in the example with the
appropriate one.

SCA> enabl e

SCA# configure

(config[SCA])# ip address 10.1.2.5 net mask 255.255.255.0
(config[ SCA] ) #

When prompted to supply afile name during serial management, you

must supply it asa URL in the form of HOST/PATH/FILENAME
using the http://, https://, ftp://, or tftp:// prefix.
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Telnet

After you have assigned an | P address to the Cisco Secure Content Accelerator
using the serial connection or remote configuration manager, you can connect to
the appliance via telnet.

1. Initiate atelnet session with the I P address previously assigned to the
appliance.

2. An SCA> prompt is displayed.
A

Note  When prompted to supply a file name during a telnet
management session, you must supply it asa URL in the
form of HOST/PATH/FILENAME using the http://, https://,
ftp://, or tftp:// prefix.

Running the Remote Configuration Manager

Use the appropriate instructions below to run the CLI configuration manager.

Linux

Enter csacfg at a Linux shell prompt.

Solaris

Enter csacfg at a Unix shell prompt.

Windows NT and Windows 2000 Software

To start the configuration manager, use the Start menu and point to
Programs>Cisco Systems and click Cisco Secure Content Acc. Manager, or
double-click the shortcut on the desktop.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Using the Remote Configuration Manager

Note

Enter show device list to display alist of all Cisco Secure Content Accelerators
in the same broadcast domain as the configuring computer and those found using
the discover port command. Devices are listed in the following format:

Type Key Nane Ver si on MacAddr | Paddr

Cisco Secure Content Accelerator devices are listed with the “CSS-SCA” device
type. Note the MAC address of the device you wish to configure. It is used with
the“CS-" prefix to identify aspecific device when giving commandsin the format
CS-macaddress, where macaddress is the MAC address of the device.

Identify an unnamed device as a specific appliance, match the last
six digits of the serial number with the MAC address shown.

Specifying Devices

If only one deviceislisted, you can configure it by simply entering commands as
listed. If multiple devices are listed, you must specify the device your commands
should address. In these instances you must use the on prefix.

For example, entering show device list returns the following list of unattached
devices:

CSS- SCA Ru ssl Devl
CSS- SCA Ru ssl Dev2
CSS- SCA Ru ssl Dev3

CSS-SCA2  Ru ssl| Dev4

Secure Content Accelerator version 2 devices are indicated by the type
CSS-SCA2.

To attach the configuration manager to the device ssiDev3, enter this command:

on ssl Dev3 attach

The auto completer function can assist data entry. See “Editing and Completion
Features’ in Appendix C for details for using editing and auto completer features.
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Working with Device Groups

The remote configuration manager allows you to create groups of devicesfor single
management sessions. Most Top Level commands can target a group just as they
would asingle device. Using the device list above, the commands below create a
device group named myGroup, add three devices, and display the group contents.

csacfg> group nyG oup create
(group[ nmyGroup] ) > devi ce ssl Devl
(group[ myG oup] ) > devi ce ssl Dev2
(group[ myG oup] ) > devi ce ssl Dev4
(group[nmyGoup])> info

group nane: mnmyG oup

nunmber of devices: 3

devi ce: ssl Devl

devi ce: ssl Dev2

devi ce: ssl Dev4

(group[ nyG oup] ) >

To remove a device from the group, use the no form of the command:
(group[ myG oup] ) > no device ssl Dev2

Enter end to leave Group configuration mode. To send commands to every device
in the group, use the on prefix.

on nyGoup attach

You can simplify command entry for thisgroup further by setting the on command
to address the group myGroup by default.

set on-prefix nyG oup

After entering this command, you do not need to use the on prefix when
addressing the default target. For example, the on myGroup attach command
becomesattach. You can still address another group instead of the default; simply
specify its name following the on prefix. Change the on prefix target by
re-entering the command, identifying the new group. View the on prefix target by
entering show profile.

[ 78-13124-04
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N

Note  Individual devices can also be set asthe on prefix default target. Any
command without the on prefix defaults to the group or device
specified by the set on-prefix command.

For more information about Group Configuration commands, see “ Group
Configuration Command Set” in Appendix C.

Remote Configuration Caching

Theremote configuration manager caches some management session information.
Some changes made during a configuration session may not be displayed.
Additionally, configuration changes from multiple concurrent configuration
sessions may not be reflected in status and configuration displays. To obtain the
most current configuration data, exit the configuration manager, and launch the
application again or use the refresh command in the Privileged Command set.

Configuring the Device

When you configure an appliance to perform SSL offloading you are actually
setting up one or more logical secure servers whose SSL -related configurations
reside in the appliance. Each logical secure server has several attributes:

« A unique IP address for the real server providing content
- Specifications for the appropriate key and certificate to use
» A security policy specifying the cryptographic scheme(s) to use
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Example: Setting up Basic Device Parameters

S,

Note

This example describes how to use the configuration manager to set the basic SSL
appliance configuration.

The remote configuration instructions in this example assume only
one Cisco Secure Content Accelerator is available for configuration
or that you have set the on-prefix to asingle device. If you have more
than one SSL device available for configuration, refer to section
“Specifying Devices” presented previously inthischapter for device
identification directions.

1.

Initiate a serial management session, and set the IP address of the device to
10.1.2.5.

SCA> enabl e

SCA# config

(config[CSS-SCA] )# i p address 10.1.2.5 netnmask 255.255.0.0
(config[ CSS- SCA] ) #

If you wish to configure the server using the serial connection, continue with
step 3.

If you wish to use atelnet connection, initiate a telnet session with the IP
address assigned in step 1, and go to step 3.

If you wish to configure the server using the remote configuration manager,
initiate a remote management session, attach to the appliance, and when
prompted to use the QuickStart wizard, enter n. Go to step 3.

A

Note  For the remainder of these examples, system prompts
are displayed as remote configuration prompts.
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3. Use the following commands to enter Privileged and Configuration modes
and change the name of the SSL appliance to myDevice.

SCA> enabl e

SCA> configure

(config[ CS-10-1-2-3])> hostnane nyDevice
(config[CS-10-1-2-3])> end

SCA> configure

(config[ nmyDevi ce]) >

4. Set the default router.
(config[nyDevice])> ip route default 10.1.2.1
(config[ myDevi ce]) >

5. Set an enable password to protect the appliance configuration. The password
is requested whenever the enable command is given.

S

Note  Passwords are not echoed to the screen.

(config[myDevice])> password enabl e
Enter new password:

Confi rm passwor d:
(config[myDevice])> end

SCA>

Example: Setting up a Secure Server

This example describes how to use the configuration manager rather than the
QuickStart wizard to set up a secure server. In this example, the default SSL port
(443) and remote port (81) are used.

1. Enter Privileged, Configuration, and SSL Configuration modes.

SCA> enabl e

SCA> configure
(config[nyDevice])> ssl
(config-ssl[nmyDevice])>
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2. Enter Key Configuration mode and create a key named myKey. Load the
PEM-encoded key file. Return to SSL Configuration Mode.

(config-ssl[nyDevice])> key nyKey create
(confi g-ssl -key[ nyKey] ) > pem keyFil e
(confi g-ssl - key[ nyKey] ) > end

(confi g-ssl [ nyDevice]) >

A

Note  Usethe der command when using DER-encoded keys
and certificates, the net-iis command when using keys
exported from 11S 4.

Note  Key names can consist of Arabic numerals and upper-
and lowercase al phabetic, underscore (), hyphen (-),
and period (.) characters. Key names must begin with an
alphabetic character and have a limit of 15 characters.

3. Enter Certificate Configuration mode and create a certificate named myCert.
Then load the PEM-encoded certificate file. Return to SSL Configuration
Mode.

(config-ssl[nmyDevice])> cert ny create
(config-ssl-cert[nyCert])> pemcertFile
(config-ssl-cert[myCert])> end

(confi g-ssl [ nyDevice]) >

A

Note  Certificate names can consist of Arabic numerals and
upper- and lowercase a phabetic, underscore (),
hyphen (-), and period (.) characters. Certificate names
must begin with an al phabetic character and have alimit
of 127 characters.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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4,

Enter Security Policy Configuration mode and create a security policy hamed
myPol. Assign the “strong” cryptography policy to it. Return to SSL
Configuration mode.

(confi g-ssl[nyDevice])> secpolicy nmyPol create
(config-ssl-secpolicy[nyPol])> crypto strong
(config-ssl-secpolicy[myPol])> end

(confi g-ssl [ nyDevice]) >

~

Note

A

Note

When using FIPS Mode only the FIPS security policy is
available.

Security policy names can consist of Arabic numerals
and upper- and lowercase alphabetic, underscore (),
hyphen (-), and period (.) characters. Security policy
names must begin with an al phabetic character and have
alimit of 15 characters.

Enter Server Configuration mode and create a server named myServer. Assign
the IP address 10.1.2.4. Assign port 443 for monitoring for SSL connections
and port 81 for sending clear text. Assign the key, certificate, and security
policiesjust created. Then exit to Top Level mode.

(config-ssl[nyDevice])> server nyServer create
(config-ssl-server[nyServer])> ip address 10.1.2.4
(config-ssl-server[nmyServer])> sslport 443
(config-ssl-server[nmyServer])> renoteport 81
(config-ssl-server[nyServer])> key nyKey
(config-ssl-server[nmyServer])> cert nyCert
(config-ssl-server[myServer])> secpolicy nyPol
(config-ssl-server[nyServer])> finished

SCA>

Save the configuration to flash memory. If it is not saved, the configuration is
lost during a power cycle or if the reload command when used.

SCA> write flash

SCA>
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A

Note  You can review the configuration of the currently edited
SSL object (key, certificate, certificate chain, security
policy, or server) by using the info command in the
appropriate mode.

Example: Setting up a Backend Server

This example describes how to use the configuration manager to set up a
backend server.

1. Enter Privileged, Configuration, and SSL Configuration modes.

SCA> enabl e

SCA> configure

(config[ myDevi ce])> ssl
(config-ssl[nyDevice])>

2. Enter Backend Server Configuration mode and create a backend server named
myBackServ.
(config-ssl[nyDevice])> backend-server nyBackServ create
(confi g-ssl - backend[ myBackServ]) >
3. Assign an |P address and netmask to the backend server.
(confi g-ssl - backend[ nyBackServ])> i p address

4. Assign port 443 for SSL traffic and port 80 for clear text traffic.

(confi g-ssl - backend[ nyBackServ] ) > | ocal port 80
(confi g-ssl -backend[ myBackServ]) > renoteport 443

5. Specify a security policy for the server.

(confi g-ssl - backend[ myBackServ] ) > secpolicy strong

S,

Note  When using FIPS Mode only default security policies
and those configured for FIPS 140-2-compliant
operation are available.
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6.

Exit to Privileged mode, and save the configuration to flash memory. If itis
not saved, the configuration is lost during a power cycle or when the reload
command is used.

(confi g-ssl - backend[ myBackServ]) > fini shed

SCA> write flash
SCA>

Example: Setting up a Reverse-Proxy Server

This example describes how to use the configuration manager to set up a
reverse-proxy server.

1.

Enter Privileged, Configuration, and SSL Configuration modes.

SCA> enabl e

SCA> configure
(config[myDevice])> ssl
(confi g-ssl [ nyDevice]) >

Enter Reverse-Proxy Server Configuration mode and create a server named
myRevServ.

(config-ssl[nmyDevice])> reverse-proxy-server nmyRevServ create
(config-ssl-rproxy[ myRevServ])>

Assign port 8080 for clear text traffic.
(config-ssl-rproxy[ myRevServ])> | ocal port 8080

Specify a security policy for the server.

(config-ssl-rproxy[ myRevServ])> secpolicy strong

~
Note  When using FIPS Mode only default security policies

and those configured for FIPS 140-2-compliant
operation are available.
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Note

5.

Configuring the Device M

Exit to Privileged mode and save the configuration to flash memory. If itis
not saved, the configuration is lost during a power cycle or when the reload
command is used.

(config-ssl-rproxy[ myRevServ])> finished

SCA> write flash
SCA>

When using this configuration, client browsers must be set to usethis
device as a proxy.

Example: Configuring Secure URL Rewrite

Note

The Secure URL Rewrite feature prevents URL redirects and references from
breaking or circumventing SSL sessions. This example uses the CLI. The same
options are available in the GUI.

The command line in the examples reflects using a serial
management session.

Open a management session with the device.
Enter Privileged, Configuration, and SSL Configuration modes:

SCA> enabl e

SCA# configure
(config[ SCA] ) # ssl
(config-ssl[SCA])#

Enter Server Configuration mode for the server you wish to configure URL
rewrites.

(config-ssl[SCA])# server myServer
(config-ssl-server[nyServer])#

The urlrewrite command uses the following syntax:

urlrewite <domai nName> [sslport <portid>] [clearport <portid>]
<redirectonly>

[ 78-13124-04

Cisco 11000 Series Secure Content Accelerator Configuration Guide g



Chapter 4 Using the Configuration Manager |

M Configuring the Device

domainName The domain or file identifier as a domain name, IP
address, or path and file name. An * (asterisk) wild
card character can be used to specify more than one
server in asingle domain, e.g., “*.company.com”.

sslport Keyword identifying the specified port to be used for
SSL traffic.

portid A port identification for SSL traffic.

clearport Keyword identifying the specific port to be used for
clear text traffic.

portid A port identification for clear text traffic.

redirectonly A keyword is used to indicate that only the

“Location:” field in the HTTP 30x redirect header
should be rewritten. This solves a common problem
with Web servers using insecure HT TP 30x redirects.

Enter a URL rewrite rule for the www.mybusiness.com.

(config-ssl-server[nyServer])# urlrewite ww. nmybusi nessl. com
ssl port 443 clearport 81

All references that pass through the device to
http://ww. nybusi ness1. com 81 are rewritten to
https://ww. mybusi nessl. com

To securely rewrite only 30x-series redirects (i.e., 302 or 304) referencing
http:// rather than all instances of http:// (such as those that appear
intentionally in the application data), use the redirectonly option. (This
command must be entered on asingle line.)

(config-ssl-server[nyServer])# urlrewite ww. mybusi ness2.com
ssl port 443 clearport 81 redirectonly

5. A wildcard can be used to specify multiple SSL hosts in the same domain.

(config-ssl-server[mnmyServer])# urlrewite *.mybusiness3.com
ssl port 443 clearport 81

~

Note Do not use *.com as afilter. The definition is too broad.
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Wildcards should be used with care to avoid any unwanted rewriting of
references.

6. Toseetheresultsof these URL rewriterulesinthe server configuration, enter
the following command. The results are presented below it.

(config-ssl-server[myServer])# show ssl server nyServer

URL Rewrite:

Narre Cl ear Port SSL Port Redirect Only
www. mybusi ness1. com 443 81 No
www. mybusi ness2. com 443 81 Yes
*. mybusi ness3. com 443 81 No

For more information about URL rewriting, contact your Cisco representative for
a copy of the white paper SSL Offloaders and Contextual Consistency.

Example: Configuring SNTP Servers

Up to four SNTP servers can be configured on the Secure Content Accelerator.

S,

Note  To provideincreased security, we recommend using an SNTP server
on the internal network. Using an external SNTP server might
compromise network security.

1. Open a management session with the device.
2. Enter Privileged and Configuration modes:

SCA> enabl e
SCA# configure
(config[SCA])#

3. Enter the IP addresses or host names of up to four SNTP servers. (Host names
are resolved to | P addresses in the device configuration.)

(config[SCA])# sntp server 10.1.24.2
(config[SCA])# sntp server 10.1.24.4
(config[SCA])# sntp server 10.2.22.2
(config[SCA])# sntp server 10.2.22.6
(config[ SCA]) #

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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4. The default polling interval is 86400 seconds (one day). To change this
interval to 43200 seconds (12 hours), enter use the sntp interval command.

(config[SCA])# sntp interval 43200
(confi g[ SCA] ) #

5. To view the results of these commands, you can use either the show sntp or
show device command. The show sntp command and an exampl e of returned
information are below.

(confi g[ SCA])# show sntp
SNTP server sources:
10.1.24.2 (0/6 fails/tries, stratum 2)
10.1.24. 4 (0/0 fails/tries, stratum 2)
10.2.22.2 (0/0 fails/tries, stratum 2)
10.2.22.6 (0/0 fails/tries, stratum 2)
SNTP synchroni zation interval: 43200 (seconds)
(config[ SCA])#

The show device command and an example of returned information are
presented below.

(confi g[ SCA] ) # show devi ce

SNTP sync'ing : every 43200 (s) from 10.1.24.2, 10.1.24.4,
10.2.22.2, 10.2.22.6

(0/6 fails/tries, stratum 2)

(0/0 fails/tries, stratum 2)

(0/0 fails/tries, stratum 2)

(0/0 fails/tries, stratum 2)

Any errorsresulting from polling or synchronization are written to syslog messages.

Example: Configuring Encrypted Management Sessions

While the serial management sessions are secure due to their nature, they are not
always convenient. You can set a passphrase and encryption method for remote
configuration sessions to secure them.

1. Initiate a serial management session, and enter Privileged and Configuration
modes.

myDevi ce> enabl e
myDevi ce# config
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2. Set the remote management encryption method, selecting DES, and enter a
passphrase (shared secret).
(config[ myDevi ce])# renot e- managenent encryption DES
(config[myDevi ce])# renpote-managenent shared-secret
Enter shared secret:

Verify shared secret:
(config[ myDevi ce] ) #

When you attempt to attach to the SSL appliance using the remote configuration
manager, this prompt is displayed:

myDevi ce requires secure comuni cation.
Ent er passphrase for nyDevi ce:

Enter the passphrase set previously.

You can change the TCP/UDP service port to be used when communicating with
the device for management with the remote configuration manage. The TCP/UDP
service port can be configured using any of the configuration connection options.
You must save the configuration to flash and reboot for the port information to
take effect.

(config[nyDevice] )# renpte-nmanagenent port 8089
(config[myDevice])# finished

myDevice# wite flash

nmyDevi ce# rel oad

When the remote configuration manager is started, or the basic discover
command is entered, the device is not found. You must enter the discover
command using the TCP service port as an argument. The following command
tells the configuration manager to use port 8089 to look for Cisco Secure Content
Accelerator devices.

SCA> di scover port 8089

The deviceislisted following a show device list command. Attach to the device
configured in this example using the following command:

SCA> attach ip 10.1.2.3 port 8089

If the device has been discovered by the Secure Content Accelerator,
you can attach to it by name, e.g., attach myDevice.

[ 78-13124-04
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If apassphrase has been configured for the device, you are prompted for it. Return
the device management TCP service port by entering this command in
Configuration mode:

(config[myDevi ce])# renot e- managenent port defaul t

Example: Restricting Access using an Access List

Accesslists permit or deny management accessto the device or module. Up to 999
access lists can be configured. Accesslists are created then assigned for use by the
remote management, tel net, and Web management subsystems. An access|list can
be used by the SNM P subsystem as well. This example demonstrates how to
create two access lists and assign each to a management subsystem.

1. Attach to the device or module (remote only) and enter Privileged and
Configuration modes.

SCA> enabl e
SCA> configure
(confi g[ myDevi ce) >
2. Create an access list allowing management access to all |P addresses.

(config[myDevice)]> access-list 1 permt 0.0.0.0 255.255. 255. 255
3. Create an access list denying access from computers on a specific subnet.

(config[nyDevice)> access-list 2 deny 10.1.3.0 0.0.0. 255

4. Create an access list allowing access from a single computer.
(config[nmyDevice])> access-list 3 permt 10.1.4.5 0.0.0.0

5. Assign the second access list to the remote management subsystem.

(config[ myDevi ce]) > renot e- managenent access-1list 2

6. Assign the third access list to the telnet subsystem, allowing management
access only from the specific | P address.

(config[myDevice])> tel net access-list 3
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7. Exit to Privileged mode and save the configuration to flash memory. If it is
not saved, the configuration is lost during a power cycle or when the reload
command is used.

(config[myDevi ce])> finished
SCA> write flash

SCA>

~

Note  InFIPSMode, accesslists can be configured but assigned only to the
SNMP subsystem.

Configuring an Ethernet Interface

The Ethernet interfaces on the SSL appliance can be configured at either 10 Mbps
or 100 Mbps and half or full duplex. Attach to the device (remote only) and enter
Privileged and Configuration modes. In the following example, the “Network”
interface of myDevice is forced to full duplex. Make sure to save this
configuration to flash.

(config[myDevice])> interface network
(config-if[network])> duplex full
(config-if[network])> speed 100
(config-if[network])> finished

SCA>

Step-Up Certificates and Server-Gated Cryptography

Cisco Secure Content Accelerator support both Netscape International Step-Up
Certificates and Microsoft Server-Gated Cryptography. Ephemeral RSA must be
enabled for the device to function properly with these certificates. Load the
certificate normally.

Note  You must specify that your certificate work with both Microsoft and
Netscape browsers when requesting it from the CA. Otherwise, the
server cannot support both browsers.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Configuring Certificate Groups

Certificate groups are collections of certificates used for certificate chains and
client and server authentication. Certificate chains are used in certain
circumstances such as when a known, trusted CA (such as Thawte or VeriSign)
provides a certificate to attest that certificates created by an intermediary CA can
be trusted. For example, acompany can create its own certificates for internal use
only; however, clients do not accept the certificates because they were not created
by a known CA. When private certificates are chained with the trusted CA
certificate, clients accept them during SSL negotiations.

Example: Configuring a Certificate Group

Thelocally created certificate, theintermediary CA certificate signed by atrusted CA,
and any other intermediary certificates are loaded into individual certificate objects
that are combined into a certificate group. This example demonstrates how to:

- Load an intermediate CA certificate into a certificate object
« Create a certificate group
- Enable using the group as a certificate chain

The name of the SSL device is myDevice. The name of the secure logical server
isserverl. The name of the DER-encoded, intermediary CA certificateis CACert.
The name of the PEM-encoded certificate generated by the intermediary CA is
local CertFile. The name of the certificate group is CACertGroup.

1. Initiate a management session as described previously.

2. Attach the configuration manager (remote only) and enter Privileged and
Configuration modes.

SCA> enabl e
SCA> configure
(confi g[ myDevi ce) >
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Enter SSL Configuration mode and create an intermediary certificate named
CACert, entering into Certificate Configuration mode. L oad the
DER-encoded file into the certificate object, and return to SSL Configuration
mode.

(config[ myDevi ce])> ssl
(config-ssl[nyDevice])> cert CACert create
(config-ssl-cert[CACert])> der CACert
(config-ssl-cert[CACert])> end

(confi g-ssl [nyDevice]) >

Create a certificate named local Cert, load the PEM-encoded certificate file,
and return to SSL Configuration mode.

(config-ssl[myDevice])> cert |ocal Cert create
(config-ssl-cert[local Cert])> pemlocal CertFile
(config-ssl-cert[local Cert])> end

(confi g-ssl [ nyDevice]) >

Enter Certificate Group Configuration mode, create the certificate group
CACertGroup, load the certificate object CACert, and return to SSL
Configuration mode.

(config-ssl[nmyDevice])> certgroup CACert Group create
(config-ssl-certgroup[ CACert G oup] )> cert CACert
(config-ssl-certgroup[ CACert Group] ) > end

(confi g-ssl [ nyDevice]) >

Enter Server Configuration mode, create the logical secure server serverl,
assign an | P address, SSL and clear text ports, a security policy myPol, the
certificate group CACertGroup, certificate local Cert, key localKey
(compatible with the local certificate), and exit to Privileged mode.

(config-ssl[nyDevice])> server serverl create
(config-ssl-server[serverl])> ip address 10.1.2.4
(config-ssl-server[serverl])> | ocal port 443
(config-ssl-server[serverl])> renoteport 81
(config-ssl-server[serverl])> secpolicy myPol
(config-ssl-server[serverl])> certgroup chain CACert G oup
(config-ssl-server[serverl])> cert |ocal Cert
(config-ssl-server[serverl])> key | ocal Key
(config-ssl-server[serverl])> finished

SCA>
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7. Savethe configuration to flash memory. If it is not saved, the configurationis
lost during a power cycle or when the reload command is used.

SCA> write flash
SCA>

Example: Importing Certificate Groups

PK CS#7 certificate groups can be imported directly into the device. Thisexample
demonstrates how to import a PEM-encoded PK CS#7 file into the Cisco Secure
Content Accelerator.

1. Initiate a management session as described previously.

2. Attach the configuration manager (remote only) and enter Privileged and
Configuration modes.

3. Enter SSL Configuration mode.

(config[ myDevi ce])> ssl
(config-ssl[nyDevice]) >

4. Specify the PKCS#7 file to import, indicating the appropriate encoding (in
this example, PEM). In this example, the name of the certificate group to
create ismyCertGroup. The certificate prefix isimpt. (The certificate prefix is
optional.)

(config-ssl[nyDevice])> inport pkcs7 nyCertGoup peminpt certfile.pem

5. Thefileisimported, and certificates and a certificate group are generated. The
certificates are named incrementally from impt_1 to impt_N, where N is the
number of certificates in the PK CS#7 file. The certificate with the highest
incremented number is the server certificate.

S,

Note  Seetheentry in Appendix C for additional command options.
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Using Client and Server Certificate Authentication

To further ensure transaction security, client or server certificate authentication
can be configured on servers. Backend and reverse-proxy servers can be
configured for server certificate authentication; basic secure servers can be
configured for client certificate authentication. To use either of these certificate
authentication methods, a certificate group must have been created.

Example: Configuring Server Certificate Authentication

Server certification authentication can be configured on both backend and
reverse-proxy servers. The configuration procedure for both server typesis nearly
identical. This example demonstrates how to configure an existing backend server
for server certificate authorization using the certificate group servTrustGroup. The
domain name (for backend server configuration only) is www.mycorp.com.
Several options are available for authentication errors to ignore. In this example
the backend server is set to not ignore errors, resulting in immediate
disconnection.

1. Initiate a management session as described previously.

2. Attach the configuration manager (remote devices only) and enter Privileged
and Configuration modes.
SCA> enabl e

SCA> configure
(config[ myDevi ce])>

3. Enter SSL Configuration mode and Backend Server Configuration mode for
the server myBackServ.
(config[ myDevi ce])> ssl

(config-ssl[nyDevice])> backend-server nyBackServ
(confi g-ssl - backend[ myBackServ]) >
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4. Enter the following commands to enable server certificate authentication, set
the handling authentication of errors to the most stringent level, and assign
the certificate group to use for comparison. (The final command must be
entered on asingleline.)

(confi g-ssl -backend[ myBackServ]) > serverauth enable
(confi g-ssl - backend[ myBackServ])> serverauth ignore none
(confi g-ssl -backend[ myBackServ])> certgroup serverauth
servTrust G oup

5. Enter adomain nameto use for certificate comparison. Thisis necessary only
for backend servers when server certificate authentication is not set to ignore
domain name errors. (The final command must be entered on a single line.)

(confi g-ssl - backend[ myBackServ]) > serveraut h donai n- nane
“wWww. mycor p. cont

6. Exit to Privileged mode, and save the configuration to flash memory. If itis
not saved, the configuration is lost during a power cycle or when the reload
command is used.

(confi g-ssl - backend[ myBackServ]) > fini shed

SCA> write flash
SCA>
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Example: Configuring Client Certificate Authentication

Client certification authentication can be configured on basic secure servers. This
example demonstrates how to configure an existing server for client certificate
authorization using the certificate group clientTrustGroup. Several options are
available for authentication error handling. In this example, the server is set to
handle all errors by disconnecting the SSL session and redirecting the client to a
standard HTML error page.

1.
2.

Initiate a management session as described previously.

Attach the configuration manager (remote devices only) and enter Privileged
and Configuration modes.

SCA> enabl e
SCA> configure
(config[ myDevi ce])>

Enter SSL Configuration mode and Server Configuration mode for the server
myServ.

(config[ myDevi ce])> ssl
(config-ssl[nmyDevice])> server nyServ
(config-ssl-server[nyServ])>

Enter the following commands to enable client certificate authentication, set
the handling of authentication of errors, and assign the certificate group to use
for comparison.

(config-ssl-server[nyServ])> clientauth enable
(config-ssl-server[nyServ])> clientauth error all failhtm
(config-ssl-server[myServ])> certgroup serverauth clientTrustG oup
(config-ssl-server[nyServ])> certgroup verifydepth 1

Exit to Privileged mode, and save the configuration to flash memory. If it is
not saved, the configuration is lost during a power cycle or when the reload
command is used.

(config-ssl-server[nmyServ])> finished

SCA> write flash
SCA>
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Generating Keys and Certificates

RSA private keys, certificates, and certificate signing requests can be generated
directly on the device.

Example: Generating an RSA Key

1.

Enter Privileged, Configuration, SSL Configuration, and Key Configuration
modes, creating a key named myGenKey.

SCA> enabl e

SCA> configure

(config[ myDevi ce])> ssl

(config-ssl[nmyDevice])> key nyGenKey create

(confi g-ssl - key[ nyGenKey] ) >

Enter the following command to generate a 1024-bit key using the seed string
lemon. The key is displayed once using DES encryption. Theresulting key is
stored on the device as well as exported to a PEM-encoded file named
mykey.pem. (This command must be entered on one line.)

(config-ssl-key[ nmyGenKey] ) > genrsa bits 1024 encrypt des seed
| emon out put nykey. pem

Example: Generating a Certificate

1.

Enter Privileged, Configuration, and SSL Configuration modes.

SCA> enabl e

SCA> configure
(config[nmyDevice])> ssl
(confi g-ssl [ nyDevice]) >

Enter the following command to generate a certificate using the key created
in the previous example. An MD5 digest is displayed and the certificate is
saved in afile named myGenCert. (This command must be entered on one
line.) A wizard starts, requesting certificate information.

(config-ssl[nmyDevice])> gencsr key nyGenKey di gest nd5 out put
myCGenCer t
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Supporting SNMP

Cisco Secure Content Accelerator devices have basic support for SNMP
functions. The deviceis shipped with SNMP disabled. Thisexample demonstrates
how to set basic SNMP data.

Example: Configuring SNMP

Initiate a management session as described previously.

Attach the configuration manager (remote only) and enter Privileged and
Configuration modes.

SCA> enabl e
SCA> configure

Enter SNMP data and enable SNMP. Access-list 1 has already been created.
(See Appendix C for information for using the access-list command.) Return
to Privileged mode.

(config[nmyDevice])> snnp enabl e

(config[myDevice])> snnp access-list 1
(config[nmyDevice])> snnp |ocation “Main O fice”
(config[nyDevice])> snnp contact “Adm nistrator”
(config[myDevice])> snnp default comunity ITS Ofice
(config[myDevice])> snnp trap-host vl 10.1.2.4
(config[myDevice])> snnp trap-type generic

(config[ myDevi ce])> end

SCA>

Save the configuration to flash memory. If not saved, the configuration islost
during a power cycle or when the reload command is used.

SCA> write flash
SCA>
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Supporting RIP

Cisco Secure Content Accelerator devices support Routing Information Protocol
(RIP) versions 1 and 2. This example demonstrates how to enable RIP version 1
packet usage.

Example: Configuring RIP

1.
2.

Initiate a management session as described previously.
Attach the configuration manager (remote only) and enter Privileged and
Configuration modes.

SCA> enabl e
SCA> configure

Enable reception and processing of RIP version 1 packets. Then return to
Privileged mode.
(config[nmyDevice])> rip vl

(config[ myDevi ce])> end
SCA>

Save the configuration to flash memory. If not saved, the configuration islost
during a power cycle or if the reload command is used.

SCA> write flash
SCA>

Supporting Other Secure Protocols

Along with SSL, Cisco Secure Content Accelerator devices can support other
secure protocols using TLS v1.0, SSL v2.0, and SSL v3.0. IMAPS, POP3S,
NNTPS, and LDAPS are some examples. The steps below show how to configure
the SSL appliance for setting up a secure server to process only POP3S (S-POP)
mail.
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Example: Configuring a Secure Mail Server
A

Note  The stepsin this example are abbreviated to show only relevant
changes from the standard SSL server setup.

1. Initiate a management session as described above. Attach the configuration
manager to the device (remote only) and enter Privileged and Configuration
modes. Enter a default router. Enter SSL Configuration mode.

2. Enter Server Configuration mode and create a server named mySecureMail.
Assign an | P address and netmask. Assign port 995 for monitoring for POP3S
(S-POP) connections and port 110 for sending clear text. Assign the
appropriate key, certificate, and security policy. Return to Privileged mode.
(config-ssl[nyDevice])> server nySecureMail create
(config-ssl-server[nmyServer])> sslport 995
(config-ssl-server[nmyServer])> renmoteport 110

(config-ssl-server[nyServer])> finished
SCA>

3. Savethe configuration to flash memory. If not saved, the configuration islost
during a power cycle or when the reload command is used.

SCA> write flash
SCA>

Supporting FIPS

Refer to Chapter 6, FIPS Operation, for instructions to use the Secure Content
Accelerator in FIPS-compliant operation mode.
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CHAPTER 5

Graphical User Interface Reference

This chapter describes how to use the Graphical User Interface (GUI) to configure
the Cisco Secure Content Accelerator. The GUI provides a convenient, Web
browser-based method of configuring the Secure Content Accelerator.

The GUI cannot be used to configure the Secure Content Accel erator
in FIPS Mode. See Chapter 6, Graphical User Interface Reference,
for further information.

This chapter contains the following sections:

Overview

Browser and System Support

Enabling Web Management

Restricting Access to Web Management
Starting the GUI

Web Management User Interface
General Configuration Examples

SSL Configuration Examples

Running the Secure Server Wizard
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Overview

While most configuration options are available with the GUI, you must be aware
of the following constraints:

« The Secure Content Accelerator must have an IP address assigned before
connecting with the GUI; use either serial configuration or the remote CLI to
set the appliance I P information.

« The GUI cannot be used to set the SSL appliance to single-port operation.

» Web management must be enabled. See the command web-mgmt in
Appendix C.

Browser and System Support

The GUI has the following requirements:

« Color recommendations—The minimum display resolution required is
SVGA (800x600 resolution). For best results, use XGA (1024x768
resolution).

« Browser Support—The GUI requires Microsoft® Internet Explorer version
5.x or later, or Netscape® Navigator 4.77 or 6.x or later.

Enabling Web Management

Web management is disabled by default. To view the state of Web management,
enter the show device CLI command. Web management status is shown in the
returned listing as follows:

Web Managenent: di sabl ed

Enter Privileged and Configuration modes and enable Web management using
these commands:

enabl e
configure
web- mgnt enabl e
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The default TCP service port is 80. If you change it with the web-mgmt port
command, you must use that port to connect with the device viathe Web browser.
Enter show device to check the state. The status should be listed similar to the
following:

Web Managenent: enabl ed on port 80

Restricting Access to Web Management

We recommend that you restrict Web management access to the Secure Content
Accelerator. Create one or more access lists using either the CLI (see “Example:
Restricting Access using an Access List” in Chapter 4) or the GUI (as described
later in this chapter.)

Starting the GUI

Follow these steps to use the GUI to manage the Secure Content Accelerator.
1. Launch the Web browser.

2. When configuring a device in dual-port mode from a computer viathe
“Server” port, enter the SSL appliance | P addressin the Address text box and
press Return or Enter. If an enable password has been defined on the device,
you are prompted for an user name and the enable password, as shown in
Figure 5-1. Use “admin” for the user name. If no enable password has been
configured, the GUI starts at the General content area.
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Figure 5-1 Password Request Dialog Box

Enter Network Password i 21|

."fp Please type pour user name and password.
e 10114112
Realm Cisco Administration Realm

User Name |edrnin

Password I --------

[~ Save this password in your password list

oK él Cancel

S
Note  Before configuring a device in two-port mode from the client side

(viathe“Network” port), you must first set up asecure server for this
purpose. See “Configuring for Client-Side Access”.

Configuring for Client-Side Access

Use the commands below as an example to set up a secure server named web on
the Secure Content Accelerator, allowing GUI configuration from the client side
(“Network” port).

nmyDevi ce> attach

myDevi ce> enabl e

myDevi ce# configure

(config[ myDevi ce])> ssl
(config-ssl[nmyDevice])> server web create
(config-ssl-server[web])> ip address 127.0.0.1
(config-ssl-server[web])> sslport 443
(config-ssl-server[web])> renoteport 80
(config-ssl-server[web])> no transparent
(config-ssl-server[web])> cert default-1024
(config-ssl-server[web])> key default-1024
(config-ssl-server[web])> secpolicy all
(config-ssl-server[web])> finished

myDevi ce#
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Web Management User Interface

Type https:// and the I P address of the device in the Address text box of the
browser, and press Enter. You receive a security alert dialog. Click Yesto
proceed. If prompted, indicate that you wish to accept the certificate for this
session only. You can proceed with configurations. You can also use the
Subsystem tab in the Access content area to configure port access. Click the

HTTPS Service Enable check box.

The GUI isdivided into two main parts: the area panel on the left and content tabs
on the right. Figure 5-2 shows an example of this interface. Take a few moments

to familiarize yourself with the screen layout.

Figure 5-2  Basic User Interface Example
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o rkemst

=I2l x|
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On the left is a panel with links to the seven main content areas.

« General: View general status, set device-specific information, view
performance statistics, and set device time and date parameters

» Access:. Set passwords, create and manage access lists, and specify subsystem
access

» Network: Manage Ethernet interfaces, view network statistics, view ARP
information, view and add to the routing table, view interface statistics and
errors, view | P statistics, set DNS information

- Log: Set syslog message hosts and clear and view the device message log

- Tools: Reboot the device, manage running and startup configurations, update
firmware, run diagnostic commands, and open a telnet connection with the
device

» SSL: View SSL status and statistics and configure SSL (secure) servers,
private keys, certificates, certificate chains, and security policies

« SNMP: View and configure SNMP traps and parameters

General Configuration Examples

The following examples demonstrate how to use the GUI to configure general
Secure Content Accelerator settings.

A

Note  To savetime, make all the changes you wish, then click Save to
Flash to write the configuration to the device flash memory.

Example: Setting the Device Name (Hostname)

Follow these steps to change the hostname of the device to myDevice.

1. Click General to activate the General content tabs.

2. Click the Settings tab. The Settings page opens, as shown in Figure 5-3
3. Type“myDevice” in the Device Name text box.
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Figure 5-3 Changing Hostname Configuration Example

"3 Cisco Administration for marysZ - Microsolt Internet Explorer =10] x|
|| Fle Edt View Foavorkes Tooks Heb -
| ook - = - @ [A) 4| Qsesrch [alFovortss Prisory | 5Y- O WD -
_'Ad\*m|ﬂhttu:um.1.14.|12§

=] @co [k |

GENERAL

Settings

Device Name

Metwork | [myDevice

IEZ |
W

4. Click Update.

Example: Resetting the IP Address

1. Click Network to activate the Network tabs.

2. Type the new IP address information including the appropriate netmask and
default router in the Internet Address, Netmask, and Gateway text boxes,
respectively, on the Settings tab. The Settings page opens, as shown in
Figure 5-4.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Figure 5-4 Resetting IP Information Configuration Example

3 Cisco Administration for unnamed - Microsolt Internet Explorer =10 x|
| Fle Edt WVew Fovorkes Took Heb -
| Back - = - D[N N | Qsewch [alFavockes Frisory |1 O W |
Addvess [@] hetpefji0.1.14.112] =] @ ||tnks |
NETWORK
Ciseo Svsreus
.
Settings
Access | Device Sathne
IP Address:[10.1.14112
Netmask: |255.265.255.0
Gateway: [10.1.14.1
El Update
(oo ] el

3. Click Update. The Status areatells you that the connection switches to the
new address in 20 seconds.

Note  In certain situations, such as when changing to a different subnet,
redirection might not occur. If the connection is not redirected,
manually connect to the device. If you still are unableto connect, use
the serial configuration manager to check the device configuration
and try again.

Example: Configuring an Ethernet Interface

Click Network to activate the Network tabs.

Use the list box in the Network Interface or Server Interface panel of the
Settings tab to change the Ethernet interface settings. The Settings page is
shown in Figure 5-5.

poe
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Figure 5-5 Ethernet Interface Configuration Example

] Cisco Administration for unnamed - Microsolt Internet Explorer =181 x|
|| Fe Bt View Foveries Tocs Heb [ & |
| - > @ () O] Qoo o oy | |
| address [@] http:ff10.1.14.112] =] @oo ||k |

NETWORK
Cisco Svsrius

Settings

Settings

1

Access

Device S

IP Address:[10.1.14112

Metmask: |255.255.255.0

]

Gateway: [10.1.14.1
——
Hard Addr,
[ ss | 00:60:5:06:07:3¢
Network Interf:
o - Status: Mot Connected
Type: TX

Actual: Half-Duplex 10 (Auto)
Negotated: | Auto 'I

Auto
Full-Duplex 100
0

Server Interface

w

Click Update.

Example: Enabling RIP

=

Click Network to activate the Network tabs.

o

Click the Settings tab. The Settings page opens, as shown in Figure 5-6.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Figure 5-6  RIP Configuration Example

2l Cisco Administration for unnamed - Microsolt Internet Explorer

B

|| Fle Bt Vew Fovoes Took Heb
|| ok - = - D [ | Qsearch [fravarkes Fristory | Y- S W -
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Gateway. [10.1.14.1

Cisco Srsrius

L (et

Hardware Address
00:60£5:06:07 3¢
Network Interface
Status: Mot Connected
Network et
Actual Half-Duplex 10 (Auta)
Negotiated: ’m__g
Ll Update
e
Server Interface
Status: Connected
Type: TX
Actual: Halt-Duplex 100 (Auto)

Negotiated: | Auto -]

vl Enable:
v2 Enable: ™

STATUS: Ready.

3] [ ierat
3. Scroll to the bottom of the page, if necessary, to see the Rip panel.

4. Select the Enabled check box.

5. Click Update.

Example: Adding a Route to the Routing Table

1. Click Network to activate the Network tabs.
2. Click the Route tab. The Route page opens, as shown in Figure 5-7.
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Figure 5-7 Routing Table Configuration Example

"3 Cisco Administration for marysZ - Microsolt Internet Explorer =10] x|
Fle Edt View Favorkes Took Heb _
| dBack - = - @[] | Dsearch [afFavortes FHistory ,—_.\-_.t_llv |
| Address |&] htp:110,1.14.112f = e _ilnks”;
NETWORK
Settings | Status | Arp | Route § Interface | 1P |
Route
Destination Mask Gateway Metric  Flags Type
default 0.0.0.0 10.1.14.1 1 UG static |
10.1.14.0 255.255:255.0 10.1.14.112 0 u local
127.0.0.0 255.0.0.0 127.0.0.1 1 uG static
127.0.0.1 255255 255255 127001 0
Tools [} Add Route
=]

3. Scroll to the bottom of the page, if necessary, to see the Add Route button.
4. Click Add Route. The Add Route window opens as shown in Figure 5-8.

Figure 5-8 Adding a Route Example

'§ Cisco Add Route - Microsoft Internet Explorer o =i |

NETWORK
Add Route

Route Information

Destination: [10.20.0.10
Netmask: [255.255.255.0

Gateway: |10.20.0.1
Metric: |3
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5. Type the addressing and gateway information in the appropriate text boxes.
Type the number of hops into the Metric text box.

6. Click OK to add the route or Cancel to close the window without adding the
route information.

Example: Working with Syslogs

1. Click Log to activate the Log tabs. The Settings page open automatically, as
shown in Figure 5-9.

Figure 5-9 Syslog Configuration Example

A Cisco Administration for unnamed - Microsolt Tnternet Explorer =101 x|
Fle Edt View Favorkes Tock Help _

| wosck - = - @ [B) 4| Qseach [SiFavortes (Frostory | B 5 W

Address |@] hitp:/10.1.14.112f x| @0 ||uns ¥

Cisco Svsreus
Settings § View Log

Settings

Access s LogF g

LglLfioiidizd
LoglP2[oon0
2 LoglP3foon0
LoglP 40000

[ Update
]

Metwork

ools

=

S

o

Enter the I P addresses of the syslog hostsin the System L og For war ding text
boxes on the Settings tab.

Click Update.
Use the View L og tab to display the syslog and clear the syslogs.

w
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Example: Restricting Access using an Access List

This example demonstrates how to set up an access list to permit management
access to the Secure Content Accelerator.

1. Click Access to activate the Access tabs.

2. Click theAccessControl Liststab. The Access Control Lists page opens, as
shown in Figure 5-10.

Figure 5-10 Access List Configuration Example

] Cisco Administration for unnamed - Microsolt Internet Explorer =181 x|

|| Fe Bt View Foveries Tocs Heb [ & |
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ACCESS
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Cisco Srsrius
General

E—T Access Control Lists

Access Control List Contents
List Id IP Address Mask
vy Mo Entnes

3. Click Add Access Entry. The Add Access Control List window opens, as
shown in Figure 5-11.
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Figure 5-11 Add Access List Entry Example

3 Cisco Add Acl - Microsoft Internet Explorer

ACCESS

Add Access Control List

Access Control List Information

Access Control List Id: |1

Permission: I Permit = |

IP Address: [10.1.14110
Mask: [0.0.0.255

ok n| cancel |

4. Enter the appropriate information for the list entry. (See the access-list
command in Appendix C for more information.)

5. Click OK to create the access list entry and close the window.

6. Click the Subsystem tab. The Subsystem page opens, as shown in
Figure 5-12.
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Figure 5-12 Subsystem Access Configuration Example

2 Cisco Administration for unnamed - Microsolt Internet Explorer =10 x|
ﬁ@ Edt View Favortes Took Help -
-5 @ 3 Bseror Gireens G | S |
| Address [2] hetpiffio.1.14.112/ =] o6 [ ”)

Ciseo Svsreus

ACCESS

Tools

Subsystem
Access Web Manag
HTTP Service - Enabled HITPS Service
Port[80 Enable: ™
Lo Access Control List Id: [1] Port [443

iy

7. Typethe number of the accesslist just created in the Access Control List Id
text box of the Web M anagement panel. (You can also change the TCP port
on thistab.)

8. Click Update.
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Example: Reloading (Rebooting) the Appliance

1. Click Toolsto activate the Tools tabs. The Restart page opens automatically,
as shown in Figure 5-13.

Figure 5-13 Device Reloading Example

2l Cisco Administration for marys2 - Microsoft Internet Explorer [ =] 5]
|| Fle Edt View Fovorkes Toos Heb -
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Restart
Access
Reboot Device

Network
= Warning !!! Any unsaved device settings will be lost.

i [l Reboot |

S

o]

Tools

o

If you have made changesto the device configuration but have not saved them
to flash memory, click Save to Flash in the Status area, as shown in
Figure 5-14.

A

Caution  The appliance restarts using the configuration stored in flash
memory. Any changes you have made but have not saved are lost.

Figure 5-14 Save Changes Button

STATUS: Ready. The running configuration has been modified. | £l Save to Flash

e

Click Reboot on the Restart page. The appliance reboots using the
configuration stored in flash memory.
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Example: Setting an Enable Password

The Enable password is requested prior to connecting to the device.

1. Click Accessto activate the Access tabs. The Passwor d page opens
automatically, as shown in Figure 5-15.

Figure 5-15 Change Password Example

A Cisco Administration for unnamed - Microsolt Tnternet Explorer =181 x|
|| Fle EGt View Fovorkes Toos Hep [ = |
| ek - = - D [ N | Qsearch [aiFavockes (Prisory | 5N O W |
| address [2] hutpeffio.1.04.112) =] @0 ||us 7|

ACCESS
Cisco Svsreus

Password

Access | N e Adinistration Password (Ensble P
Enable: &
Hew Password:

7, Confirm Password: [<sss{
]

Network

Tools

dalddld

If an Enable password has already been assigned, typeit inthe Old Password
text box.

Type the password to use in the New Passwor d text box, and retypeit in the
Confirm New Passwor d text box.

Click Update to set the password.

no

w

&~

S

Note  To remove an existing Enable password entirely, clear the Enable
checkbox, type the existing password in the Old Password text box.
Click Update.
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Example: Configuring SNMP

1. Click SNMP to activate the SNMP tabs. The Settings page opens
automatically, as shown in Figure 5-16.

Figure 5-16 SNMP Configuration Example
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2. Typethedefault community, contact information, and location informationin
appropriate text boxes. Click Update after changing the value in each field
and selecting the Enabled check box.

3. Click the Trapstab. The Traps page opens, as shown in Figure 5-17.
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Figure 5-17 SNMP Trap Example
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4. Click Add Trap Host to specify a host to which to send trapping messages.
The Add Trap Host window opens, as shown in Figure 5-18.

[ 78-13124-04
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Figure 5-18 Add SNMP Trap Host Example

'a Cisco Add Trap Host - Microsoft Internet Explorer

Add Trap Host

Trap Host Information

IP Address: [101.14.118
SNMP Version: |v1 vl
Community: [ITS_Office|

OK

5. Typethe host | P address into the | P Address text box. If you wish the trap
messages to be sent to a community other than the default community, enter
the community name in the Community text box. Select the desired version
of SNMP from the SNM P Version list box.

6. Click OK to add the trap host.

7. Set the desired traps by selecting the Enable option buttons and typing
appropriate values in the Threshold/Hysteresis Low and Hysteresis High
text boxes. If you wish to use only one trap point, enter a value only in the
Threshold/Hysteresis L ow text box.

a

Note  Additional information is presented in the online Help for
this tab. Click Help in the top right corner of the window.

8. Click Update to set the configuration.
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SSL Configuration Examples

The following examples demonstrate how to set up SSL configurations for the
Secure Content Accelerator. If necessary, refer to Chapter 3 to see how the Secure
Content Accelerator works with SSL protocol information.

Example: Setting up a Secure Server

In this example, the default SSL port (443) and remote port 81 are used. The
user-specified key name is myKey, the certificate name is myCert, and the secure
server name is myServer. The pre-loaded strong security policy is used.

Thefirst stepisto load akey to assign to the secure server. In this example, akey
isimported into the GUI.

1. Click SSL to activate the SSL tabs.

2. Click the Private Keys tab. The Private Keys page opens, as shown in
Figure 5-19.

Figure 5-19 Private Keys Tab
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3. Click Add Private Key. The Add Private Key window opens, as shown in
Figure 5-20.

Figure 5-20 Add Private Key Example

'a Add Private Key - Microsoft Internet Explorer

Add Private Key

Private Key Name: |

Private Key Password: |
Paste Private Key Below:

|&7 http://10.1.14.112/ssKeyFileAdd, html 1 | Internet 7

4. Click From File. The From File page opens, ashown in Figure 5-21. (In this
example, the key isimported from afile. Alternatively, you can copy the key
from the key file, and paste it into the Paste Private Key Here text box on
the Paste tab. For an example of key generation, see “ Example: Generating
an RSA Private Key”.)
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Figure 5-21 Importing a Private Key File Example

'a Add Private Key - Microsoft Internet Explorer o

From File

Add Private Key

Private Key Name: ]myKey
Private Key File Encodingg ¢ PEM ¢ DER ¢ NET-IIS
Private Key Password: |
Private Key File: [a‘\key.pem

OK

5. Type the key name, myKey, in the Private Key Name text box. Select the
appropriate Private Key File Encoding option button. Type the password for
the key in the Private Key Password text box. Enter the key file name and
path or click the Browse button to find and select the file.

6. Click OK to load the key into the Secure Content Accelerator.

Next, load a certificate to assign to the secure server. In this example, a
certificate is imported into the GUI.

7. Click the Certificates tab. The Certificates page opens, as shown in
Figure 5-22.
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Figure 5-22 Certificates Tab
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8. Click Add Certificate. The Add Certificate window opens, as shown in

Figure 5-23.

Figure 5-23 Add Certificate Example

2} Add Certificate - Microsoft Internet Explorer

Add Certificate

Certificate Mame: |
Paste Certificate Here:

|&7 http:/f10,1.14.112/sslCertFileadd,html " [ |4 Internet 4
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Click From File. The From File page opens, asshownin Figure 5-24. (Inthis
example, the certificate isimported from afile. Alternatively, you can copy
the certificate from the file, and paste it into the Paste Certificate Here text
box on the Paste tab. For an example demonstrating certificate generation,
see“ Example: Generating a Self-Signed Certificate” below.)

Figure 5-24 Importing a Certificate Example

/] Add Certificate - Microsoft Internet Explorer

10.

11.

From File Generate CSR / Self-signed Certificate

Add Certificate

Certificate Mame: [myCert
Certificate File Encoding: & PEM " DER
Certificate File: |a:\certpem|

OK | Cancel

Type the certificate name, myCert, in the Certificate Name text box. Select
the appropriate Certificate File Encoding option button. Enter the certificate
fie name and path or click the Browse button to find and select the file.

Click OK to load the certificate into the Secure Content Accelerator.

Several security policies are pre-loaded into the Secure Content Accelerator.
You can use any of these or create your own policy when configuring aserver.
This examples demonstrates how to create a user-defined security policy.
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12. Click the Security Policies tab. The Security Policies page opens, as shown
in Figure 5-25.

Figure 5-25 Security Policies Tab
| 2 Cisco Administration for unnamed - Microsolt Internet Explorer

Fle EGt View Favortes Took Heb -
: Search  [&jFavorites i History 2

Security Policies

Security Policies | & jad Security Policy

ID Name Policies
ARCAMDS, ARC4-SHA, EXP-ARCAMDS, EXF-ARCA-SHA,

1 default EXP1024 ARCAMDS, EXP1024 ARCZ-CBC-MDS, EXP1024- ARCASHA,
NULL-MDS, NULL-SHA
EXP-ARCAMDS, EXP-ARCA-SHA, EXP-ARCI-MDS,

EXP1024 ARCAMDS, EXF1024 ARCI.CBC-MDS,
EXP1024-DES.CEC-SHA, EXP1024- ARCA-SHA, NULL-MDS5, NULL-ZHA,
EXP-DES-CBC-SHA

3 DES-CBC.MDJ, DES-CBC-SHA, DES-CBC3-MDJ, DES-CBC3-SHA,
strong ARCAMDS, ARCASHA

2 weak

DES-CBC-MDS, DES-CBC-SHA, DES-CBC3-MDS, DES-CBC3-SHA,

SL ARCAMDS, ARC4-5HA, EXP-ARCAMDS, EXP-ARCA-SHA,

4 all EXP-ARC2-MDS, EXP1024-ARC4MDS, EXP1024- ARCZ-CEC-MDS,
EXFP1024-DES-CBC-SHA, EXP1024- ARC4-SHA, NULL-MDS, NULL-SHA,
EXP-DES-CBC-SHA

DES-CBC-SHA, DES-CEC3-MDS5, DES-CEC3-SHA, ARCAMDS,

3 noexportSS ,pegsya P ARCAMDS, EXP-ARCI-MDS, EXP-DES-CEC.SHA
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13. Click Add Security Policy. The Add Security Policy window opens, as
shown in Figure 5-26.

Figure 5-26 Add Security Policy Example

Add Security Policy

Security Policy Name: [mySecPolicy
Security Policy Algorithms: [DES-CBC-MD5

14. Type the desired name in the Security Policy Name text box. Select the
policiestoincludein the new security policy by clickingand CTRL +clicking
the entries in the Security Policy Algorithms list box.

15. Click OK to create the policy.
Now, set up the secure server.
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16. Click the Secure Serverstab. The Secure Servers page opens, as shown in
Figure 5-27.

Figure 5-27 Secure Servers Tab

2 Cisco Administration for unnamed - Microsolt Internet Explorer =10 x|
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Ciseo Svsreus

Secure Servers | [ Add Secure Server | | Secure Server Wizard |

Configuration

Server Type: Hormal Status: Enabled

LP. Address: 10114119 Private Key:  defaull

SSLPon: 4 Cettificate:  default ]WE&:I
Clear-Text Port: 20 Secunty Policy: strong

Transparent Mode: on Certificate Chain: H/A

17. Click Add Secure Server. The Add Secure Server window opens, as shown
in Figure 5-28.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Figure 5-28 Add Secure Server Information Example

/3 Secure Server - Microsoft Internet Explorer

Add Secure Server

Secure Server Type

# Iormal Server - Accepts SSL connections (listens) on the "SSL Port” and retransmits data to and from
the clear text port.

" Backend Server - Accepts clear-text connections on the "Clear-Text Port” and retransmits data to and
from the SSL port.

" Reverse-Proxy Server - Accepts clear-text HTTP connections on the device IP Address and
retransmits to the HTTE defined destination URL from the device IP address and SSL Port.

Secure Server Information (* d a required field)
Enable Secure Server: ¥
Secure Server Name: [secure_Server| *
IP Address: [10.1.14.119 B
Clear-Text Port: [60 *
SSL Port: [443 -

Log Server: [10.1.14114
Transparent Mode:
Redirect ™
Ephemeral RSA: ™

Server Certificate and Security Policy (* denotes a required field)
Certificate! | default ~|*

18. Choose the type of secure server to create by clicking the appropriate option
button. (This example configures a Normal Server.) Type the server name,
myServer, in the Secure Server Name text box. Type the IP address of the
server to which to send decrypted SSL traffic in the | P Address text box.
Change the Clear-Text Port to “81".

19. Scroll to the Server Certificate and Security Policy panel. Select myCert
from the Certificate list box. Select myKey from the Private Key list box.
Select strong from the Security Policy list box. These options are shown in
Figure 5-29.
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Figure 5-29 Server Certificate and Security Policy Example

Server Certificate and Security Policy (* denotes a required field)
Certificate: | myCert K

Private Eey: |myKey "l *
Security Policy: |strung 'l *

Certificate Group - Server Chain: I—Nal Used- v|

20. Select the desired options in the Client Certificate Authentication panel,
shown in Figure 5-30.

Figure 5-30 Add Secure Server Information Example

Client Certificate Authentication (optional)
Client Authentication: " Of ¢ On
Certificate Group - Client Trust: Im
Verification Depth: [EB
Error Handling
Certificate Not Provided: | Fail | a1

Certificate Not Yet Valid: | Fail > l All
Certificate Has Expired: I Fail - l All
Certificate Revoked: [Fail =] an

Certificate Has Invalid CA: | Fail | an

Certificate Has Signature Failure: | Fail 'l All
Other Errors: I Fail 'l All

21. Set up Secure URL Rewrite for the server, if desired. Enter the domain name
(including wildcard, if appropriate) inthe URL Clear-Text Port text box. Edit
the port definitions, if necessary. Click Add, as shown in Figure 5-31, to define
the URL rewrite rule.

[ 78-13124-04
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Figure 5-31 Add URL Rewrite Rule Example

URL Rewrite (optional)

URL Rewnte List: Delste |

Add New URL Rewerite Rule:
Rewrite "HTTP 3xc" Header Only: [ '
‘ URL:Clear-TexLPo:t:SSLPoﬂ:I*mybusinesslcum -_ISIJ :|443 Adﬁ

h:]

Usethe Rewrite“HTTP 3xx” Header Only check box to indicate only
30x-series redirects referencing http:// rather than all instances of http://
(such as those appearing intentionally in the application data) be rewritten.

N

Note  For more information, see the “Example: Configuring
Secure URL Rewrite” section on page 4-17

22. Click OK to create the secure server on the Secure Content Accelerator.

The same procedures are used to create and edit backend servers and
reverse-proxy servers. Options presented in the window change, depending upon
the type of server being configured.

Example: Creating and Using Certificate Groups

This example demonstrates how to select certificates already |oaded in the Secure
Content Accelerator to create a certificate group. Alternatively, a PK CS#7
certificate group can be imported directly. See “ Example: Importing a PK CS#7
Certificate Group”, below, for a demonstration.

1. Click SSL to activate the SSL tabs.

2. Click the Certificate Groups tab. The Certificate Groups page is shown in
Figure 5-32.
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Figure 5-32 Certificate Groups Tab

3 Cisco Administration for marysZ - Microsolt Internet Explorer =10 =|
| Fle E® Vew Fovortes Took Heb -
Y [ Qysench Girevortes ietory [+ G W1 -

ool
T Groups [ Add Cmﬁc Group

I Name  Member Cortificates
DST__ Baltimore EZ_ CA, Microsoft_A icode_tm_ Root,

Microsoft, Roat_Aulfiority, Microsofl_ T \ Foof,
Thawte_Personal Basic_CA, Thawte_Personal Freemal CA,
Thawte_Personal Premium_CA, Thawte Premium Server CA,
Thawte_Server_Ch, Thawte_Timestamping CA,
VuniS:gn Cluss 1_Prmary CA_ 11..,

1 defaultCA gaeﬁm Class_|_Public l‘amuy [#Eda | | [XDelete
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3

Click Add Certificate Group. The Add Certificate Group window opens,
as shown in Figure 5-33.

Figure 5-33 Add Certificate Group Example

7} Add Certificate Group - Microsoft Internet Explorer = s 3|

6.

From Existing Certificates

Add Certificate Group

Certificate Group MName: ]myCertGrnup

Member Certificates: |default
defaults12
default-1024
DST__Baltimore_EZ__CA
Entrustnet_Secure_Server_CA
Microsoft_Root_Authority
Thawte_Premium_Server_CA
Thawte_Server_CA =

Hold the <CTRL> key to select multiple certificates.

Cancel |

Type the name for the group in the Certificate Group Name text box.

Click and CTRL +click the certificateslisted in the Member Certificateslist
box to add to the certificate group. You can also click and SHI FT +click either
end of a contiguous group of certificates to select all certificatesin it.

Click OK to add the certificate group to the device.

Follow the steps below to assign the certificate group to a secure server.

1.
2.
3.

Click SSL to activate the SSL tabs.
Click the Secure Server s tab.

Either click Edit next to an existing secure server, or click Add Secure
Server to create a new server. The appropriate secure server window opens.

Locate the Server Certificate and Security Policy panel.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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5. Select “myCertGroup” from the Certificate Group - Server Chain list box.
These options are shown in Figure 5-34.

Figure 5-34 Assign Certificate Group Example

Server Certificate and Security Policy (* denotes a required field)

Certificate: | default-1024 x| *
Private Eey: |de[ault—1 024 '| *
Security Policy: |s1rong vl *
Certificate Group - Server Chain: |-MNotUsed— =
—Not Used—
SSL Session Cache (optional) defaullCA

R
Session Cache Enable:

6. Click OK to add the new configuration.

A

Note  If you are creating a new secure server, you must complete
configuring the server as presented previously in this chapter.

Example: Supporting Other Secure Protocols

The Secure Content Accelerator can be used for protocols other than pure SSL
applications. In this example, a secure server is set up to process only POP3S
(S-POP) mail.

1. Click the Secure Serverstab.
2. Click Add Secure Server. The Add Secure Server window opens.

3. Type the server name, mySecureMail, in the Secure Server Name text box.
Typethe | P address of the server to which to send decrypted SSL traffic. Type
“110" in the Remote Port text box. Type “995” in the SSL Port text box.
Select strong from the Security Policy list box. Select default-1024 from the
Certificate list box. Select default-1024 from the Private Key list box.
These options are shown in Figure 5-35.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Figure 5-35 Configuring for Other Protocols Example

2} Secure Server - Microsoft Internet Explorer

data to and from the SSL port.
" Reverse-Proxy Server - Accepts clear-text HTTP connections on the device IP Address
and retransmits to the HTTP defined destination URL from the dewice IP address and SSL Port.

Secure Server Information (* denotes a required field)
Enable Secure Server: ¥

Secure Server Name: [mySecureMail *
IP Address:{10.1.14.118 *
Clear-Text Port: [110 *

SSL Port: {995 *

Log Server: [10.1.14.113
Transparent Mode:
Redirect: [~
Ephemeral RSA:

Server Certificate and Security Policy (* denotes a required field)
Certificate: | default-1024 =

Private Key: ] default-1024 v| *
Security Policy: | strong 'i =

Certificate Group - Server Chain: 1-No1 Used- *l

SSL Session Cache (optional)
Session Cache Enable: ¥

Session Cache Size: [1024 sessions.

Session Cache Timeout: {300 seconds

4. Click OK to create the secure server in the Secure Content Accelerator.

Example: Generating an RSA Private Key

This example demonstrates how to generate an RSA private key named
myOwnKey.

1. Click SSL to activate the SSL tabs.

2. Click Add Private Key. The Add Private Key window opens.

3. Click the Generatetab. The Generate an RSA Private Key window opens,
as shown in Figure 5-36.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Figure 5-36 Generating a Private Key
‘Paste |j FromFile | Generate
Generate an RSA private Key
Private Key Name: ImyOwnKey
Private Key Leng!h:|512bils v|
Extra Random Number Generator Seed Data: |
Display Encrypted Key for Backup: | Display key using Des Encryption x|
Pass Phrase for One-time Display: [
Verify Pass Phrase: [*{
OK

4. Type“myOwnKey” in the Private Key Name text box.

5. Select 512 bits from the Private Key Length list box. Thisvalueis
proportionate to the strength of the key.

6. If you want to specify any additional seed data for the random number
generator, type it into the Extra Random Number Generator Seed Data
text box.

7. Choose an option in the Display Encrypted Key for Backup list box.

- DoNot Display Key: The private key is never displayed. You cannot save
the key to afile for backup purposes.

- Display key using Des Encryption: The private key is displayed using
DES encryption and can be saved to afile.

- Display key using Des3 Encryption: The private key is displayed using
3DES encryption and can be saved to afile.

8. Click OK. Depending upon the selection made from the Display Encrypted
Key for Backup list box, one of two windows opens:

- If Do Not Display Key was selected, the key is generated and a window
opens, reminding you that the key cannot be displayed or exported. This
is shown in Figure 5-37. Click Close.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Figure 5-37 Key Not Displayed Example

) Add Private Key - Microsoft Internet Explorer =101 x|

Generate RSA Private Key

RSA private key successfully generated.

Key WName: myOwnKey
Key Length: 512

You have chosen not to display an encrypted version of the private key.
This private key will never be displayed or exported.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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If either Display key using Des Encryption or Display key using Des3
Encryption were selected, the key is generated and a window opens,
displaying the encrypted key. Thisis shown in Figure 5-38. Click

SSL Configuration Examples

Download Encrypted Private Key to make a backup copy of the key, if

desired. Click Close.

Figure 5-38 Key Displayed Example

'3 Add Private Key - Microsoft Internet Explorer - |"]5|

Generate RSA Private Key

RSA private key successfully generated.

‘Warning! Thus 15 the only time this private key will be displayed. If you wish to make a backup
copy of the key for off-device storage, you will only be able to do 5o now.

Eey Name: myOwnKey

Key Length: 512

Encrypted Private Key using des Encryption Algonthm:

————— BEGIN RSL PRIVATE KEY----- =

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-CBC,08BCOB287CB20D34

YEAPtEhZINOojWEL4u2 GAOLNHOUWGL3N1peTFViegRICEHNE+EKREr UzWaZDhzZcg3+
T+vFATzb9R+2j43vEQa/FnrgxPuftGeynTwarRbh I0HvVE/ ks lbS+xGnY2 Gqk/eoig
HodJkRygdCogLLoP1RaJ lms I9gAlAisxal YggEOr y9GPmg4 Zh8 lrevgx 290/ 2kke
TxDiRvEIB/9hPUKndCcN+a3 PERGUCSr yB4bNF 04 IVKHSCTHUW/ duzbQg3 lutXnlUeG
0zL30GTHvaajeZpGUl+0cHhvIz jR45LUemL2cz51£DvBjwt0r 1S04+059EKWVGgEVE
6t9g1008dOKWiRQENLYSTInvELiL 1A/ VeyFo8c090x PHEUNGIrZPEANt 4y TISnQXG
phdfU0z/06DoUSCT110NNY I 9CEvUE IVHuBSqsl/ gQng=

Download Encrypted Private Key [ Close |

[ 78-13124-04
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Example: Generating a Self-Signed Certificate

This example demonstrates how to generate a certificate signing request (CSR)
and a self-signed certificate.

1. Click SSL to activate the SSL tabs.

2. Click the Certificates tab.

3. Click Add Certificate. The Add Certificate window opens.
4

Click the Generate CSR/Self-signed Certificate tab. The Generate
CSR/Self-signed Certificate page opens, as shown in Figure 5-39.

Figure 5-39 Generate CSR Example
e

SSL © HELP

Add Certificate

Paste |J FromFile ] Generate CSR / Self-signed Certificate
Generate a Certificate Signing Request (CSR) / Self-signed Certificate

Private Eey Association: ImyOwnKey v|

Domain Name (CI): Emmmycorp-com Example: waw. example.com
Country (C): [US Example: US
State (ST): |Any State Example: California
Locality (L): |Any Town Example: San Jose
Organization Marme (O): [My Corp Example: Example Corg
Organizational Unit (OU): |IT Example: IT Department

Email Address (Email): Emymail@mycnrp.com Example: admin@example com
CSR Message Digest: |MDS ‘I
CSR Header: I—BEGIN CERTIFICATE REQUEST— j
Note: Some older Cetifying Authorities (CAs) require "NEW™ in the CSR header,

E OK ! Cancel

5. Select the key to associate with the certificate from the Private Key
Association list box.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Enter the desired domain name, country, state, locality, organization name,
organization unit, and e-mail address in the appropriate text boxes.

Select the appropriate message digest format for the signing request from the
CSR Message Digest list box.

Select the appropriate header from the CSR Header list box.

Click OK. The certificate is created and the Gener ate Certificate Signing
Request (CSR) opens, as shown in Figure 5-40.

Figure 5-40 Generate Self-Signed Certificate
e

Generate Certificate Signing Request (CSR)

Certificate Signing Request (CSR) successfully generated.

Important: To complete the process of gethng a digital certificate, copy or download the CSE. below for
signing by a Certifying Authonty (CA) such as Vensign or Thawte.

You may also generate a self-signed digital certificate that can be used immdediately for testing while you are
watting for a CA to sign this CSR. Click the "Self-sign this CSR" button below.

Prvate Key Association myOwnKey — Domain (CI):www.mycorp.com
Country (C):US Org Name (O):My Corp
State (ST): Any State  Org. Unit (OU):IT
Locality (L): Any Town Email mymail@mycorp.com

HIIBSTCEBOAIBADCEI JEXMBUGALUEAXNOAIAILMISYZOyeCSib20xCaAJBgNVEAYT
ALVTHRIVEAYDVQQIEw1EBbnkgUSRhdGUXETAPEBgNVEACTCEFueSBUb3dulMRAVDgYD
VOQKEwdNeSEDh3JwNQeswCQYDVQQLEWIJJVDEgHBAGCSgGS Ib3DQEJARYRL X1 YU ls
Q0G15Y29ycCSib20wXDANBykghkiGOwWOBAQEF AANLADEIAKEA/ Ade TShsuP/ go XMW
smwiifoczupihnkSeVibLez6eWgleTPIZ pmeyuVIJ+084F8kg9bh TeSndVpMPEdShC
elZuWQIDAQABEOAAWDOYIRKoZIhveNAQEEBQADQOEsv3IulyshduTE83cCQroUsKEplF+
MPWLFLEMIQTv6ucKzVI/b4H1PhUocFgQmbVepPDNi/ 1IK70dNEmpPhVgl1X3Se
END CERTIFICATE REQUEST:

Download CSR File Self-sign this CSR

[ 78-13124-04
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10. Click Download CSR Fileto savethefileto thelocal file system for transfer
to the Certificate Authority.

)

Note If you know the preferred file name convention of the
CA, name the file appropriately now. Otherwise, accept
the default naming convention and rename the file later
if necessary.

11. Click Self-sign this CSR to generate a self-signed digital certificate to be
used for testing while you wait for the certificate to be signed. The Gener ate
Self-signed Certificate window opens, as shown in Figure 5-41.

Figure 5-41 Self-Signed Certificate Example
10X

Generate Self-signed Certificate

Generate Self-signed Certificate

To generate a self-signed digital certificate, enter a name for this certificate, the certificate start date and the
number of days the certificate shall remain valid.

Private Eey Association myOwnKey — Domain (CI):www.mycorp.com
Country (C). US Org, Mame (O): My Corp
State (ST): Any State Org, Unit (OU).IT
Locality (L): Any Town Email mymail@mycorp.com

Certificate Nare: |myCorpCer|
Start Date: |October =] |9 x| |2001 =|
Days Valid: [365

Generate Self-signed Cerificate),

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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12. Typethe name for the certificate in the Certificate Name text box. Select the
appropriate date to begin validity of the certificate from the Start Date list
boxes. Change the number of days the certificate is valid in the Days Valid
text box, if desired. Click Generate Self-signed Certificate. The certificate
is generated, and awindow opens, allowing the certificate to be downloaded.
The Gener ate Self-signed Certificate window is shown in Figure 5-42.
Click Close.

Figure 5-42 Successfully Generated Self-Signed Certificate
ek

Generate Self-signed Certificate

Self-signed Certificate successfully generated.
Certificate MName: myCorpCert

Private Eey Association: myOwnKey Domain (CI): www.mycorp.com

Country (C): US Org. Mame (O): My Corp
State (ST): Any State Org, Unit (OU): IT
Locality (L) Any Town Email: mymail@mycorp.com
Start Date: 10/09/2001 Days Valid: 365
————— BEGIN CERTIFICATE---—- =

HIICDTCCAbegAwIBAgIBADANEgkqhkiGOWOBAQQOFADCE ) JEXHBUGAIUE AxNOASA3
LmlS5Y29yeCSib20xCz AJBgNVEBAYTALVTHRIVEAYDVQQIEY 1 BbnkgU3RhdGUXETAP
BgNVBACTCEFueSBUb3 dulRAVDgYDVOQKEwdNeSEDL 3 JuMQswCOYDVOQLEwWIJJVDEY
HB4GCSgGS Ib3DQEJARYRLX1t YW 1sQG15Y29ycCS jbZ OwHheNMDEXHD ASHD YwlD Aw
WheNMDIxNDASHDYWHDAWWICE] JEXNEBUGAIUEAXNOA3d3Lm1SY29ycCS b2 0xCzad
BgNVBAYTAIVTHRIVEAYDVQQIEw1EbnkgU3 RhdGUxETAPEQNVEACTCEFueSEULIdu
NRAwDgYDVOOKEwdNeSBDb3 JuMQswCQYDVOOLEwJJVDEgNE4GCSgGS Ih3DQEJARYR
bX1tYW1lsQG1l5Y29ycC5jb2 0wXDANBgkghkiGOwOBAQEF AANLADBIAKEL/ Adt TShs
uP/goXMisnmwiifczup3hnKS5eVibLez6eWgl6TPIZ pmeyuVIJ+084F8kgSbTe8ndV
pHPESAShCe IZuWQIDAQABMADGCSGS Ib3DOEBBAUAAOE ANEr UXC AqewNDEHS knmXr
LOSJIE+LtSWyQryDBELfirvpSItXRETHIESCASnUVSGSKEnL jvgkw2 TOMAVS/ ZviKU
Dg==

Download Certificate | Close |

[ 78-13124-04
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Example: Importing a PKCS#7 Certificate Group

This example demonstrates how to import a PK CS#7 certificate group into the
Secure Content Accelerator.

Click SSL to activate the SSL tabs.
Click the Certificate Groups tab.
Click Add Certificate Group. The Add Certificate Group window opens.

Click the From PKCS7 File tab. The Import PKCS7 File page opens, as
shown in Figure 5-43.

M w0 oo

Figure 5-43 Import PKCS#7 Certificate Group Example
ioix]

From PKCS7 File

Import PKCS7 Certificate Chain

Certificate Group MName: |mylmpGroup

Certificate Name Prefix: [impt
Encoding: & PEM  DER
PE.CS7 File Name: [certgp.pem

5. Type the name of the group in the Certificate Group Name text box.
6. Typethe base name of the certificate in the Certificate Name Prefix text box.

7. Select the encoding option for the file to import by clicking the appropriate
Encoding option button.

8. Either type the name and path of the PK CS#7 file to import, or click Browse
and navigate to and select the file.

9. Click OK.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Example: Importing a PKCS#12 Certificate Group

This example demonstrates how to import a PK CS#12 certificate group into the
Secure Content Accelerator.

Click SSL to activate the SSL tabs.
Click the Certificate Groups tab.
Click Add Certificate Group. The Add Certificate Group window opens.

Click the From PKCS12 File tab. The Import PKCS12 Certificate Chain
window opens, as shown in Figure 5-44.

M w0 oo

Figure 5-44 Import PKCS#12 Certificate Group Example

7} Add Private CertGroup - Microsoft Internet Explorer =10] x|
-

 From PKCS7 File |j From PKCS12 File

Import PKCS12 Certificate Chain

Certificate Group Name: [mylmpGroup

Password: |”‘*"*

PECS12 File Name: |impgmup.pem

5. Type the name of the group in the Certificate Group Name text box.
6. Type the key password in the Password text box.

7. Either type the name and path of the PK CS#12 fileto import, or click Browse
and navigate to and select thefile.

8. Click OK.

[ 78-13124-04
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Running the Secure Server Wizard

The Secure Server wizard can be executed from the GUI. The wizard steps you
through the basic SSL secure server configuration, but it does not provide all the
features of either the GUI or CLI alone.

1. Click SSL to activate the SSL tabs.

2. Click Secure Server Wizard. Thefirst screen of the wizard opens, as shown
in Figure 5-45.

Figure 5-45 Starting the Secure Server Wizard

7 Cisco Systems - Secure Server Wizard - Microsoft Internet Explorer = =] S |

Secure Server Wizard
This device is an appliance that off-loads and accelerates SSL traffic, This

secure server wizard will ask you to provide configuration information for one or
more SSL servers during the following four steps:

Step 1: Select Private Key and Digital Certificate
Step 2: Configure Secure Server Information
Step 3: Configure Advanced Features

Step 4: Verify and Enable Secure Server

Click the Start button to begin.

Stat |  Cancel |

W

&) pone [ [ [ wemet

BN

3. Follow the instructions and prompts in the wizard to configure the secure
server. When you have completed configuring the server, you can
immediately configure another one or exit the Secure Server wizard.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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CHAPTER 6

FIPS Operation

This chapter describes how to use the Secure Content Accelerator in FIPS Mode
for FIPS 140-2-compliant operation. This chapter contains the foll owing sections:

« FIPS Capabilities

» Using FIPS Mode

» Command Changes

« Returning to Normal Operation
- More Information

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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FIPS Capabilities

The Secure Content Accel erator configuration manager isused in FIPS-Compliant
Mode (“FIPS Mode”) to create and configure FIPS-compliant servers. When
operating in FIPS Mode, the Secure Content A ccelerator supports FIPS-compliant
security. Among the FIPS-compliant features of the Secure Content Accelerator
are the following:

A

Only FIPS-approved algorithms are supported (DES and 3DES with SHA).

A server using any other algorithms is disabled in FIPS Mode and cannot be
used or configured.

Only FIPS-compliant servers can be used when the device is operated in FIPS
Mode. Non-FIPS 104-2-compliant servers can be configured for compliance.

Management is available only via a serial connection.

Passwords at |east eight charactersin length are required at both access and
configuration levels.

Commands that do not support FIPS-compliant security measures are
disabled in FIPS Mode.

The command prompt contains the text “[FIPS]” to indicate the deviceis
operating in FIPS Mode.

Caution  To ensure the security of SSL sessions, you must use your own keys
and certificates. The default keys and certificates preloaded on the
device are intended for testing purposes only.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Using FIPS Mode

FIPS Mode acts as afiltering system, allowing only FIPS Level 2-compliant SSL
objects to be used for data transfer. Entering FIPS Mode is a two-step process:
starting the FIPS Mode process and rebooting the device in FIPS Mode.

1. Connect to the device using aserial management session and enter Privileged
Mode.

SCA> enabl e
SCA#

2. Enable FIPS operation.
SCA# fips enable

3. A caution is displayed. Read the text carefully before replying to it.

Enabling FIPS nmobde will cause a restart of the device.

Entering FIPS node will al so change the behavior of the device.
Only FI PS-approved al gorithms are supported.
Only FIPS-conpliant servers can be used.
Managenent is available only via the serial console.
Passwords nust be at |east eight characters |ong.
Firmvare signature verification is enabl ed.
Sone commands are not supported.

Are you sure you want to do this? (y/n) [n]

4. The Secure Content Accelerator checks access- and enable-level passwords
previously set, if any. The display reflects the state of current passwords:

N

Note  FIPS Mode passwords must be at least eight characters
inlength and arelimited to acharacter set containing the
alphabet, Arabic numerals, period (.), hyphen (-),
underscore (), and | @#$%" & * +=[]{};:<>?~.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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5.

If no passwords had been set previously, this text is displayed:

You need to provide an access-level password of at |east 8
characters.

Ent er new password:

Conf i rm password:

You need to provide an enabl e-1evel password of at |east 8
characters.

Enter new password:

Confirm new passwor d:

Passwords are not echoed to the screen. These passwords are
not FIPS-specific and are prompted for when the device is
used in normal operation.

If the previously set access-level password is not appropriate for FIPS
Mode operation, the following text is displayed:

Your current access-level password is not valid for FIPS node.
You need to provide an access-level password of at |east 8
characters.

Ent er new password:

Confirm password:

If the previously set enable-level password is not appropriate for FIPS
Mode operation, the following text is displayed:

Your current enable-level password is not valid for FIPS node.
You need to provide an access-level password of at |east 8
characters.

Ent er new password:

Confirm password:

If both the previously set access- and enable-level passwordsarevalid for
FIPS Mode operation, no additional text is displayed.

The device reboots and enters FI PS Mode. Enter the access-level password to
control the device.

Enter the access-level password:

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Caution

If you cannot remember the passwords, you will not be able to view
device status and statistics or configure the device. The only option
isto use the “Fail Safe” password as described in “Factory Default
Reset Password” section on page 4-4. All configuration will be

|ost!

6. Use the enable-level password to enter Privileged Mode.

Enter the enable-Ievel

Creating a Server in FIPS Mode

passwor d:

Creating and configuring server operations in FIPS Mode are nearly identical to
those in normal operational modes. The differences are the following:

« Only the FIPS security policy and security policies containing FIPS-approved
algorithms can be used

« Only FIPS-compliant servers can be used for data transfer
(non-FIPS-compliant servers can be edited for FIPS compliance)

Follow the steps below to create a FIPS-compliant server.

1. Connect to the Secure Content Accelerator using a serial management
session, and enter Privileged, Configuration, and SSL Modes. Create a secure
server named mySecServ.

[ FI PS]
[ FI PS]
[ FI PS]
[ FI PS]
[ FI PS]

SCA> enabl e
SCA# config
confi g[ SCA] # ssl
ssl -confi g[ SCA] # server nmySecServ create

ssl -

server[ nmySecServ] #>

2. Assign an IP address, key, certificate, and FIPS-compliant security policy.

[ FI PS]
[ FI PS]
[ FIPS]
[ FI PS]
[ FI PS]

ssl
ssl
ssl
ssl
ssl

-server[ mySecServ] #>
-server [ mySecServ] #>
-server [ nySecSer v] #>
-server[ mySecServ] #>
-server [ mySecServ] #>

ip address 10.1.114. 30
key nyOmnKey

cert myOmCert
secpolicy fips

[ 78-13124-04

Cisco 11000 Series Secure Content Accelerator Configuration Guide g



Chapter 6  FIPS Operation |

W Using FIPS Mode

3. Exitto Top Level Mode.

[FIPS] ssl-server[nySecServ]#> finished
[ FIPS] SCA#

You can create asecurity policy containing only the FIPS-approved algorithm you
want to use. The following example demonstrates creating a security policy
containing on the 3ADES/SHA algorithm and editing a secure server to use the new
user-defined security policy rather than the FIPS security policy.

1. Connect to the Secure Content Accelerator using a serial management
session, and enter Privileged, Configuration, and SSL Modes. Create a
security policy named myFIPS,

[ FI PS] SCA> enabl e

[ FIPS] SCA# config

[FIPS] config[ SCA] # ssl

[FIPS] ssl-config[SCA]# secpolicy nyFIPS create
[ FI PS] ssl-secpolicy[ nmyFl PS] #>

2. Specify the 3BDES/SHA cryptographic algorithm, and return to SSL
Configuration Mode.
[FIPS] ssl-secpolicy[nyFl PS]#> crypto DES-CBC3-SHA

[FIPS] ssl-secpolicy[nyFlPS]#> exit
[ FIPS] ssl-config[ SCA] #>

3. Enter Server Configuration Mode to edit the configuration of the server
mySecServ to use the myFIPS security policy rather than the previously
specified FIPS security policy.

[FIPS] ssl-config[ SCA] #> server nySecServ

[FIPS] ssl-server[nySecServ]#> secpolicy nyFIPS
[ FI PS] ssl-server[nySecServ] #>

4. EXxitto Top Level Mode.

[FIPS] ssl-server[nySecServ]# finished
[ FIPS] SCA#

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Command Changes

When the device is operated in FIPS Mode, some commands are unavailable or
behave differently than in normal operating modes.

Unavailable Commands

Commands are unavailable in FIPS Mode are shown in Table 6-1, below.

Table 6-1 Commands Unavailable in FIPS Mode

Operational Mode Command

Top Level Mode attach, attach ip, discover, group, show device
list, show group, show profile, show
remote-management, show telnet, show
web-mgmt, writefile

Group Configuration Mode |Group Configuration Mode is unavailable.

Configuration Mode remote-management access-list,
remote-management enable,
remote-management encryption,
remote-management port, remote-management
shared-secret, telnet access-list, telnet enable,
telnet port, web-mgmt access-list, web-mgmt
enable, web-mgmt port

Differing Command Behaviors

Some commands behave differently while the Secure Content Accelerator isin
FIPS Mode. These commands and notes about their usage are presented in
Table 6-2, below.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Table 6-2  FIPS Mode Command Changes

Mode Command Notes

Top Level Mode  |show device Settings are not displayed for telnet, remote access,
and Web management. The device type area indicates
the Secure Content Accelerator isin FIPS Mode.

When the Secure Content Accel erator isremoved from
FIPS Mode, all settings existing before entering FIPS
M ode are retained with the exception of changes made
while in FIPS Mode.

show sl SSL information includes objects that are not
FIPS-compliant, such as security policies other than
FIPS or those containing non-FIPS-compliant
algorithms.

show ssl secpolicy Information can be shown for individual,
non-FIPS-compliant security policies.

show ssl server Information can be shown for all servers. All
non-FIPS-compliant servers are disabled by default in
FIPS Mode and cannot be enabled.

quick-start When using the QuickStart wizard to create a server,
only the FIPS security policy isavailable. When using
the QuickStart wizard to configure an existing server,
only FIPS-compliant servers can be configured and
only the FIPS security policy is available.

Configuration access-list You can create access lists while in FIPS Mode.
Mode However, because remote, telnet, and GUI
management methods are unavailable in FIPS Mode,
the accesslists assigned to those subsystems cannot be
used. These access lists are available when the device
is returned to normal operation. Access lists can be
assigned to the SNM P subsystem while in FIPS Mode.

password FIPS Mode passwords must be at |east eight characters
in length and are limited to a character set containing
the alphabet, Arabic numerals, period (.), hyphen (-),

underscore (), and ! @#3%"&* +=[]{};:<>?~.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Table 6-2 FIPS Mode Command Changes (continued)

Mode

Command Notes

Backend Server
Configuration
Mode

secpolicy You can only assign the FIPS security policy or a
user-defined security policy containing
FIPS-approved algorithms. The completer for this
command lists only security policies with
FIPS-approved algorithms.

Reverse-Proxy
Server
Configuration
Mode

secpolicy You can only assign the FIPS security policy or a
user-defined security policy containing
FIPS-approved algorithms. The completer for this
command lists only security policies with
FIPS-approved algorithms.

Security Policy
Configuration
Mode

crypto You can create only security policies containing
FIPS-approved algorithms: DES-CBC-SHA and/or
DES-CBC3-SHA.

Server
Configuration
Mode

secpolicy You can only assign the FIPS security policy or a
user-defined security policy containing
FIPS-approved algorithms. The completer for this
command lists only security policies with
FIPS-approved algorithms.

Returning to Normal Operation

Follow these steps to return the Secure Content Accelerator to normal operation.

1. Connect to the device using a serial management session and enter Privileged
Mode.

[ FI PS] SCA> enabl e
[ FI PS] SCA#
2. Disable FIPS operation.
[FIPS] SCA# no fips enable
3. Pressy when prompted to reboot the Secure Content Accelerator. After the
device reboots, you are prompted for the access-level password. When the

password is accepted, the “[FIPS]” portion of the prompt is removed,
reflecting normal operation of the Secure Content Accelerator.

[ 78-13124-04
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More Information

For more information about the NIST Cryptographic Module Validation Program,
see http://csrc.nist.gov/cryptval/cmvp.htm.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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APPENDIX l \

Specifications

This appendix presents the specifications for both Secure Content Accelerator
versions. It contains the following sections:

- Electrical Specifications
- Environmental Specifications
- Physical Specifications

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Electrical Specifications

Table A-1 describes the Secure Content Accelerator electrical specifications.

Table A-1  AC Electrical Specifications

DC Specification
Voltage AC

Secure Content Accelerator

100-240 VAC, 50-60 Hz
Current Consumption (maximum) 0.5A

>

Warning  The device is designed to work with TN power systems. This

product relies on the building’s installation for short-circuit
(overcurrent) protection. Ensure that a fuse or circuit breaker no
larger than 120 VAC, 15A U.S. (240 VAC, 10A international) is used
on the phase conductors (all current-carrying conductors).

Environmental Specifications

Table A-2 describes the Secure Content Accelerator environmental specifications.

Table A-2 Environmental Specifications

Specification Secure Content Accelerator

Ambient Operating Temperature 41°-105° F (5°-40° C)
(maximum)

i Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Physical Specifications

Table A-3 describes the Secure Content Accelerator physical specifications.
Table A-3 Physical Specifications

Specification

Secure Content Accelerator

Chassis Dimensions (H x W x D)

10x1.75x17 inches (25x4.4x42.5 cm)
Shipping Weight

6 Ibs (2.72 kg)

[ 78-13124-04
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APPENDIX B

Deployment Examples

The following examples demonstrate how the Secure Content Accelerator can be
integrated into a network.

This appendix contains the following sections:

Single Device

Load Balancing

Use with the CSS

Connecting the Device to a Terminal Server
Web Site Changes

[ 78-13124-04
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Single Device

A single Secure Content Accelerator provides SSL offloading and processing for
an entire server farm, as shown in Figure B-1.

Figure B-1 Single Secure Content Accelerator Installation

INTERNET

W
SECURE
CONTENT ACCELERATOR

SERVERS

1. Install the appliance as instructed previously.
2. Connect the “Network” Ethernet interface to the Internet.
3. Connect the “Server” Ethernet interface to Web server access.

Load Balancing

Secure Content Accelerator devices can be installed in front of or behind aload
balancer. If the load balancer is using URL- or cookie-related load balancing,
install the appliance in front of the load balancer. In this configuration, the load
balancer receives clear text packets decrypted by the SSL device. Figure B-2
shows a typical installation.
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Figure B-2 Secure Content Accelerator Installation with a Load Balancer

INTERNET

|1
(&

SECURE
CONTENT ACCELERATOR

o

—

LOAD BALANCER

=1 =
- -

— —
L] L]

SERVERS

1. Install the appliance as instructed previously.

2. Connect the “Network” Ethernet interface to the Internet. Connect the
“Server” Ethernet interface to the load bal ancer.

For information about configuring the Secure Content Accelerator in conjunction
with the CSS 11000 Series Content Services Switch (hereinafter referred to asthe
CSS), see “Use with the CSS”.

Use with the CSS

Using the Secure Content Accelerator with the CSSallows Layer 4 1oad balancing
of the Secure Content Accelerator and Layer 5 routing and load balancing for
content decrypted by the Secure Content Accelerator. Four deployment scenarios

are recommended:
« In-Line
» Transparent Sandwich

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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« One-Armed Non-Transparent Proxy
« One-Armed Transparent Proxy

In-Line

Placing the Secure Content Accel erator in front of the CSSincreases performance
of the server farm by offloading all SSL processing from the servers. The Secure
Content Accelerator is completely transparent to the CSS and servers.

This deployment is the simplest to configure because it requires no specific
inter-operational configuration on either the Secure Content Accelerator or the
CSS. However, the deployment provides alow level of scalability, based upon the
capacity of the CSS. An example deployment is shown in Figure B-3.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Figure B-3 Secure Content Accelerator In-Line Installation

Internet

|1
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SSL1 SSL 2

=

gCSS

Css

The CSSis used to front-end one or more Secure Content Accelerator devices.
Because the Secure Content Accelerator isalL ayer 2 device, it must be configured
to ensurethat bridge loops are not created. If multiple Secure Content Accelerator
devices are used, each must be attached to a separate VLAN on the CSS and/or
the upstream Layer 2 switch. The Secure Content Accelerator intercepts all port
443 traffic for the | P addresses configured on it, decrypts the traffic, and forwards
it asclear text on another TCP service port to the CSS. All port 80 trafficisbridged
transparently to the CSS. Table B-1 shows basic configuration actions for both the
CSS and Secure Content Accelerator.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Table B-1

In-Line Installation Device Configuration

CSS Configuration

Secure Content Accelerator Configuration

Create aVLAN for each Secure Content
Accelerator

Create aVLAN for the servers

Create services as required for each server,
adding “keepalive” attributes as necessary

Create a default ECMP route for each load

balanced Secure Content Accelerator using
the upstream router as the gateway for each
upstream VLAN

Create Layer 5 rules for the secure content

Create content rules as required for
non-secure content

Export keys and certificates from any existing
secure servers, if necessary

Assign an | P address to each Secure Content
Accelerator as specified in the CSS
configuration

Assign a default route for each Secure
Content Accelerator using the CSSVLAN
circuit 1P address as the gateway

Set up one or more logical secure servers
using QuickStart wizard (Chapter 3) or
configuration manager (Chapter 4)

The following listing shows a sample configuration for the CSS.

| Generated on 11/18/ 2000 11:01:18
I'Active version: ap0400007s

configure

| ** *kkkkkkkhhkhdhkhhkhdhkrdhdkxkx*x G_wAL LR R R S R S R

bri dge spanni ng-tree disabl ed

no restrict web-ngnt

iproute 0.0.0.0 0.0.0.0 10.176.11.1 1

R R I ,\I'I'ERFACE LR R R S R S S S R

interface ethernet-8
bridge vlan 8

| **k kkkkhkhhkhkhhhkhhhhhkhkhd*x CI RCLJIT R R R R Sk S Sk S S S

circuit VLANL

ip address 10.176.10.1 255. 255.255.0

circuit VLANS

ip address 10.176.11.2 255. 255.255.0

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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[ BRI R Sk Sk S Sk R R R R SER\/I CE R R R Sk S S Sk S S S S S

service

sl

i p address 10.176.10. 10
protocol tcp

active

service

s2

ip address 10.176. 10. 11
protocol tcp

active

service

s3

ip address 10.176.10.12
protocol tcp

active

service

s4

ip address 10.176.10.13
protocol tcp

active

[ BRI Rk S R S T S OANER R R R Sk S Sk Sk S S S S S S

owner test

content http-non-secure-port-80

vip

address 10.176.11. 100

protocol tcp
port 80

url
add
add
add
add
acti

wyan
service sl
service s2
service s3
service s4
ve

content http-secure-port-81

vip
add
add
add
add

address 10.176.11. 100
service sl
service s2
service s3
service s4

protocol tcp
port 81

url
acti

"/secure/*"
ve

[ 78-13124-04
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Transparent Sandwich

This deployment places one or more Secure Content Accel erator devices between
two CSSdevices, allowing load balancing of up to 15 Secure Content Accel erator
devices. Applications such as reverse proxy caching and content type separation
can be enabled.

The transparent sandwich deployment is moderately difficult to configure with
good scalability. A minimum of two CSS devices are required. Figure B-4 shows
atypical deployment.

Figure B-4 Secure Content Accelerator Transparent Sandwich Installation
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The upstream CSSis configured as if the Secure Content Accelerator devices are
transparent caches with redirection at Layer 4. Port 80 traffic is forwarded via
Layer 3 to the downstream CSS, avoiding any potential Port 80 bottleneck at the
Secure Content Accelerator level. Because the Secure Content Accelerator is a
Layer 2 device, it must be configured to ensure that bridge loops are not created.

The Secure Content Accelerator interceptsall port 443 traffic for the | P addresses
configured on it, decrypts the traffic, and forwardsiit as clear text on another TCP
service port to the downstream CSS. The downstream CSS is configured with
Layer 5rulesfor al origin servers and multiple ECMP routes, each to a different
upstream VLAN. The default ECMP configuration is to prefer ingress, ensuring
that outbound traffic needing to be encrypted is routed to the Secure Content
Accelerator responsible for decrypting traffic for that session. Outbound Port 80
traffic bypasses the Secure Content Accelerator devices completely.

Traffic “sourced” from a server in the server farm can be routed through one of
the Secure Content Accelerator devices. Thereis no way to differentiate between
equal cost paths without mapping to an ingress flow. Table B-2 shows basic
configuration actions for the CSS devices and Secure Content Accelerator.

[ 78-13124-04
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Table B-2 Transparent Sandwich Installation Device Configuration

Secure Content Accelerator

Upstream CSS Configuration Configuration Downstream CSS Configuration

Create aVLAN for each
Secure Content Accelerator
to be load balanced

Create a separate VLAN to
connect to the downstream
CSSto route port 80 traffic
directly

Create a service for each
Secure Content Accelerator
with the IP address of the
corresponding circuit
address on the downstream
Secure Content Accelerator;
define the services as type
“transparent-cache”

Createal ayer 4 content rule
to balance the Secure
Content Accelerators, using
advanced-balance ssl and
application ssl to assist SSL
v.3 key reuse, in one of the
following ways:

— WithoutaVIP: if youdo
not specify aVIP, all
port 443 trafficis
forwarded to the Secure
Content Accelerators

— WithaVIP: when you
specify aVIP, any port
443 traffic not destined
to that VIP can be
routed over the VLAN
specified for port 80 and
SSL traffic terminated
on origin servers

Export keys and certificates
from any existing secure
servers, if necessary

Assign an |P addressto each
Secure Content Accelerator
as specified in the CSS
configuration

Assign adefault route for
each Secure Content
Accelerator using the
upstream CSVLAN circuit
| P address as the gateway

Set up one or more logical
secure servers using
QuickStart wizard

(Chapter 3) or configuration
manager (Chapter 4); you
may wishto use TCP service
port 81 as the remoteport

Assign a static route for the
VIP to point to the
downstream CSSVLAN
circuit 1P address

Create aVLAN for each
Secure Content Accelerator

CreateaVLAN to connect to
the upstream CSS to route
port 80 traffic directly

Create services as required
for each server, adding
“keepalive” attributes as
necessary

Createadefault ECM Proute
for each load balanced
Secure Content Accelerator
using the upstream router as
the gateway for each
upstream VLAN

Create a default route to the
upstream CSS to allow
non-SSL traffic to bypass
the Secure Content
Accelerator

Create Layer 5 rules for the
secure content

Create content rules as
required for non-secure
content

i Cisco 11000 Series Secure Content Accelerator Configuration Guide
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The following is a sample configuration for the upstream CSS.

I Generated on 11/18/ 2000 11:03:28
I'Active version: ap0400007s

configure

[ BRI R kR G_mAL LR R R R S R S S S S

ip route 0.0.0.0 0.0.0.0 10.100.1.1 1
ip route 10.176.10.0 255.255.255.0 10.176.11.0

| Ak kkkkkkkkkkkkkxxkkkkkxx | NTERFACE **¥***kkkxkhkdkkkxhhkkkkxkx

nterface ethernet-2
bridge vlan 2

nterface ethernet-3
bridge vlan 3

nterface ethernet-4
bridge vlan 4

nterface ethernet-5
bridge vlan 5

nterface ethernet-6
bridge vlan 6

nterface ethernet-7
bridge vlian 7

nterface ethernet-8
bridge vlan 8

| ** *kkkkkkhkdhkrkdkhkhhkrdhkrkrdkx*x O RCLII T R R R R R R R R S

circuit VLANL

ip address 10.176.1.1 255.255.255.0
circuit VLAN2

ip address 10.176.2.1 255.255.255.0
circuit VLAN3

ip address 10.176.3.1 255.255.255.0

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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circuit VLANA

ip address 10.176.4.1 255.255.255.0
circuit VLANS

ip address 10.176.5.1 255.255.255.0
circuit VLAN6

ip address 10.176.6.1 255.255.255.0
circuit VLAN7

ip address 10.176.11.1 255.255.255.0
circuit VLANS

ip address 10.100.132.101 255.255.0.0

| Rk xkkkkkkkhhkkkxxhkkkkxxx QER\| CE ***x*dkkkkxkhkkkkxhhkkkkxhx

service ssl1
port 443
protocol tcp
ip address 10.176.1.3
type transparent-cache
active

service ssl2
port 443
protocol tcp
ip address 10.176.2.3
type transparent-cache
active

service ssl3
port 443
protocol tcp
ip address 10.176. 3.3
type transparent-cache
active

service ssl4
port 443
protocol tcp
ip address 10.176.4.3
type transparent-cache
active

i Cisco 11000 Series Secure Content Accelerator Configuration Guide
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service ssl5
port 443
protocol tcp
ip address 10.176.5.3
type transparent-cache
active

service ssl6
port 443
protocol tcp
ip address 10.176.6.3
type transparent-cache
active

[ BRI Rk S R S S o S QANER R R R Sk S Sk S S S S S S S S

owner test

content ss
protocol tcp
port 443
add service ssl1
add service ssl2
add service ssl3
add service ssl4
add service ssl5
add service ssl6
active

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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The following is a sample configuration for the downstream CSS.

| Generated on 11/18/ 2000 11:01:18
I'Active version: ap0400007s

configure

[ BRI R kR G_mAL LR R R R S R S S S S

bri dge spanni ng-tree disabl ed
no restrict web-ngnt

iproute 0.0.0.0 0.0.0.0 10.176.1.1 1
ip route 0.0.0.0 0.0.0.0 10.176.2.1 1
iproute 0.0.0.0 0.0.0.0 10.176.3.1 1
iproute 0.0.0.0 0.0.0.0 10.176.4.1 1
ip route 0.0.0.0 0.0.0.0 10.176.5.1 1
iproute 0.0.0.0 0.0.0.0 10.176.6.1 1
iproute 0.0.0.0 0.0.0.0 10.176.11.1 1
! R R R S R R S S S S S S I ,\I‘I’ERFA EIE R R R S R R S R S R

nterface ethernet-2
bridge vlan 2

nterface ethernet-3
bridge vlan 3

nterface ethernet-4
bridge vlan 4

nterface ethernet-5
bridge vlan 5

nterface ethernet-6
bridge vlan 6

nterface ethernet-7
bridge vlian 7

nterface ethernet-8
bridge vlan 8

[ S S S S R o R CI RCLJIT R R Sk Sk Sk S Sk S S S

circuit VLAN2
i p address 10.176. 2.3 255.255.255.0
circuit VLAN3

ip address 10.176. 3.3 255.255.255.0
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circuit VLANA

ip address 10.176. 4.3 255.255.255.0
circuit VLANS

ip address 10.176.5.3 255.255.255.0
circuit VLANG

ip address 10.176.6.3 255.255.255.0
circuit VLAN7

ip address 10.176.10.1 255.255.255.0
circuit VLANS

ip address 10.176.11.2 255. 255.255.0
circuit VLANL

ip address 10.176.1.3 255.255.255.0

[ HAR KKKk kAR KKk k kX kkkkkxx* QER\| CE **¥*¥**kkhkkhhkkkkxhhkkkkxk*

service sl
ip address 10.176.10. 10
protocol tcp
active

service s2
ip address 10.176.10. 11
protocol tcp
active

service s3
ip address 10.176. 10. 12
protocol tcp
active

service s4
ip address 10.176.10.13
protocol tcp
active

[ 78-13124-04
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[ BRI Rk S S R S S R S QANER EE R R R S S S Sk S Sk S S S S S S S R

owner test

content http-non-secure-port-80

vi p address

protocol tcp

port 80

url "/*"
add service
add service
add service
add service
active

10. 176. 11. 100

sl
s2
s3
s4

content http-secure-port-81

vi p address
add service
add service
add service
add service

protocol tcp

port 81

10.176.11. 100
sl
s2
s3
s4

url "/secure/*"

active

One-Armed Non-Transparent Proxy

Thisdeployment usesasingle CSSfor load balancing SSL offloading and Layer 5
switching, allowing load balancing at up to the limit of transactions per second of
the CSS. Applications such as reverse proxy caching and content type separation
can be enabled.The level depends upon the type of content and the mix of

HTTP 1.0 and HTTP 1.1 traffic.

The one-armed non-transparent proxy deployment is complex to configure, but it
provides a high degree of scalability. If [P address accounting is required, use the
command log-url when configuring the Secure Content Accelerator. This
command instructs the device to write a client access log to a specific host. The
resulting log file can be utilized by all popular log analysis tools. Figure B-5
shows a typical deployment.
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Figure B-5 Secure Content Accelerator One-Armed Non-Transparent Proxy
Installation
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In this deployment the CSSis configured with both Layer 4 and Layer 5 rules. For
each VIP configured on the CSS for services terminating on the Secure Content
Accelerator, aservice must be defined for the Secure Content Accel erator devices,
each with a different destination port definition.

The Secure Content Accelerator does not use the | P address to ensure traffic is
sent to the correct server because the CSS changes the destination | P address to
that of the Secure Content Accelerator. The Secure Content Accelerator is
configured only at Layer 4. This configuration requires setting multiple
destination | P/destination port pairs on the Secure Content Accelerator. Bridge
loops are not created because all port 443 traffic terminates on Secure Content
Accelerator devices each connected to the CSS viaasingle port. Table B-3 shows
basic configuration actions for both the CSS and Secure Content Accel erator.

[ 78-13124-04
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Table B-3 One-Armed Non-Transparent Proxy Installation Device Configuration

CSS Configuration

Secure Content Accelerator Configuration

Create aVLAN for the upstream router

Create one VLAN for all connected Secure
Content Accelerator devices

Create a separate VLAN for the servers

Create a service for each Secure Content
Accelerator | P address and destination port
pair

Create services as required for each server
(adding “keepalive” attributes as necessary)
Create a default route to the upstream router

Create Layer 4 rules for each incoming VIP
and add appropriate Secure Content
Accelerator services

Create Layer 5 rules for the secure content

Create content rules as required for
non-secure content

Export keys and certificates from any existing
secure servers, if necessary

Assign an | P address to each Secure Content
Accelerator as specified in the CSS
configuration

Assign a default route for each Secure
Content Accelerator using the CSSVLAN
circuit 1P address as the gateway

Set up one or more logical secure servers
using the QuickStart wizard (Chapter 3) or
configuration manager (Chapter 4)

Set up single-port operation using the mode
one-port command (Appendix C)

If client 1P accounting is necessary, use the
log-url command to specify the host for
writing the access log

Below is a sample configuration for the CSS.

! Generated on 11/18/2000 17: 38: 37

I Active version:

configure

ap0400007s

[ Rk kkkkkkkkxhhkkkkxhhkkkxxhd G OBAL **¥*xrdkdkkkxhhkkkhxhhkkkhxhx

bri dge spanning-tree disabl ed

iproute 0.0.0.0 0.0.0.0 10.100.1.1 1
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[ R Sk Sk Sk S Sk S R o T I’\I‘I’ERFA R R R S Sk Sk S S S S S S S S

interface ethernet-7
bridge vlian 7

interface ethernet-8
bridge vlan 8

[ AR KKKk h kR XKk hk kX hkhkkxx* ClRCOUIT *****hhdkkrhhhhhhrhhhhkhxhx

circuit VLANL

ip address 10.176.1.1 255.255.255.0
circuit VLAN7

ip address 10.176.10.1 255.255.255.0
circuit VLANS

i p address 10.100.132. 101 255.255.0.0

| Rk kxkkkkkxxhhkkkxxhkkkkxxx QER\| CE ***x*dkkkkxkhhkkkxhhkkkkxhx

service sl
ip address 10.176. 10. 10
protocol tcp
active

service s2
ip address 10.176.10. 11
protocol tcp
active

service s3
ip address 10.176.10.12
protocol tcp
active

service s4
ip address 10.176. 10. 13
protocol tcp
active

service ssl 1-443
port 443
protocol tcp
ip address 10.176.1.3
active

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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service ssl 1-444
ip address 10.176.1.3
protocol tcp
port 444
active

servi ce ssl 2-443
port 443
protocol tcp
ip address 10.176.1.4
active

service ssl 2-444
port 444
protocol tcp
ip address 10.176.1.4
active

servi ce ssl 3-443
port 443
protocol tcp
ip address 10.176.1.5
active

service ssl 3-444
port 444
protocol tcp
ip address 10.176.1.5
active

servi ce ssl 4-443
port 443
protocol tcp
ip address 10.176.1.6
active

service ssl 4-444
port 444
protocol tcp
ip address 10.176.1.6
active

servi ce ssl5-443
port 443
protocol tcp
ip address 10.176.1.7
active
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servi ce ssl5-444
port 444
protocol tcp
ip address 10.176.1.7
active

servi ce ssl 6-443
port 443
protocol tcp
ip address 10.176.1.8
active

service ssl 6-444
port 444
protocol tcp
ip address 10.176.1.8
active

[ BRI Rk S S T S OANER R R R S S Sk S S S S S S S S S

owner test

content http-secure-port-81
vip address 10.176.11. 100
add service sl
add service s2
add service s3
add service s4
protocol tcp

port 81
url "/secure/*"
active

content http-non-secure-port-80
vip address 10.176.11. 100
add service sl
add service s2
add service s3
add service s4
protocol tcp

port 81
url "/*"
active

content ss
vip address 10.176.11. 100
protocol tcp
port 443
add service ssl 1-443

[ 78-13124-04
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add
add
add
add
add

servi
servi
servi
servi
servi

active

ce
ce
ce
ce
ce

ssl 2- 443
ssl 3-443
ssl 4- 443
ssl 5- 443
ssl 6- 443

content ssl-444
pr ot ocol

port 443

add
add
add
add
add
add

servi
servi
servi
servi
servi
servi

active

tcp
vip address 10.176.11. 101

ce
ce
ce
ce
ce
ce

ssl 2- 444
ssl 1- 444
ssl 3-444
ssl 4- 444
ssl 5-444
ssl 6-444

One-Armed Transparent Proxy

This deployment uses a single CSS for load balancing up to 15 Secure Content
Accelerator devices. The deployment combines the single CSS solution of the
proxy deployment with the transparency of the sandwich deployment.

The one-armed transparent proxy deployment is the most complex to configure,
but it provides a high degree of scalability and extended features, including IP

address accounting. Figure B-6 shows atypical deployment.
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Figure B-6 Secure Content Accelerator One-Armed Transparent Proxy
Installation
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This deployment has several constraints:

» No SSL client can be attached to a directly connected subnet; all SSL clients
must pass through an upstream router.

» ACLs must be written so that Secure Content Accelerator management and
other applications are passed through the CSS properly.

» Static routes must be added to the CSS so that traffic that should not pass
through the Secure Content Accelerator devices is routed properly.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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A

Caution  ACLs and static routes must be configured carefully. If a device or
network is specified in an ACL or static route in such away that it
will force al traffic to the upstream router’s ECMP route, all traffic
matching the ACL or static route will bypass the Secure Content
Accelerator devices. Thus management of the Secure Content
Accelerator devices and management stations requiring ICMP or
SNMP to operate will not have access to SSL processing.

Table B-4 shows basic configuration actions for both the CSS and Secure Content
Accelerator.
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Table B-4 One-Armed Transparent Proxy Installation Device Configuration

CSS Configuration

Secure Content Accelerator Configuration

Create aVLAN for each Secure Content
Accelerator to be load balanced

Create aVLAN for the upstream router
Create a separate VLAN for the servers

Create a default route with the upstream
router as the gateway

Create a default route with each Secure
Content Accelerator as a gateway

Define a static route for each management
workstation not connected to a directly
attached subnet

Define a service for each Secure Content
Accelerator with its | P address, ensuring that
the typeis “transparent” and that “no
cache-bypass’ is configured

Create services as required for each server
(adding “keepalive” attributes as necessary)

Create Layer 4 content rules to balance the
Secure Content Accelerator devices; you may
use “advanced-balance ssl” and “application
ssl” to assist with SSL V.3 key reuse

Create Layer 5 rules for secure content

Create content rules as required for
non-secure content

Define ACLs and upstream router service to
ensure proper routing of traffic not terminated
on the CSS

Export keys and certificates from any existing
secure servers, if necessary

Assign an | P address to each Secure Content
Accelerator as specified in the CSS
configuration

Assign a default route for each Secure
Content Accelerator using the CSSVLAN
circuit 1P address as the gateway

Set up one or more logical secure servers
using QuickStart wizard (Chapter 3) or
configuration manager (Chapter 4)

Set up single-port operation using the mode
one-port command (Appendix C)

[ 78-13124-04

Cisco 11000 Series Secure Content Accelerator Configuration Guide g



Appendix B Deployment Examples |

W Use with the CSS

Below is a sample configuration for the CSS.

I Generated on 11/28/ 2000 16: 15: 49
I Active version

configure

ap0400007s

[ BRI R kR G_wAL LR R R R S R S S S S

acl enabl

(0]

ip route
ip route
ip route
ip route
ip route
ip route
ip route

e e S

0

e i
e i
cocooooo

0

o

eeeooee

o

o000
o000
cocooooo

0.

0

10.
10.
10.
10.
10.
10.
10.

176.
176.
176.
176.
176.
176.
176.

0.11

5
1
2
3
4
5

wWwWwwWwww
PR R R R

6.3 1

I network managenent station static route
ip route 10.176.50.100 255. 255. 255. 255 10.176.50.1 1

| *kkkkhkkhkhkhhkhkhkhhhhkhkkk

nterface ethernet-2
bridge vlan 2

nterface ethernet-3
bridge vlan 3

nterface ethernet-4
bridge vlan 4

nterface ethernet-5
bridge vlan 5

nterface ethernet-6
bridge vlan 6

nterface ethernet-7
bridge vlian 7

nterface ethernet-8
bridge vlan 8

| NTERFACE **** %k kkxkkokdkkkxhhkkkkxh*

| ** *kkkdkkhkhhkrkdhkhhrdhkrrrdkx*x O RCLII T R R R R S R S

circuit VLANL

ip address 10.176.1.1 255.255.255.0
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circuit VLAN2

ip address 10.176.2.1 255

circuit VLAN3

ip address 10.176.3.1 255

circuit VLANA

ip address 10.176.4.1 255

circuit VLANS

ip address 10.176.5.1 255

circuit VLANG6

ip address 10.176.6.1 255

circuit VLANY

ip address 10.176.10.1 255. 255.255.0

circuit VLANS

i p address 10.176.50.2 255.255.255.0

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

Use with the CSS

[ AA XX KKk kAR XKk hk kX kkkkkxx* QER\| CE **¥*¥**kdkkhkhhkhkkxhhkkkkxkx

service sl
ip address 10.176.10. 10
protocol tcp
active

service s2
ip address 10.176.10. 11
protocol tcp
active

service s3
ip address 10.176. 10. 12
protocol tcp
active

service s4
ip address 10.176.10.13
protocol tcp
active
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service ssl1
port 443
protocol tcp
ip address 10.176.1.3
type transparent-cache
no cache- bypass
active

service ssl2
port 443
protocol tcp
type transparent-cache
no cache- bypass
ip address 10.176.2.3
active

service ssl3
port 443
protocol tcp
type transparent-cache
no cache- bypass
ip address 10.176.3.3
active

service ssl4
port 443
protocol tcp
type transparent-cache
no cache- bypass
ip address 10.176.4.3
active

service ssl5
port 443
protocol tcp
type transparent-cache
no cache- bypass
ip address 10.176.5.3
active

service ssl6
port 443
protocol tcp
type transparent-cache
no cache- bypass
ip address 10.176.6.3
active
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service upstreamrouter

ip address 10

176.50.1

type transparent-cache

active

[ BRI Rk S R S S S

owner test

OANER R R R Sk S Sk S S S S S S S S

content http-secure-port-81

addr ess
service
service
add service
add service
pr ot oco
port 81
url
active

vip
add
add

tcp

10. 176. 11. 100
sl
s2
s3
s4

"/ secure/*"

content http-non-secure-port-80

addr ess
service
service
add service
add service
prot oco
port 80
url "/*"
active

vip
add
add

content ss
pr ot oco
port 443
add service
add service
add service
add service
add service
add service
vi p address
active

tcp

tcp

10.176.11. 100
sl
s2
s3
s4

ssl 1
ssl 2
ssl 3
ssl 4
ssl 5
ssl 6
10.176. 11. 100

[IREEEEEEEEEEEEEEEEEEEEEEEEEEENYoNELEEEEEEEEEEEEEEEEEEEEEEEEEE]

acl 8

clause 10 permt any any destination any

apply circuit-

( VLANS)
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acl 7
clause 10 permit any any destination any
apply circuit-(VLAN?)

acl 6
clause 10 permt any any destination any eq 443
clause 20 permt any any destination any eq 81
clause 30 pernmit tcp any destination any eq 2932
clause 40 permt udp any destination any eq 2932
clause 50 permt udp any eq 2932 destination any prefer
upstreamrouter
clause 99 pernmit any any destination any
apply circuit-(VLANG)
apply circuit-(VLANS)
apply circuit-(VLAN4)
apply circuit-(VLAN3)
apply circuit-(VLAN2)
apply circuit-(VLANL)

Connecting the Device to a Terminal Server

The Secure Content Accel erator can be connected to aterminal server, such asthe
Cisco 2511 Access Server. You will need a standard RJ45-DB9F adapter
(CAB-9AS-FDTE, part number 74-0495-01).

1. Attach the RJ45-DB9F adapter to the CONSOLE port of the Secure Content
Accelerator.

2. Using an octal cable with RJ45 connectors, attach the terminal server to the
Secure Content Accelerator via the RJ45-DB9F adapter.

3. Using the line interface on the terminal server, use these commands:

line 1
aut ocommand connect
transport input all

S,

Note  If you are using firmware older than 3.0.5 on the Secure Content
Accelerator, also use the command speed 115200.
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Web Site Changes

You must make changes to your existing Web pages before users can access them.
1. Install and configure the Secure Content Accelerator.

2. Create a non-secure (“http://” -prefixed) Web page as an entry point for the
Web site. Include some method of transferring the user to the secure
(“https://"-prefixed) URL. You may use a button, hypertext link, image map,
automatic redirection, or any other method you choose.

3. If your site does not use relative links, change the “http://” portion of every
link (including graphic links) to “ https://”; otherwise, links should remain the
same.

Note  If you are using I1S and have aredirection in your Web page, the
URL must have atrailing slash (“/”) to work properly, e.g.,
<href="/issamples/default/learn/”>.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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APPENDIX C

Command Summary

This appendix contains a categorized complete listing of CLI configuration
manager commands for the Secure Content Accelerator. Each command is
described and, where appropriate, an example of usage is included. Some
commands are available only with specific configuration connection methods.
Availability of each command is indicated. Configuration using the GUI is
described in Chapter 5. Configuration for FIPS-compliant operation is presented
in Chapter 6, FIPS Operation.

This appendix contains the following sections:

Input Data Format Specification
Text Conventions

Editing and Completion Features
Command Hierarchy

Configuration Security

M ethods to Manage the Device
Initiating a Management Session
Using the Remote Configuration Manager
Top Level Command Set

Group Configuration Command Set
Configuration Command Set
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Input Data Format Specification

Table C-1 describes the data formats acceptable for most commands.

Table C-1 Input Data Formats

Data Data Format

MAC Address: HH:HH:HH:HH:HH:HH
MAC Address: HHHH.HHHH.HHHH
IP Address: D.D.D.D

IP Address: OXHHHHHHHH

Integer Values: D

Integer Values: OxH

Integer Range: D-D

“H” isone or more hexadecimal digit [0-F] and “D” is one or more decimal digit.

Text Conventions

Bold text indicates acommand in a paragraph.

Courier text indicatestext that appearsinacommand line (such asthe command
line interface) or is returned by the computer.

Courier bold text indicates commands and text you enter in a command line.

Italic text indicates the first occurrence of a new term, book title, and emphasized
text. Inthiscommand summary, items presented in italics represent user-specified
information.

Items within angle brackets (“<>") are required information.
Items within square brackets (“[]”) are optional information.

Items separated by a vertical bar (“|") are options. You can choose any of them.
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Note

Editing and Completion Features

Though acommand string may be displayed on multiplelinesin this
guide, it must be entered on a single line with not returns except at
the end of the complete command.

Editing and Completion Features

You can useindividual keys and control-key combinations to help you work with
the Command Line Interface (CL1). Table C-2 describes the key and key
combination functions.

Table C-2 Key Reference

Key(s) Function

TAB Completes the current word

? Shows possible command compl etions

CTRL+A Moves cursor to the beginning of the command line

CTRL+B Moves cursor to the previous character

CTRL+C Exitsthe QuickStart wizard at any point; the configurationis
not saved

CTRL+D When editing a command, deletes the character to the right
of the cursor; otherwise, exits current configuration level or
exits the configuration manager if at the Top Level

CTRL+E Moves cursor to the end of the command line

CTRL+F Moves cursor to the next character

CTRL+K Erases characters from the cursor to the end of the line

CTRL+L Clears the screen

CTRL+N Displays the next command in the command history

CTRL+P Displays the previous command in the command history

CTRL+U Erases characters from the cursor to the beginning of theline

CTRL+W Erases the previous word

CTRL+Z L eaves current mode and returns to Top Level mode

[ 78-13124-04
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Table C-2 Key Reference (continued)

Key(s) Function
LEFT ARROW  |Moves the cursor to the previous character
RIGHT ARROW |Moves the cursor to the next character

HOME Moves cursor to the beginning of the command (not
available in Solaris)

END Moves cursor to the end of the command (not available in
Solaris)

Note  Due to differences in operating systems, client software, and user
preferences, some keys (such as ARROW, HOME, and END keys
may not work as expected. Please use the key combinationslisted in
the Table C-2.

Most configuration commands require completing all fields in the command. For
commands that have several possible completers, the TAB or ? keys display all

options.

SCA> show [ TAB]

access-|ist ip route

arp keep-al i ve nonitor runni ng- confi guration
copyrights menory snnp

cpu nmessages ssl

devi ce net st at sysl og

dns processes syst em resour ces
group profile term nal

hi story r enot e- managenent ver si on
interface rip

The TAB key can also be used to finish a command if the command is uniquely
identified by user input.

SCA> show cop[ TAB]

resultsin
SCA> show copyri ghts
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Command Hierarchy

Additionally, commands may be abbreviated aslong as the partial commands are
unique. The following text:

SCA> sho dev lis

is an acceptable abbreviation for

SCA> show device |ist

Device, certificate, certificate group, key, security policy, and server
names are case-sensitive.

Command Hierarchy

The CLI configuration manager allows you to control hardware and SSL portions
of the appliance through a discreet mode and submode system. The commands for
the Secure Content Accelerator device fit into the logical hierarchy show in
Figure C-1.

Figure C-1 Command Hierarchy

TOP LEVEL
NON-PRIVILEGED COMMANDS
PRIVILEGED

| GROUP | CONFIGURATION |

-

| INTERFACE | | SSL |

CERTIFICATE CERTIFICATE KEY SECURITY SERVER BACKEND REVERSE-PROXY

GROUP POLICY SERVER SERVER
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To configure itemsin a submode, activate the submode by entering acommand in
the mode above it. For example, to set the network interface speed or duplex you
must first enter enable, configure, then interface networ k. To return to the higher
Configuration mode, simply enter end or exit or press CTRL +D. The finished
command returns to the Top Level from any mode. Appendix C lists all
commands for SSL devices.

Configuration Security

Cisco Secure Content Accelerator devices allow easy, flexible configuration
without compromising the security of your network or their own configuration.

Passwords

Cisco Secure Content Accelerator devices use two levels of password protection:
access- and enable-level. Access-level passwords control who can attach the
remote configuration manager or access the device viatelnet and serial
connections. Enable-level passwords control who can view the same data
available with access-level passwords aswell asview sensitive dataand configure
the device.

SSL devices are shipped without passwords. Setting passwords is important
because the device can be administered over a network. For more information
about passwords, see the commands passwor d access and password enablein
Appendix C.

Note  FIPS-compliant operation requires both access- and enable-level
passwords. See Chapter 6 for more information.
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Access Lists

Access lists control which computers can attach to a specific device. No access
lists exist when you first install the Secure Content Accelerator. You can restrict
the computers allowed to manage the appliance by adding their |P addresses to
one or more access lists for each device. For more information about configuring
access lists, see the commands show access-list, access-list, snmp access-list,
remote-management access-list, telnet access-list, and web-mgmt access-list

in Appendix C.

~

Note In FIPS Mode you can configure access lists but can assign them
only the SNMP subsystem.

Encrypted Management Sessions

To further protect the configuration security, you can specify that remote
(non-serial and non-telnet) configuration sessions be encrypted using AES, DES,
or ARC4. See remote-management encryption in Appendix C.

Factory Default Reset Password

If you have forgotten your access or enable password, you can use a factory-set
password during a serial configuration session. When prompted for a password,
enter Fail Safe (case-sensitive). You are asked to confirm the action. The appliance
reboots (rel oads) with factory default settings.

A

Caution  All configuration is lost when using the factory default reset
password.
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Methods to Manage the Device

You can configure the Cisco Secure Content Accelerator using one of four
methods, three of which use the CLI configuration manager.

« Seria connection, configuration manager
— An IP address need not have been assigned for appliance management.
— A device can be set to single-port mode via serial connection.
— A device must be managed while physically connected viaa serial cable.
— The Fail Safe password can be used as a factory reset.
— The only management method available in FIPS Mode.
» Telnet connection, configuration manager
— An P address must have been assigned to the appliance.
— A device cannot be set to single-port mode viatelnet.
— Only one device can be managed at atime.
— Cannot be used with Secure Content Accelerator in FIPS Mode.
- Remote network connection, configuration manager application

An |P address need not have been assigned for appliance management.
— A device cannot be set to single-port mode via the remote connection.

Multiple devices can be attached.
Cannot be used with Secure Content Accelerator in FIPS Mode.
« Remote network connection, GUI

In IP address must have been assigned to the appliance for management.

A device cannot be set to single-port mode viathe GUI.

Only one device can be managed at a single time.
Cannot be used with Secure Content Accelerator in FIPS Mode.

Additionally, the behaviors of some commands vary depending upon the
management method. The configuration information for the commands

ip name-server, rdate-server, and ip domain-name can be set remotely, but the
configuration information is used only through a serial or telnet connection. The
results of the ping and traceroute commands also are dependent upon the
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management method. When used with the remote management application, these
commands are executed and results returned based upon the configuring
computer’s hardware information. When used with serial or telnet management,
the results are based upon the SSL appliance’s hardware information.

Serial and telnet management commands can use symbolic hostnames in URL
identifiersif the ip domain-name has been set.

File name formats differ depending on the management method. When using
remote management, you can specify thefile name asit appearsin the configuring
computer’sfile system. A path must be included, if necessary. When using serial
or telnet management, the file name must be entered in any of the following
formats:

[<http:// | ftp:// | https:// | tftp:// >] URL
In situations where afile is written, anonymous write access must be configured
on the system with these caveats:

« http:—The server must be configured to accept PUT commands

» https:—The server must be configured to accept PUT commands

- ftp:—If anonymous write access is not allowed, use this format:
ftp://username: passwor d@hostname/dir ector y/filename

- tftp:—Use this format:
tftp://hostname/filename
where the hosthame may be either a URL or IP address

Additionally, we provide a guided QuickStart wizard configuration method,
available from both the configuration manager and GUI. To use this method for
configuration, see Chapter 3. Brief instructions are also included for initiating a
management session using the configuration manager.

For instructions on using any of the CLI configuration managers, see Chapter 5
for instructions on using the GUI, see Chapter 6.

[ 78-13124-04
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Initiating a Management Session

Use the appropriate instructions below to initiate a management session with the
Secure Content Accelerator.

Serial Management and IP Address Assignment

N

Note

Note

Follow these stepsto initiate amanagement session viaaserial connection and set
an |P address for the device.

The default terminal settings on the SSL devices and modulesis 80
columns by 25 lines. To ensure the best display and reduce the
chance of graphic anomalies, please use the same settings with the
serial terminal software. The device terminal settings can be
changed, if necessary. Use the standard ANSI setting on the serial
terminal software.

When operating in FIPS Mode, only serial management access of
available.

1.

Attach the included null modem cable to the appliance port marked
“CONSOLE". Attach the other end of the null modem cable to a serial port
on the configuring computer.

Launch any terminal emulation application that communicates with the serial
port connected to the appliance. Use these settings: 9,600 baud, 8 data bits,
no parity, 1 stop bit, no flow control.

Press Return. Initial information is displayed followed by an sca> prompt.

Enter Privileged and Configuration modes and set the P address using the
following commands. Replace the | P address in the example with the
appropriate one.

SCA> enabl e

SCA# configure

(config[SCA])# ip address 10.1.2.5
(config[SCA])#
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A

Note  When prompted to supply afile name during serial management, you
must supply it asa URL in the form of HOST/PATH/FILENAME
using the http://, https://, ftp:/l, or tftp:// prefix.

Telnet

After you have assigned an I P address to the Cisco Secure Content Accelerator
using the serial connection or remote configuration manager, you can connect to
the appliance via telnet.

1. Initiate atelnet session with the I P address previously assigned to the
appliance.

2. An SCA> prompt is displayed.
A

Note  When prompted to supply a file name during a telnet
management session, you must supply it asa URL in the
form of HOST/PATH/FILENAME using the http://, https://,
ftp:/l, or tftp:// prefix.

Running the Remote Configuration Manager

Use the appropriate instructions below to run the CLI configuration manager.

Linux

Enter csacfg at a Linux shell prompt.

Solaris

Enter csacfg at a Unix shell prompt.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Windows NT and Windows 2000 Software

To start the configuration manager, use the Start menu and point to
Programs>Cisco Systems and click Cisco Secure Content Acc. Manager, or
double-click the shortcut on the desktop.

Using the Remote Configuration Manager

Enter show device list to display alist of all Cisco Secure Content Accelerators
in the same broadcast domain as the configuring computer and those found using
the discover port command. Devices are listed in the following format:

Type Key Nane Ver si on MacAddr | Paddr

Cisco Secure Content Accelerator devices are listed with the “CSS-SCA” device
type. Note the MAC address of the device you wish to configure. It is used with
the“CS-" prefix to identify a specific device when giving commands in the format
CS-macaddress, where macaddress is the MAC address of the device.

Note  Identify an unnamed device as a specific appliance, match the last
six digits of the serial number with the MAC address shown.

Specifying Devices

If only one deviceislisted, you can configure it by simply entering commands as
listed. If multiple devices are listed, you must specify the device your commands
should address. In these instances you must use the on prefix.

For example, entering show device list returns the following list of unattached

devices:
CSS- SCA Ru ssl Devl
CSS- SCA Ru ssl Dev2
CSS- SCA Ru ssl Dev3

CSS-SCA2  Ru ssl Dev4

Secure Content Accelerator version 2 devices are indicated by the type
CSS-SCA2.
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To attach the configuration manager to the device ssiDev3, enter this command:

on ssl Dev3 attach

The auto completer function can assist data entry. See “Editing and Completion
Features’ in Appendix C for details for using editing and auto completer features.

Working with Device Groups

The remote configuration manager allows you to create groups of devicesfor single
management sessions. Most Top Level commands can target a group just as they
would asingle device. Using the device list above, the commands below create a
device group named myGroup, add three devices, and display the group contents.

csacfg> group nyGoup create
(group[ myG oup] ) > device ssl Devl
(group[ myG oup] ) > devi ce ssl Dev2
(group[ myG oup] ) > devi ce ssl Dev4
(group[myGroup])> info

group nane: nyG oup

nunmber of devices: 3

devi ce: ssl Devl

devi ce: ssl Dev2

devi ce: ssl Dev4

(group[ nyGoup] ) >

To remove a device from the group, use the no form of the command:

(group[ nmyGroup] ) > no device ssl Dev2

Enter end to leave Group configuration mode. To send commands to every device
in the group, use the on prefix.

on nyGoup attach

You can simplify command entry for this group further by setting the on command
to address the group myGroup by default.

set on-prefix nyG oup

After entering this command, you do not need to use the on prefix when

addressing the default target. For example, the on myGroup attach command
becomesattach. You can still address another group instead of the default; simply

[ 78-13124-04
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Note

specify its name following the on prefix. Change the on prefix target by
re-entering the command, identifying the new group. View the on prefix target by
entering show profile.

Individual devices can also be set asthe on prefix default target. Any
command without the on prefix defaults to the group or device
specified by the set on-prefix command.

For more information about Group Configuration commands, see “ Group
Configuration Command Set” in Appendix C.

Remote Configuration Caching

Theremote configuration manager caches some management session information.
Some changes made during a configuration session may not be displayed.
Additionally, configuration changes from multiple concurrent configuration
sessions may not be reflected in status and configuration displays. To obtain the
most current configuration data, exit the configuration manager, and launch the
application again or use the refresh command in the Privileged Command set.
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Top Level Command Set

The Top Level command set consists of Non-Privileged and Privileged
commands. These commands are used to view and clear statistics and device
status, set terminal configuration, enter configuration modes, manage hardware,
and exit the configuration manager.

Non-Privileged Command Set

The Non-Privileged command set consists of the lowest level commands having
the least impact on configuration and security of the devices.

attach
Attaches or detaches the configuration manager from one or more devices.
attach
no attach
on <devname|groupnamelall> attach
on <devname|groupnamelall> no attach
Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of a user-defined group of devices.
all A virtual group nametargeting all appropriate devices.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Usage Guidelines Availability: Remote

Use the simple attach form of the command to attach to a single found device.
Use the no form of the command to detach the configuration manager from a
single attached device. If an access-level password has been defined, you must
enter it when prompted before the configuration manager will attach to the
device(s). If a shared secret passphrase has been assigned as part of remote
management encryption, you are prompted for it. When using remote
configuration, use the on form of the command to specify the target(s) of the
command if more than one device is appropriate.

Note  If you have forgotten the device's access password, see “Factory
Default Reset Password”.

Related Commands  attach ip (Non-Privileged Command Set)
enable (Non-Privileged Command Set)
remote-management enable (Configuration Command Set)
remote-management port (Configuration Command Set)

attach ip
Attaches or detaches the configuration manager from one or more devices using
an alternate remote management port.
attach ip <ipaddr> [port <portid>]
no attach ip <ipaddr>
Syntax Description ipaddr The IP address of the Secure Content Accelerator.

portid The TCP service port number.
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Usage Guidelines

Note

Related Commands

clear screen

Usage Guidelines

cls

Usage Guidelines

Top Level Command Set

Availability: Remote

Usethe port option to specify a TCP/UDP service port to use for attaching to the

device. The remote-management port command must have been used on the
device to change the management port from the default. If a shared secret

passphrase has been assigned as part of remote management encryption, you are

prompted for it. Use the no form of the command to detach the configuration

manager from the specified device. If an access-level password has been defined,
you must enter it when prompted before the configuration manager can attach to

the device.

If you have forgotten the device's access password, see “Factory
Default Reset Password”.

attach (Non-Privileged Command Set)

enable (Non-Privileged Command Set)
remote-management enable (Configuration Command Set)
remote-management port (Configuration Command Set)

Clears the display, leaving only one prompt line.

clear screen

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Clears the display, leaving only one prompt line.

cls

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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discover
Checks the network for new remote devices on the default or, optionally, on the
specified TCP service port when using an alternate remote management port.
discover [port <portid>]
Syntax Description portid The port number.

Usage Guidelines Availability: Remote

Usethe port option to specify aTCP service port to search for devices when using
an alternate remote management port.

Related Commands  remote-management port (Configuration Command Set)

enable
Enters or leaves Privileged Mode for one or more attached device.
enable
no enable
on <devname|groupnamelall> enable
on <devname|groupnamelall> no enable
Syntax Description ~ devname The name of the Secure Content Accel erator.
groupname The name of a user-defined group of devices.
all A virtual group nametargeting all appropriate devices.
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Note

Related Commands

exit

Usage Guidelines

Related Commands

Top Level Command Set W

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If an enable-level password has been defined, you must enter it when prompted.
When using remote management, enters Privileged mode for a single, attached
device. Using the no form of this command |eaves Privileged mode. When using
remote configuration, use the on form of the command to specify the target(s) of
the command when more than one device is appropriate.

If you have forgotten the device's enable password, see “ Factory
Default Reset Password”.

attach (Non-Privileged Command Set)
attach ip (Non-Privileged Command Set)

See the section “Privileged Command Set”.

Quits the configuration manager.

exit

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When executed from the remote configuration manager, closes the configuration
manager. When executed from a serial connection, the connection is not closed.
If an access password has been configured, you are prompted for it. When
executed from telnet, the telnet connection is closed.

quit (Non-Privileged Command Set)

[ 78-13124-04
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group

Creates or configures the specified user-defined device group.

group <groupname> [create]
no group <groupname>

Syntax Description

Usage Guidelines

Related Commands

help

groupname The name of a user-defined group of devices.

create Creates a new device group named groupname and
enters Group Configuration Mode for that device
group.

Availability: Remote

Use the create flag to create the specified group and enter Group Configuration
mode for it. Use the no form of the command to remove the specified group.

See also “Group Configuration Command Set”.

Displays help information for the specified command.

help [command]

Syntax Description

Usage Guidelines

command The name of the command.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If no command is specified, help information is displayed for all Non-Privileged
commands. When using remote configuration, help information is displayed for
all Top Level commands.
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monitor
Displays the results of the specified command at one second intervals.
monitor <command>
Syntax Description command The name of the command.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The interval between refreshes is set using the set monitor-interval command.

Related Commands  set monitor-interval (Non-Privileged Command Set)
show profile (Non-Privileged Command Set)

paws
Pauses the configuration manager until akey is pressed.

paws

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

ping
Sends |CMP packets to the specified | P address.
ping <ipaddr|name>
Syntax Description ipaddr The specified destination I P address.

name The name of the host to ping (serial or telnet only).

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The host name can be used remotely if adomain name has been assigned for the
device. When issued from a serial or telnet connection, the command returns
information based upon the hardware of the Secure Content Accelerator. When
issued from a remote management connection, the command returns information
based upon the configuring computer.

Related Commands  ip name-server (Configuration Command Set)

quit
Quits the configuration manager.

quit

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When executed from the remote configuration manager, closes the configuration
manager. When executed from a serial connection, the connection is not closed.
If an access password has been configured, you are prompted for it. When
executed from telnet, the telnet connection is closed.

Related Commands  exit (Non-Privileged Command Set)

set monitor-interval
Sets the number of seconds between monitor-prefixed command refreshes.

set monitor-interval <value>
no set monitor-interval

Syntax Description  value The number of seconds between refreshes
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the no form of the command to return the monitor interval to default value.

Related Commands  monitor (Non-Privileged Command Set)
show profile (Non-Privileged Command Set)

set on-prefix
Sets the entity to address as default when using the on prefix.

set on-prefix <devname|groupnamelall>
no set on-prefix

Syntax Description ~ devname The name of the Secure Content Accelerator to target
groupname The name of the user-defined device group to target

Usage Guidelines Availability: Remote

Use the no form of the command to clear the default entity.

Related Commands  group (Non-Privileged Command Set)
show profile (Non-Privileged Command Set)

show arp
Displays the ARP cache on the specified device.
show arp

on <devname|groupnamelall> show arp

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Syntax Description

Usage Guidelines

show copyrights

Usage Guidelines

Related Commands

show cpu

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Displays copyright information for software and hardware products.

show copyrights

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

show version (Non-Privileged Command Set)

Displays CPU utilization information for one or more devices.
show cpu [continuous] [interval <value>]

on <devname|groupnamelall> show cpu [continuous] [interval <value>]

Syntax Description

continuous Displays statistics continuously updated at
one-second intervals.

interval Specifies an interval for display updates.

value Theinterval in seconds.

devname The name of the Secure Content Accelerator.

Series Secure Content Accelerator Configuration Guide

H Cisco 11000
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show date

Usage Guidelines

Related Commands

show device

Top Level Command Set W

groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the continuous option to have statistics displayed continuously, updated at
one-second intervals. Use the interval option to specify an interval for display
updates. Press any key to stop displaying statistics. When using remote
configuration, use the on form of the command to specify the target(s) of the
command if more than one device is appropriate.

Displays current date and time settings on the device.

show date

Availability: Serial, Telnet; FIPS Mode (serial only)

rdate-server (Configuration Command Set)

Displays information about the specified device(s).

show device
on <devname|groupnamelall> show device

Syntax Description

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

[ 78-13124-04
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show device list

Displays summary information for all Secure Content Accelerators in the same
broadcast domain as the configuring computer or found by the configuration
manager after launching the configuration manager and using the discover
command.

show devicelist

Usage Guidelines Availability: Remote
Devices are listed in the following format:
Type Key Nane Ver si on MacAddr | Paddr

Note the MAC address of the device you wish to configure. It is used with the
“CS-" prefix to identify a specific device when giving commands.

Related Commands  discover (Non-Privileged Command Set)

show dns
Displays DNS configuration information for one or more devices.
show dns
on <devname|groupnamelall> show dns
Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Related Commands  ip domain-name (Configuration Command Set)
show ip domain-name (Non-Privileged Command Set)
show ip name-server (Non-Privileged Command Set)

show flows
Displays IP connection information for one or more devices.
show flow
on <devname|groupnamelall> show flow
Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show group
Displays group summary information for the specified group.
show group [groupname]
Syntax Description groupname The name of the user-defined device group.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Usage Guidelines

Related Commands

show history

Usage Guidelines

Related Commands

show interface

Availability: Remote

If agroup is not specified, information is displayed for all groups.

group (Non-Privileged Command Set)

See the section “Group Configuration Command Set”.

Displays the last commands executed.

show history

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

show terminal (Top Level Command Set)
terminal history (Top Level Command Set)

Displaysinformation for the specified Ethernet interface on one or more devices.
show interface [network | server]

on <devname|groupnamejall> show interface [network | server]

Syntax Description

networ k Displaysinformation for the “ Network” interface.
server Displays information for the “Server” interface.
devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.

all A virtual group name targeting all appropriate devices.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Theinformation includes connection, duplex, speed, and autonegotiation settings.
If asingleinterfaceis not specified, information is displayed for all interfaces on
the device(s). When using remote configuration, use the on form of the command
to specify the target(s) of the command if more than one device is appropriate.

Related Commands  show interface errors (Non-Privileged Command Set)
show interface statistics (Non-Privileged Command Set)
inter face (Configuration Command Set)

See the section “Interface Configuration Command Set”.

show interface errors

Displays error information for the specified Ethernet interface on one or more
devices.

show interface errors[network | server] [continuous] [interval <value>]

on <devname|groupnamelall> show interface errors[network | server]
[continuousg] [interval <value>]

Syntax Description networ k Displays information for the “Network” interface.
server Displaysinformation for the “ Server” interface.
continuous Displays errors continuously.
interval Specifies an interval for display updates.
value The interval in seconds.
devname The name of the Secure Content Accel erator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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If asingleinterface is not specified, errors are displayed for both interfaces. If
continuousis specified, error statistics are updated every second. Usetheinterval
option to specify an interval for display updates. Press any key to stop displaying
errors. When using remote configuration, use the on form of the command to
specify the target(s) of the command if more than one device is appropriate.

Related Commands  show interface (Non-Privileged Command Set)
show interface statistics (Non-Privileged Command Set)
inter face (Configuration Command Set)

See the section “Interface Configuration Command Set”.

show interface statistics
Displays interface statistics for one or more devices.

show interface statistics [network | server] [continuous] [interval
<value>]

on <devname|groupnamelall> show interface statistics [network | server]
[continuous] [interval <value>]

Syntax Description networ k Displays information for the “Network” interface.
server Displaysinformation for the “ Server” interface.
continuous Displays statistics continuously.
interval Specifies an interval for display updates.
value The interval in seconds.
devname The name of the Secure Content Accel erator.
groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If asingleinterfaceis not specified, statistics are displayed for both interfaces. If
continuous is specified, statistics are updated every second. Use the interval
option to specify an interval for display updates. Press any key to stop displaying
statistics. When using remote configuration, use the on form of the command to
specify the target(s) of the command if more than one device is appropriate.

Related Commands  show interface (Non-Privileged Command Set)
show interface errors (Non-Privileged Command Set)
inter face (Configuration Command Set)

See the section “Interface Configuration Command Set”.

show ip domain-name
Displays DNS configuration information for one or more devices.
show ip domain-name

on <devname|groupnamejall> show ip domain-name

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Related Commands  ip domain-name (Configuration Command Set)
show dns (Non-Privileged Command Set)
show ip name-server (Non-Privileged Command Set)
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show ip name-server
Displays DNS configuration information for one or more devices.
show ip name-ser ver

on <devname|groupnamejall> show ip name-server

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command when more than one device is appropriate.

Related Commands  ip domain-name (Configuration Command Set)
show dns (Non-Privileged Command Set)
show ip domain-name (Non-Privileged Command Set)

show ip routes
Displays the routing table stored in one or more devices.
show ip routes

on <devname|groupnamelall> show ip routes

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Related Commands  show route (Non-Privileged Command Set)

show ip statistics
Displays diagnostic IP, ICMP, TCP, and UDP statistics for one or more devices.
show ip statistics

on <devname|groupnamelall> show ip statistics

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show keepalive-monitor
Displays alist of keepalive-monitor |P addresses for one or more devices.
show keepalive-monitor

on <devname|groupnamelall> show keepalive-monitor
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Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

SSL errorsfrom | P addresses specified with the keepalive-monitor command are
ignored. When using remote configuration, use the on form of the command to
specify the target(s) of the command if more than one device is appropriate.

Related Commands  keepalive-monitor (Configuration Command Set)

show memory
Displays memory usage on one or more devices.
show memory [zones]
on <devname|groupnamejall> show memory [zones]
Syntax Description zones Specifies memory information for each zoneis to be
displayed.
devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The zonesflag is used to display information for each memory zone. When using
remote configuration, use the on form of the command to specify the target(s) of
the command if more than one device is appropriate.
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Displays the diagnostic message buffer for one or more devices.

show messages

on <devname|groupnamelall> show messages

Syntax Description

Usage Guidelines

Related Commands

show netstat

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

clear messages (Non-Privileged Command Set)
write messages (Privileged Command Set)

Displays the current state of the IP connection for one or more devices.

show netstat

on <devname|groupnamelall> show netstat

Syntax Description

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

[ 78-13124-04
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Usage Guidelines

show processes

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Displaysinformation, by thread, about processes running on one or more devices.
show processes

on <devname|groupnamelall> show processes

Syntax Description

Usage Guidelines

show profile

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Displays the monitor-interval and on-prefix settings of the if they have been
changed from the default settings.

show profile[all]

Syntax Description

all Displays current settings for both monitor-interval
and on-prefix.
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Usage Guidelines

Related Commands
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Availability: Remote

Use the all keyword to display the current configuration of both the
monitor-interval and on-prefix.

monitor (Non-Privileged Command Set)
set monitor-interval (Non-Privileged Command Set)
set on-prefix (Non-Privileged Command Set)

show rdate-server

Displays the 1P address of the RDATE protocol server configuration for one or
more devices.

show rdate-server

on <devname|groupnamelall> show rdate-server

Syntax Description

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show remote-management

Displays remote management information for one or more devices.

show remote-management

on <devname|groupnamelall> show remote-management
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Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Related Commands  remote-management access-list (Configuration Command Set)
remote-management enable (Configuration Command Set)
remote-management encryption (Configuration Command Set)
remote-management port (Configuration Command Set)
remote-management shared-secr et (Configuration Command Set)
show telnet (Non-Privileged Command Set)
show web-management (Non-Privileged Command Set)

show rip
Displays the RIP status of one or more devices.
show rip
on <devname|groupnamejall> show rip
Syntax Description ~ devname The name of the Secure Content Accel erator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.
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Related Commands

show route

Top Level Command Set W

rip (Configuration Command Set)

Displays the routing table stored in one or more devices.
show route

on <devname|groupnamelall> show route

Syntax Description

Usage Guidelines

Related Commands

show sessions

Usage Guidelines

Related Commands

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show ip routes (Top Level Command Set)

Displays current remote configuration manager, serial, and telnet management
connections to the device.

show sessions

Availability: Serial, Telnet; FIPS Mode (serial only)

clear line (Privileged Command Set)
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show sntp-server

Displays SNTP-server information for one or more devices. The SNTP server is
used for date and time information.

show sntp-server

on <devname|groupnamelall> show sntp-server

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Related Commands  sntp-server (Configuration Command Set)

show ssl
Displays SSL summary data for one or more devices.
show ssl
on <devname|groupnamelall> show sdl
Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.
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Usage Guidelines

Related Commands

show ssl cert

Top Level Command Set W

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show ssl cert (Non-Privileged Command Set)

show ssl certgroup (Non-Privileged Command Set)
show ssl errors (Non-Privileged Command Set)
show ssl key (Non-Privileged Command Set)

show ssl secpolicy (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)
show sdl statistics (Non-Privileged Command Set)
ssl (Configuration Command Set)

See the section “SSL Configuration Command Set”.

Displays summary data for the specified certificate entity loaded on one or more
devices.

show ssl cert [certname]

on <devname|groupnamelall> show ssl cert [certname]

Syntax Description

Usage Guidelines

certname The name of the certificate.

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.

all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a certificate name, all certificate entity information is
displayed When using remote configuration, use the on form of the command to
specify the target(s) of the command if more than one device is appropriate.
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Related Commands

show ssl (Non-Privileged Command Set)

show ssl certgroup (Non-Privileged Command Set)
show ssl errors (Non-Privileged Command Set)
show ssl errorsall (Non-Privileged Command Set)
show ssl key (Non-Privileged Command Set)

show ssl secpolicy (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)
show ssl statistics (Non-Privileged Command Set)
show ssl statistics all (Non-Privileged Command Set)
ssl (Configuration Command Set)

See the sections “ SSL Configuration Command Set”, “ Certificate Configuration
Command Set”, and “ Certificate Group Configuration Command Set”.

show ssl certgroup

Displays summary data for the specified certificate group loaded on one or more
devices.

show ssl certgroup [certgroupname]

on <devname|groupnamelall> show ssl certgroup [certgroupname]

Syntax Description

Usage Guidelines

certgroupname The name of the certificate group.

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.

all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a certificate group, all certificate group information is
displayed. When using remote configuration, use the on form of the command to
specify the target(s) of the command if more than one device is appropriate.
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Related Commands  show ssl (Non-Privileged Command Set)
show ssl cert (Non-Privileged Command Set)
show ssl errors (Non-Privileged Command Set)
show ssl key (Non-Privileged Command Set)
show ssl secpolicy (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)
show ssl statistics (Non-Privileged Command Set)
ssl (Configuration Command Set)

See the sections “ SSL Configuration Command Set”, “ Certificate Configuration
Command Set”, and “ Certificate Group Configuration Command Set”.
show ssl errors
Displays SSL errors reported on one or more devices.
show sdl errors[continuous] [interval <value>]

on <devname|groupnamelall> show ssl errors[continuous] [interval

<value>]
Syntax Description  continuous Displays errors continuously.
interval Specifies an interval for display updates.
value The interval in seconds.
devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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(This command must be given on one line.) Displays SSL errors reported on a
single device or module. Use the continuous keyword to update the statistics
every second. Usetheinterval keyword to specify aninterval for display updates,
where value is the interval in seconds. Press any key to stop displaying errors.
When using remote configuration, use the on form of the command to specify the
target(s) of the command, where devname is the name of a single device or
module, groupname is the name of a user-defined device group, and all represents
all appropriate devices and modules. Table C-3 displays output descriptions.

Table C-3  Output Description for show ssl errors

Error

Description

SSL Negotiation Errors

The number of SSL negotiation failures

Total SSL Connections Rejected

The number of SSL connections rejected
when the pre-defined limit of connections has
been exceeded

SSL Accept Errors

Generated when SSL connection acceptance
fails; eight states are recognized:

0 SSL_ERROR_NONE
SSL_ERROR_SSL
SSL_ERROR_WANT_READ
SSL_ERROR_WANT_WRITE
SSL_ERROR_WANT_X509_LOOKUP
SSL_ERROR_SYSCALL
SSL_ERROR_ZERO_RETURN
SSL_ERROR_WANT_CONNECT

N o o~ WN P

SSL System Write Errors to
client

Generated when an error occurswhenwriting
toaclient

SSL Write Broken Connection
Error to client

Generated when writing to the client after the
client has reset the connection

SSL System Read Errors from
client

Generated when an error occurs when
reading from a client

SSL Read Broken Connection
Error from client

Generated when reading from a client after
the client has reset the connection
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Table C-3 Output Description for show ssl errors (continued)

Error Description

System Write Errorsto remote | Generated when an error occurswhenwriting

server to aremote server

Broken Connection Write Errors |Generated when writing to a remote server

to remote server after the remote server asreset the connection

System Read Errorsfrom remote | Generated when reading from a remote

server server

Broken Connection Read Errors |Generated when reading from a remote

from remote server server after the remote server as reset the
connection
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Table C-3 Output Description for show ssl errors (continued)

Error Description
System Call Error Histogram for |Generated with the client connection is
Client SSL Connections closed; histogram errors include:

"No buffers available"
"Operation timed out"

"Socket is connected"
"Operation not supported"
"Connection aborted"
"Operation would block"
"Connection refused”
"Connection reset by peer"
"Socket not connected"
"Message size error"

"Pipe error"
"EDESTADDRREQ"
"EDESTADDREQ"

"Socket shutdown"
"Unsupported protocol option"
"Out of band data"

"Addressis not available"
"Address already in use"
"Address family is not supported"
"Operation already in progress"
"lower error"

"1/0 error"

"Destination host is down"
"Unsupported protocol”
"Destination network is down"
"Destination host unreachable"
"Destination network unreachable"
"Protocol Family not supported”
"Prototype error"
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Table C-3 Output Description for show ssl errors (continued)

Error Description
System Call Error Histogram for |Generated with the server connection is
Server Connections closed; histogram errors include:

"No buffers available"
"Operation timed out"

"Socket is connected"
"Operation not supported"
"Connection aborted"
"Operation would block"
"Connection refused”
"Connection reset by peer"
"Socket not connected"
"Message size error"

"Pipe error"
"EDESTADDRREQ"
"EDESTADDREQ"

"Socket shutdown"
"Unsupported protocol option"
"Out of band data"

"Addressis not available"
"Address already in use"
"Address family is not supported"
"Operation already in progress"
"lower error"

"1/0 error"

"Destination host is down"
"Unsupported protocol”
"Destination network is down"
"Destination host unreachable"
"Destination network unreachable"
"Protocol Family not supported”
"Prototype error"
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The errors displayed when using the continuous or interval keywords are listed
in Table C-4 below.

Table C-4 Abbreviations Used for show ssl errors continuous

Abbreviation |Description

ACPT SSL Accept Errors

SSLW SSL System Write Errorsto Client

SSLWBC SSL System Write Broken Connection Errors to Client
SSLR SSL System Read Errors from Client

SSLRBC SSL System Read Broken Connection Errors from Client
SVRW System Write Errors to Remote Server

SVRWBC Broken Connection Write Errors to Remote Server
SVRR System Read Errors from Remote Server

SVRRBC Broken Connection Read Errors from Remote Server

Related Commands  keepalive-monitor (Configuration Command Set)
show keepalive-monitor (Non-Privileged Command Set)
show ssl (Non-Privileged Command Set)
show ssl cert (Non-Privileged Command Set)
show ssl certgroup (Non-Privileged Command Set)
show ssl key (Non-Privileged Command Set)
show ssl secpolicy (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)
show ssl statistics (Non-Privileged Command Set)
ssl (Configuration Command Set)

See the section “SSL Configuration Command Set”.

show ssl key
Displays summary datafor the specified private key loaded on one or more devices.
show ssl key [keyname]

on <devname|groupnamelall> show ssl key [keyname]
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Syntax Description

Usage Guidelines

Related Commands

keyname The name of the public/private key pair.

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.

all A virtual group name targeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a key name, all key information is displayed. When using
remote configuration, use the on form of the command to specify the target(s) of
the command if more than one device is appropriate.

show ssl (Non-Privileged Command Set)

show ssl cert (Non-Privileged Command Set)

show ssl certgroup (Non-Privileged Command Set)
show ssl errors (Non-Privileged Command Set)
show ssl secpolicy (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)
show sdl statistics (Non-Privileged Command Set)
ssl (Configuration Command Set)

See the sections “ SSL Configuration Command Set” and “Key Configuration
Command Set”.

show ssl secpolicy

Displays summary data for the specified security policy on one or more devices.
show ssl secpolicy [polname]

on <devname|groupnamejall> show ssl secpolicy [polname]
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Syntax Description

Usage Guidelines

Related Commands

show ssl server

polname The name of the security policy.

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.

all A virtual group name targeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a security policy name, all security policy information is
displayed. When using remote configuration, use the on form of the command to
specify the target(s) of the command if more than one device is appropriate.

show ssl (Non-Privileged Command Set)

show ssl cert (Non-Privileged Command Set)

show ssl certgroup (Non-Privileged Command Set)
show ssl errors (Non-Privileged Command Set)
show ssl key (Non-Privileged Command Set)

show ssl server (Non-Privileged Command Set)
show sdl statistics (Non-Privileged Command Set)
ssl (Configuration Command Set)

See the sections “ SSL Configuration Command Set” and “ Security Policy
Configuration Command Set”.

Displays information for the specified configured logical secure server of type
server, reverse-proxy server, or backend server on one or more devices.

show ssl server [servname]
on <devname|groupnamelall> show ssl server [servname]
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Syntax Description

Usage Guidelines

Related Commands

servname The name of the server.

devname The name of the Secure Content Accel erator.
groupname The name of the user-defined device group.

all A virtual group name targeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a secure server name, all secure server information is
displayed. When using remote configuration, use the on form of the command to
specify the target(s) of the command if more than one device is appropriate.

show ssl (Non-Privileged Command Set)

show ssl cert (Non-Privileged Command Set)

show ssl certgroup (Non-Privileged Command Set)
show ssl errors (Non-Privileged Command Set)
show ssl key (Non-Privileged Command Set)

show ssl secpolicy (Non-Privileged Command Set)
show sdl statistics (Non-Privileged Command Set)
ssl (Configuration Command Set)

See the sections “ SSL Configuration Command Set” and “ Server Configuration
Command Set”.

show ssl session-stats

Displays SSL session statistics summed over all secure logical servers on one or
more devices.

show ssl session-stats [continuous] [interval <value>]

on <devname|groupnamejall> show ssl session-stats[continuous] [interval
<value>]
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Syntax Description

Usage Guidelines

Related Commands

continuous Displays statistics continuously.

interval Specifies an interval for display updates.

value The interval in seconds.

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.

all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the continuous keyword to update the statistics every second. Use the
interval keyword to specify an interval for display updates. Press any key to stop
displaying information. When using remote configuration, use the on form of the
command to specify the target(s) of the command if more than one deviceis

appropriate.

show ssl (Non-Privileged Command Set)

show ssl cert (Non-Privileged Command Set)

show ssl certgroup (Non-Privileged Command Set)
show ssl errors (Non-Privileged Command Set)
show ssl key (Non-Privileged Command Set)

show ssl secpolicy (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)
show sdl statistics (Non-Privileged Command Set)
ssl (Configuration Command Set)

See the section “SSL Configuration Command Set”.

show ssl statistics

Displays SSL statistics summed over all secure logical servers on one or more
devices.

show ssl statistics [continuous] [interval <value>]

on <devname|groupnamelall> show sdl statistics [continuous] [interval
<value>]
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Syntax Description

Usage Guidelines

continuous Displays statistics continuously.

interval Specifies an interval for display updates.

value The interval in seconds.

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.

all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the continuous keyword to update the statistics every second. Use the
interval keyword to specify an interval for display updates. Press any key to stop
displaying information. When using remote configuration, use the on form of the
command to specify the target(s) of the command if more than one deviceis
appropriate. Table C-5 displays output descriptions.

Table C-5 Output Description for show ssl statistics

Statistic

Description

Active Client Connections

The number of client connections
currently active

Active Server Connections

The number of server connections
currently active

Active Sockets

The number of currently active sockets

SSL Negotiation Errors

The number of SSL negotiation
failures

Connection Errors to remote Server

The number of errors encountered
when connecting to remote (backend)
servers

Total Connection Block Errors

The number of errors generated during
connections

Total SSL Connections Refused

The number of SSL connections
refused
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Table C-5 Output Description for show ssl statistics (continued)

Statistic Description

Total SSL Connections Rejected The number of SSL connections
rejected when the pre-defined limit of
connections has been exceeded

Total Connections Accepted The number of client connections
accepted

Total RSA Operationsin Hardware The number of RSA operations
performed by the Secure Content
Accelerator

Total SSL Negotiations Succeeded The number of successful SSL
negotiations

The statistics displayed when using the continuous or interval keywords are
listed in Table C-6 below.

Table C-6 Abbreviations Used for show ssl statistics continuous

Abbreviation |Description

AC Active Client Connections, Active Server Connections

AS Active Sockets

SNE SSL Negotiation Errors

TSE Total Socket Errors

CES Connection Errors to Remote Server

TCBE Total Connection Block Errors

TSCR Total SSL Connections Refused, Total SSL Connections
Rejected

TCA Total Connections Accepted

TROH Total RSA Operations in Hardware

TSNS Total SSL Negotiations Succeeded
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~
Note  Values for Active Server Connections and Total SSL

Connections Refused are not shown when using the
continuous keyword.

show ssl (Non-Privileged Command Set)

show ssl cert (Non-Privileged Command Set)

show ssl certgroup (Non-Privileged Command Set)
show ssl errors (Non-Privileged Command Set)

show ssl key (Non-Privileged Command Set)

show ssl secpolicy (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)

show ssl session-stats (Non-Privileged Command Set)
ssl (Configuration Command Set)

See the section “SSL Configuration Command Set”.

Displaysthe list of hosts to which diagnostic messages from one or more devices
are sent.

show syslog

on <devname|groupnamelall> show syslog

Syntax Description

Usage Guidelines

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.
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Related Commands  syslog (Configuration Command Set)

show system-resources
Displays system memory and CPU usage for one or more devices.
show system-resour ces [continuous] [interval <value>]

on <devname|groupnamelall> show system-resources [continuous]
[interval <value>]

Syntax Description ~ continuous Displays statistics continuously.
interval Specifies an interval for display updates.
value The interval in seconds.
devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the continuous option to update the information every second. Use the
interval option to specify an interval for display updates. Press any key to stop
displaying information. When using remote configuration, use the on form of the
command to specify the target(s) of the command if more than one deviceis

appropriate.

show telnet
Displays telnet management information for one or more devices.
show telnet

on <devname|groupnamejall> show telnet
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Syntax Description

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.

Usage Guidelines

Related Commands

show terminal

Usage Guidelines

Related Commands

Availability: Remote, Serial, Telnet

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

telnet access-list (Configuration Command Set)

telnet enable (Configuration Command Set)

telnet port (Configuration Command Set)

show remote-management (Non-Privileged Command Set)
show web-management (Non-Privileged Command Set)

Displays terminal setting information.

show terminal

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

show history (Non-Privileged Command Set)
terminal baud (Non-Privileged Command Set)
terminal history (Non-Privileged Command Set)
terminal length (Non-Privileged Command Set)
terminal pager (Non-Privileged Command Set)
terminal reset (Non-Privileged Command Set)
terminal width (Non-Privileged Command Set)
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show version

Usage Guidelines

Displays configuration manager version information.

show version

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

show web-management

Displays Web-based GUI management information for one or more devices.
show web-management

on <devname|groupnamelall> show web-management

Syntax Description

Usage Guidelines

Related Commands

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

web-mgmt access-list (Configuration Command Set)
web-mgmt enable (Configuration Command Set)
web-mgmt port (Configuration Command Set)

show remote-management (Non-Privileged Command Set)
show telnet (Non-Privileged Command Set)
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terminal baud
Sets the baud for communicating with the Secure Content Accelerator.

terminal baud <1200|2400]4800|9600|19200|38400|115200>

Syntax Description 1200 Sets the baud to 1200.
2400 Sets the baud to 2400.
4800 Sets the baud to 4800.
9600 Sets the baud to 9600.
19200 Sets the baud to 19,200.
38400 Sets the baud to 38,400.
115200 Sets the baud to 115,200.

Usage Guidelines Availability: Serial; FIPS Mode (serial only)

Related Commands  show terminal (Non-Privileged Command Set)
terminal history (Non-Privileged Command Set)
terminal length (Non-Privileged Command Set)
terminal pager (Non-Privileged Command Set)
terminal reset (Non-Privileged Command Set)
terminal width (Non-Privileged Command Set)

terminal history

Sets the number of commands saved in the history buffer. Use the no form of the
command to disable the history list.

terminal history <length>
no terminal history
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Syntax Description length The number of commands to store in the history
buffer.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
The default is 25.

Related Commands  show history (Non-Privileged Command Set)
show terminal (Non-Privileged Command Set)
terminal baud (Non-Privileged Command Set)
terminal length (Non-Privileged Command Set)
terminal pager (Non-Privileged Command Set)
terminal reset (Non-Privileged Command Set)
terminal width (Non-Privileged Command Set)

terminal length
Sets the number of linesin aterminal window.

terminal length

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  show terminal (Non-Privileged Command Set)
terminal baud (Non-Privileged Command Set)
terminal history (Non-Privileged Command Set)
terminal pager (Non-Privileged Command Set)
terminal reset (Non-Privileged Command Set)
terminal width (Non-Privileged Command Set)
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terminal pager
Enablesthe terminal pager. Using the no form of the command disables the pager.

terminal pager
no terminal pager

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  show terminal (Non-Privileged Command Set)
terminal baud (Non-Privileged Command Set)
terminal history (Non-Privileged Command Set)
terminal length (Non-Privileged Command Set)
terminal reset (Non-Privileged Command Set)
terminal width (Non-Privileged Command Set)

terminal reset
Resets the internal state of the terminal.

terminal reset

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  show terminal (Non-Privileged Command Set)
terminal baud (Non-Privileged Command Set)
terminal history (Non-Privileged Command Set)
terminal length (Non-Privileged Command Set)
terminal pager (Non-Privileged Command Set)
terminal width (Non-Privileged Command Set)
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terminal width

Sets the width of the terminal window.

terminal width <width>

Syntax Description

Usage Guidelines

Related Commands

traceroute

width The desired width of the terminal window.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

show terminal (Non-Privileged Command Set)
terminal baud (Non-Privileged Command Set)
terminal history (Non-Privileged Command Set)
terminal length (Non-Privileged Command Set)
terminal pager (Non-Privileged Command Set)
terminal reset (Non-Privileged Command Set)

Displays the router hops to the specified destination.

tracer oute <ipaddr|name>

Syntax Description

Usage Guidelines

ipaddr The destination | P address.
name The name of the destination host (serial or telnet only).

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When issued from a serial or telnet connection, the command returns information
based upon the device's hardware. When issued from the remote configuration
manager, the command returns information based upon the configuring computer.
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Privileged Command Set

Use Privileged mode commands to view and edit device-specific configuration
information. Enter Privileged mode for adevice by using the enable commandin
Non-Privileged mode. All Non-Privileged commands are also available.

clear interface statistics
Resets all interface statistics for one or more devices.
clear interface statistics

on <devname|groupnamejall> clear interface statistics

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Related Commands  show interface (Non-Privileged Command Set)
show interface errors (Non-Privileged Command Set)
show interface statistics (Non-Privileged Command Set)
inter face (Configuration Command Set)

See “Interface Configuration Command Set”.
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clear ip routes
Clears the IP routing table on one or more devices.
clear ip routes

on <devname|groupnamejall> clear ip routes

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Related Commands  show ip routes (Non-Privileged Command Set)
show routes (Non-Privileged Command Set)
ip route (Configuration Command Set)

clear ip statistics
Resets all |P statistics on one or more devices.
clear ip statistics

on <devname|groupnamelall> clear ip statistics

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.
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clear line
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Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show ip statistics (Non-Privileged Command Set)

Closes a specified management session.

clear line <sessionld>

Syntax Description

Usage Guidelines

Related Commands

clear messages

sessionld The session identifier

Availability: Serial; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate. Use the show
sessions command to display the open management sessions.

show sessions (Non-Privileged Command Set)

Empties the diagnostic message buffer on one or more devices.
clear messages

on <devname|groupnamelall> clear messages
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Syntax Description

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.

Usage Guidelines

Related Commands

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show messages (Non-Privileged Command Set)
write messages (Privileged Command Set)

clear ssl session-stats

Resets all SSL session statistics for one or more devices.
clear ssl session-stats

on <devname|groupnamelall> clear ssl session-stats

Syntax Description

Usage Guidelines

Related Commands

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show ssl errors (Non-Privileged Command Set)
show sgl statistics (Non-Privileged Command Set)
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clear ssl statistics

Resets all SSL statistics for one or more devices.
clear sdl statistics

on <devname|groupnamejall> clear sgl statistics

Syntax Description

Usage Guidelines

Related Commands

configure

Usage Guidelines

Related Commands

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

show ssl errors (Non-Privileged Command Set)
show sdl statistics (Non-Privileged Command Set)

Enters Configuration mode for a device in Privileged mode.

configure

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

See the section “Configuration Command Set”.
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copy running-configuration

Writes the running-configuration of a device to afile.
copy running-configuration [filenamelurl]

on <devname> copy running-configuration [filename]

Syntax Description

Usage Guidelines

Related Commands

filename The name of the file, including its path.
url The URL of the file (serial and telnet only).
devname The name of the Secure Content Accelerator.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify afile name or URL, you are prompted for it. When using
remote configuration, use the on form of the command to specify the target of the
command if more than one device is appropriate.

copy running-configuration startup-configur ation (Privileged Command Set)
copy startup-configuration (Privileged Command Set)

copy startup-configuration running configuration (Privileged Command Set)
copy to running-configuration (Privileged Command Set)

copy to startup-configuration (Privileged Command Set)

copy running-configuration startup-configuration

Usage Guidelines

Writes the running-configuration of a device to its startup-configuration.

copy running-configuration startup-configuration

Availability: Serial, Telnet; FIPS Mode (serial only)
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Related Commands  copy running-configuration (Privileged Command Set)
copy startup-configuration (Privileged Command Set)
copy startup-configuration running configuration (Privileged Command Set)
copy to running-configuration (Privileged Command Set)
copy to startup-configuration (Privileged Command Set)

copy startup-configuration
Writes the startup-configuration of a device to afile.

copy startup-configuration <url>

Syntax Description url The URL of thefile.

Usage Guidelines Availability: Serial, Telnet; FIPS Mode (serial only)

Related Commands  copy running-configuration (Privileged Command Set)
copy running-configuration startup-configuration (Privileged Command Set)
copy startup-configuration running configuration (Privileged Command Set)
copy to running-configuration (Privileged Command Set)
copy to startup-configuration (Privileged Command Set)

copy startup-configuration running-configuration
Writes the startup-configuration of a device to its running-configuration.

copy startup-configuration running-configuration

Usage Guidelines Availability: Serial, Telnet; FIPS Mode (serial only)
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Related Commands

copy to flash

copy running-configuration (Privileged Command Set)

copy running-configuration startup-configuration (Privileged Command Set)
copy startup-configuration (Privileged Command Set)

copy to running-configuration (Privileged Command Set)

copy to startup-configuration (Privileged Command Set)

Uploads a Cisco Secure Content Accelerator image file to the device flash.
copy to flash [filename|url]

on <devname> copy to flash [filename]

Syntax Description

Usage Guidelines

Related Commands

filename The name of the file, including its path.
url The URL of the file (serial and telnet only).
devname The name of the Secure Content Accelerator.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify afile name or URL, you are prompted for it. When using
remote configuration, use the on form of the command to specify the target(s) of
the command if more than one device is appropriate.

Y
Note  When the copy to flash command isused in FIPS Mode, the
firmware signature is verified.

copy running-configuration (Privileged Command Set)

copy running-configuration startup-configur ation (Privileged Command Set)
copy startup-configuration (Privileged Command Set)

copy startup-configuration running-configuration (Privileged Command Set)
copy to running-configuration (Privileged Command Set)

copy to startup-configuration (Privileged Command Set)
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copy to running-configuration

Uploads a saved configuration file and mergesit to the running-configuration of a
device.

copy to running-configuration [filenamelurl]

on <devname> copy to running-configuration [filename]

Syntax Description

Usage Guidelines

Related Commands

filename The name of the file, including its path.
url The URL of the file (serial and telnet only).
devname The name of the Secure Content Accelerator.

Availability: Remote

If you do not specify afile name or URL, you are prompted for it. When using
remote configuration, use the on form of the command to specify the target of the
command if more than one device is appropriate.

copy running-configuration (Privileged Command Set)

copy running-configuration startup-configur ation (Privileged Command Set)
copy startup-configuration (Privileged Command Set)

copy startup-configuration running-configur ation (Privileged Command Set)
copy to startup-configuration (Privileged Command Set)

copy to startup-configuration

Uploads a saved configuration file and merges it to the startup-configuration of a
device.

copy to startup-configuration [url]

Syntax Description

url The URL of thefile.

[ 78-13124-04
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Usage Guidelines

Related Commands

disable

Availability: Serial, Telnet; FIPS Mode (serial only)
If you do not specify a URL, you are prompted for it.

copy running-configuration (Privileged Command Set)

copy running-configuration startup-configur ation (Privileged Command Set)
copy startup-configuration (Privileged Command Set)

copy startup-configuration running-configur ation (Privileged Command Set)
copy to running-configuration (Privileged Command Set)

Exits Privileged mode for one or more devices.
disable

on <devname|groupnamejall> disable

Syntax Description

Usage Guidelines

Related Commands

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

enable (Non-Privileged Command Set)
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erase running-configuration
Erases the running-configuration on one or more devices.
erase running-configuration

on <devname|groupnamelall> erase running-configuration

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Related Commands  copy running-configuration (Privileged Command Set)
copy to running-configuration (Privileged Command Set)
erase startup-configuration (Privileged Command Set)

erase startup-configuration
Erases the startup-configuration on one or more devices.
erase startup-configuration

on <devname|groupnamelall> er ase startup-configuration

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Related Commands  copy running-configuration (Privileged Command Set)
copy to running-configuration (Privileged Command Set)
erase running-configuration (Privileged Command Set)

fips enable

Starts FIPS-compliant mode for a device in Privileged mode.

fipsenable
no fips enable

Usage Guidelines Availability: Remote, Serial, Telnet

Related Commands  See the section Chapter 6, FIPS Operation.

quick-start
Runs the QuickStart wizard for a device.
quick-start
on <devname> quick-start
Syntax Description ~ devname The name of the Secure Content Accel erator.
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Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

)

Note  When using the quick-start command in FIPS Mode to
create a server, only the FIPS security policy is available.
When using the quick-start command in FIPS Mode to
configure an existing server, only FIPS-compliant servers
are available.

Updates device information in the configuration manager.

refresh

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Reboots one or more devices.
reload

on <devname|groupnamelall> reload

Syntax Description

Usage Guidelines

devname The name of the Secure Content Accel erator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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The device resumes operation using the startup-configuration stored in the flash
memory. You are prompted to confirm restarting the device. When using remote
configuration, use the on form of the command to specify the target(s) of the
command.

~

Note  You are not prompted to reload devices on a
device-by-device basis.

A

Note  When reloading the device in FIPS Mode, the firmware
signature is verified.

show access-list
Displays the specified access list for one or more devices.
show access-list [listid]

on <devname|groupnamelall> show access-list [listid]

Syntax Description listid The access list identifier.
devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify an accesslist id, information for all accesslistsis displayed.
When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.
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Related Commands  access-list (Configuration Command Set)
remote-management access-list (Configuration Command Set)
snmp access-list (Configuration Command Set)
telnet access-list (Configuration Command Set)
web-mgmt access-list (Configuration Command Set)

show diagnostic-report
Displays configuration and diagnostic information for a device.

show diagnostic-report

Usage Guidelines Availability: Serial, Telnet; FIPS Mode (serial only)
The reports displayed for the device are the following:
» SSL Device Configuration (show device)
» Startup Configuration (show startup-config)
« Running Configuration (show running-config)
» Processes (show processes)
« Network Status (show netstat)
« Memory Statistics (show memory)
- Memory Zones (show memory zones)
- SSL Statistics (show ssl statistics)
» SSL Session Statistics (show ssl session-stats)
e SSL Errors (show sdl errors)

Individual reports can be generated using the command displayed between
parentheses following each report name.

Related Commands  show device (Non-Privileged Command Set)
show memory (Non-Privileged Command Set)
show memory zones (Non-Privileged Command Set)
show netstat (Non-Privileged Command Set)
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show processes (Non-Privileged Command Set)

show running-config (Privileged Command Set)
show ssl errors (Non-Privileged Command Set)

show ssl session-stats (Non-Privileged Command Set)
show ssl statistics (Non-Privileged Command Set)
show startup-config (Privileged Command Set)

show running-configuration

Displays the running-configuration on one or more devices.

show running-configuration

on <devname|groupnamelall> show running-configuration

Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the

target(s) of the command if more than one device is appropriate.

Related Commands  copy running-configuration (Privileged Command Set)

copy running-configuration startup-configuration (Privileged Command Set)
copy startup-configuration running-configuration (Privileged Command Set)

copy to running-configuration (Privileged Command Set)
erase running-configuration (Privileged Command Set)
show startup-configuration (Privileged Command Set)
writefile (Privileged Command Set)
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Displays SNMP configuration information for one or more devices.
show snmp

on <devname|groupnamelall> show snmp

Syntax Description

Usage Guidelines

Related Commands

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

no snmp (Configuration Command Set)

snmp access-list (Configuration Command Set)

snmp contact (Configuration Command Set)

snmp default community (Configuration Command Set)
snmp enable (Configuration Command Set)

snmp location (Configuration Command Set)

snmp trap-host (Configuration Command Set)

snmp trap-type enterprise (Configuration Command Set)
snmp trap-type generic (Configuration Command Set)

show sntp
Displays SNTP configuration information, including the SNTP servers configured
and the polling interval.
show sntp
on <devname|groupnamelall> show sntp
Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Syntax Description

devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group name targeting all appropriate devices.

Usage Guidelines

Related Commands

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

sntp interval (Configuration Command Set)
sntp server (Configuration Command Set)

show startup-configuration

Usage Guidelines

Related Commands

write file

Displays the startup-configuration on a device.

show startup-configuration

Availability: Serial, Telnet; FIPS Mode (serial only)

copy running-configuration startup-configuration (Privileged Command Set)
copy startup-configuration (Privileged Command Set)

copy startup-configuration running-configuration (Privileged Command Set)
copy to flash (Privileged Command Set)

erase start-up-configuration (Privileged Command Set)

show running-configuration (Privileged Command Set)

write flash (Privileged Command Set)

Writes the running-configuration of a device to afile on the file system of the
configuring computer.
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write file [filename]

on <devname> write file [filename]

Syntax Description filename The name of the file, including the path.
devname The name of the Secure Content Accelerator.

Usage Guidelines Availability: Remote

If you do not supply afile name, you are prompted for it. When using remote
configuration, use the on form of the command to specify the target of the
command if more than one device is appropriate.

Related Commands  copy running-configuration (Privileged Command Set)
copy running-configuration startup-configuration (Privileged Command Set)
copy startup-configuration running-configuration (Privileged Command Set)
copy to running-configuration (Privileged Command Set)
erase running-configuration (Privileged Command Set)
show running-configuration (Privileged Command Set)
write memory (Privileged Command Set)

write flash
Writes the running-configuration to flash memory on one or more devices.
write flash
on <devname|groupnamelall> write flash
Syntax Description devname The name of the Secure Content Accelerator.
groupname The name of the user-defined device group.
all A virtual group nametargeting all appropriate devices.
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Usage Guidelines

Related Commands

write memory

Usage Guidelines

Related Commands

write messages

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

copy running-configuration (Privileged Command Set)

copy running-configuration startup-configuration (Privileged Command Set)
copy startup-configuration running-configuration (Privileged Command Set)
copy to running-configuration (Privileged Command Set)

erase running-configuration (Privileged Command Set)

show running-configuration (Privileged Command Set)

write memory (Privileged Command Set)

Writes the running-configuration to flash memory on a device.

write memory

Availability: Serial, Telnet; FIPS Mode (serial only)

copy running-configuration startup-configuration (Privileged Command Set)
copy startup-configuration (Privileged Command Set)

copy startup-configuration running-configuration (Privileged Command Set)
copy to flash (Privileged Command Set)

erase startup-configuration (Privileged Command Set)

show running-configuration (Privileged Command Set)

write file (Privileged Command Set)

Writes the diagnostic messages for one or more devices to afile.
write messages [filename|url]

on <devname> write messages [filename]
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Syntax Description filename The name of the file, including the path.
url The URL of thefile.
devname The name of the Secure Content Accelerator.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not supply afile name, you are prompted for it. When using remote
configuration, use the on form of the command to specify the target of the
command if more than one device is appropriate.

Related Commands  show messages (Non-Privileged Command Set)

write network
Writes the running-configuration to afile on a remote host.

write network [url]

Syntax Description url The URL of thefile.

Usage Guidelines Availability: Serial, Telnet; FIPS Mode (serial only)
If you do not supply URL information, you are prompted for it.

Related Commands  copy running-configuration startup-configuration (Privileged Command Set)
copy startup-configuration running-configuration (Privileged Command Set)
copy to running-configuration (Privileged Command Set)
erase running-configuration (Privileged Command Set)
show running-configuration (Privileged Command Set)
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write terminal

Displays the running-configuration of one or more devices.

writeterminal

on <devname|groupnamelall> write terminal

The name of the Secure Content Accelerator.

Syntax Description devname
The name of the user-defined device group.

groupname

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When using remote configuration, use the on form of the command to specify the
target(s) of the command if more than one device is appropriate.

Usage Guidelines
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device

Use Group Configuration commands to manage sessi on-specific groups. Enter
Group Configuration mode by using the group command in Top Level mode.

Adds the specified device to the group list.

device <devname>
no device <devname>

Syntax Description

Usage Guidelines

end

Usage Guidelines

exit

Usage Guidelines

devname The name of the Secure Content Accelerator.

Availability: Remote
Use the no form of the command to remove the specified device from the group list.

Leaves Group Configuration Mode.

end

Availability: Remote

Leaves Group Configuration Mode.

exit

Availability: Remote
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finished

Exits Group Configuration Mode and returns to Top Level mode.

finished

Usage Guidelines Availability: Remote

help
Displays information for a specific command.
help [command]
Syntax Description command The name of the command.

Usage Guidelines Availability: Remote

If no command is specified, help information is displayed for all Group
Configuration commands.

info
Displays current information about the device group being created or edited.

info

Usage Guidelines Availability: Remote
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Configuration Command Set

Use Configuration mode commands to configure the Ethernet interface and SSL
functions of the Secure Content Accelerator. Enter Configuration mode using the
enable command in Non-Privileged mode and the configure command in
Privileged mode. The prompt changes to <confi g[ devi cenane] >.

access-list

Adds an access list entry to the end of the specified access list. Use the no form
of the command to delete the entire specified access list.

access-list <id> <permit | deny> <ipaddr> <mask>
no access-list <id>

Syntax Description id The access list identifier.
per mit Allows access from the addresses specified in the list.
deny L ocks access from the addresses specified in the list.
ipaddr The IP address to add to the specified list.
mask The netmask appropriateto the | P address being added

to the specified list.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

To activate the access list, you must also use the remote-management
access-list, snmp access-list, telnet access-list, or web-mgmt access-list
commands. A device can have up to 999 configured access lists.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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A

Note  Configuring an access list automatically sets up an implied
access denial. For example, if you have set up an access list
containing the | P addresses of remote hosts allowed to
access the appliance, al other IP addresses have access
denied. If you configure a single access list denying access
from IP addresses in that list, all other |P addresses are
denied access as well.

Note  Access lists can be configured while the deviceisin FIPS
Mode; however, they can only be assigned to the SNMP
subsystem. Access lists can be assigned to other subsystems
when the device is returned to normal operation.

Examples The following example specifies the host with the |P address 10.1.2.3 to be the
only remote host to configure the Secure Content Accel erator.

access-list 2 permit 100.1.2.3 0.0.0.0

The following example specifies only remote hosts on the identified subnet can
configure the Secure Content Accelerator.

access-list 1 permt 100.128.0.0 0.0.255. 255

Related Commands  show access-list (Privileged Command Set)
remote-management access-list (Configuration Command Set)
snmp access-list (Configuration Command Set)
telnet access-list (Configuration Command Set)
web-mgmt access-list (Configuration Command Set)

clock

Allows the administrator to set the date or time.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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clock <date|time>

Syntax Description

Usage Guidelines

Related Commands

end

Usage Guidelines

exit

Usage Guidelines

date Sets the device date.

time Sets the device time.

Availability: Serial; FIPS Mode (serial only)

After entering the command, you are prompted to enter the appropriate date or
time.

show date (Non-Privileged Command Set)
show time (Non-Privileged Command Set)

Leaves Configuration Mode and returns to Privileged Mode.

end

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Leaves Configuration Mode and returns to Privileged Mode.

exit

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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finished

L eaves Configuration Mode and returns to Top Level mode.

finished

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

help

Displays help information for the specified command.

help [command]

Syntax Description command The name of the command.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a command, help information is displayed for all
Configuration commands

hostname
Sets the identification name for the current Secure Content Accelerator.
hostname <devname>
no hostname
Syntax Description devname The name to assign to the current device.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the no form of the command to clear the hostname of the current device.

A

Note  The command prompt reflects the new name the next time
Configuration mode is entered.

interface
Enters Interface Configuration mode for the specified Ethernet interface of the
current device.
inter face <networ k|ser ver >
Syntax Description networ k Enters Interface Configuration Mode for the
“Network” interface.
server Enters Interface Configuration Mode for the “ Server”
interface.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  show interface (Non-Privileged Command Set)
show interface errors (Non-Privileged Command Set)
show interface statistics (Non-Privileged Command Set)

See also “Interface Configuration Command Set”.
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ip address
Sets the | P address for the current Secure Content Accelerator.
ip address <<ipaddr> [netmask <net nask>]>|<ipaddr/netabbr>>
no ip address
Syntax Description ipaddr The IP address to assign to the device.
netmask <netmask> The netmask for the device.
netabbr The netmask abbreviation.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If the netmask is not specified, a default value cal culated from the user-provided
IP addressis used. Use the no form of the command to clear the | P address for the
current device.

Related Commands  ip route default (Configuration Command Set)

Ip domain-name

Sets the default domain name for the device.

ip domain-name <name>

Syntax Description name The domain name.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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Related Commands  show ip domain-name (Non-Privileged Command Set)
show ip name-server (Non-Privileged Command Set)
ip name-server (Configuration Command Set)

ip name-server

Sets the one or more name servers to use with the device.

ip name-server <ipaddr>

Syntax Description ipaddr The IP address of the Domain Name Server.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  show ip domain-name (Non-Privileged Command Set)
show ip name-server (Non-Privileged Command Set)
ip domain-name (Configuration Command Set)

ip route
Adds a static route entry for the specified destination | P address to the device
routing table.
ip route <destip> <mask> <gatewayip> [metric <hops>]
no ip route <destip>
Syntax Description destip The destination | P address.
mask The netmask appropriate to the destination | P address.
gatewayip The next-hop router address for the destination 1P
address.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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metric Specifiesthetotal number of hopsto the destination IP
address
hops The number of hops to the destination I P address.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Usethe no form of the command to del ete the specified static route entry from the
device's routing table.

Related Commands  show ip routes (Non-Privileged Command Set)
show route (Non-Privileged Command Set)

ip route default

Sets the default route for the current device.

ip route default <ipaddr>
no ip route default

Syntax Description ipaddr The IP address of the default router to use.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
Use the no form of the command to clear the | P address for the default router.

Related Commands  ip address (Configuration Command Set)
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keepalive-monitor

Indicates that SSL errors from the specified | P address are to be ignored.

keepalive-monitor <ipaddr>
no keepalive-monitor <ipaddr>

Syntax Description ipaddr The source | P address from which SSL errorsareto be
ignored.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
Up to two IP addresses, set individually, are allowed.

Related Commands  show keepalive-monitor (Non-Privileged Command Set)

mode one-port

Enables secure and non-secure traffic to pass through the single “Network”
Ethernet port. Use the no form of the command to return the device to dual-port
mode.

mode one-port
no mode one-port

Usage Guidelines Availability: Serial; FIPS Mode (serial only)
Use the no form of the command to clear the | P address.

N

Note  Though completers and help information are availablein all
management options, the command is only valid via serial
management.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
[ 78-13124-04 .m



Appendix C  Command Summary |

W Configuration Command Set

mode pass-thru

Usage Guidelines

password

Enables pass through of non-SSL traffic. Thisis the default configuration.

mode pass-thru
no mode pass-thru

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
Use the no form of the command to block non-SSL traffic pass through.

Sets the access- or enable-level password for the current Secure Content
Accelerator.

passwor d <access|enable>
no password <access|enable>

Syntax Description

Usage Guidelines

Note

access Sets or clears the device attach-level password.
enable Sets or clears the device enable-level password.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The access password is used when attaching to the device during a remote
management session.You are prompted to enter and verify the password. Use the

no form of the command to clear the access- or enable-level password for the
current device.

When using the passwor d command in FIPS M ode, you must supply
a password or passphrase of at least eight characters.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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rdate-server

Specifies and RDATE-protocol server to be used for date and time information on
the device.

rdate-server <ipaddr>
no rdate-server

Syntax Description ipaddr The IP address of the RDATE server.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

N

Note  When a hostname is used rather than an | P address, the hostname is
resolved as an |P address when written to the configuration.

Related Commands  show date (Non-Privileged Command Set)
show rdate-server (Non-Privileged Command Set)

registration-code

Stores the registration code of the device.

registration-code <code>

Syntax Description code The registration code of the device.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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remote-management access-list

Assigns the specified | P access list to the remote management subsystem.

remote-management access-list <id>
no remote-management access-list

Syntax Description id The identifier corresponding to an access list
configured on the current device.

Usage Guidelines Availability: Remote, Serial, Telnet

Use the no form of the command to clear the IP access list assignment in the
remote management subsystem. The access list still exists but is no longer used
by the remote management subsystem.

Related Commands  access-list (Configuration Command Set)
remote-management enable (Configuration Command Set)
remote-management encryption (Configuration Command Set)
remote-management port (Configuration Command Set)
remote-management shared-secret (Configuration Command Set)
show access-list (Top Level Command Set)
show remote-management (Non-Privileged Command Set)
telnet access-list (Configuration Command Set)
web-mgmt access-list (Configuration Command Set)

remote-management enable

Enables remote management for the current device.

remote-management enable
no remote-management enable
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Usage Guidelines Availability: Remote, Serial, Telnet

Use the no form of the command to disable remote management of the current
device.

a

Note  Remote management is enabled by default.

Related Commands  access-list (Configuration Command Set)
remote-management access-list (Configuration Command Set)
remote-management encryption (Configuration Command Set)
remote-management port (Configuration Command Set)
remote-management shared-secret (Configuration Command Set)
show remote-management (Non-Privileged Command Set)
telnet enable (Configuration Command Set)
web-mgmt enable (Configuration Command Set)

remote-management encryption

Sets the encryption method for remote management sessions.

remote-management encryption <ARC4|AES|DES>

Syntax Description ARC4 Sets the remote management encryption method to
ARC4 (compatible with RC4™ RSA Data Security).
AES Sets remote management encryption method to AES.
DES Sets remote management encryption method to DES.

Usage Guidelines Availability: Remote, Serial, Telnet

Use this command after setting a passphrase using the remote-management
shared-secret command. Encryption begins the next time the configuration
manager accesses the Secure Content Accelerator.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Related Commands

remote-management access-list (Configuration Command Set)
remote-management enable (Configuration Command Set)
remote-management port (Configuration Command Set)
remote-management shared-secret (Configuration Command Set)
show remote-management (Non-Privileged Command Set)

remote-management port

Setsthe TCP service port used for remote management to the current device. Use
the no form of the command to clear the port specification and return to the default
communication port.

remote-management port <portid>
no remote-management port

Syntax Description

Usage Guidelines

Related Commands

portid The TCP service port to be used to remotely manage
the current device.

Availability: Remote, Serial, Telnet

This port is used at the next attach. You must enter areload command to activate
the new remote management port.

discover (Non-Privileged Command Set)

remote-management access-list (Configuration Command Set)
remote-management enable (Configuration Command Set)
remote-management encryption (Configuration Command Set)
remote-management shared-secret (Configuration Command Set)
show remote-management (Non-Privileged Command Set)
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remote-management shared-secret

Sets the secret passphrase used for encryption. Use the no form of the command

to clear the passphrase.

remote-management shared-secret <passphrase>
no remote-management shar ed-secr et

Syntax Description

Usage Guidelines

Related Commands

rp

passphrase The passphrase used with encrypted management.

Availability: Serial

You are prompted for this passphrase the next time a management connection with

the device is requested.

remote-management access-list (Configuration Command Set)
remote-management enable (Configuration Command Set)
remote-management encryption (Configuration Command Set)
remote-management port (Configuration Command Set)

show remote-management (Non-Privileged Command Set)

Enables Routing Interface Protocol (RIP) for the current device.

rip [vijv2]
norip [vlijv2]

Syntax Description

vl Specifies RIP v1.

v2 Specifies RIP v2.
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Usage Guidelines

Examples

Related Commands

no snmp

Note

Usage Guidelines

Related Commands

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If asingle RIP version is not specified, both versions are enabled. Using the no
form of the command disables RIP completely if you do not specify aversion to
disable.

The following example activates RIP version 1. The first command enables both
RIP versions. The second command disables on RIP v2. This has the same result
as using the command rip v1.

rip
no rip v2

show rip (Non-Privileged Command Set)

Disables SNMP and clears all SNMP data.

no snmp

The device must be rebooted (reloaded) before this command takes
effect.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

show snmp (Non-Privileged Command Set)

snmp access-list (Non-Privileged Command Set)

snmp contact (Configuration Command Set)

snmp default community (Configuration Command Set)
snmp enable (Configuration Command Set)

snmp location (Configuration Command Set)
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snmp trap-host (Configuration Command Set)
snmp trap-type enterprise (Configuration Command Set)
snmp trap-type generic (Configuration Command Set)

snmp access-list

Assigns an existing access list to be used with the SNM P subsystem.

snmp access-list <id>
no snmp access-list <id>

Syntax Description id The identifier corresponding to an access list
configured on the current device.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Maode (serial only)

Use the no form of the command to remove the specified access list. The access
list still exists but isno longer used by the SNMP subsystem.

Related Commands  access-list (Configuration Command Set)
no snmp (Configuration Command Set)
remote-management access-list (Configuration Command Set)
show access-list (Non-Privileged Command Set)
show snmp (Non-Privileged Command Set)
snmp contact (Configuration Command Set)
snmp default community (Configuration Command Set)
snmp enable (Configuration Command Set)
snmp location (Configuration Command Set)
snmp trap-host (Configuration Command Set)
snmp trap-type enterprise (Configuration Command Set)
snmp trap-type generic (Configuration Command Set)
telnet access-list (Configuration Command Set)
web-mgmt access-list (Configuration Command Set)
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snmp contact

Assigns contact information for the SNMP subsystem. Use the no form of the
command to remove the contact information.

snmp contact <contactlnfo>
no snmp contact

Syntax Description contactlnfo The string containing the contact information. Contact
information must be entered within quotes.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  no snmp (Configuration Command Set)
show snmp (Non-Privileged Command Set)
snmp access-list (Configuration Command Set)
snmp default community (Configuration Command Set)
snmp enable (Configuration Command Set)
snmp location (Configuration Command Set)
snmp trap-host (Configuration Command Set)
snmp trap-type enterprise (Configuration Command Set)
snmp trap-type generic (Configuration Command Set)

snmp default community

Assigns a default community for the SNMP subsystem to use when sending
trapping information.

snmp default community <comName>
no snmp default community
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Syntax Description

Usage Guidelines

Related Commands

snmp enable

Usage Guidelines

A

Note

comName The string containing the community name. The string
may contain up to 60 characters with no spaces. This
information is not entered within quotes.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the no form of the command to clear the community name.

no snmp (Configuration Command Set)

show snmp (Non-Privileged Command Set)

snmp access-list (Configuration Command Set)

snmp contact (Configuration Command Set)

snmp enable (Configuration Command Set)

snmp location (Configuration Command Set)

snmp trap-host (Configuration Command Set)

snmp trap-type enter prise (Configuration Command Set)
snmp trap-type generic (Configuration Command Set)

Enables SNMP using the current SNMP configuration.

snmp enable
no snmp enable

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the no form of the command to disable SNM P without clearing SNMP data.

The device must be rebooted (reloaded) before this command takes

effect.
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Related Commands  show snmp (Non-Privileged Command Set)
snmp access-list (Configuration Command Set)
snmp contact (Configuration Command Set)
snmp default community (Configuration Command Set)
snmp location (Configuration Command Set)
snmp trap-host (Configuration Command Set)
snmp trap-type enterprise (Configuration Command Set)
snmp trap-type generic (Configuration Command Set)

snmp location

Assigns location information for the SNM P subsystem.

snmp location <loclnfo>
no snmp location

Syntax Description locInfo The string containing the location information. This
information is entered within quotes.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the no form of the command to clear the location information.

Related Commands  no snmp (Configuration Command Set)
show snmp (Non-Privileged Command Set)
snmp access-list (Configuration Command Set)
snmp contact (Configuration Command Set)
snmp default community (Configuration Command Set)
snmp enable (Configuration Command Set)
snmp trap-host (Configuration Command Set)
snmp trap-type enterprise (Configuration Command Set)
snmp trap-type generic (Configuration Command Set)
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snmp trap-host

Assigns a destination for SNMP trap messages.

snmp trap-host <v1|v2c> <ipaddr> [community]
no snmp trap-host <vl|v2c> <ipaddr> [community]

Syntax Description vl Specifies SNMP version 1.
v2c Specifies SNMP version 2c.
ipaddr The IP address of the computer receiving the
messages.
community The SNMP community. If acommunity is specified

with the snmp default community command, you do
not need to specify a community with this command.
If you wish trap messages to be sent to a community

other than the default community, you must specify a
community when giving this command.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  no snmp (Configuration Command Set)
show snmp (Non-Privileged Command Set)
snmp access-list (Configuration Command Set)
snmp contact (Configuration Command Set)
snmp default community (Configuration Command Set)
snmp enable (Configuration Command Set)
snmp location (Configuration Command Set)
snmp trap-type enterprise (Configuration Command Set)
snmp trap-type generic (Configuration Command Set)
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snmp trap-type enterprise

Enables device event trap messages to be sent for a specific trap-type event and
event filter.

snmp trap-type enterprise <config-changed|cpu-utilization|
ssl-cert-expire|ssl-cert-invalid|ssl-certify-fail |
ssl-neg-failure|ssl-total-connections|ssl-tps> [threshold <threshold>]
[hysteresis <lowvalue> <highvalue>]
no snmp trap-type enterprise <config-changed|cpu-utilization|
ssl-cert-expire|ssl-cert-invalid|ssl-certify-fail |
ssl-neg-failure|ssl-total-connections|ssl-tps>

Syntax Description config-changed Specifies trapping for device configuration changes.
cpu-utilization Specifies trapping for CPU utilization levels.
ssl-total-connections  Specifies trapping for total SSL connection levels.
ssl-tps Specifies trapping for SSL transactions per second

levels.

threshold <valuel> Specifies the threshold option to specify one or more

[<value2>] threshold levels, where appropriate. (Threshold values
are inappropriate for the config-changed option.)
Threshold valuel is the low level and optional
threshold value? is the high level. Values must be
entered as integers and are inclusive. A deviceis
considered to be at alow level until the high level
value (value?) is exceeded; adevice is considered to
be at a high level until it reaches or exceeds the low
level value (valuel). If no threshold values are
specified, the default values are used. If only one
threshold value is specified, it is used as both the high
and low level value; otherwise, two-level thresholding
behavior occurs using the default or user-specified
levels for each value.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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(This command must be entered on oneline.) Use the no form of the command to
disable the specified event trap-type. The table below shows trap-type minimum,
maximum, and default levels for each value argument. Except in the case of
cpu-utilization, the levelsindicate actual values; cpu-utilization levelsindicate
percentage of use.

Valuel |Valuel |Valuel |Value2 |Value2 |Value2
Trap-Type Min Max Default |Min Max Default
cpu-utilization 1 99 75 1 99 90
ssl-tps 1 2500 |170 1 2500 |190
ssl-total-connections |1 10000 |600 1 10000 |800

Related Commands  no snmp (Configuration Command Set)
show snmp (Top Level Command Set)
snmp access-list (Configuration Command Set)
snmp contact (Configuration Command Set)
snmp default community (Configuration Command Set)
snmp enable (Configuration Command Set)
snmp location (Configuration Command Set)
snmp trap-host (Configuration Command Set)
snmp trap-type generic (Configuration Command Set)

snmp trap-type generic
Enables generic SNMP traps.

snmp trap-type generic
no snmp trap-type generic

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the no form of the command to disable generic SNMP traps.
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Related Commands

sntp interval

no snmp (Configuration Command Set)

show snmp (Non-Privileged Command Set)

snmp access-list (Configuration Command Set)

snmp contact (Configuration Command Set)

snmp default community (Configuration Command Set)
snmp enable (Configuration Command Set)

snmp location (Configuration Command Set)

snmp trap-host (Configuration Command Set)

snmp trap-type enterprise (Configuration Command Set)

Sets polling interval for all configured SNTP servers.

sntp interval <seconds>

Syntax Description

Usage Guidelines

Related Commands

sntp server

seconds The number of seconds between polls.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The default interval is 86400 seconds (one day), the minimum and maximum
intervals are 60 and 2419200 (one month), respectively. The interval can be
displayed using the commands show device, show sntp and write terminal.

show device (Non-Privileged Command Set)
show sntp (Non-Privileged Command Set)
sntp server (Configuration Command Set)
writeterminal (Privileged Command Set)

Assigns an SNTP server.
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sntp server <ipaddr>
no sntp server <ipaddr>

Syntax Description

Usage Guidelines

Related Commands

ssl

Usage Guidelines

ipaddr The IP address of the SNTP server.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

You are prompted to enter and verify the password. Use the no form of the
command to clear the SNTP server. If more than one SNTP server has been
configured, you must specify the IP address or hostname of the one to delete. Up
to four SNTP servers can be configured. If the first SNTP server returns an error,
the next SNTP server is polled. After the fourth SNTP poll returns an error, the
first server is polled again. SNTP information can be displayed using the
commands show device, show sntp and write terminal.

N

Note  When ahostname is used rather than an | P address, the hosthname is
resolved as an | P address when written to the configuration.

show device (Non-Privileged Command Set)
show sntp (Non-Privileged Command Set)
sntp interval (Configuration Command Set)
write terminal (Privileged Command Set)

Enters SSL Configuration mode for the current device.

ssl

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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Related Commands  show ssl (Non-Privileged Command Set)
show ssl cert (Non-Privileged Command Set)
show ssl certgroup (Non-Privileged Command Set)
show ssl cert (Non-Privileged Command Set)
show ssl errors (Non-Privileged Command Set)
show ssl key (Non-Privileged Command Set)
show ssl secpolicy (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)
show ssl statistics (Non-Privileged Command Set)

See the section “SSL Configuration Command Set”.

syslog
Adds the specified IP address to the syslog list for the device.

syslog <ipaddr>
no syslog <ipaddr>

Syntax Description ipaddr The IP address of the device to receive sysiog
messages.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Using the no form of the command removes the specified | P address from the
syslog list of the current device. Up to four | P addresses can be specified. Syslog
messages are sent to all hosts at the IP addresses in thislist.

Related Commands  show syslog (Non-Privileged Command Set)

telnet access-list

Assigns an existing access list to be used with telnet management requests.
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telnet access-list <id>
no telnet access-list <id>

Syntax Description id The identifier corresponding to an access list
configured on the current device.

Usage Guidelines Availability: Remote, Serial, Telnet

Use the no form of the command to remove the specified access list. The access
list still exists but is no longer used by the telnet subsystem.

Related Commands  access-list (Configuration Command Set)
remote-management access-list (Configuration Command Set)
show telnet (Non-Privileged Command Set)
telnet enable (Configuration Command Set)
telnet port (Configuration Command Set)
web-mgmt access-list (Configuration Command Set)

telnet enable

Allows telnet management sessions for the device. Use the no form of the
command to disable telnet management access.

telnet enable
no telnet enable

Usage Guidelines Availability: Remote, Serial, Telnet

Related Commands  show telnet (Non-Privileged Command Set)
telnet access-list (Configuration Command Set)
telnet port (Configuration Command Set)
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telnet port

Specifies the TCP service port to use for telnet management sessions.

telnet port <portid>
no telnet port <portid>

Syntax Description

Usage Guidelines;

Related Commands

timezone

portid The TCP service port to be used to manage the current
device via atelnet session.

Availability: Remote, Serial, Telnet

Use the no form of the command to return the telnet management port to the
default setting. The port assignment is used at the next attach.

show telnet (Non-Privileged Command Set)
telnet access-list (Configuration Command Set)
telnet enable (Configuration Command Set)

Specifies the time zone of the device's location.

timezone <zone>

Syntax Description

Usage Guidelines

zone The time zone identifier.

Availability: Serial, Telnet; FIPS Mode (serial only)
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The zone is entered in the form of Standard Time Zone identifier| GMT offset
(integer)|Daylight Savings Time Zoneidentifier. For example, MST7MDT isused
for Mountain Standard/Daylight Savings Time. The alphabetic strings are used for
display; the integer is used for date and time computation. The al phabetic strings
are optional; the GMT offset integer is not.

Related Commands  show date (Non-Privileged Command Set)

web-mgmt access-list

Assigns an existing access list to be used with web browser-based management
reguests.

web-mgmt access-list <id>
no web-mgmt access-list <id>

Syntax Description id The identifier corresponding to an access list
configured on the current device.

Usage Guidelines Availability: Remote, Serial, Telnet

Use the no form of the command to remove the specified access list. The
access-list still exists but is no longer used by the Web management subsystem.

Related Commands  access-list (Configuration Command Set)
remote-management access-list (Configuration Command Set)
show web-management (Non-Privileged Command Set)
telnet access-list (Configuration Command Set)
web-mgmt enable (Configuration Command Set)
web-mgmt port (Configuration Command Set)
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web-mgmt enable

Usage Guidelines

Related Commands

Allows web browser-based management sessions for the device. Use the no form
of the command to diable web browser-based management access.

web-mgmt enable
no web-mgmt enable

Availability: Remote, Serial, Telnet

show web-management (Non-Privileged Command Set)
web-mgmt access-list (Configuration Command Set)
web-mgmt port (Configuration Command Set)

web-mgmt port

Specifies the TCP service port used for management with the Web-based GUI.

web-mgmt port <portid>
no web-mgmt port <portid>

Syntax Description

Usage Guidelines

portid The TCP service port to be used to manage the current
device viathe GUI.

Availability: Remote, Serial, Telnet

Usethe no form of the command to return the GUI management port to the default
setting. The port assignment is used at the next attach.
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Related Commands  access-list (Configuration Command Set)
show web-management (Non-Privileged Command Set)
web-mgmt access-list (Configuration Command Set)
web-mgmt enable (Configuration Command Set)
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Interface Configuration Command Set

Use these commands to manage the speed and duplex settings of the specified
Ethernet interface on the current Secure Content Accelerator. Enter Interface
Configuration mode by using the enable command in Non-Privileged mode and
the configure command in Privileged mode. Specify an Ethernet interface to
configure using the interface command in Configuration mode. The prompt
changesto <confi g-if[i nterfacenane] >>.

auto

Sets the current Ethernet interface to autonegotiation, canceling any existing
forced duplex or speed setting.

auto

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

duplex
Forces the current Ethernet interface to full or half duplex.

duplex <full|half>

Syntax Description full Sets the current interface to full duplex.
half Sets the current interface to half duplex.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

end
Exits Interface Configuration mode and returns to Configuration mode.

end
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finished
Leaves Interface Configuration Mode and returns to Top Level mode.

finished

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

help
Displays help information for the specified command.
help [command]
Syntax Description command The name of the command.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a command, help information is displayed for all Interface

Commands
speed
Forces the speed of the current Ethernet interface to 10 Mbps or 100 Mbps.
speed <10|100>
Syntax Description 10 Sets the current interface speed to 10 Mbps.
100 Sets the current interface speed to 100 Mbps.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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SSL Configuration Command Set

Use these commands to set up and manage the SSL configuration for the current
Secure Content Accelerator. Enter the SSL Configuration mode by using the
enable command in the Non-Privileged Mode, configure command in the
Privileged Mode, and the ssl command in Configuration Mode. The prompt
changes to <conf i g- ssl [ devi cenane] >>.

backend-server

Creates and/or configures the specified backend server and enters Backend Server
Configuration mode for that server.

backend-server <servname> [create]
no backend-server <servname>

Syntax Description servname The name of the backend server.
create Creates a new backend server named servname and
enters Backend Server Configuration mode for that
object.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The no form of the command is used to remove the specified backend server. A
device can have atotal of 255 serversin any combination of backend,
reverse-proxy, or standard secure servers. When a backend server has been
specified for removal, all connections are allowed to finish before the backend
server is actually removed. Backend server names can consist of Arabic numerals
and upper- and lowercase alphabetic, underscore (_), hyphen (-), and period (.)
characters. Backend server names must begin with an alphabetic character or
underscore and have alimit of 15 characters.

Related Commands  show ssl (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)

See the section “Backend Server Configuration Command Set”.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
m. 78-13124-04 |




| AppendixC Command Summary

Configuration Command Set W

cert
Creates and/or configures the specified certificate object and enters Certificate
configuration mode for that object.
cert <certname> [create]
no cert <certname>
Syntax Description ~ certname The name of the certificate object.

create Creates a new certificate object named certname and
enters Certificate Configuration mode for that object.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The no form of the command is used to remove the specified certificate object.
You cannot remove a certificate referenced by a server. A device can have up to
511 certificate objects. Certificate names can consist of Arabic numerals and
upper- and lowercase alphabetic, underscore (_), hyphen (-), and period (.)
characters. Certificate names must begin with an alphabetic character or
underscore and have alimit of 127 characters.

Examples The following example creates a certificate object named myCert and enters
Certificate Configuration mode for the certificate object myCert.

cert nyCert create

Related Commands  show ssl cert (Non-Privileged Command Set)

See the section “ Certificate Configuration Command Set”.
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certgroup

Creates and/or configures the specified certificate group and enters Certificate
Group Configuration mode for the certificate group.

certgroup <certgroupname> [create]
no certgroup <certgroupname>

Syntax Description certgroupname The name of the certificate group.

create Creates a new certificate group named certgroupname
and enters Certificate Group Configuration mode for
that object.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Theno form of the command is used to remove the specified certificate group. You
cannot remove a certificate group referenced by a server. A device can have up to
63 certificate groups. Certificate group hames can consist of Arabic numerals and
upper- and lowercase alphabetic, underscore (_), hyphen (-), and period (.)
characters. Certificate group names must begin with an alphabetic character or
underscore and have alimit of 15 characters.

Examples Thefollowing exampl e creates a certifi cate object named myCertGroup and enters
Certificate Group Configuration mode for certificate group myCertGroup.

cert nyCertGoup create

Related Commands  show ssl certgroup (Top Level Command Set)

See the section “ Certificate Group Configuration Command Set”.
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end
Exits SSL Configuration mode and returns to Configuration mode.

end

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

finished

Leaves SSL Configuration Mode and returns to Top Level mode.

finished

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

gencsr
Generates a certificate signing request and/or self-signed certificate.
gencsr <key <keyname>> [newhdr] [digest md5|shal] [output
<filenamejurl>]
Syntax Description keyname The name of the key generated.
newhdr Inserts the word “NEW?” into the CSR header. Thisis
required by some older CAs.
digest Displays a digest form of the certificate.
md5 Displays a digest form of the certificate in MD5
format.
shal Displays a digest form of the certificate in SHA1
format.
output Outputs the certificate file for backup purposes.
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filename The name of the certificate file.
url The location of the certificate file (serial and telnet
only).

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
A device can up to 255 key objects.

Examples The following example uses a key object named myGenKey, displays the
certificate digest in MD5 format, and saves the certificate file named myCertFile.

gencsr key nyGenKey di gest nd5 output myCertFile

Related Commands  See the section “Key Configuration Command Set”.

help
Displays help information for the specified command.
help [command]
Syntax Description command The name of the command.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a command, help information is displayed for all SSL
Commands
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import pkcs12
Imports and processes a PK CS#12 file to create certificate and key objects.
import pkcsl2 <name> [filename|url]
Syntax Description name The user-defined name for the certificate and key
objects.
filename The path and name of the file on the local file system.
url The location of the file (serial and telnet only).

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify afile name or URL, you are prompted for it.

Related Commands  import pkcs7 (SSL Command Set)
show ssl cert (Non-Privileged Command Set)
show ssl key (Non-Privileged Command Set)

import pkcs7

Imports and processes a PK CS#7 file to create a certificate objects and a certificate

group.

import pkcs7 <name> <der |pem> [prefix <prefixText>] [filename]|url]

Syntax Description name The user-defined name of the certificate group object.

der Indicates the file is DER-encoded.

pem Indicates the file is PEM-encoded.

prefix Indicates a prefix should be used when naming

certificate objects.
prefixText The prefix used for the certificate names in the chain.
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Usage Guidelines

Related Commands

key

filename The path and name of the file on the local file system.
url The location of the file (serial and telnet only).

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
If you do not specify afile name or URL, you are prompted for it.

import pkcsl2 (SSL Command Set)
show ssl cert (Non-Privileged Command Set)
show ssl certgroup (Non-Privileged Command Set)

Creates and/or configures the specified key object.

key <keyname> [create]
no key <keyname>

Syntax Description

Usage Guidelines

keyname The name of the key.

create Creates a new key association named keyname and
enters Key Configuration mode for that object.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The no form of the command is used to remove a key. You cannot delete a key
referenced by a server. A device can have up to 255 key objects. Key names can
consist of Arabic numerals and upper- and lowercase al phabetic, underscore (),
hyphen (-), and period (.) characters. Key names must begin with an alphabetic
character or underscore and have alimit of 15 characters.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
m‘ 78-13124-04 |



| AppendixC Command Summary

Examples

Related Commands

Configuration Command Set

The following example creates a key association named mykey and enters Key
Configuration mode for the key association mykey.

key nykey create

show ssl key (Non-Privileged Command Set)

See the section “Key Configuration Command Set”.

reverse-proxy-server

Creates and/or configures the specified reverse-proxy server and enters
Reverse-Proxy Server Configuration mode for that server.

I ever se-proxy-server <servname> [create]
NO rever se-proxy-server <servname>

Syntax Description

Usage Guidelines

servname The name of the reverse-proxy server.

create Creates a new reverse-proxy server named servname

and enters Reverse-Proxy Server Configuration mode
for that object.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Theno form of the command is used to remove the specified reverse-proxy server.
A device can have atotal of 255 serversin any combination of backend,
reverse-proxy, or standard secure servers. When areverse-proxy server has been
specified for removal, all connections are allowed to finish before the
reverse-proxy server isactually removed. Reverse-proxy server names can consist
of Arabic numerals and upper- and lowercase al phabetic, underscore (), hyphen
(-), and period (.) characters. Reverse-proxy server names must begin with an
alphabetic character or underscore and have a limit of 15 characters.

[ 78-13124-04

Cisco 11000 Series Secure Content Accelerator Configuration Guide g



Appendix C  Command Summary |

W Configuration Command Set

Related Commands

secpolicy

show ssl (Non-Privileged Command Set)
show ssl server (Non-Privileged Command Set)

See the section “ Reverse-Proxy Server Configuration Command Set”.

Creates and/or configures the specified security policy and enters Security Policy
Configuration mode for the security policy.

secpolicy <polname> [create]
no secpolicy <polname>

Syntax Description

Usage Guidelines

Examples

Related Commands

polname The name of the security policy.

create Creates a new security policy named polname and
enters Security Policy Configuration mode for that
object.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The no form of the command is used to remove a security policy. You cannot
delete a security policy referenced by alogical secure server. Security policy
names can consist of Arabic numerals and upper- and lowercase al phabetic,
underscore (_), hyphen (-), and period (.) characters. Security policy names must
begin with an al phabetic character or underscore and have alimit of 15 characters.

The following example creates a security policy named mypolicy and enters
Security Policy Configuration mode for the security policy mypolicy.

secpolicy nypolicy create

show ssl secpolicy (Non-Privileged Command Set)

See the section “ Security Policy Configuration Command Set”.
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Creates and/or configures the specified standard secure server and enters Server
Configuration mode for that server.

server <servname> [create]
no server <servname>

Syntax Description

Usage Guidelines

Related Commands

servname The name of the logical secure server.

create Creates a new logical secure server named polnhame
and enters Server Configuration mode for that server.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The no form of the command is used to remove a server. A device can have atotal
of 255 serversin any combination of backend, reverse-proxy, or standard secure
servers. When a secure server has been specified for removal, all connections are
finished before the server is actually removed. Server names can consist of Arabic
numerals and upper- and lowercase al phabetic, underscore (_), hyphen (-), and
period (.) characters. Server names must begin with an al phabetic character or
underscore and have alimit of 15 characters.

show ssl server (Non-Privileged Command Set)

See the section “ Server Configuration Command Set”.
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Backend Server Configuration Command Set

activate

Usage Guidelines

Related Commands

Use Backend Server Configuration commands to set up and configure backend
servers. Enter Backend Server Configuration mode by using the enable command in
Non-Privileged mode, the configure command in Privileged mode, the ss command
in Configuration mode, and the backend-server command in SSL Configuration
mode. The prompt changes to <confi g- ssl - backend] ser ver nane] >>.

Activates the current suspended backend server if enough information has been
configured.

activate

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
All backend servers are created as active servers by default.

suspend (Backend Server Configuration Command Set)

certgroup serverauth

Assigns a certificate group to be used for server certificate authentication.

certgroup serverauth <certgroupname>
no certgroupchain

Syntax Description

Usage Guidelines

certgroupname The name of the certificate group.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The no form of the command is used to disable server authentication using the
certificate group. When using the no form of the command, you need not specify
any certificate group name. Only one certificate group can be used.
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Related Commands  certgroup (SSL Configuration Command Set)
show ssl certgroup (Non-Privileged Command Set)

See also “Certificate Group Configuration Command Set”.

end

Exits Backend Server Configuration mode, activates all changes, and returns to
SSL Configuration mode.

end

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

exit

Exits Backend Server Configuration mode, activates all changes, and returns to
SSL Configuration mode.

exit

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

finished
Leaves Backend Server Configuration Mode and returns to Top Level mode.

finished

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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help

Displays help information for the specified command.

help [command]

Syntax Description

Usage Guidelines

info

Usage Guidelines

ip address

command The name of the command.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a command, help information is displayed for all Backend
Server Configuration Commands.

Displays current information about the logical secure server being edited or
created.

info

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Sets the specified | P address for the backend server.

ip address <ipaddr> [netmask <mask>]
no ip address

Syntax Description

ipaddr The IP address to assign to the backend server.
netmask <mask> The netmask valid for the |P address.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Using the no form of the command clears the | P address for the backend server.

localport
Specifies the TCP service port through which non-secure connections are
received.
localport <port|default>
Syntax Description port The used to transfer non-secure traffic.

default Sets the port specification to 80.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  remoteport (Backend Server Configuration Command Set)

log-url
Specifies a host for logging of URL requests.
log-url <ipaddr>
Syntax Description ipaddr The IP address of the host for the log.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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remoteport
Specifies the TCP service port through which redirected secure connections are
sent.
remoteport <port|default>
Syntax Description port The used to transfer secure traffic.

default Sets the port specification to 443.

A

Caution  Traffic sent on this TCP service port is not secured by SSL during
transmission to the server. It must be secured by another means.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  localport (Backend Server Configuration Command Set)

secpolicy
Creates an association between this server and the specified security policy.
secpolicy <polname|all|default|fips|noexport56|strong|weak >
Syntax Description polname The name of the configured security policy.
all All pre-loaded security policies.
default Default security policy set.
fips FIPS 104-2-compliant security policy set.
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noexport56 Security policy set used to address potential problems
in non-USinstallations using Internet Explorer. While
this security policy disables the 56-bit cipher suite, it
does not compromise the strength or the integrity of
the encryption in any way.

strong Strong security policy set.

Usage Guidelines

Related Commands

weak Weak security policy set.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Several default security policies are preloaded into the SSL device. To see alist
of all loaded default and user-defined security policies, usethe show ssl secpolicy
command.

secpolicy (SSL Configuration Command Set)
show ssl secpolicy (Non-Privileged Command Set)

See the section “ Security Policy Configuration Command Set”.

serverauth enable

Usage Guidelines

Related Commands

Enables server certificate authentication.

serverauth enable
no serverauth enable

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
Using the no form of the command disables server certificate authentication.

certgroup serverauth (Backend Server Configuration Command Set)
serverauth ignore (Backend Server Configuration Command Set)
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serverauth ignore
Specifies the server authentication errors to ignore.

serverauth ignore all | nonelsignature-failure|expired-date]
cert-not-yet-valid|invalid-caJdomain-name
no serverauth ignore all | none|signature-failurejexpired-date|
cert-not-yet-valid|invalid-caJdomain-name

Syntax Description all Ignore all server authentication errors.
non Do not ignore server authentication errors.
signature-failure Ignore certificate signature failure errors.
expired-date Ignore certificate expiration errors.
cert-not-yet-valid Ignore errors caused by using the certificate before it

isvalid.

invalid-ca Ignore errors caused by an unrecognized CA.
domain-name Ignore errors due to an invalid domain name.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Any combination of options can be used currently. Use the no form of the
command to cease ignoring the specific server authentication error.

Related Commands  certgroup serverauth (Backend Server Configuration Command Set)
serverauth enable (Backend Server Configuration Command Set)
session-cache enable
Enables session caching.

session-cache enable
no session-cache enable
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the no form of the command to disable session caching.

Related Commands  session-cache size (Backend Server Configuration Mode)
session-cache timeout (Backend Server Configuration Mode)

session-cache size
Specifies the size of the session cache.

session-cache size <cachesize>

Syntax Description ~ cachesize The number of sessions to be cached. The default is
1024. The acceptable range is 1 to 76,800.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  session-cache enable (Backend Server Configuration Mode)
session-cache timeout (Backend Server Configuration Mode)

session-cache timeout
Specifies the session cache length before being timed out.

session-cache timeout <seconds>

Syntax Description seconds Specifies the number of seconds before the cache
times out.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  session-cache enable (Backend Server Configuration Mode)
session-cache size (Backend Server Configuration Mode)

suspend
Suspends the function of the backend server.
suspend [now]
Syntax Description now Suspends actions of the backend server immediately.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
This command behaves in three ways:

» If you are creating a new backend server and you use the suspend command,
the server is created in the suspended state. No connections are accepted until
the activate command is used.

- If you are editing an existing backend server and you use the suspend
command alone, the all open connections on the server are finished, and no
new connections are accepted. No connections are accepted until the activate
command is used.

- If you are editing an existing backend server and you use the suspend now
command, all connections are suspended. When the end command is entered,
the current backend server is removed, and a new suspended backend server
is created.

Related Commands  activate (Backend Server Configuration Mode)
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Enables the backend server to function as a transparent proxy (default).

transparent
no transparent

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When transparent proxy behavior is disabled, the device accepts connections on
the I P address of the Secure Content Accel erator rather than on the server address.
The no form of the command is used to disable this behavior.

Sets or remove a specified URL rewrite rule for the current backend server.

urlrewrite <domainName> [sslport <portid>] [clearport <portid>]

<redirectonly>

no urlrewrite <domainName>

Syntax Description

domainName

The domain or file identifier as adomain name, |P
address, or path and file name.

sslport A keyword identifying the following portid to be used
for SSL traffic.

portid The TCP service port to be used for SSL traffic.

clearport A keyword identifying the following portid to be used
for clear text traffic.

portid The TCP service port to be used for clear text traffic.

redirectonly A keyword is used to indicate that only the

“Location;” field in the HTTP 30x redirect header
should be rewritten. This solves a common problem
with Web servers using insecure HTTP 30x redirects.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

An* (asterisk) wild card character can be used to specify more than one server in
asingle domain, e.g., “*.company.com”. Up to 32 URL rewrite rules can be
configured. Use the no form of the command to clear the specified rule. If more
than one rule has been configured, you must specify the domain name of the rule
to delete. URL rewrite information can be displayed by using the command
show ssl server.

Related Commands  show ssl server (Non-Privileged Command Set)
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m. 78-13124-04 |



| AppendixC Command Summary

Configuration Command Set W

Certificate Configuration Command Set

Use Certificate Configuration commands to set up and manage certificate objects.
Enter Certificate Configuration mode by using the enable command in
Non-Privileged mode, the configure command in Privileged Mode, the ssl
command in Configuration mode, and the cert command in SSL Configuration
mode. The prompt changes to <confi g- ssl -cert[cert nange] >>.

binhex
Pastes a binary hex-encoded X509 certificate into the configuration manager.
binhex [value]
Syntax Description value The certificate that has been copied into the cut buffer.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

After the command is entered, you are prompted to paste the certificate from the
cut buffer. You can use a text editor to copy the certificate from afile. After the
certificate is pasted, you must press Enter twice to complete the command.

der
L oads a DER-encoded X509 certificate file into the current object.
der [certfilenamejurl]
Syntax Description certfilename The name of the DER-encoded certificate file.

url The location of the file (serial and telnet only).

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
If you do not enter the file name or URL, you are prompted for it.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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end

Usage Guidelines

exit

Usage Guidelines

finished

Usage Guidelines

help

Exits Certificate Configuration mode, activates all valid changes, and returns to
SSL Configuration mode.

end

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Exits Certificate Configuration mode, activates all valid changes, and returns to
SSL Configuration mode.

exit

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

L eaves Certificate Configuration Mode and returns to Top Level mode.

finished

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Displays help information for the specified command.

help [command]

Syntax Description

command The name of the command.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify acommand, help information is displayed for all Certificate
Configuration Commands

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

info
Displays current information about the certificate object being created or edited.
info
pem
L oads a PEM-encoded X509 certificate into the current certificate object.
pem [certfilenamelurl]
Syntax Description certfilename The name of the PEM-encoded certificate file.

url The location of the file (serial and telnet only).

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not enter the file name or URL, you are prompted for it.

Related Commands  pem-paste (Certificate Configuration Command Set)

pem-paste

Allows a PEM-encoded X.509 certificate to be pasted into the configuration
manager.

pem-paste

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

After the command is entered, you are prompted to paste a certificate from the cut
buffer. You can use a text editor to copy the certificate from afile. After the
certificate is pasted, you must press Enter twice to complete the command.

Related Commands  pem (Certificate Configuration Command Set)
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Certificate Group Configuration Command Set

cert

Use Certificate Group Configuration commands to set up and manage certificate
groups utilized for certificate chains and server and client certificate
authentication. Enter Certificate Group Configuration mode by using the enable
command in Non-Privileged mode, the configure command in Privileged mode,
the ssl command in Configuration mode, and the certgroup command in SSL
Configuration mode. The prompt changes to

<confi g-ssl -certgroup[certgroupnane] >>.

Adds the specified, existing certificate object into the current certificate group.

cert <certObject>
no cert <certObject>

Syntax Description

Usage Guidelines

Related Commands

end

Usage Guidelines

certObject The name of the certificate object.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Up to 64 certificate objects are allowed per certificate group. Use the no form of
the command to remove the specified certificate from the certificate group.

cert (SSL Configuration Command Set)

See the section “ Certificate Configuration Command Set”.

Exits Certificate Group Configuration mode, activates all changes, and returns to
SSL Configuration mode.

end

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

[ 78-13124-04
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exit

Usage Guidelines

finished

Usage Guidelines

help

Exits Certificate Group Configuration mode, activates all changes, and returns to
SSL Configuration mode.

exit

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

L eaves Certificate Group Configuration Mode and returns to Top Level mode.

finished

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Displays help information for the specified command.

help [command]

Syntax Description

Usage Guidelines

command The name of the command.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify acommand, help information is displayed for all Certificate
Group Commands
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info
Displays current information about the certificate group being created or edited.

info

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Cisco 11000 Series Secure Content Accelerator Configuration Guide
[ 78-13124-04 .m



Appendix C  Command Summary |

W Configuration Command Set

Key Configuration Command Set

binhex

Use Key Configuration commands to set up and manage keys. Enter Key
Configuration mode by using the enable command in Non-Privileged mode, the
configure command in Privileged mode, the ssl command in Configuration mode,
and the key command in SSL Configuration mode. The prompt changes to
<confi g- ssl - key[ keynane] >>.

Allows a binary hex-encoded X.509 key to be pasted into the configuration
manager.

binhex [value]

Syntax Description

Usage Guidelines

der

value The key that has been copied into the cut buffer.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

After the command is entered, you are prompted to paste the key from the cut
buffer. You can use atext editor to copy the key from afile. After the key is pasted,
you must press Enter twice to complete the command.

L oads a DER-encoded X509 key file into the current key object.

der [keyfilenamelurl]

Syntax Description

Usage Guidelines

keyfilename The name of the DER-encoded key file.
url The location of the file (serial and telnet only).

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
If you do not enter the file name or URL, you are prompted for it.
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end

Exits Key Configuration mode, activates all changes, and returns to SSL
Configuration mode.

end

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

exit

Exits Key Configuration mode, activates all changes, and returns to SSL
Configuration mode.

exit

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

finished

Leaves Key Configuration Mode and returns to Top Level mode.

finished

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

genrsa
Generates an RSA key.

genrsa [bits <512|1024>] [encrypt <des|des3>] [seed <seedstring>]
[output <filename|ur|>]

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Syntax Description

Usage Guidelines

Examples

help

bits Specifies the key strength.

512 Specifies the key to be 512-bit strength.

1024 Specifies the key to be 1024-bit strength.

encrypt Encrypts the generated key for display.

des Specifies DES to be used for the encrypted key
displayed.

des3 Specifies DES3 to be used for the encrypted key
displayed.

seed Specifies a seed string to be used for key generation.

seedstring The string used to generate the key.

output Writes the PEM-encoded key file to disk.

filename The name of the PEM-encoded key file.

url The location of the file (serial and telnet only).

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
If the encrypt keyword is not used, the key is not be displayed.

The following example generates a 1024-bit key using the seed string lemon. The
key is displayed once using DES encryption. The resulting key is stored on the
device as well as exported to a PEM-encoded file named mykey.pem.

genrsa bits 1024 encrypt des seed | enon output nykey. pem

Displays help information for the specified command.

help [command]

Syntax Description

command

The name of the command.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a command, help information is displayed for all Key
Configuration Commands

info
Displays current information about the key being created or edited.

info

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

net-iis
Loads a private key exported from 11S 4 only into the key entity.
net-iis [keyfilenamelurl]
Syntax Description key-filename The name of the key file.

url The location of the file (serial and telnet only).

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not enter the file name and path, you are prompted for it.

pem
L oads a PEM-encoded X.509 private key into the key entry.
pem [keyfilename|url]
Syntax Description key-filename The name of the PEM-encoded key file.

url The location of the file (serial and telnet only).

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not enter the file name and path, you are prompted for it.

Related Commands  pem-paste (Key Configuration Command Set)

pem-paste
Allows a PEM-encoded X.509 key to be pasted into the configuration manager.

pem-paste

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

After the command is entered, you are prompted to paste akey from the cut buffer.
You can use atext editor to copy the key from afile. After the key is pasted, you
must press Enter twice to complete the command.
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Reverse-Proxy Server Configuration Command Set

Use Reverse-Proxy Server Configuration commands to set up and configure
reverse-proxy servers. Enter Reverse-Proxy Server Configuration mode by using the
enable command in Non-Privileged mode, the configure command in Privileged
mode, the ss command in Configuration mode, and the rever se-proxy-ser ver
command in SSL Configuration mode. The prompt changesto

<confi g- ssl - rproxy[ server nane] >.

activate

Activates the current suspended reverse-proxy server if enough information has
been configured.

activate

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
All reverse-proxy servers are created as active servers by default.

Related Commands  suspend (Reverse-Proxy Server Configuration Command Set)

certgroup serverauth
Assigns a certificate group to be used for server certificate authentication.

certgroup serverauth <certgroupname>
no certgroupchain

Syntax Description ~ certgroupname The name of the certificate group.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
[ 78-13124-04 .m



Appendix C  Command Summary |

W Configuration Command Set

Usage Guidelines

Related Commands

end

Usage Guidelines

exit

Usage Guidelines

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The no form of the command is used to disable server authentication using the
certificate group. When using the no flag, you need not specify any certificate
group name. Only one certificate group can be used.

certgroup (SSL Configuration Command Set)
show ssl certgroup (Non-Privileged Command Set)

See also “ Certificate Group Configuration Command Set”.

Exits Reverse-Proxy Server Configuration mode, activates all changes, and
returns to SSL Configuration mode.

end

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Exits Reverse-Proxy Server Configuration mode, activates all changes, and
returnsto SSL Configuration mode.

exit

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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finished

L eaves Reverse-Proxy Server Configuration Mode and returnsto Top Level mode.

finished

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

help
Displays help information for the specified command.
help [<command>]
Syntax Description command The name of the command.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a command, help information is displayed for all
Reverse-Proxy Server Configuration Commands

info

Displays current information about the reverse-proxy server being edited or
created.

info

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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localport
Specifies the TCP service port through which non-secure connections are
received.
localport <port|default>
Syntax Description port The used to transfer non-secure traffic.

default Sets the port specification to 80.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

log-url
Specifies a host for logging of URL requests.
log-url <ipaddr>
Syntax Description ipaddr The IP address of the host for the log.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

secpolicy
Creates an association between this server and the specified security policy.
secpolicy <polnamejall|default|fipsinoexport56|strong|weak >
Syntax Description polname The name of the configured security policy.
all All pre-loaded security policies.
default Default security policy set.
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fips FIPS 104-2-compliant security policy set.

Usage Guidelines

Related Commands

noexport56 Security policy set used to address potential problems
in non-USinstallations using Internet Explorer. While
this security policy disables the 56-bit cipher suite, it
does not compromise the strength or the integrity of
the encryption in any way.

strong Strong security policy set.
weak Weak security policy set.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Several default security policies are preloaded into the SSL device. To see alist
of all loaded default and user-defined security policies, usethe show ssl secpolicy
command.

secpolicy (SSL Configuration Command Set)
show ssl secpolicy (Non-Privileged Command Set)

See the section “ Security Policy Configuration Command Set”.

serverauth enable

Usage Guidelines

Related Commands

Enables server certificate authentication.

serverauth enable
no serverauth enable

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

certgroup serverauth (Reverse-Proxy Configuration Command Set)
serverauth ignore (Reverse-Proxy Server Configuration Command Set)

[ 78-13124-04
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serverauth ignore
Specifies the server authentication errors to ignore.

serverauth ignore <all | nonejsignature-failurejexpired-date|
cert-not-yet-valid|invalid-caJdomain-name>
no serverauth ignore< all | none|signature-failurelexpired-date|
cert-not-yet-valid|invalid-caJdomain-name>

Syntax Description all Ignore all server authentication errors.
non Do not ignore server authentication errors.
signature-failure Ignore certificate signature failure errors.
expired-date Ignore certificate expiration errors.
cert-not-yet-valid Ignore errors caused by using the certificate before it

isvalid.

invalid-ca Ignore errors caused by an unrecognized CA.
domain-name Ignore errors due to an invalid domain name.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Any combination of options can be used currently. Use the no form of the
command to cease ignoring the specific server authentication error.

Related Commands  certgroup serverauth (Reverse-Proxy Server Configuration Command Set)
serverauth enable (Reverse-Proxy Server Configuration Command Set)
session-cache enable
Enables session caching.

session-cache enable
no session-cache enable
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  session-cache size (Reverse-Proxy Server Configuration Mode)
session-cache timeout (Reverse-Proxy Server Configuration Mode)

session-cache size
Specifies the size of the session cache.

session-cache size <cachesize>

Syntax Description cachesize The number of cached sessions. The default is 1024.
The acceptable rangeis 1 to 76,800.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  session-cache enable (Reverse-Proxy Server Configuration Mode)
session-cache timeout (Reverse-Proxy Server Configuration Mode)

session-cache timeout
Specifies the session cache length before being timed out.

session-cache timeout <seconds>

Syntax Description seconds Specifies the number of seconds before the cache
times out.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Related Commands  session-cache enable (Reverse-Proxy Server Configuration Mode)
session-cache size (Reverse-Proxy Server Configuration Mode)

suspend
Suspends the function of the backend server.
suspend [now]
Syntax Description now Suspends actions of the backend server immediately.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
This command behaves in three ways:

« If you are creating a new reverse-proxy server and you use the suspend
command, the server is created in the suspended state. No connections are
accepted until the activate command is used.

» If you are editing an existing reverse-proxy server and you use the suspend
command alone, the all open connections on the server are finished, and no
new connections are accepted. No connections are accepted until the activate
command is used.

« If you are editing an existing reverse-proxy server and you use the suspend
now command, all connections are suspended. When the end command is
entered, the current reverse-proxy server is removed, and a new suspended
reverse-proxy server is created.

Related Commands  activate (Reverse-Proxy Server Configuration Mode)
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Security Policy Configuration Command Set

Use Security Policy Configuration commands to set up and manage security policies.
Enter Security Policy Configuration mode by using the enable command in
Non-Privileged mode, the configure command in Privileged Mode, the ss command
in Configuration mode, and secpolicy command in SSL Configuration mode. The
prompt changes to <confi g- ssl - secpol i cy[ secpol i cynane] >>.

crypto

Creates a customized security policy for the current SSL device.

crypto <fips| noexport56 | strong | weak | all | ARC4-M D5 | ARC4-SHA |

DES-CBC3-MD5 | DES-CBC3-SHA | DES-CBC-MD5 |
DES-CBC-SHA | EXP-ARC2-M D5 | EXP-ARC4-MD5 |
EXP-ARC4-SHA | EXP-DES-CBC-SHA |
EXP1024-ARC2-CBC-MD5 | EXP1024-ARC4-M D5 |
EXP1024-ARC4-SHA | EXP1024-DES-CBC-SHA | NULL-MD5 |
NULL-SHA >

no crypto < ARC4-MD5 | ARC4-SHA | DES-CBC3-MD5 |
DES-CBC3-SHA | DES-CBC-MD5 | DES-CBC-SHA |
EXP-ARC2-MD5 | EXP-ARC4-MD5 | EXP-ARC4-SHA |
EXP-DES-CBC-SHA | EXP1024-ARC2-CBC-MD5 |
EXP1024-ARC4-M D5 | EXP1024-ARC4-SHA |
EXP1024-DES-CBC-SHA | NULL-MD5 | NULL-SHA >

Syntax Description ~ The following table shows the characteristics of each crytptographic algorithm.

Security
Message Key Policy
Cryptographic Scheme Encryption Authentication |Exchange Assignments
ARC4-MD5 ARC4! (128) |MD5 RSA (1024) |noexport56, strong,
default, all
ARC4-SHA ARC4! (128) |SHA1 RSA (1024) |noexport56, strong,
default, all

[ 78-13124-04
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Security
Message Key Policy

Cryptographic Scheme Encryption Authentication |Exchange Assignments
DES-CBC3-MD5 3DES (168) MD5 RSA (1024) |noexport56, strong,

all
DES-CBC3-SHA 3DES (168) SHA1 RSA (1024) |fips, noexport56,

strong, all
DES-CBC-MD5 DES (56) MD5 RSA (1024) |strong, all
DES-CBC-SHA DES (56) SHA1 RSA (1024) |fips, strong, all
EXP-ARC2-MD5 ARC22 (40) MD5 RSA (512)  |noexport56, weak,

all
EXP-ARC4-MD5 ARCA4! (40) MD5 RSA (512)  |noexport56, weak,

default, all
EXP-ARC4-SHA ARCA4! (40) SHA1 RSA (512) |weak, default, all
EXP-DES-CBC-SHA DES (40) SHA1 RSA (512) |noexport56, weak,

all
EXP1024-ARC2-CBC-MD5 |ARC2?2 (40) MD5 RSA (1024) |weak, default, all
EXP1024-ARC4-MD5 ARCA4! (40) MD5 RSA (1024) |weak, default, all
EXP1024-ARC4-SHA ARCA4! (40) SHA1 RSA (1024) |weak, default, all
EXP1024-DES-CBC-SHA DES (40) SHA1 RSA (1024) |weak, all
NULL-MD5 None MD5 None weak, default, all
NULL-SHA None SHA1 None weak, default, all

LARC4 is compatible with RC4™ RSA Data Security.

2

Usage Guidelines

ARC?2 is compatible with RC2™ RSA Data Security.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

(This command must be entered on one line.) You can identify either individual
ciphers or use the fips, noexpor 56, strong, weak, default, or all keywords to

specify cipher sets.

78-13124-04 |
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The no form of this command is used to remove a cipher or set of ciphers. You
must specify which algorithm(s) to remove following the no crypto command.
For example, using the commands crypto ARC4-M D5 and crypto ARC4-SHA
loads both schemesinto the current user-defined security policy. Additionally, you
can alter the preset cryptography schemes specified for the current security policy.
If you enter crypto weak and no crypto NULL-M D5 commands, the
NULL-MD5 cryptography scheme is removed from the current security policy.
~
Note  “ARC4"is compatible with RC4™ RSA Data Security.
“ARC2" iscompatible with RC2™ RSA Data Security. The
“strong” policy includes ARC4-MD5, ARC4-SHA,
DES-CBC3-MD5, DES-CBC3-SHA, DES-CBC-MD5, and
DES-CBC-SHA. The “weak” policy includes all policies
prefixed with “EXP-" “NULL-". These policies are
considered to be export-level policies.

Note  In FIPS Mode, only FIPS-approved algorithms
(DES-CBC-SHA, DES-CBC3-SHA) are available.

Exits Security Policy Configuration mode, activates all changes, and returns to
SSL Configuration mode.

end

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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exit

Usage Guidelines

finished

Usage Guidelines

help

Exits Security Policy Configuration mode, activates all changes, and returns to
SSL Configuration mode.

exit

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Leaves Security Policy Configuration Mode and returns to Top Level mode.

finished

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Displays help information for the specified command.

help [command]

Syntax Description

Usage Guidelines

command The name of the command.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a command, help information is displayed for all Security
Policy Configuration Commands
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info
Displays current information about the security policy being edited or created.

info

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

urlrewrite
Sets or remove a specified URL rewrite rule for the current reverse proxy server.
urlrewrite <domainName> [sslport <portid>] [clearport <portid>]
<redirectonly>
no urlrewrite <domainName>
Syntax Description domainName The domain or file identifier as a domain name, IP
address, or path and file name.
sslport A keyword identifying the following portid to be used
for SSL traffic.
portid The TCP service port to be used for SSL traffic.
clearport A keyword identifying the following portid to be used
for clear text traffic.
portid The TCP service port to be used for clear text traffic.
redirectonly A keyword is used to indicate that only the

“Location;” field in the HTTP 30x redirect header
should be rewritten. This solves a common problem
with Web servers using insecure HTTP 30x redirects.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

An* (asterisk) wild card character can be used to specify more than one server in
asingle domain, e.g., “*.company.com”. Up to 32 URL rewrite rules can be
configured. Use the no form of the command to clear the specified rule. If more

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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than one rule has been configured, you must specify the domain name of the rule
to delete. URL rewrite information can be displayed by using the command
show ssl server.

Related Commands  show ssl server (Non-Privileged Command Set)
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Server Configuration Command Set

Use Server Configuration commands to set up and configure logical secure servers.
Enter Server Configuration mode by using the enable command in Non-Privileged
mode, the configure command in Privileged mode, the ssl command in Configuration
mode, and the server command in SSL Configuration mode. The prompt changes to
<confi g-ssl - server[server nane] >>.

activate

Activates the current logical secure server if enough information has been
configured.

activate

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  suspend (Server Configuration Command Set)

cert
Sets the specified certificate for use by the server.
cert <certname | default | default-1024 | default 512>
Syntax Description certname The name of the certificate.
default The pre-loaded default certificate.
default-1024 The pre-loaded 1024-bit default certificate.
default-512 The pre-loaded 512-bit default certificate.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
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Only one certificate is allowed per server. If you enter this command with a
different certificate, that reference replaces the earlier one.

Related Commands  certificate (SSL Configuration Command Set)
show ssl cert (Non-Privileged Command Set)

See also “ Certificate Configuration Command Set”.

certgroup chain

Enables the specified certificate group to be used as a certificate chain. The no
form of the command is used to disable certificate chaining.

certgroup chain certgroupname
no certgroupchain

Syntax Description certgroupname The name of the certificate group.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Use the no form of the command to remove a certificate group association. When
using the no flag, you need not specify any certificate group name. Only one
certificate chain is allowed.

Related Commands  certgroup (SSL Configuration Command Set)
show ssl certgroup (Non-Privileged Command Set)

See also “ Certificate Group Configuration Command Set”.

certgroup clientauth

Assigns a certificate group to be used as a certificate trust list for client certificate
authentication.
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certgroup clientauth <certgroupname>
no clientauth

Syntax Description certgroupname The name of the certificate group.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The no form of the command is used to disable client authentication using the
certificate group. When using the no flag, you need not specify any certificate
group name. Only one certificate chain can be used.

Related Commands  clientauth enable (Server Configuration Command Set)
clientauth error (Server Configuration Command Set)
clientauth verifydepth (Server Configuration Command Set)

clientauth enable

Enables client certificate authentication.

clientauth enable
no clientauth enable

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
Use the no form of the command to disable client certificate authentication.

Related Commands  certgroup enable (Server Configuration Command Set)
clientauth error (Server Configuration Command Set)
clientauth verifydepth (Server Configuration Command Set)

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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clientauth error

Specifies the client certificate authentication errors to ignore.

clientauth error <cert-not-provided|cert-not-yet-valid|cert-has-expired|
cert-revoked|cert-has-invalid-calcert-has-signature-failure|cert-othe
r-error|all> <fail|failhtmljignore|redirect <url>>
no clientauth error <cert-not-provided|
cert-not-yet-valid|cert-has-expired|cert-revoked|
cert-has-invalid-calcert-has-signature-failurelcert-other-error|all >

Syntax Description  cert-not-provided

Certificate was not provided for authentication.

cert-not-yet-valid

The certificate is not valid yet.

cert-has-expired

The certificate has expired.

cert-revoked

The certificate has been revoked.

cert-has-invalid-ca

The certificate has an invalid CA.

cert-has-signature-
failure

The signature on the certificate failed.

cert-other-error

Any other certificate authentication error.

all

All certificate authentication errors, including those
listed above.

fail

The client is disconnected abruptly.

failhtml

The SSL handshake is continued and the client is sent
astatic HTML error page listing the reason for the
error. Then the SSL session is disconnected.

ignore

Theserver silently ignoresthe authentication error and
continues the SSL connection.

redirect

The SSL handshake is continued and the client is
redirected to another HTML page specified by the url
argument. The SSL session is disconnected.

url

The location of the error page for redirection.
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Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Any combination of options can be used currently. Use the no form of the
command to cease ignoring the specific client authentication error.

certgroup clientauth (Server Configuration Command Set)
clientauth enable (Server Configuration Command Set)
clientauth verifydepth (Server Configuration Command Set)

clientauth verifydepth

Specifiesthe level of certificate within the certificate group to use when verifying
client certificates.

clientauth verifydepth <depth>

Syntax Description

Usage Guidelines

Related Commands

end

Usage Guidelines

depth The number of certificates within the certificate group
to use for authentication.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

certgroup clientauth (Server Configuration Command Set)
clientauth enable (Server Configuration Command Set)
clientauth error (Server Configuration Command Set)

Exits Server Configuration mode, activates all changes, and returns to SSL
Configuration mode.

end

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

[ 78-13124-04
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ephemeral error

Specifies device behavior when an error is caused by a client attempting to attach
to a server that does not have ephemeral RSA enabled.

ephemeral error <fail[failhtml|redirect <url>>

Syntax Description  fail The client is disconnected abruptly.

failhtml The SSL handshake is continued and the client is sent
astatic HTML error page listing the reason for the
error. Then the SSL session is disconnected. (Default)

redirect The SSL handshake is continued and the client is
redirected to another HTML page specified by the url
argument. The SSL session is disconnected.

url The location of the error page for redirection.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
The default behavior is failhtml.

ephrsa

When an export browser version connects to a server using 1024-bit keys, this
allows the RSA key exchange (the SSL handshake) to be negotiated using a
dynamically created 512-bit key. Using ephemeral RSA ensures the device
complies with United States commerce laws.

ephrsa
no ephrsa

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The default is no ephemeral RSA. Use the no form of the command to disable
ephemeral RSA.
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exit

Exits Server Configuration mode, activates all changes, and returns to SSL
Configuration mode.

exit

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

finished

Leaves Server Configuration Mode and returns to Top Level mode.

finished

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

help
Displays help information for the specified command.
help [command]
Syntax Description command The name of the command.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

If you do not specify a command, help information is displayed for all Server
Configuration Commands

httpheader

Specifies the header information to pass to backend HTTP servers.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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httpheader <session|server-cert|client-cert|pre-filter|prefix
<prefixString>>
no httpheader <session|server-cert|client-cert|pre-filter |prefix>

Syntax Description session Adds SSL session information to the HTTP stream.
server-cert Adds the server certificate to the HTTP stream.
client-cert Adds the client certificate to the HTTP stream.
pre-filter Pre-filters the client header.
prefix Allows aprefix string to be added to the HT TP stream.
prefixString The string to use as a header prefix.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

(This command must be entered on one line.) Any combination of options can be
used currently. Use the no form of the command to cease using the specific option.

info

Displays current information about the logical secure server being edited or
created.

info

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

ip address

Sets the specified | P address for the logical secure server. Using the no form of
the command clears the | P address for the logical secure server.

ip address <ipaddr> [netmask <mask>]
no ip address
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Syntax Description ipaddr The IP address to assign to the secure server.
netmask <mask> The netmask valid for the |P address.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

key
Sets the specified key for use by the server.
key <keyname | default | default-1024 | default 512>
Syntax Description keyname The name of the key.
default The pre-loaded default key.
default-1024 The pre-loaded 1024-bit default key.
default-512 The pre-loaded 512-bit default key.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Only onekey isallowed per server. If you enter thiscommand with adifferent key,
that reference replaces the earlier one.

Related Commands  key(SSL Configuration Command Set)
show ssl key (Non-Privileged Command Set)

See also “Key Configuration Command Set”.

localport

Specifies the port on which the secure server receives SSL traffic. The SSL traffic
is decrypted and sent to the real server using the TCP service port previously
specified with the remoteport command.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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localport <port|default>

Syntax Description

Usage Guidelines

Related Commands

log-url

port The TCP service port through which SSL traffic is
received by the current secure logical server.
default Returns the setting to the default of 443.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

remoteport (Server Configuration Command Set)
sslport (Server Configuration Command Set)

Specifies a host for logging of URL requests.

log-url <ipaddr>

Syntax Description

Usage Guidelines

remoteport

ipaddr The IP address of the host for the log.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Specifies the TCP service port through which non-secure connections is sent.

remoteport <port|default>

Syntax Description

port The non-secure port used to send clear text traffic to
the server.
default Sets the non-secure port specification to 80.
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Caution

Usage Guidelines

Related Commands

secpolicy

Traffic sent on this TCP service port is not secured by SSL during
transmission to the server. It must be secured by another means.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

localport (Server Configuration Command Set)
sslport (Server Configuration Command Set)

Creates an association between this server and the specified security policy.

secpolicy <polnamejall|default|fips|noexport56|strong|weak >

Syntax Description

Usage Guidelines

polname The name of the configured security policy.

all All pre-loaded security policies.

default Default security policy set.

fips FIPS 104-2-compliant security policy set.
noexport56 Security policy set used to address potential problems

in non-USinstallations using Internet Explorer. While
this security policy disables the 56-bit cipher suite, it
does not compromise the strength or the integrity of
the encryption in any way.

strong Strong security policy set.

weak Weak security policy set.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Several default security policies are preloaded into the SSL device. To see alist
of all loaded default and user-defined security policies, usethe show ssl secpolicy
command.

[ 78-13124-04
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Related Commands  secpolicy (SSL Configuration Command Set)
show ssl secpolicy (Non-Privileged Command Set)

See the section “ Security Policy Configuration Command Set”.

session-cache enable
Enables session caching.

session-cache enable
no session-cache enable

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
Use the no form of the command to disable session caching.

Related Commands  session-cache size (Server Configuration Mode)
session-cache timeout (Server Configuration Mode)

session-cache size
Specifies the size of the session cache.

session-cache size <cachesize>

Syntax Description cachesize The number of sessions. The default is 1024. The
acceptable rangeis 1 to 76,800.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  session-cache enable (Server Configuration Mode)
session-cache timeout (Server Configuration Mode)
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session-cache timeout

Specifies the session cache length before being timed out.

session-cache timeout <seconds>

Syntax Description ~ seconds Specifies the number of seconds before the cache
times out.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

Related Commands  session-cache enable (Server Configuration Mode)
session-cache size (Server Configuration Mode)

sharedcipher error

Specifies device behavior when an error caused by no cipher agreement is
encountered.

sharedcipher error <fail|failhtml|redirect <url>>

Syntax Description fail The client is disconnected abruptly.

failhtml The SSL handshake is continued and the client is sent
astatic HTML error page listing the reason for the
error. Then the SSL session is disconnected. (Default)

redirect The SSL handshake is continued and the client is
redirected to another HTML page specified by the url
argument. The SSL session is disconnected.

url The location of the error page for redirection.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Usage Guidelines

sslport

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

The default behavior is failhtml.

Specifiesthe port on which the logical secure server receives SSL traffic. The SSL
traffic is decrypted and sent to the physical server using the TCP service port
previously specified with the remoteport command.

sslport <port|default>

Syntax Description

Usage Guidelines

Related Commands

suspend

port The TCP service port through which SSL traffic is
received by the current secure logical server.
default Returns the setting to the default of 443.

Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

A

Note  This command has the same effects as the localport
command and isincluded only for backwards compatibility.

localport (Server Configuration Command Set)
remoteport (Server Configuration Command Set)

Suspends the function of the server.

suspend [now]

Syntax Description

now Suspends actions of the server immediately.
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Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)
This command behaves in three ways:

- If youarecreating anew server and you use the suspend command, the server
is created in the suspended state. No connections are accepted until the
activate command is used.

» If youareediting an existing server and you use the suspend command alone,
the all open connections on the server are finished, and no new connections
are accepted. No connections are accepted until the activate command is
used.

« If you are editing an existing server and you use the suspend now command,
all connections are suspended. When the end command is entered, the current
server isremoved, and a new suspended server is created.

Related Commands  activate (Server Configuration Mode)

transparent

Enablesto serversto function as atransparent proxy (default). The no form of the
command is used to disable this behavior.

transparent
no transparent

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

When transparent proxy behavior is disabled, the device accepts connections on
the | P address of the Secure Content Accel erator rather than on the server address.

urlrewrite
Sets or remove a specified URL rewrite rule for the current secure server.

urlrewrite <domainName> [sslport <portid>] [clearport <portid>]
<redirectonly>
no urlrewrite <domainName>

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Syntax Description domainName

The domain or file identifier as a domain name, |P
address, or path and file name.

sslport

A keyword identifying the following portid to be used
for SSL traffic.

portid

The TCP service port to be used for SSL traffic.

clearport

A keyword identifying the following portid to be used
for clear text traffic.

portid

The TCP service port to be used for clear text traffic.

redirectonly

A keyword is used to indicate that only the
“Location;” field in the HTTP 30x redirect header
should be rewritten. This solves a common problem
with Web servers using insecure HTTP 30x redirects.

Usage Guidelines Availability: Remote, Serial, Telnet; FIPS Mode (serial only)

An* (asterisk) wild card character can be used to specify more than one server in
asingle domain, e.g., “*.company.com”. Up to 32 URL rewrite rules can be
configured. Use the no form of the command to clear the specified rule. If more
than one rule has been configured, you must specify the domain name of the rule
to delete. URL rewrite information can be displayed by using the command

show ss| server.

Related Commands  show ssl server (Non-Privileged Command Set)
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Troubleshooting

This appendix provides general troubleshooting information for the Secure
Content Accelerator. This appendix contains the section “ Troubleshooting the
Hardware”

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Troubleshooting the Hardware

Table D-1 lists some problems that may occur with the Secure Content
Accelerator and recommended actions to take. If you can connect to the device,
use the show diagnostic-report command to create a file for review. Following
the table and three flowcharts you can use to help solve device problems.

Table D-1 Troubleshooting the Hardware

Possible Problem Recommended Action

Link LED is off. Ensure the Secure Content Accelerator is powered
on. Ensure the cable connections are secure.
Ensure you are using the correct type of cable
(straight-through to connect to a switch or hub;
crossover to connect to NIC. Ensure cables are
properly wired.

One Power LED is unlit. Ensure the Secure Content Accelerator has power.
Check the associated power switch, power cord,
and power source.

The Secure Content Accelerator seems to have Reboot the Secure Content Accelerator either by
locked up. pressing the reset switch or using the reload
command in the configuration manager. If the
problem continues, press and hold the reset switch
for two seconds. In either case, the configuration
stored in the flash memory isused when the Secure
Content Accelerator reboots.

The configuration manager cannot find the Make sure the cable segment is compliant with
appliance on the network (hardware). 100Base-TX recommendations. Thelength should
not exceed 100 meters (328 feet). Make sure the
speed and duplex settings on the SSL device and
other networking hardware agree. Using the
configuration manager, enter the show interface
command to display the settings for the appliance
Ethernet interfaces. Make sure you have avalid
networking topology.
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Table D-1 Troubleshooting the Hardware (continued)

Possible Problem Recommended Action
The configuration manager cannot find the Make sure the computer you are using the
appliance on the network (software). configure the device or module is on the same

subnet and VLAN (if applicable) asthe appliance.
Once the appliance is configured with an |P
address, you can attach it from any point in the
network by using the attach ip command. If you
are running the configuration manager and install
anew device, enter the discover command to find
new devices in the same broadcast domain.

Make sure remote management and/or telnet
management are enabled, as appropriate. Use the
show device command using a serial management
session to verify management access. If remote
management is disabled, enter Configuration
mode and use the remote-management enable
command. If telnet management is disabled, use
the telnet enable command. Also verify the TCP
port specified for management sessions. If you
have changed the remote management port from
the default, you must use the discover port
command, where port is the TCP port.

The device might be operating in FIPS Mode.
Remote management isunavailablein FIPS M ode.
Use a serial management session to connect to the
device.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Table D-1 Troubleshooting the Hardware (continued)

Possible Problem

Recommended Action

The GUI cannot connect to the device.

Use any CLI configuration manager method to
ensure that web management is enabled. Attach to
the appliance, if necessary, show device
command. If web management is not enabled, use
the web-mgmt enable command in Configuration
modeto enableit. If you are attempting to connect
to appliance from the client side (“Network” port)
in two-port mode, you must first set up a secure
server. See “Configuring for Client-Side Access’
in Chapter 6 for more instructions. If you have
changed the | P address during a GUI management
session, automatic redirection may not occur in
certain situations, such as when changing to a
different subnet. If the connection is not
redirected, manually connect to the device as
before. If you still are unable to connect, use the
serial configuration manager to check the
appliance configuration and try again.

The device might be operating in FIPS Mode. Web
management is unavailable in FIPS Mode. Use a
serial management session to connect to the
device.

The serial management CLI prompt contains
“[FIPS]”.

Thedeviceisoperating in FIPS Mode. If you wish
to return the device to normal operation, use the
Privileged Mode command no fips enable. See
“Returning to Normal Operation” in Chapter 6 for
more information.

Only the “fips” security policy is available when
configuring servers.

The device is operating in FIPS Mode. Only
security policies containing FIPS 140-2-compliant
algorithms are available in FIPS Mode.

One or more servers is unavailable for
configuration.

The device might be operating in FIPS Mode.
Only servers configured with FIPS
140-2-compliant algorithms are available.
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Figure D-1 Troubleshooting Flowchart 1
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Figure D-2 Troubleshooting Flowchart 2
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Figure D-3 Troubleshooting Flowchart 3
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APPENDIX E

SSL Introduction

This chapter presents a short introduction to basic SSL components and a
description of how the components are used in configuring the Secure Content
Accelerator. Instructions for generating keys and certificates using the CLI| are
included in Chapter 4. Instructions for using the GUI are in Chapter 5.

This chapter contains the following sections:
- Introduction to SSL
- Port Blocking Mechanism
- BeforeYou Begin
» Using Existing Keys and Certificates
- Configuration Security
- Cisco SSL Configuration Components
« Cisco Secure Content Accelerator Management

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Introduction to SSL

Secure Sockets Layer (SSL) is an application-level protocol that enables secure
transactions of data through privacy, authentication, and data integrity. It relies
upon certificates, public keys, and private keys.

Certificatesare similar to digital 1D cards. They prove theidentity of the server to
clients. Certificates are issued by Certificate Authorities (CAs) such asVeriSign®
or Thawte. Each certificate includes the name of the authority that issued it, the
name of the entity to which the certificate was issued, the entity’s public key, and
time stamps that indicate the certificate’s expiration date.

Public and private keys are the ciphers used to encrypt and decrypt information.
Whilethe public key is shared quite freely, the private key isnever given out. Each
public-private key pair works together: data encrypted with the public key can
only be decrypted with the private key.

You can configure the Cisco Secure Content Accelerator using either the GUI or
CL1I, or through the QuickStart wizard (available through both the CLI and GUI).
The CLI is available through remote, telnet, or serial connections.

Port Blocking Mechanism

During configuration you must specify the SSL and clear text (decrypted) TCP
service ports. Cisco Secure Content Accelerator devices monitor the SSL TCP
service port(s) you specify, perform SSL decoding of packets on those ports, then
send the packets to the server via a user-defined TCP clear text service port. All
other network traffic is passed through the appliance transparently.

The clear text TCP service port used for data transfer between the SSL appliance
and the Web server cannot be used for any other data. The SSL appliance blocks
access to the clear text port, protecting your secure data from direct clear test
access.

Oneresult of this port blocking strategy is that you cannot use the same clear text
TCP service port between the SSL appliance and the server for both non-secure
(http:) and decrypted secure data (https:) transfer. Network port traffic received on
the clear text TCP service port is dropped. See the figures below.
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Figure E-1 Port Blocking
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Figure E-2  Port Blocking with Dropped Traffic
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For example, if the server is used for both secure and non-secure services, you
cannot use TCP service port 80 for both basic HTTP connections and for transfer
of decrypted secure data between the devices and the server. Below are some
alternatives for this scenario.
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« Use 443 (generally used for SSL transactions) as the SSL TCP service port
and 443 as the clear text port. Configure the server to not use SSL and to
monitor port 443. TCP service port 80 requests are serviced normally.

« Use443 asthe SSL TCP service port and 81 (or another unused port) for the
clear text port. Configure the server to monitor port 81. TCP service port 80
requests are serviced normally.

All data sent on any other port is passed through transparently in both directions.

Before You Begin

Before configuring the SSL appliance you must have a certificate and keysfor the
server. You can use the files you received from the Certificate Authority, copy the
keys and certificate from an existing secure server, use default keys and
certificates preloaded in the device, or generate your own keys and certificates.

Additionally, be aware that you must make several changes to your Web pages.
The nature of the changes depends upon whether you are securing a previously
unsecured site, or adding the SSL appliance to an already secure server
installation. These changes are described in section “Web Site Changes’ in
Appendix B.

Using Existing Keys and Certificates

A

Note

If you already have a secure server, you can transfer the keys and certificate to the
Secure Content Accelerator. Follow the instructions below, or refer to the Web
server software documentation for detailed information.

Key and certificate file names cannot contain spaces and must be
compatible with the server operating system. When prompted either
to name a key or certificate file or check the name of akey or
certificate file, please ensure the names follow these conventions.

i Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Apache mod_SSL

ApacheSSL

Stronghold

The key and certificate locations are listed in the
$APACHEROOT/conf/httpd.conf file. The default key is
$APACHEROOT/conf/ssl.key/* .key. The default certificate is
$APACHEROOT/conf/ssl.crt/*.crt. Note the name and location of these
elements.

The key and certificate locations are listed in the

$APACHESSL ROOT/conf/httpd.conf file. The default key is
$APACHEROOT /certs/*.key. The default certificate is

$APACHEROOT /certs/*.crt. Note the name and location of these elements.

The key and certificate locations are listed in the

$STRONGHOL DROOT /conf/httpd.conf file. The default key is
$STRONGHOL DROOT /ssl/private/* .key. The default certificate is
$STRONGHOL DROOT/ssl/*.cert. Note the name and location of these
elements.

11S 4 on Windows NT

The certificate file is in the directory specified when the certificate was
downloaded.

1. Double-click the certificate file to open the viewer.
2. Click the Details tab.

3. Click Copy tofile. The Certificate Manager Export Wizard opens. Click
Next.

4. Select the DER-encoded binary X.509 radio button. Click Next.
5. Specify afile name and location. Click Next.
6. Click Finish.
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7. Click OK when you see the successful completion notice.
8. EXxit the Certificate Manager Export Wizard.
9. Close the certificate viewer.

The keys are located within the Key Ring—the key manager program. Follow
these instructions to export a key.

1. Click the Start button, point to Programs>Windows NT 4.0 Option
Pack>Microsoft Internet Information Server, and click Internet Service
Manager. The Microsoft Management Console opens.

Navigate to the Web site using the object list.

Right-click the Web site object and click Propertiesin the shortcut menu.
Click the Directory Security tab.

Click Edit in the Secure Communication panel.

Click Key Manager.

Click the key to export.

On the Key menu, point to Export Key, and click Backup File.

© © N o g~ w DN

Read the security warning and click OK.
Select afile location and enter a file name.
Click Save.

Exit the Internet Service Manager.

[ = S
Moo

11S 5 on Windows 2000

Follow these steps to export a certificate and key.

1. Click the Start button, point to Programs>Administrative Tools, and click
Internet Service Manager. Alternatively, open the Internet Service
Manager in the Administrative Tools folder in the Control Panel.

2. Right-click the Web site object and click Propertiesin the shortcut menu.
3. Click the Directory Security tab.

4. Click View Certificate in the Secure Communications panel. The
Certificate Viewer appears.

5. Click the Details tab.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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10.

11.

12.

Note

Configuration Security

Click Copy to File. The Certificate Export Wizard appears.
Click Next. The Export Private Key screen appears.

Select the Yes, export the private key option. Click Next. The Export File
Format panel appears.

Select the Personal Information Exchange—PK CS#12 (pfx) option and
any optional choices desired. Click Next. The Password panel appears.

Typethe password in the Passwor d and Confirm Passwor d text boxes. Click
Next. The File to Export panel appears.

Type the path and file name in the File name text box or click Browse to
select alocation manually. Click Next.

The Completing the Certificate Export Wizard panel appears. Click
Finish.

The key and certificate file exported from 1S5 arein
PKCS#12 format. Use the import pkcs12 command in the
configuration manager to load a key and certificate in this
format.

Configuration Security

Cisco Secure Content Accelerator devices allow easy, flexible configuration
without compromising the security of your network or their own configuration.

Passwords

Cisco Secure Content Accelerator devices use two levels of password protection:
access- and enable-level. Access-level passwords control who can attach the
remote configuration manager or access the device viatelnet and serial
connections. Enable-level passwords control who can view the same data
available with access-level passwords aswell as view sensitive dataand configure
the device.
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Cisco 11000 Series Secure Content Accelerator Configuration Guide g



Appendix E SSL Introduction |

W Configuration Security

SSL devices are shipped without passwords. Setting passwords is important
because the device can be administered over a network. For more information
about passwords, see the commands password access and password enablein
Appendix C.

Access Lists

Access lists control which computers can attach to a specific device. No access
lists exist when you first install the Secure Content Accelerator. You can restrict
the computers allowed to manage the appliance by adding their | P addresses to
one or more access lists for each device. For more information about configuring
access lists, see the commands show access-list, access-list, snmp access-list,
remote-management access-list, telnet access-list, and web-mgmt access-list
in Appendix C.

Encrypted Management Sessions

To further protect the configuration security, you can specify that remote
(non-serial and non-telnet) configuration sessions be encrypted using AES, DES,
or ARC4. See remote-management encryption in Appendix C.

Factory Default Reset Password

If you have forgotten your access or enable password, you can use a factory-set
password during a serial configuration session. When prompted for a password,
enter Fail Safe (case-sensitive). You are asked to confirm the action. The appliance
reboots (rel oads) with factory default settings.

A

Caution  All configuration islost when using the factory default reset
password.
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Cisco SSL Configuration Components

When you configure an appliance to perform SSL offloading you are actually
setting up one or more logical secure servers whose SSL -related configurations
reside in the appliance. Each logical secure server has several attributes:

« A unique IP address and TCP port for the real server providing content
« An associated key specifying the public/private key pair to use

« A single certificate or certificate group to use

» A security policy specifying the cryptographic scheme(s) to use

Real Server IP Addresses

Each SSL server is associated with a specific |P address and TCP port. The
address and TCP port are unique and may not be used for more than one SSL
server on asingle SSL device.

Keys

A single key can be used with each an individual SSL server. You can load
multiple keys into the device; however, only one can be used with each SSL
server. Keys can be imported from DER- and PEM-encoded X509-format key
files, 1154 backup key-format (NET-11S), and PK CS#12 files.

Certificates

A certificate is loaded into the device to be used as either a single certificate or
part of a certificate group. Only one certificate or certificate group can be used
with each server. Certificates can be imported from DER- and PEM-encoded
X.5009 files, 1S4 backup format (NET-11S), PKCS#12 files, and PCK S#7
certificate groups.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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Step-Up Certificates and Server-Gated Cryptography

Note

Cisco Secure Content Accelerator devices support both Netscape International
Step-Up Certificates and Microsoft Server-Gated Cryptography. No special
configuration is needed for the device to function properly with these certificates.
Load the certificate normally.

You must specify that your certificate will work with both Microsoft
and Netscape browsers when requesting it from the CA. Otherwise,
the server cannot support both browsers.

Chained Certificates

Chained certificates are used in certain circumstances such as when a known,
trusted CA (such as Thawte or VeriSign) provides a certificate to attest that
certificates created by an intermediary CA can betrusted. For example, acompany
can create its own certificates for internal use only; however, clients do not accept
the certificates because they were not created by a known CA. When private
certificates are chained with the trusted CA certificate, clients accept them during
SSL negotiations.

The certificate created locally isloaded into the device as aregular certificate; the
locally created public/private key pair isloaded into the device as akey. The
intermediary CA certificate signed by atrusted CA and any other intermediary
certificates are loaded as individual certificate objects that are combined into a
certificate group. An example of configuring a chained certificate via the
configuration manager is presented in Chapter 5. See Chapter 6 for information
about creating and enabling chained certificates using the GUI.

Security Policies

Cisco Secure Content Accelerator can process a wide range of single and
composite cryptography schemes. The following table shows a comparison of the
individual schemes. If you configure the device to use the weak security policy,
all schemes marked as “weak” are used. If you use the strong security policy, all
schemes marked as “strong” are used. The “default” security policy uses the
encryption and message authentication methods commonly available. The “all”
security policy incorporates all listed combinations.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
m. 78-13124-04 |



| AppendixE  SSL Introduction

Cisco SSL Configuration Components 1l

Table E-1  Secure Content Accelerator Cryptographic Algorithms

Security
Message Key Policy

Cryptographic Scheme Encryption Authentication |Exchange Assignments
ARC4-MD5 ARC4! (128) |MD5 RSA (1024) |strong, default, al
ARC4-SHA ARC4! (128) |SHA1 RSA (1024) |strong, default, all
DES-CBC3-MD5 3DES (168) MD5 RSA (1024) |strong, all
DES-CBC3-SHA 3DES (168) SHA1 RSA (1024) |strong, fips, all
DES-CBC-MD5 DES (56) MD5 RSA (1024) |strong, al
DES-CBC-SHA DES (56) SHA1 RSA (1024) |strong, fips, all
EXP-ARC2-MD5 ARC2?2 (40) MD5 RSA (512) |weak, all
EXP-ARC4-MD5 ARC4! (40) MD5 RSA (512) |weak, default, all
EXP-ARC4-SHA ARCA4! (40) SHA1 RSA (512) |weak, default, all
EXP-DES-CBC-SHA DES (40) SHA1 RSA (512) weak, all
EXP1024-ARC2-CBC-MD5  |ARC2? (40) MD5 RSA (1024) |weak, default, all
EXP1024-ARC4-MD5 ARC4! (40) MD5 RSA (1024) |weak, default, all
EXP1024-ARC4-SHA ARCA4! (40) SHA1 RSA (1024) |weak, default, all
EXP1024-DES-CBC-SHA DES (40) SHA1 RSA (1024) |weak, all
NULL-MD5 None MD5 None weak, default, all
NULL-SHA None SHA1 None weak, default, all

LARC4 is compatible with RC4™ RSA Data Security.

2

ARC2 is compatible with RC2™ RSA Data Security.
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Cisco Secure Content Accelerator Management

You can configure the Cisco Secure Content Accelerator using one of four
methods, three of which use the CLI configuration manager.

« Seria connection, configuration manager

An IP address need not have been assigned for appliance management.

A device can be set to single-port mode via serial connection.

A device must be managed while physically connected via a serial cable.

The Fail Safe password can be used as a factory reset.

» Telnet connection, configuration manager
— An IP address must have been assigned to the appliance.
— A device cannot be set to single-port mode viatelnet.
— Only one device can be managed at atime.

- Remote network connection, configuration manager application
— An IP address need not have been assigned for appliance management.
— A device cannot be set to single-port mode via the remote connection.
— Multiple devices can be attached.

- Remote network connection, GUI
— InIP address must have been assigned to the appliance for management.
— A device cannot be set to single-port mode via the GUI.
— Only one device can be managed at a single time.

Additionally, the behaviors of some commands vary depending upon the
management method. The configuration information for the commands

ip name-server, rdate-server, and ip domain-name can be set remotely, but the
configuration information is used only through a serial or telnet connection. The
results of the ping and tracer oute commands also are dependent upon the
management method. When used with the remote management application, these
commands are executed and results returned based upon the configuring
computer’s hardware information. When used with serial or telnet management,
the results are based upon the SSL appliance’s hardware information.

Serial and telnet management commands can use symbolic hostnames in URL
identifiersif the ip domain-name has been set.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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File name formats differ depending on the management method. When using
remote management, you can specify the file name asit appearsin the configuring
computer’s file system. A path must be included, if necessary. When using serial
or telnet management, the file name must be entered in any of the following
formats:

[<http:// | ftp:// | https:// | tftp:// >] URL

In situations where afile is written, anonymous write access must be configured
on the system with these caveats:

« http:—The server must be configured to accept PUT commands
« https:.—The server must be configured to accept PUT commands

» ftp:—If anonymous write access is not allowed, use this format:
ftp://user name: passwor d @host/directory/filename

« tftp:—Use this format:
tftp://host/filename
where the hosthame may be either a URL or IP address

Additionally, we provide a guided QuickStart wizard configuration method,
available from both the configuration manager and GUI. To use this method for
configuration, see Chapter 3. Brief instructions are also included for initiating a
management session using the configuration manager.

For instructions on using any of the CLI configuration managers, see Chapter 4;
for instructions on using the GUI, see Chapter 5. To use the Secure Content
Accelerator in FIPS-compliant operation mode, see Chapter 6.
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APPENDIX I

Regulatory Information

Thisappendix liststhe regulatory agenciesthat have approved the Secure Content
Accelerator.

This appendix includes the following sections:

Regulatory Standards Compliance

Canadian Radio Frequency Emissions Statement
FCC ClassA

CISPR 22 (EN 55022) ClassA

VCCI

[ 78-13124-04
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Regulatory Standards Compliance

The following regulatory agencies have approved the Secure Content Accel erator
and have found it to be fully compliant with their environmental, safety, and
emissions standards.

Table F-1  Regulatory Standards Compliance

Regulatory Standards Compliance Regulatory Agency
Saf ety e UL 1950 3rd, CSA NRTL

« CAN/CSA- C22.2 No 950-M 95,
CSA

- EN60950

- TUV GSMark
EMC - FCC Part 15

- ENb55022

- EN55024

- VCCI

Factory Approvals « UL

- TUV

Canadian Radio Frequency Emissions Statement

This Class A digital apparatus complies with Canadian |CES-003.

Cet appareil numérique de la classe A est conforme ala norme NMB-003 du
Canada.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
m. 78-13124-04 |




| AppendixF  Regulatory Information

FCCClassA W

FCC Class A
N

Note  Thiseguipment has been tested and found to comply with the limits
for aClass A digital device, pursuant to part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a
commercia environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment
inaresidential areaislikely to cause harmful interference in which
case the user will be required to correct the interference at his own
expense.

To maintain compliance with the limits of aClassA digital device, Cisco requires
that you use quality interface cables when connecting to this device. During
testing for certification Category 5 cables were used.

A

Caution  Maodificationsto this product not authorized by Cisco Systems, Inc.
could void the FCC approval and negate your authority to operate
the product.

The user may find the following booklet prepared by the Federal Communications
Commission helpful: The Interference Handbook. This booklet is available from
the U.S. Government Printing Office, Washington, D.C. 20402. Stock No.
004-000-00345-4.

For more information regarding the above statement, please contact Cisco
Systems, Inc.; 170 West Tasman Drive; San Jose, CA 95134-1706 USA ; telephone
(408) 536-4000.
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CISPR 22 (EN 55022) Class A
A

Warning  This is a class A product. In a domestic environment this product
may cause radio interference in which case the user may be
required to take adequate measures.

VCCI

oL, FRABEBESEREED THMEES (VCCI) ik
IZESC 7 7 AAFHBNEE T, COXBEL+FERECTERTS LEHR
PEEXSISRITIENRDYVET, ZOBEITITERE B AR RT
BLIBERINDZZLERHVET,
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B

Backend Server Secure server responsible for offloading SSL processing for the client. A
backend server listens for clear text from the client, encrypts the data, and
connects via SSL to the server.

C

Certificate Digital information that proves the identify of the server; similar to adigital 1D
card. Certificates are issued by Certificate Authorities.

Cipher An encryption algorithm.

F

Flash memory Memory area in which device configuration may be saved; configuration

information not stored in the flash memory islost during a power cycle or when
the device is rebooted or reloaded.

Cisco 11000 Series Secure Content Accelerator Configuration Guide
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K

Key A cipher used to encrypt and decrypt information. Two types of keys are used:
public and private. Public keys are shared; private keys are not. Public and
private keys work together: information encrypted by the public key can be
decrypted only by the private key.

Key Strength Thelength of akey, expressed in bits, e.g., 56 or 128. The greater the number of
bits, the stronger the key.

L

Load Balancing Distributing network traffic evenly over two or more servers to provide better
response times and reduce server overload.

Logical Secure The SSL configuration consisting of an |P address for the hardware web server

Server providing content, an SSL TCP service port specification, a clear text port
specification, a key association specifying the key and certificate to use when
processing transactions, and a security policy specifying the cryptographic
scheme(s) to use.

R

Remote Port The user-specified non-secure TCP port used by the Cisco Secure Content
Accelerator to send decrypted data to and receive data to be encrypted from the
logical secure server.

Reverse-Proxy A secure server responsible for offloading SSL processing for the client. The

Server client browser is configured to use the I P address of the reverse-proxy server as

aproxy. The reverse-proxy server is set to listen for clear text on the specified
port (usually 81 or 8080). DNS information must be configured on the
reverse-proxy server.
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S

Secure Sockets An application-level protocol enabling secure transactions of data through
Layer (SSL) privacy, authentication, and data integrity.

Simple Network An application-level protocol used to monitor and perform basic configuration
Management of network devices.

Protocol (SNMP)

Server Port The user-specified secure TCP port monitored by the Cisco Secure Content
Accelerator for secure transaction requests.
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access list 4-4,C-7,C-88, E-8
configuration manager example 4-22
GUI example 5-13

ambient temperature 2-4

Apache mod_SSL E-5

ApacheSSL E-5

ARP C-23

B

backend server

backend server configuration command
set C-130

configuration manager example 4-15, 4-16
configuring with GUI  5-32

browser support 5-2

C

cables
cabletype 2-9
Category 5 2-9

I N DEX

caution

ACL and static route configuration B-24
connecting Network and Server ports 2-9
factory default reset 4-4,C-7, E-8

FailSafe password 6-5

reloading the device 3-16,5-16
unauthorized modifications 17
unsecured transmissions C-134, C-177

use of keys and certificates 6-2

certficate groups

importing 4-26

certificate

certificate configuration command set C-141
configuration manager example 4-13
default 3-10

exporting E-4

fileformats E-9

generating a certificate with the CLI1 4-30
generating with GUI  5-40

GUI example 5-23

loading 3-9

naming conventions 3-10, 4-13, E-4
QuickStart wizard 3-9

step-up 4-23

step-up and server-gated cryptography E-10
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using existing E-4
See also certificate chain
certificate chain
configuration manager example 4-24
description 4-24, E-10
GUI example 5-32
See also certificate
certificate group

certificate group configuration command
set C-145

importing with GUI 5-44, 5-45
Cisco Secure Content Accelerator
configuration commands C-1

configuration manager 4-1

description 1-2

free-standing installation 2-4

front panel 2-5

grounding 2-4

installation 2-3

LED descriptions 2-6

mounting brackets 2-5

QuickStart wizard configuration 3-1

rack-mounted installation 2-5

rear panel 2-6

unpacking 2-3

website configuration B-31
client authentication

certgroup clientauth command in server
configuration command set C-168

clientauth enable command in server
configuration command set C-169

clientauth error command in server
configuration command set C-170

clientauth verifydepth command in server
configuration command set C-171

configuring with CL1 4-29

GUI example 5-31
client IP accounting B-16
completion features C-3
configuration

QuickStart wizard 3-1
configuration manager

backend server configuration command
set C-130

certificate configuration command set C-141

certificate group configuration command
set C-145

completion fexture C-3

configuration command set C-87

input dataformat C-2

interface configuration command set C-118

key association configuration command
set C-148

reverse-proxy server configuration command
set C-153

security policy configuration command
set C-161

server configuration command set C-167
SNMP commands C-102

SSL configuration command set C-120
using 4-1
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configuring
access list 4-22
access listswith GUI  5-13
adding a route with GUI 5-10
backend server 4-15, 4-16
backend server with GUI 5-32
certificate 3-9, 4-13
certificate chain 4-24
certificate chain with GUI 5-32
certificate with GUI  5-23
clear text and SSL ports E-2
client authentication with GUI 5-31
client-side Web access 5-4
device name with GUI 5-6
enabling RIP with GUI  5-9
encrypted management sessions 4-20
Ethernet interface 4-23
Ethernet interface with GUI 5-8
generating a certificate 4-30
generating a key with CLI 4-30
group configuration command set C-85
GUI 5-1,6-1,C-8,E-12

importing a certificate group with GUI 5-44,

5-45
key 3-8,4-13
key with GUI 5-21

management method comparison C-8, E-12

non-privileged command set C-15
other secure protocols 4-32, 5-35
password 3-12

Index H

privileged command set C-63
QuickStart wizard 3-1

reloading with GUI 5-16

remote configuration manager C-8, E-12
reverse-proxy server with GUl 5-32
RIP 4-32

secure server 4-12

secure server with GUI  5-21, 5-29
Secure Server wizard in GUI  5-46
security policy 3-11, 4-14, 4-15, 4-16
security policy with GUI 5-26

serial connection C-8, E-12

setting an enable password with GUI 5-16
setting device IP address with GUI  5-7
setting syslog hosts with GUI  5-12
SNMP 4-31

SNMP with GUI 5-18

SNTP servers 4-19

telnet connection C-8, E-12

top level command set C-15

URL rewrite 4-17

See also example

configuring with CLI

client authentication 4-29
server authentication 4-27

cryptographic algorithm

table of E-10

CSS, use with

examples B-3
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configuring SNMP  4-31
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- enabling chained certificates 4-24
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in kend server 4-15,4-1
one-armed transparent B-22 setting up a backend serve 5 4-18

. . setting up a secure server 4-12
single device B-2 gup
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client authentication 5-31
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configuration manager example 4-23

configuring akey 5-21
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configuring a reverse-proxy server 5-32

i configuring a secure server 5-29
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