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Release Notes for Cisco Catalyst 4224 Access
Gateway Switch for
Cisco IOS Release 12.2(2)YC1

Note Cisco IOS Release 12.2(2)YC1 was deferred by CSCdy01975. For more information, see the
“Important Notes” section on page 3.

October 24, 2002

Note You can find the most current Cisco IOS documentation on Cisco.com. This set of electronic docum
may contain updates and modifications made after the hard-copy documents were printed.

These release notes for the Cisco Catalyst 4224 Access Gateway Switch describe the software fe
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Note MGCP is not supported, even though it appears in the documentation and the command-line inte
(CLI).
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Introduction
The Cisco Catalyst 4224 Access Gateway Switch is an Ethernet switching router that provides V
over IP (VoIP) gateway and IP telephony services. It is designed to be part of a centralized
Cisco CallManager application.

System Requirements
This section describes the system requirements for Cisco IOS Release 12.2(2)YC1 and includes
following sections:

• Memory Requirements, page 2

• Hardware Supported, page 2

• Determining the Software Version, page 3

Memory Requirements

Hardware Supported
• Cisco Catalyst 4224 Access Gateway Switch

Table 1 Minimum Memory Recommendations for the Cisco Catalyst 4224 Access Gateway Switch

Platforms Image Name Software Image

Flash
Memory
Recommended

DRAM
Memory
Recommended

Runs
From

Cisco c4224 IP/FW PLUS IPSEC 56 c4224-ik8o3sx3-mz 32 MB Flash 64 MB DRAM RAM

IP PLUS IPSEC 56 c4224-ik8sx3-mz 32 MB Flash 64 MB DRAM RAM

IP/FW PLUS IPSEC 3DES c4224-ik9o3sx3-mz 32 MB Flash 64 MB DRAM RAM

IP PLUS/3DES c4224-ik9sx3-mz 32 MB Flash 64 MB DRAM RAM

IP/FW/ PLUS  c4224-io3sx3-mz 32 MB Flash 64 MB DRAM RAM

IP PLUS c4224-isx3-mz 32 MB Flash 64 MB DRAM RAM

BOOT c4224-cboot-mz 32 MB Flash 64 MB DRAM RAM
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Determining the Software Version
To determine the version of Cisco IOS software running on your Cisco Catalyst 4224 Access Ga
Switch, log in to the Cisco Catalyst 4224 Access Gateway Switch and enter theshow versioncommand
in user EXEC mode:

Router>  show version
Cisco Internetwork Operating System Software
IOS (tm) 12.1(5) Software (c4224-isx3-mz), Version 12.2(2)YC1, RELEASE SOFTWARE

New and Changed Information
The following sections list the new hardware and software features in Cisco IOS Release 12.2(2

New Hardware Features in Cisco IOS Release 12.2(2)YC1
There are no new hardware features in this release.

Note The Catalyst 4224 does not support hardware flow control on the console port.

New Software Features in Cisco IOS Release 12.2(2)YC1
• 802.1q trunking support

Limitations and Restrictions
The following MIBs are supported:

• SNMP MIB-II

• ENTITY-MIB

• IF-MIB

• BRIDGE-MIB

The following Cisco proprietary MIBs are supported:

• CISCO-PROCESS-MIB

• CISCO-MEMORY-POOL-MIB

• CISCO-CDP-MIB

The following feature is not supported in Release 12.2(2)YC1:

• half-duplex mode for WIC-1T
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Important Notes
Cisco IOS Releases 12.2(2)YC and 12.2(2)YC1 were deferred due to caveat CSCdy01975. The so
solution for these deferred images is Cisco IOS Release 12.2(2)YC3, which is available on Cisco.

To increase network availability, Cisco recommends that you upgrade affected Cisco IOS images
the suggested replacement software images. Cisco will discontinue manufacturing shipment of aff
Cisco IOS images. Any pending order will be substituted by the replacement software images.

Note Please be aware that failure to upgrade the affected Cisco IOS images may result in network dow

The terms and conditions that governed your rights and obligations and those of Cisco, with resp
the deferred images will apply to the replacement images.

Bug Fixes in Cisco IOS Release 12.2(2)YC1
The following reported bugs have been fixed or resolved in Cisco IOS Release 12.2(2)YC1:

• CSCdw22242

Ignore ingress multicast traffic on dot1q trunk

• CSCdx27294

Layer 2 stops forwarding Rx packets over time

• CSCdx18216

Set default IO memory on Catalyst 4224 to 15 percent

• CSCdx32396

Unable to disable SNMP trap link status on switchport

• CSCin04284

Unable to discover the interfaces in VWIC cards using SNMP

• CSCdx37852

ring frequency configuration lost after reload

• CSCdu76794

The ISDN switch type should be the same in global and ep GUI

• CSCdx12085

Dial-peer prefix displayed incorrectly after download

• CSCdw46596

Default loss plan is not correct

• CSCdw85548

DSP not allocated when data BRI is configured

• CSCdx41085

FXS fail to change impedance from Complex2 to 600R
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• CSCdw88033

Support for QDM in 4224

• CSCdw92443

FPU exception crash after hold and no Cisco CallManager music.

• CSCdx35875

Sh ip igmp group shows previous Multi IP even though there was no Cisco CallManager music

• CSCdx38095

Tabla Enhancements

• CSCdu82132

Router crashes with bus error athdsprm_htsp_tsp_map

• CSCdw89127

CISCO-VLAN-MEMBERSHIP-MIB support for Catalyst 4224

• CSCin03446

Fast Ethernet ports cannot be discovered using ENTITY-MIB

• CSCdw11594

Music on Hold is not played to PSTN when “MTP required” is set and no software MTP is availa

• CSCdx35497

SNMP: implement new module type assignments for ENTITY-MIB in Catalyst 4224

• CSCdu51646

IKE Delete/Notify messages can cause watchdog timeouts

• CSCdu57580

Memory leak in Crypto IKMP process

• CSCdv16137

MC3810 crashes @dsx1_display_cas_tonetype

• CSCdu82674

Loop in crypto_gen_ipsec_isakmp_delete is infinite due to FSM

• CSCdx34547

No configuration-error history

• CSCdx32863

Traceback on configuration download and spurious memory access

• CSCin08663

PI4/tromb/3620:endpt loses registration on adding port1 of T1CAS back

• CSCdw05814

Voice class codec remains in configuration after changing to gateway mode

• CSCdx28793

Suspend and resume dropped

• CSCdx18298

Restart gateway (on Cisco CallManager) puts the MGCP down
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• CSCdx33500

Add new configuration for Echo cancellation

• CSCin07430

PI4/tromb/3620:maximum dial-peer prefix needs to be defined

• CSCdx19813

CANA assignment and update of revision clause

• CSCdw49897

Change names of duplicate files inbcmxx

• CSCdx25334

New DSP code for 12.2(2)YC1

• CSCdx18513

No inbound or outbound calls working with R2 signal

Caveats

Note MGCP is not supported in this release even though it appears in the documentation and the CLI.

This section lists unresolved caveats that apply to this release of the Cisco Catalyst 4224 Access
Gateway Switch. Caveats describe unexpected behavior or defects in the switch and its related so

• CSCdw11594

PSTN users will not hear Music on Hold (MoH) when a call is placed on hold by an IP phone
is in a G.711 region and the requirement for media termination point (MTP) is selected on the A

Workaround: The device must have a Software MTP available in its Media Resource Group L

• CSCin04209

Description: When the Catalyst 4224 is queried forcardIfCardIndexSNMP mib object, it does not
return correct values.

Workaround: None.

• CSCin04412

Description: SNMP support is not available for the following LEDs on the chassis of Catalyst 4

– STATUS LED

– Switch Utilization LEDs

– PS LED

– RPS LED

– Link status LEDs

Workaround: None

• CSCin04963

Description: SNMP query tocpmCPUTotalTable returns incorrect values.

Workaround: None
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• CSCin06538

Description: SNMP response for the variable card type returnsunknown (1) when the following
cards are inserted in the Catalyst 4224:

– + WIC-1T

– + WIC-2T

– + WIC-1DSU-T1

Without this variable, these cards cannot be found in Cisco View.

Workaround: None

• CSCin06631

Description: IP address table rows cannot be created or modified using SNMP.

Workaround: None

• CSCin06633

Description: The rows inipNetToMediaTable cannot be created or modified using SNMP.

Workaround: None

• CSCdt16110

Description: An analog voice port configured withalawcompanding port may experience excessiv
noise. The port also may not recognize DTMF digits in this configuration. Calls can still be rece
but there will be noise.

Workaround: Use A-to-u law transcoding at the T1/E1 or VoIP port.

• CSCdv29907

Description: Memory corruption in tplus_encode_ulong. Under unknown conditions, a Cisco ro
running 12.2(3.4)T or later, and using TACACS+ accounting, may reload due to memory corrup

Workaround: Disable TACACS+ accounting.

• CSCdv82735

Description: If IP phones and fast ethernet ports are hard coded for speed and/or duplex, phone
never power up.

Workaround: Set both IP phone and fast ethernet ports for AUTO negotiation.

• CSCdw56572

Description: Low latency queueing (LLQ) does not drop packets after configuration changes. I
configured LLW burst size is changed in a policy map that is attached to an interface but the
configured LLQ bandwidth is not changed, priority queueing (PQ) will stop dropping packets. If
traffic going through PQ is much greater than the configured bandwidth, the minimum bandw
guarantees of the classes are not met.

Workaround: Remove and re-attach the service policy.

Note If you have an account with Cisco.com, you can use Bug Navigator II to find caveats of any severit
any release. To reach Bug Navigator II, log in to Cisco.com and clickSoftware Center: Cisco IOS
Software: Bug Toolkit: Bug Navigator II . Another option is to go to
http://www.cisco.com/support/bugtools/.
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Related Documentation
The following sections describe the documentation available for the Cisco Catalyst 4224 Access
Gateway Switch. These documents consist of hardware and software installation guides, Cisco I
configuration guides and command references, system error messages, and other documents.

Use these release notes with these documents:

• Platform-Specific Documents, page 8

• Cisco IOS Software Documentation Set, page 8.

Platform-Specific Documents
These documents are available for the Cisco Catalyst 4224 Access Gateway Switch on Cisco.com
on the Documentation CD-ROM:

• Catalyst 4224 Access Gateway Switch Software Configuration Guide

• Catalyst 4224 Access Gateway Switch Hardware Installation Guide

• Regulatory Safety and Compliance Information for Catalyst 4200 Series Access Gateway Sw

On Cisco.com at:

Products & Services: Switches: Cisco Catalyst 4200 Series Switches

On the Documentation CD-ROM or CCO at:

Cisco Product Documentation: Catalyst Switches: Catalyst 4224

Cisco IOS Software Documentation Set
The Cisco IOS software documentation set consists of the Cisco IOS configuration guides, Cisco
command references, and several other supporting documents. The Cisco IOS software docume
set is shipped with your order in electronic form on the Documentation CD-ROM, unless you
specifically ordered the printed versions.

Note You can find the most current Cisco IOS documentation on Cisco.com.

On Cisco.com at:

Products & Services: IOS Software: Cisco IOS Software Releases 12.2

On the Documentation CD-ROM or CCO at:

Cisco Product Documentation: Cisco IOS Software Configuration: Cisco IOS Release 12.2:
Configuration Guides and Command References

Documentation Modules

Each module in the Cisco IOS documentation set consists of one or more configuration guides an
or more corresponding command references. Chapters in a configuration guide describe protoco
configuration tasks, and Cisco IOS software functionality, and contain comprehensive configurati
examples. Chapters in a command reference provide complete command syntax information. Use
configuration guide with its corresponding command reference.
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Cisco IOS Release 12.2 Documentation Set Contents

Table 2 lists the contents of the Cisco IOS Release 12.2 software documentation set. These docu
are available in electronic form and in printed form if ordered.

Table 2 Cisco IOS Release 12.2 Documentation Set

Books Major Topics

• Cisco IOS Configuration Fundamentals Configuration Guide

• Cisco IOS Configuration Fundamentals Command Reference

Cisco IOS User Interfaces
File Management
System Management

• Cisco IOS Bridging and IBM Networking Configuration
Guide

• Cisco IOS Bridging and IBM Networking Command
Reference, Volume 1 of 2

• Cisco IOS Bridging and IBM Networking Command
Reference, Volume 2 of 2

Transparent Bridging
SRB
Token Ring Inter-Switch Link
Token Ring Route Switch Module
RSRB
DLSW+
Serial Tunnel and Block Serial Tunnel
LLC2 and SDLC
IBM Network Media Translation
SNA Frame Relay Access
NCIA Client/Server
Airline Product Set
DSPU and SNA Service Point
SNA Switching Services
Cisco Transaction Connection
Cisco Mainframe Channel Connection
CLAW and TCP/IP Offload
CSNA, CMPC, and CMPC+
TN3270 Server

• Cisco IOS Dial Technologies Configuration Guide

• Cisco IOS Dial Technologies Command Reference

Dial Access
Modem and Dial Shelf Configuration and Management
ISDN Configuration
Signaling Configuration
Point-to-Point Protocols
Dial-on-Demand Routing
Dial Backup
Dial Related Addressing Service
Network Access Solutions
Large-Scale Dial Solutions
Cost-Control Solutions
Internetworking Dial Access Scenarios

• Cisco IOS Interface Configuration Guide

• Cisco IOS Interface Command Reference

LAN Interfaces
Serial Interfaces
Logical Interfaces
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• Cisco IOS IP Configuration Guide

• Cisco IOS IP Command Reference, Volume 1 of 3: Addressing
and Services

• Cisco IOS IP Command Reference, Volume 2 of 3: Routing
Protocols

• Cisco IOS IP Command Reference, Volume 3 of 3: Multicast

IP Addressing
IP Services
IP Routing Protocols
IP Multicast

• Cisco IOS AppleTalk and Novell IPX Configuration Guide

• Cisco IOS AppleTalk and Novell IPX Command Reference

AppleTalk
Novell IPX

• Cisco IOS Apollo Domain, Banyan VINES, DECnet,
ISO CLNS, and XNS Configuration Guide

• Cisco IOS Apollo Domain, Banyan VINES, DECnet,
ISO CLNS, and XNS Command Reference

Apollo Domain
Banyan VINES
DECnet
ISO CLNS
XNS

• Cisco IOS Voice, Video, and Fax Configuration Guide

• Cisco IOS Voice, Video, and Fax Command Reference

Voice over IP
Call Control Signaling
Voice over Frame Relay
Voice over ATM
Telephony Applications
Trunk Management
Fax, Video, and Modem Support

• Cisco IOS Quality of Service Solutions Configuration Guide

• Cisco IOS Quality of Service Solutions Command Reference

Packet Classification
Congestion Management
Congestion Avoidance
Policing and Shaping
Signaling
Link Efficiency Mechanisms

• Cisco IOS Security Configuration Guide

• Cisco IOS Security Command Reference

AAA Security Services
Security Server Protocols
Traffic Filtering and Firewalls
IP Security and Encryption
Passwords and Privileges
Neighbor Router Authentication
IP Security Options
Supported AV Pairs

• Cisco IOS Switching Services Configuration Guide

• Cisco IOS Switching Services Command Reference

Cisco IOS Switching Paths
NetFlow Switching
Multiprotocol Label Switching
Multilayer Switching
Multicast Distributed Switching
Virtual LANs
LAN Emulation

• Cisco IOS Wide-Area Networking Configuration Guide

• Cisco IOS Wide-Area Networking Command Reference

ATM
Frame Relay
SMDS
X.25 and LAPB

Table 2 Cisco IOS Release 12.2 Documentation Set (continued)

Books Major Topics
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Obtaining Documentation
These sections explain how to obtain documentation from Cisco Systems.

World Wide Web
You can access the most current Cisco documentation on the World Wide Web at this URL:

http://www.cisco.com

Translated documentation is available at this URL:

http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM
Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, which is shipped with your product. The Documentation CD-ROM is updated monthly and
be more current than printed documentation. The CD-ROM package is available as a single unit
through an annual subscription.

• Cisco IOS Mobile Wireless Configuration Guide

• Cisco IOS Mobile Wireless Command Reference

General Packet Radio Service

• Cisco IOS Terminal Services Configuration Guide

• Cisco IOS Terminal Services Command Reference

ARA
LAT
NASI
Telnet
TN3270
XRemote
X.28 PAD
Protocol Translation

• Cisco IOS Configuration Guide Master Index

• Cisco IOS Command Reference Master Index

• Cisco IOS Debug Command Reference

• Cisco IOS Software System Error Messages

• New Features in 12.2-Based Limited Lifetime Releases

• New Features in Release 12.2 T

• Release Notes(Release note and caveat documentation for
12.2-based releases and various platforms)

Table 2 Cisco IOS Release 12.2 Documentation Set (continued)

Books Major Topics
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Ordering Documentation
You can order Cisco documentation in these ways:

• Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation
the Networking Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

• Registered Cisco.com users can order the Documentation CD-ROM through the online Subscr
Store:

http://www.cisco.com/go/subscription

• Nonregistered Cisco.com users can order documentation through a local account representa
calling Cisco Systems Corporate Headquarters (California, U.S.A.) at 408 526-7208 or, elsew
in North America, by calling 800 553-NETS (6387).

Documentation Feedback
You can submit comments electronically on Cisco.com. In the Cisco Documentation home page,
theFax or Email option in the “Leave Feedback” section at the bottom of the page.

You can e-mail your comments to bug-doc@cisco.com.

You can submit your comments by mail by using the response card behind the front cover of you
document or by writing to the following address:

Cisco Systems
Attn: Document Resource Connection
170 West Tasman Drive
San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance
Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partner
obtain online documentation, troubleshooting tips, and sample configurations from online tools by u
the Cisco Technical Assistance Center (TAC) Web Site. Cisco.com registered users have complete
to the technical support resources on the Cisco TAC Web Site.

Cisco.com
Cisco.com is the foundation of a suite of interactive, networked services that provides immediate,
access to Cisco information, networking solutions, services, programs, and resources at any time
anywhere in the world.

Cisco.com is a highly integrated Internet application and a powerful, easy-to-use tool that provid
broad range of features and services to help you with these tasks:

• Streamline business processes and improve productivity

• Resolve technical issues with online support

• Download and test software packages
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• Order Cisco learning materials and merchandise

• Register for online skill assessment, training, and certification programs

If you want to obtain customized information and service, you can self-register on Cisco.com. To ac
Cisco.com, go to this URL:

http://www.cisco.com

Technical Assistance Center
The Cisco Technical Assistance Center (TAC) is available to all customers who need technical assis
with a Cisco product, technology, or solution. Two levels of support are available: the Cisco TAC
Web Site and the Cisco TAC Escalation Center.

Cisco TAC inquiries are categorized according to the urgency of the issue:

• Priority level 4 (P4)—You need information or assistance concerning Cisco product capabilit
product installation, or basic product configuration.

• Priority level 3 (P3)—Your network performance is degraded. Network functionality is noticea
impaired, but most business operations continue.

• Priority level 2 (P2)—Your production network is severely degraded, affecting significant asp
of business operations. No workaround is available.

• Priority level 1 (P1)—Your production network is down, and a critical impact to business operati
will occur if service is not restored quickly. No workaround is available.

The Cisco TAC resource that you choose is based on the priority of the problem and the conditio
service contracts, when applicable.

Cisco TAC Web Site

You can use the Cisco TAC Web Site to resolve P3 and P4 issues yourself, saving both cost and
The site provides around-the-clock access to online tools, knowledge bases, and software. To acc
Cisco TAC Web Site, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have a valid Cisco service contract have complete ac
the technical support resources on the Cisco TAC Web Site. The Cisco TAC Web Site requires a
Cisco.com login ID and password. If you have a valid service contract but do not have a login ID
password, go to this URL to register:

http://www.cisco.com/register/

If you are a Cisco.com registered user, and you cannot resolve your technical issues by using the
TAC Web Site, you can open a case online by using the TAC Case Open tool at this URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, we recommend that you open P3 and P4 cases through the Cisco T
Web Site.
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Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2 issues. These
classifications are assigned when severe network degradation significantly impacts business oper
When you contact the TAC Escalation Center with a P1 or P2 problem, a Cisco TAC engineer
automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, go to this URL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the level of Cisco su
services to which your company is entitled: for example, SMARTnet, SMARTnet Onsite, or Netw
Supported Accounts (NSA). When you call the center, please have available your service agreem
number and your product serial number.

This document is to be used in conjunction with the documents listed in the“Related Documentation” section.
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