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About This Guide

This section explains the objectives, intended audience, and organization of this publication and
describes the conventions that convey instructions and other information.

This section provides the following information:
e Document Objectives
e Audience
e Document Organization
¢ Related Documentation
¢ Document Conventions
e Where to Find Safety and Warning Information
e Obtaining Documentation
e Documentation Feedback
e Cisco Product Security Overview
e Obtaining Technical Assistance

e Obtaining Additional Publications and Information

Document Objectives

Audience

This software guide explains the functionality of the Cisco Edge Craft for the Cisco ONS 15302 and
ONS 15305 systems. It contains installation and user information for the Cisco ONS 15302 and

ONS 15305 systems. Use this software guide in conjunction with the appropriate publications listed in
the Related Documentation section.

To use this publication, you should be familiar with Cisco or equivalent optical transmission hardware
and cabling, telecommunications hardware and cabling, electronic circuitry and wiring practices, and
preferably have experience as a telecommunications technician.
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Bl Document Organization

Document Organization

This Cisco Edge Craft Software Guide is organized into the following chapters:

e Chapter 1, “Starting the Cisco Edge Craft” provides information how to install the Cisco Edge Craft
Software.

e Chapter 2, “Software Description” provides details about the features of the Cisco Edge Craft.
e Chapter 3, “Using Cisco Edge Craft” provides information how to use the Cisco Edge Craft.

e Chapter 4, “General Management” provides information about the configuration operations
supported by the Management Interfaces managed object.

e Chapter 5, “Traffic Port Management” provides information about the configuration of the four
different port types (SDH, PDH, LAN, and WAN)

e Chapter 6, “Link Aggregation - ONS 15305” provides details how to manage the link aggregation
functionality of the network element.

e Chapter 7, “Layer 2 Configuration” provides information to manage the bridging service (L2
forwarding) on the network element.

e Chapter 8, “Performance Management” provides information about the performance of the system.

e Chapter 9, “Troubleshooting and FAQ” provides information in case of problems with the system.

Related Documentation

Use this Cisco Edge Craft Software Guide in conjunction with the following referenced publications:

e (Cisco ONS 15302 Installation and Operation Guide
Provides information how to install the system and how to initial the system.

e Cisco ONS 15305 Installation and Operation Guide
Provides information how to install the system and how to initial the system.

Document Conventions

This publication uses the following conventions:

Convention Application

boldface Commands and keywords in body text.

italic Command input that is supplied by the user.

[ ] Keywords or arguments that appear within square brackets are optional.
{xIxIx} A choice of keywords (represented by x) appears in braces separated by

vertical bars. The user must select one.

Ctrl The control key. For example, where Ctrl + D is written, hold down the
Control key while pressing the D key.

Cisco Edge Craft Software Guide
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Where to Find Safety and Warning Information 1l

Convention Application
screen font Examples of information displayed on the screen.
boldface screen font  Examples of information that the user must enter.

< > Command parameters that must be replaced by module-specific codes.

Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
document.

Caution = Means reader be careful. In this situation, the user might do something that could result in equipment
damage or loss of data.

A

Warning  IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. To see translations of the warnings that appear in
this publication, refer to the translated safety warnings that accompanied this device.

Note: SAVE THESE INSTRUCTIONS

Note: This documentation is to be used in conjunction with the specific product installation guide
that shipped with the product. Please refer to the Installation Guide, Configuration Guide, or other
enclosed additional documentation for further details.

Where to Find Safety and Warning Information

For safety and warning information, refer to the Cisco Edge Craft Software Guide that accompanied the
product. This publication describes the international agency compliance and safety information for the
Cisco ONS 15302 and ONS 15305 systems. It also includes translations of the safety warnings that
appear in the ONS 15302 and ONS 15305 system documentation.

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

Cisco Edge Craft Software Guide
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Cisco.com

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Documentation DVD

Cisco documentation and additional literature are available in a Documentation DVD package, which
may have shipped with your product. The Documentation DVD is updated regularly and may be more
current than printed documentation. The Documentation DVD package is available as a single unit.

Registered Cisco.com users (Cisco direct customers) can order a Cisco Documentation DVD (product
number DOC-DOCDVD-=) from the Ordering tool or Cisco Marketplace.

Cisco Ordering tool:
http://www.cisco.com/en/US/partner/ordering/
Cisco Marketplace:

http://www.cisco.com/go/marketplace/

Cisco Optical Networking Product Documentation CD-ROM

Optical networking-related documentation, including Cisco ONS 15xxx product documentation, is
available in a CD-ROM package that ships with your product. The Optical Networking Product
Documentation CD-ROM is updated periodically and may be more current than printed documentation.

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

e Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/

e Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco Systems Corporate Headquarters (California, USA) at 408 526-7208 or, elsewhere in
North America, by calling 1 800 553-NETS (6387).

Cisco Edge Craft Software Guide
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Documentation Feedback

You can send comments about technical documentation to bug-doc @cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you can perform these tasks:

e Report security vulnerabilities in Cisco products.

¢ Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.
A current list of security advisories and notices for Cisco products is available at this URL:
http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you can access a Product
Security Incident Response Team Really Simple Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Tip

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you might have identified a
vulnerability in a Cisco product, contact PSIRT:

¢ Emergencies—security-alert@cisco.com

¢ Nonemergencies—psirt@cisco.com

We encourage you to use Pretty Good Privacy (PGP) or a compatible product to encrypt any sensitive
information that you send to Cisco. PSIRT can work from encrypted information that is compatible with
PGP versions 2.x through 8.x.

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one that has the most recent creation date in this public key server list:

http://pgp.mit.edu:11371/pks/lookup?search=psirt%40cisco.com&op=index&exact=on

[ 78-xx00-xx
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In an emergency, you can also reach PSIRT by telephone:
e 1877 228-7302
e 1408 525-6532

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, Cisco
Technical Support provides 24-hour-a-day, award-winning technical assistance. The Cisco Technical
Support Website on Cisco.com features extensive online support resources. In addition, Cisco Technical
Assistance Center (TAC) engineers provide telephone support. If you do not hold a valid Cisco service
contract, contact your reseller.

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for troubleshooting and
resolving technical issues with Cisco products and technologies. The website is available 24 hours a day,
365 days a year, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support Website requires a Cisco.com user ID and password.
If you have a valid service contract but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Note  Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support
Website by clicking the Tools & Resources link under Documentation & Tools. Choose Cisco Product
Identification Tool from the Alphabetical Index drop-down list, or click the Cisco Product
Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by product ID
or model name; by tree view; or for certain products, by copying and pasting show command output.
Search results show an illustration of your product with the serial number label location highlighted.
Locate the serial number label on your product and record the information before placing a service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco TAC engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco TAC engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

Cisco Edge Craft Software Guide
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To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e (Cisco Marketplace provides a variety of Cisco books, reference guides, and logo merchandise. Visit
Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

e (isco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

® Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

Cisco Edge Craft Software Guide
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® iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine

e [Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Starting the Cisco Edge Craft

1.1 Installation of Cisco Edge Craft

This section describes how to install the Cisco Edge Craft and how to start the VT100 terminal.

Step1  Insert the Cisco Edge Craft Software CD in desired drive on target PC.

Note  Required disk space for the Cisco Edge Craft installation is minimum 65 Mb.

Step2  Run ciscocraft.exe and the Cisco Edge Craft Install shield launches, Figure 1-1.

Figure 1-1 Install Shield preparing Installation Wizard

InstallAnywhere

§ ) Installsmwhere is preparing to install...
=

13%

Cancel

Created with Installbnywhere, € 1998-2002 Zero G Software, Inc. www Zerol. com

20057

Step3  Follow the instructions given in the Install wizard, Figure 1-2.
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Il 1.1.1 Uninstall Cisco Edge Craft

Figure 1-2 Install Wizard - Introduction

A\l Cisco Edge Craft 2.0 ) ] o4
Introduction

Cisco SYSTEMS InstallAmywhere will guide you through the installation of Cisco Edge
Craft2.0
Base Line : MAIN_BLAA

# M| Build Date : 2004/09/10 02:44:38
| Buildld 300

Cisco %"_“'-:5 e Craft Click the ™est' button to proceed to the next screen. Ifyvou wantto
Installation change something on a previous screen, click the Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
huttan.

Cancel | P Next

124847

1.1.1 Uninstall Cisco Edge Craft

Select Start>Programs>Cisco Edge Craft>unistall and follow instructions given on screen.
or:

Select Start>Settings>Control Panel>Add/Remove Programs.

1.1.2 Commissioning of IP Address via VT100 Interface

A local terminal with VT100 emulation is required during the first commissioning of the network
element in order to set up the necessary communications parameters enabling access to the element via
Cisco Edge Craft over the Management Port. After the first commissioning, the VT100 interface can be
used for modifying the communications parameters and perform some status checks of the network
element. The VT100 interface is password protected.

1.1.21 Commissioning of IP Address via VT100 Interface

ONSCLI is a line-oriented ASCII-based management interface embedded in the Cisco network element.
The ONSCLI is accessed via the VT100-port. The serial connection communications parameters are
fixed:

e 19200 bit/s,
® o parity,

e 3§ bits,

e 1 stop bit,

Cisco Edge Craft Software Guide
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Note

Invoke ONSCLI

Step 1

Step 2

e and no hardware flow control.

VT100 terminal codes are used.

1.1.2 Commissioning of IP Address via VT100 Interface W

The VT100-port (Console port) for the Cisco network element is provided using a RJ-45 connector. The
cable for connecting the VT100-port to the serial-port on the PC can be provided, Table 1-1.

Table 1-1 CLI Connector Pinout (RJ-45 to DS-9)

RJ-45 Connector

DS-9 Connector

Pin 1 GND Pin 5 NC
Pin 2 Tx Pin 2 Rx
Pin 3 Rx Pin 3 Tx
Pin 4 NC

Pin 5 NC

Pin 6 CTS Pin 8 CTS
Pin 7 NC

Pin 8 RTS Pin7 RTS

Pin 4, 5 and 7 are only used for debug purposes.

Connect the VT100 interface of the network element to a free COM port of the PC running the Cisco
Edge Craft application.

A VTI100 terminal application is available from the Cisco Edge Craft Logon window. Select
Program>Cisco Edge Craft>Cisco Edge Craft

I January 2005
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1.1.2 Commissioning of IP Address via VT100 Interface

Step 3

Step 4

Step 5
Step 6

Double-click the VT100 icon in the lower right corner of the Logon window, Figure 1-3.
Figure 1-3 Logon Window

Cisco SYSTEMS

Input and pr

The terminal application launches, Figure 1-4.

Figure 1-4 Start Window

QIUT - Ruurd Beerstra’s ¥T220 LAN terminal emulator " -

Sessions Edit  Extra Keyboard Setup Help
IVT 16.2c WT220 Terminal Emulator.
— e
Transport protocol
[ 1 TCRAIR [x] serial [ ] HetBios
Portname : f{.....
Baud rate: [19200 ] Data bhits: [ & ]
Parity : [Mone ] Stop bits: [ 1]
BN e e e
[ ] Automatic Login [ ] Learn/store passwords
<0K=  eGroups:  <Cancel: <Help: §
o}
o

Enter COM port name and select OK.

An ONSCLI session is invoked by typing onsecli in terminal window. User authentication (password, 6

to 12 ASCII characters) is required, as the following session start-up sequence shows. Default password
is ONSCLI.

>ONSCLI

Enter ONSCLI password: ***%%%*

ONSCLI>

January 2005 |



| Chapter1 Starting the Cisco Edge Craft

Step 7

1.1.2 Commissioning of IP Address via VT100 Interface W

When access has been granted, you can define the following parameters:

IP-Configuration (Management-Port) :
Show-Current-Alarms:
Community-handler:

Exit:

It is sufficient to type leading characters of the command name to avoid ambiguity — the same applies to
keywords.

N

Note  The backspace or delete key may be used to edit the command line. Commands and keywords
are not case-sensitive.

The management port IP address is a compulsory parameter, and must be specified by you. All the other
parameters (except default gateway) are defaulted to pre-defined values if they are not specified.

1.1.2.2 Configure Community-Handler

~

Note  The following parameters settings are shown both for ONS 15305 and ONS 15302.

The following example shows how to set community for a default user. If setting community for a
specific user, the corresponding IP address must be entered instead of 0.0.0.0

ONS 15305
Step 1 ONSCLI>com
Step2  Press Enter.
Step3  ONSCLI>Community-handler\ll
Step4  Press Enter.
Add: Add Community entry
Edit: Edit Community entry
Remove: Remove Community entry
Show: Show Community entry
Exit:
ONSCLI>Community-handler\
Step5 ONSCLI>Community-handler\add man=0.0.0.0 com=public acc=super traps=disable
Step6  Press Enter.
MANAGER : 0.0.0.0
COMMUNITY: public
ACCESS: super
TRAPS: disable
ONSCLI>Community-handler\
Cisco Edge Craft Software Guide
I January 2005 .m



Chapter1  Starting the Cisco Edge Craft |

Bl 1.1.2 Commissioning of IP Address via VT100 Interface

ONS 15302

Step 1

Step 2

Factory pre-configured community:

Manager: 0.0.0.0
Community:public
Access:Super
Traps:Disabled

This is an insecure community, which enables all managers regardless of the IP-address for the SNMP
manager to access the device with the community string public.

To add your own community string you can use the following command:

ONSCLI>Security\Community-Table\add manager=10.0.0.20 community=admin
access=super traps=enable

Press Enter.

1.1.2.3 Assign an IP Address

ONS 15302

System Mode

The ONS 15305 supports remote management solutions by means of Telnet and SNMP. The
possibilities that regard to connectivity can be rather advanced for the ONS 153035, so the only
explained solution in this document is when directly connected the management-port (MNGT). For
more information refer Cisco EdgeCraft User Guide and the ONS 15305 Installation and Operations
Guide.

To achieve one of the above mentioned management solutions it is necessary to assign an IP-address,
subnet-mask and if required, a default-gateway address must be defined.

In ONS 15305 R2.0 an additional management mode, system mode, is added. System mode has two
options IP and IPUNNUMBERED.

Prior to configuring the IP settings on the ONS 15305 the desirable system mode should be set, since
this is a strategically choice to align with the existing design of management data communication
network. By default the system mode is IP, which means that all physical indices must have a unique
IP address and subnet mask. For more information refer Cisco EdgeCraft User Guide and the ONS
15305 Installation and Operations Guide.

Step1 ONSCLI>Management-modes\sys?
Step2 Press Enter.

Usage:
System-Mode
[SYSTEM-MODE=<1ip | ipunnumbered>]

Cisco Edge Craft Software Guide
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1.1.2 Commissioning of IP Address via VT100 Interface W

System Mode - IP (default)

Step1 ONSCLI>Management-modes\sys sys=ip

Change management configuration, are you sure? (y/n)?

Step2 Pressy.
If system mode is ip the command for assigning an IP address is:

Step3 ONSCLI>Device\Management-Configuration\IP-Configuration
IP-ADDRESS=193.69.136.104, SUBNET-MASK=255.255.255.0

Step4  Press Enter

System Mode - IP Unnumbered

Step 1 ONSCLI>Management-modes\sys sys=ipun

Change management configuration, are you sure? (y/n)?

Step2  Pressy.
Assign an [P-address:
If system mode is IP unnumbered he command for assigning an IP address is:
Step3  ONSCLI>Device\Management-Configuration\IP-Configuration
IP-ADDRESS=193.69.136.104, SUBNET-MASK=255.255.255.0
For most commands, if no parameters are supplied then all the current parameter values are displayed.

ONSCLI>IP-Configuration

IP-ADDRESS: 10.0.0.1

SUBNET-MASK: 255.255.255.0
DEFAULT-GATEWAY: 10.0.0.254 (optional)

ONS 15302

The ONS 15302 supports remote management solutions by the means of Telnet and SNMP.The
possibilities as regards connectivity can be rather advanced for the ONS 15302 so the only explained
solution in this document is when directly connected the management-port (MNGT). For more
information please refer the Cisco ONS 15302 Installation and Operations Guide (Release 2.0).

To achieve one of the above mentioned management solutions it is necessary to assign an IP-address,
subnet-mask and if required a default-gateway address must be defined.

System Mode

In ONS 15302 R2.0 an additional management mode, system mode is added. The System mode has
two options, ip and ipunnumbered.

Step 1 ONSCLI>...\Management-Configuration\sys?
Step2  Press Enter
Step3  The description is displayed:

Usage:
System-Mode

Cisco Edge Craft Software Guide
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System Mode - IP

Step 1

[SYSTEM-MODE=<1ip | ipunnumbered>]

ONSCLI>...\Management—Configuration\sysSyS=ip

Change management configuration, are you sure? (y/n)?

Example 1-1  Assign an IP-address:

If system mode is ip the command for IP configuration is:

ONSCLI>Device\Management-Configuration\Management-Port\IP-Configuration
IP-ADDRESS=193.69.136.104, SUBNET-MASK=255.255.255.0.

System Mode - IP Unnumbered

ONSCLI>...\Management-Configuration\sys sys=ipunnum
Change management configuration, are you sure? (y/n)?

Example 1-2  Assign an IP-address:

If system mode is ipunnumbered the command for IP configuration is:

ONSCLI>Device\Management-Configuration\IP-Configuration
IP-ADDRESS=193.69.136.104, SUBNET-MASK=255.255.255.0.

1.1.2.4 Change Passwords

ONS 15305

ONS 15302

ONSCLI>ch?
Usage:

Change-Passwords

[ONSCLI -PASSWORD=<string[6:12]>]
[TELNET-PASSWORD=<string[6:12]>]

By this command, TELNET and ONSCLI passwords can be changed. Both passwords can be changed
in the same command or they can be changed one by one.

ONSCLI>Security\Community-Table>ch?
Usage:

Change-Passwords

[ONSCLI -PASSWORD=<string[6:12]>]
[TELNET-PASSWORD=<string[6:12]>]

By this command, TELNET and ONSCLI passwords can be changed. Both passwords can be changed
in the same command or they can be changed one by one.
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1.1.3 IP Unnumbered Mode

This chapter focus on using ONS 15302 and ONS 15305 in IP un-numbered mode.
The following examples are valid for these NE releases:

ONS 15302 R2.0

ONS 15305 R2.0

In the traditional IP numbered mode, each DCC connection is an IP network, and both ends of the DCC
connection have an IP address in that network.

In IP-unnumbered mode, all management interfaces of an element will have the same IP address. The
DCC interfaces inherit the address of the management interface. This makes configuration of a set of
elements connected via DCC simpler.

Routing between the elements will be taken care of by the OSPF routing protocol, using host routes
pointing to the interfaces.

Planning the Network

In a typical IP-unnumbered network, one element will be connected to the outside world via the
management port. This is the IP unnumbered gateway. The other elements are connected to the first
element via DCC channels. As an alternative to DCC channels, it is possible to use LANX ports in layer
1 mode.

Example 1
Figure 1-5 Network configuration example 1

Management station Router

192.168.0.2 192.168.0.1

Ethernet Network 192.168.0.0 mask 255.255.255.0
Element-A 192.168.0.3 || Element-B 192.168.1.2 | Element-C 192.168.1.3
Element-D 192.168.1.4 —  Element-E 192.168.1.5
In this configuration, the network elements, except the gateway element, will have an IP address on a
separate network.
The management station and the router will have a static route for all the elements in the 192.168.1.0
network via 192.168.0.3.
Example 2
Cisco Edge Craft Software Guide
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Figure 1-6 Network configuration example 2
Management station Router
192.168.0.2 192.168.0.1
Ethernet Network 192.168.0.0 mask255.255.255.0
Element-A 192.168.0.3 || Element-B 192.168.0.4 | Element-C 192.168.0.5
Element-D 192.168.0.6 L1 Element-E 192.168.0.7

In this example, all elements, including the gateway element, will have addresses on the same network
as the other hosts on the Ethernet. The gateway element acts as an ARP proxy. That is, when a host, for
instance the router, broadcasts a “who has address 192.168.0.7" on the Ethernet, the gateway element,
Element-A, responds on behalf of Element-E. The following IP packets from the router to Element-E is
sent to Element-A's hardware address.

1.1.4 Setting up the element for IP unnumbered, overview

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10

Step 11
Step 12

Connect to the element via the serial port

Clear the configuration with ONSCLI function erase cdb (configuration database), unless the element
is a new, unconfigured element.

Set the system mode via ONSCLI.

Optionally, set the IP unnumbered gateway to true, if the element is going to be the gateway element.
Set an IP address via ONSCLI.

Add a user in the community table

Connect to the element with the Management Tree

Use the Management Tree to configure the DCC interfaces
Create an OSPF area

Assign the OSPF interfaces to the OSPF area.

- Add static route entries (if needed).

- Set LeakStaticRoutes (if intended).

- Set LeakExternalDirectRoutes (if intended).

Enable OSPF globally for the element.

Remove the management port cable.

The above steps are explained more detailed in the following sub-sections.

Cisco Edge Craft Software Guide
m. January 2005 |



| Chapter1 Starting the Cisco Edge Craft

1.1.4 Setting up the element for IP unnumbered, overview W

1.1.4.1 Connect to the element via the serial port

Connect the elements serial port (marked VT100) to a management station with the supplied serial cable.
Use the Cisco EdgeCraft’s terminal emulation program or another terminal program to connect to the
elements command line interface.

1.1.4.2 Clear the configuration with ONSCLI

If the element has been configured in IP numbered mode, the configuration has to be reset.

Atleast, all OSPF-related entries must be removed, and all static routes, including the default route, must
be deleted.

1. Enter the ONSCLI menu

2. Enter the erase cdb command. The element will now restart.

1.1.4.3 Setting the system mode.

When the element is unconfigured or the element has been cleared with the function “erase cdb”, it
initially is in IP numbered mode. Changing the system mode to IP unnumbered is done via the command
line interface.

Optionally set gateway enable

If the element is the gateway element, consider setting the gateway enable to true. The effect of this
variable is to create a route for the local network on the management port, and to leak this route via OSPF
to the other ip unnumbered elements. Also, it ensures that static routes to gateways on the Ethernet are
pointed to the correct interface.

This provides connectivity from all IP unnumbered elements in to any host on the Ethernet, see
“Example 1” on page -9 or “Example 2” on page -9 configurations.

See also “Using the LeakDirectExternalRoutes variable.” on page -14.

1.1.4.4 Set an IP address via ONSCLI

Use the ONSCLI to set an IP address. If this is the gateway element, a default gateway can also be set.
If this is not the gateway element, a default route need not be set, as the proper routes will be configured
by OSPF.

1.1.45 Add a user in the community table

Use the command line interface to add a line in the community table. In the ONS 15305, the community
table is found in the “Community table” menu directly below ONSCLI.

Enter this command:

add manager=0.0.0.0 community=public access=super traps=disable
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1.1.4.6 Connect to the element with the Management Tree

The network element must now be connected to a management station running the Management Tree
using the management port. The easiest way is to use a straight unshielded twisted pair cable with RJ45
connectors in each end, and connect it directly between the element and the management station.

Configure the management station's interface to have a static IP address in the same network as the
element. For instance, if the elements IP address is 192.168.1.5 and the netmask is 255.255.255.0, select
for example address 192.168.1.100 for the management station (select an unused address).

Alternatively, if example 2 configuration is used, the element can be temporarily connected to the
Ethernet with a cable from the management port to the switch representing the Ethernet. If this method
is chosen, special care must be taken when the cable is removed after the configuration is complete. At
this time, the IP traffic that till now have used the management port, is supposed to continue using the
gateway element's management port.

But the other hosts, like the management station in the example and the router, will continue to send to
the mac-address of the management port, now unsuccessfully.

Therefore the ARP-tables of the management station and the router have to be manually deleted.

After that, the gateway element will answer the ARP requests for the elements, and communication can
continue. The ARP command is for instance arp -d 192.168.0.5 in MS Windows and the same in Solaris.

Alternatively, if a configuration like example 1 is used, the management port of the element can be
connected to the Ethernet, then the management stations interface is changed to an unused address in the
same IP network as the element.

Example
The element to be configured is 192.168.1.3, it's management port is connected to the switch
representing the Ethernet. The management stations IP address is changed to 192.168.1.100.

Now we are running to IP-networks on the same Ethernet. There will be no connectivity to the router
when this is going on, and the ARP table on the management station will be reset when it's IP address is
changed back to the normal, 192.168.0.2, so there will be no problems with ARP tables in this case.

If the element to be configured is the gateway element (Element-A in both examples), the management
port is supposed to be connected permanently, and connectivity should be ensured with no special
arrangements.

1.1.4.7 Configure the DCC interfaces

Use the Management Tree to configure the DCC interfaces (alternatively, the DCC interfaces can be
configured in ONSCLI).

¢ Find the SDH port you are going to use

e Find rs

e Find dccR

e Set the variable Mode to ipOverDcc.

¢ The IpEncapsulation should be set to ppp/crc32, which is the default for ONS 15305 R 2.0.
Alternatively, find the dccM interface under ms under rs, and set Mode to ipOverDcc.
The DCC interfaces are also available in table form in managementInterfaces, DCC.

Unless the optical cables are connected to the SDH ports, and the DCC interfaces at the other ends are
configured accordingly, the DCC interfaces will have OperStatus “down”. This is ok for the moment, but
the interfaces will have to be brought “up” for the OSPF interface configuration in a later step.
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1.1.4.8 Create an OSPF area

In the Management Tree,
¢ Find managementInterfaces
e Then DCNRouter
e Then OSPF
e Then AreaOSPF. In this table, add a row, accept all the default entries

¢ Then save. This will create an area with id 0.0.0.0.

1.1.4.9 Assign the OSPF interfaces to the OSPF area

The OSPF interfaces for the DCC channels will automatically be created when the DCC channels are in
“up” operational status. At this point, it is therefore necessary to connect the optical cables, where the
DCC channels of the other ends of the cables are configured accordingly.

If this is not practical, it is possible to temporarily interconnect two ports on the same element,
configuring the DCC channels of each port. The DCC interface will then reach “up” OperStatus, and the
OSPF interfaces are visible in the Arealnterface table.

In the Management Tree,
¢ find managementInterfaces,
e then DCNRouter
e then OSPF

¢ then Arealnterface. For each of the interfaces, select the area to which the interface attaches,
0.0.0.0 in our example.

A third possibility is to skip this step entirely, deploy the element to its final location, connect the cables
and restart the element. When the element is restarted and the DCC interfaces have OperStatus up, the
startup procedure will assign each OSPF-interface to the first area it finds. If this method is used, it is
still necessary to enable OSPF globally for the element (see “Enable OSPF globally for the element.” on
page -13).

1.1.4.10 Set LeakStaticRoutes

If this is the gateway element (Element-A in the examples), the variable LeakStaticRoutes should be
set to true. The default route, or any other static routes set in the element will then be announced to all
the other elements in the IP unnumbered network, enabling connectivity outside the network. If this is
not the gateway element, this variable should normally be set to false.

1.1.4.11 Enable OSPF globally for the element.

In the Management Tree,
¢ find managementInterfaces
e then DCNRouter
e then OSPF

¢ Change variable AdminStatus to “enabled”.
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1.1.4.12 Remove the management port cable.

Unless this is the gateway element, remove the management cable.

If a separate IP network was used, as in example 1, the hosts on the Ethernet should have a route to the
elements via the gateway element.

Example, MS Windows

route add 192.168.1.0 mask 255.255.255.0 192.168.0.3
Example, Solaris:

route add -net 192.168.1.0/24 192.168.0.3

Delete ARP entries in the management station or the router, if appropriate, see “Connect to the element
with the Management Tree” on page -12.

1.1.4.13 Verify connectivity

It should now be possible to ping the element from anywhere, and to connect Cisco EdgeCraft to the
element.

All the elements should now have a route to the new element, see managementInterfaces, DCNRouter,
RoutingTable.

The gateway element Element-A, should now answer ARP requests for the new element, see

Element-A's ArpProxy table found under management interfaces, DCNRouter.

1.1.4.14 Using the LeakDirectExternalRoutes variable.

Consider one of the example networks. If a management station is connected to any element in the
network, for example Element-E, and the management station's [P-address is configured with a
compatible IP address, connectivity to the first element is enabled.

If additionally the LeakDirectStaticRoutes in Element-E is set to “enabled”, the direct route to the
workstation is announced through OSPF to the other elements in the network, enabling connectivity
between the directly connected workstation and all the elements in the IP unnumbered network.

A direct static route is created when the element receives an ARP-request on the management port.

1.1.4.15 Connectivity without OSPF

For the first elements behind the IP-unnumbered gateway, Element-B and Element-D in the above
examples, OSPF is strictly not necessary to enable connectivity. A simple routing protocol called I[PCP
(IP Control Protocol) that works over PPP, will ensure connectivity to neighboring elements. The router
or the management station in the examples will be able to connect to Element-B and Element-D without
OSPF, but a static route in Element-B and Element-D is necessary.

Consider also a situation with many CPE (Customer Premises Equipment) elements connected to one
node at the edge of the network. OSPF can be turned off on each of the CPE elements, the neighbor has
LeakDirectExternalRoutes turned on. This will reduce the number of nodes running OSPF, and therefore
also the OSPF traffic.
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1.1.4.16 Changing the IP address

To change the IP address of an element, the global OSPF must first be turned off using the Management
Tree, variable AdminStatus in OSPF. After that, the IP address has to be changed via ONSCLI using the
serial cable. Alternatively, the IP address could be changed via the Management Tree, if routes are in

place to cover both addresses. After that, Cisco EdgeCraft has to be reconnected using the new address.

1.1.5 Set up Connection to a Network Element

The purpose of this section is to describe the tasks involved in setting up a connection between the Craft
Terminal and any network element from Cisco. See also the “1.1.2 Commissioning of IP Address via
VT100 Interface” section on page 1-2.

1.1.5.1 Start the Cisco Edge Craft Application on your Computer

Step1  Select Program>Cisco Edge Craft>Cisco Edge Craft, Figure 1-7.

Figure 1-7 Starting Cisco Edge Craft

E Programs
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Step2 A logon window is presented for you.
Step3  Enter Community password.

Step4  If present, select desired network element from Ip pull-down menu, Figure 1-8
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Step 5

Step 6

Figure 1-8 Selection of IP Address - Logon Window
PR IeTE

Cisco SYSTEMS

Cisco Edge Craft

The system adds the selected IP address to the logon window. You can also fill in the IP address
manually.

Click Logon to continue.
Community access levels:
The network element supports three community access levels
e ReadOnly - only read access to the whole MIB
e ReadWrite - read and write to the MIB, but can not change community strings

e Super - read and write to the complete MIB.

The system validates the community string and IP address combination. If valid, that means combination
correct and valid SNMP community string, the craft terminal sets up a connection to the specified IP
address. The desktop of the craft terminal with its working windows is presented to you.

You can now browse the network element topology and perform the required management tasks.

1.1.5.2 Invalid Community String

If the community string is invalid, access to the network element is not granted and an error message is
presented.

1.1.5.3 Non-existent IP Address

The IP address given by you manually or selected by you in the list, is not reachable/non-existent or does
not belong to an Cisco network element. The system gives an error message and asks for a new IP
address.

1.1.6 Configuration of VT100 Terminal

The VT100 terminal can be launched from both the Cisco Edge Craft desktop and the logon window.
You can change the terminal Software to be launched.
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Figure 1-9 VT 100 available from Cisco Edge Craft Desktop

Tools Wal=N
¥T100 Terminal...
Features...

This is done by editing the VT 100 path description in the External Applications.xml file, found in the
folder: installdin CISCOEDGECRAFT\res\config\

Q0074

Example of the External Applications.xml:

<?xml version="1.0" encoding="1SO-8859-1"7>

- <External Applications>

<vt100 file="./external/IVT_VT220_Telnet/ivt.exe” />

<exec file="rundll32 url.dll,FileProtocolHandler” />

<web file="rundll132 url.dll,FileProtocolHandler” />

<help file="rundll32 url.dll,FileProtocolHandler” params=""./res/help/OL-5383-01.pdf” />
<releasenotes file="rundll32 url.dll,FileProtocolHandler” params="./res/help/CECrn12.pdf” />

</External Applications>

1.2 Commissioning Wizard

This section describes the workflow of a Cisco network element basic set-up using the Commissioning
wizard. The Commissioning wizard is a user-friendly option to provide guidance for common
configuration tasks of a Cisco network element.

1.2.1 Introduction

Note

Note

Cisco’s definition of Commissioning is that the network element is configured from scratch and is to be
installed in a network for the first time.

Even though the wizard is primarily meant to cover first time installation, you may use it to change
software configuration at a later stage or maybe just as a step-wise status of your configurations.

The basic configuration needed for a Cisco NE varies dependently of application(s) and network roles.
Other settings not available in this wizard can be found in the “Management tree” or other wizards
available for software configuration. E.g. the Management Communication Network (MCN) wizard will
provide you a user-friendly option to configure the I[P management connectivity part for remote
supervision and maintenance.

The Commissioning wizard available in this release of Cisco Edge Craft supports ONS 15302 and ONS
15305.
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1.2.2 Before You Start

Please read through the different prerequisites listed in this section.

1.2.2.1 Network Element Access And Permissions

Make sure you are assigned sufficient permissions to perform the required tasks. For CEC it is
mandatory to have SNMP “super” (refer initial setup) rights to configure all parameters available in
wizard. Otherwise, if just permission to write, you will not be able to change or add users in the
community table.

1.2.2.2 Initial set-up

All SNMP based network elements within the Cisco product portfolio require initial configuration via
VT100 emulating software (for example HyperTerminal). Enclosed in box there is a special cable to
connect a COM-port on a PC to VT100 port on the device. As a minimum, two configuration tasks needs
to performed via local CLI, the management port need an IP address and the community table must have
an instance to enable SNMP access.

Further “how to” are explained in the Quick Reference Guide provided in paper format together with
HW.

1.2.2.3 TFTP server

The TFTP server must be installed, configured and accessible to the network element and the Cisco
EdgeCraft prior to running the wizard. This server may be any 3" party TFTP server running on any
computer in your network, but the CEC built-in server is recommended, as it provides all the features
required by the Cisco EdgeCraft to initiate and perform a user-friendly file transfer. The Cisco EdgeCraft
must be aware of the relevant TFTP server attributes (IP address, optionally default input/output
directories (TFTP-root)). This is required for the system to initiate file downloads and uploads during:

e Software/firmware downloads
e Configuration backup/restore

e General block data transfers to/from the network element!

1.2.2.4 Time protocol

The network elements support automatic NE clock adjustments via RFC868 Time Protocol. If an
external Time Protocol server is used, it must be installed, configured and accessible to the network
element prior to running the Wizard.

There are various Time Protocol servers available, but following this URL web site provide a freeware
Server, which can be used: http://www.bttsoftware.co.uk/

1. Depending on network element type and version. Used for G.826 performance data and large
information model attribute tables (XC matrixes etc.)
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1.2.3 Basic flow

Figure 1-10 Commissioning wizard - Basic flow
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1.3 Commissioning Wizard - Step By Step

1.3.1 Opening The Commissioning Wizard

Step1  Select Equipment > Commissioning Wizard in the menu bar like in the figure below.

Figure 1-11 Equipment menu

Equipment Tools Help
WLAMN setkings. ..

Cross Connecks, .,
t' WAk ko SDH mapping. ..

Mokification History, .,

MCH Wizard...
Software Download, ..
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1.3.2 Welcome

Please read the introduction found in the appearing Welcome window (see figure below).

Figure 1-12 Commissioning wizard- Welcome window
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i The Commissioning ‘Wizard will guide you through the initial setup of a netwark element in the
_/ nietwark, Mo changes are made to the network element until the corfiguration is explicitly
(=5 Network Element commitked in the last step of this wizard, unless otherwise is stated in a step,

Basic etup In the upper left corner of this wizard you see the configuration steps that you will have ko
Expected Service Modules complete in order to set up a network element. The steps may vary depending on the choices
wou make during the configuration process,

= 5DH Synchronization
. The wizard will mark each completed configuration step with a green check box. You will not be
) Alarm Reparting allowed ko update the netwark element until all configuration steps are checked and validated.
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e Alarm Suppression (==PONS15302 1.0
) Date and Time Sy ons15302 2.0
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Step2  Click “Next “to proceed.
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1.3.3 Network Element

This step lists the current configuration

Figure 1-13
Setup Steps
o ) welcome

+ 22 Metwork Element
(7] Basic Setup
Expected Service Modules

27 5DH Synchronization

J Alarm Reporting

24 Alarrm Configuration

24 Alarm Suppression

=) Date and Time

| Surnmary

b
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Example of Current Configuration

Current Configuration

1.3.3 Network Element

Ifaster Alarm Reporting  enabled
Installed Mlodule (5lot 13 STML-8
Service State (Slot 1) inService

Installed Miodule {3lot 27 none

Serwice State (Slot 2y outOfServiceByhMaintenance
Ingtalled Module {510t 33 E100-8

Zervice tate (Slot 3) inService

Installed Module {3lot 47 none

Service State (Slot 4) out OfServiceByMaintenance

View current configuration summary.

Click Next to proceed.

1.3.4 Basic Setup

In this step you define the privileges of the SNMP users, and allows you to input a network element
description. The order of the steps is not significant.

1.3.4.1 Network Element Information

The system presents the current network element instance description (default: blank text fields).

1317

Figure 1-14 Network element information

Table 1-2 Network element description attributes
Parameter |Purpose Comment

Native Administratively assigned name |0-160 characters.
Name for this managed NE.

I January 2005

Cisco Edge Craft Software Guide g



Chapter1  Starting the Cisco Edge Craft |

M 134 Basic Setup

Setup Steps )
@ welcome Network Element Information
+ [Z2) Network Elsment Mative Name I
+ ) Basic Setup Location I
[Z7) Expected Service Modules Qwner |

131028

% 5DH Synchronization

Edit the network element description attributes; Location,

g4 Alarm Reparting X
Native Name and Owner.

2+ Alarm Configuration
4 Alarm Supprassion

=) Date and Time

m
| Summary !
b
Table 1-2 Network element description attributes
Parameter |Purpose Comment
Location The physical location of NE. Anything written in this field will replace the associated
IP-address in management tree and graphical
presentations.
When entering value for location, avoid special characters
such as apostrophe and quotation marks. Only use letters.
0-160 characters.
Owner Contact person for this managed |0-160 characters.
NE.

1.3.4.2 SNMP Users And Access Rights (Community Table)

In the Basic Setup windows you can also define the CEC managers that are allowed to access the network
element. The system also presents the currently defined SNMP users defined in the network element.

Figure 1-15 SNMP Community table

SNMP Users and Access Rights

Add Row
1d I Ipaddress I Passwordl AccessRightI TrapsEnable I =
g 0.0.0.0 public sUper O -
2 10.z0.4:1  pubic super ><
Delete R
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Step1  You edit (create, delete, modify) each user by editing the following attributes:

Table 1-3 User description attributes
Parameter Purpose Comment
IpAddress IP address of manager / trap IP address <0.0.0.0> for an instance in community
receiver. table, means that any host can connect only limited
by password. Removing this address will increase
security in open networks.
Password This is a selectable password to |1-20 characters.
be decided by the operator.
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Table 1-3 User description attributes (continued)

Parameter Purpose Comment

AccessRights |This controls the access to MIB | At least one instance in the table should have super
attributes: “readOnly”, access to be able to maintain SNMP permissions for
“readWrite” and “super”. NE. Otherwise, if this is not desirable, you may

configure the SNMP community table via commands
in CLI via local console or Telnet.

TrapsEnable |Option to enable traps to be Current products and Software versions limit the
sent continuously to a specific |maximum of instances in community table to 16. Itis
host. recommended no more than 3-4 with trap=enabled.

Step2  Click Next to proceed to the next wizard step.

1.3.5 Expected Service Modules

In this step you set up the slots of the network element to accept their designated plug-in modules. See
the “4.11.1 View Slot” section on page 4-85 for details on slot management.

N

Note  This flow is valid only for Cisco network elements that support slots for plug-in modules; ONS 15305
(four slots).

The system presents the current slot configurations. The slot attributes available for presentation are:
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Figure 1-16
Setup Steps
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+ ) Basic Setup

% SDH Synchronization
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2 Alarm Configuration

2 Alarm Suppression

+ [ Expected Service Modules

A

Slat 1 | Slat 2 | Slat 3 | Slat 4

Example of current slot configuration

Module State i
Installed Module STMI1-3

Module Hardware i
Type STM1-5

Expected Module |STM1-8

Service State inService
Alarm Reporting [~

Install State installedAndExpected

=l Marme 15305-51,1-8-L
Product Mumber 74-3105-01
ICS Nurmber AQ
Setial Mumber 0403009503

Description [TEST

Module Software

1d [ Name [ swTvpe Swiersion | Banklproducthumber | Barklics |
=y Date and Time ™ sxsTM-1FW internalFirmware  0SC 45004-7204 0sC
| Summary § | | E %
Table 1-4 Slot attributes
Parameter Purpose Comment
Slot ID Selectable tabs for each Slot 1-4 for ONS 15305
available slot.
Installed Module Displays current installed
module.
Expected Module |Toselectdesired service module

from pull down menu.
Enumerated list.

Install State

Displays install state.

Possible states:

- Empty

- InstalledAndExpected

- ExpectedAndNotInstalled

- Installed AndNotExpected

- MismatchOfInstalled AndExpected

Service state

Displays service state.

Possible states:

- InService

- OutOfService

or software)

- NA (empty)

- OutOfServicePending
(Shutdown in progress)

(Fault condition present in service slot)

- OutOfServiceByMaintenance
(Module shutdown via Hardware switch

Alarm Reporting

Option to enable alarm
reporting of module.

If disabled this will suppress alarms
related to this module.
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Table 1-4 Slot attributes (continued)
Parameter Purpose Comment
Description Administratively assigned name |0-63 characters.

for this service module.

Hardware Inventory |Display Hardware serial no.,

product no., version (ICS) and
type.

Software Inventory |Display loaded Software
versions in respective banks and

administratively used bank.

Notice that not all Ethernet service
modules have software loaded on the
module itself, and hence not an applicable
view for all modules.

1.3.6 SDH Synchronization

In this step you set up the reference sources for the network element built-in SDH Equipment Clock
(SEC) and the network element synchronization output reference signal. See the “4.6.1 SDH

Synchronization” section on page 4-38 for details.

Figure 1-17

SEC (T0) Synchronization

Example - current synchronization status

Id | Slntl Pnrtl Type | Ssm

| Priority | AdminQuality | Operuality | HoldOffTime | WaitToRestoreTime | Lockout | PortDescription
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300 ms
300 ms

= [i] externdl  enabled 1
f] 5 strh enabled 1

seC
Sec

4

clear
clear

1 min
1 min

X [iif

| »

2048 kHz {T4) Synchronization

1d | slot | Port | Type Priority | Ssm

| AdminQuaIityl OperQua\ityl HDIdefTimel WaitToRestoreTime | Lockout | PortDescription

20 1] internal 1 enabled  sec = 300 ms

4

1 min clear

K [

Minimum Quality Level |sec 'l

131048

You can read or edit (create, delete, modify) the following synch interfaces:

e The SEC (TO) reference source candidates

e The 2048 kHz (T4) reference source candidates (if applicable)

e The administrative and operative status of TO/T4 synchronization

1.3.6.1 Edit the SEC (T0) Synchronization

The synchronization source alternatives are:
¢ Any network element STM-1 frame
e Any network element E1 frame
e An external 2 Mb/s synch signal

e None (free running)
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1.3.6.2 ONS 15305

Step 1
Table 1-5

Define a number of synchronization sources. Parameters per source are:
SEC (T0) synchronization - ONS 15305 - parameters

Parameter

Purpose

Comment

Slot

Identifier of the originating source slot
position.

Port

Identifier of the originating source port
position.

Type

Type of synchronization source. STM-n,
E1-port or External Synch-port.

Notice, if desirable to use an
E1l-port as sync. source, PRA
mode is required.

SSM

Activation of Synchronization Status
Messaging.

Only applicable for STM-n
type.

Lockout

Set / Clear

Set - This command is used to
temporarily exclude a specified
synchronization source from
the selection process.

Clear - This command is used
to re-include a previously
locked out reference source.

HoldOffTime

SEC will enter holdover mode for the
specified Hold-Off time if an alarm is
detected on the selected sync. reference.
After the Hold-Off time the selection
process will switch to the error free
reference with the highest QL.

Range 300 - 1800 ms.

Wait-to-restore Time

When a nominated synchronization
source recovers from an alarm condition,
the signal shall be free for faults for the
wait to restore time before taken into
consideration by the selection process.

WTR timer is configurable in the range
0-12 minutes (one minute step).

The WTR time does not apply
to changes in the QL reflected
by the received SSM-value
(QL-PRC, QL-SSU-T,
QL-SSU-L, QL-SEC,
QL-DNU).

AdminQuality

Assigned quality for this reference.

Not applicable when SSM is
used. Options available:

- SEC
- SSUL
- SSUT
- PRC

Priority

Source priority.

1-5.
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1.3.6 SDH Synchronization W

Table 1-5 SEC (T0) synchronization - ONS 15305 - parameters (continued)

Parameter Purpose Comment

OperQuality Actual state for the reference. States:

- Failed

- DoNotUse
- SEC

- SSUT

- SSUL

- PRC

PortDescription Displays description assigned the port.

1.3.6.3 ONS 15302

Step 1 Select one synchronization source from the list of available synchronization sources.

Table 1-6 SEC (T0) synchronization - ONS 15302 - parameters
Parameter Purpose Comment
Administrative Option to select the Options:
synchronization source. | y ..,
- Active SDH (recommended when using MSP
1+1)
-SDH: 1

- SDH: 2 (Hardware dependent)
-PDH (E1); 1 - 12

Notice, if desirable to use an E1-port as sync.
source, PRA mode is required.

Operational Display operational
synchronization source.

1.3.6.4 Edit 2048 kHz Output (T4) Synchronization
N

Note  ONS 15305 only.

Step 1 Define desired number of synchronization sources. The parameter structure is equal to the TO source
structure, but the synchronization source type selection is limited to the choices SDH port or Internal
Clock.

See the“4.6.1 SDH Synchronization” section on page 4-38 for more details.
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Table 1-7

2048 kHz Output (T4) synch - ONS 15305 - parameters

Parameter

Purpose

Comment

Slot

Identifier of the originating source
slot position.

Port

Identifier of the originating source
port position.

Type

Type of synchronization source.
STM-n or Internal Clock

SSM

Activation of Synchronization
Status Messaging.

Only applicable for STM-n type. STM-n port
will by default send DoNotUse. Consider this
parameter changed to fit your configuration.

Lockout

Set / Clear

Set - This command is used to temporarily
exclude a specified synchronization source
from the selection process.

Clear - This command is used to re-include a
previously locked out reference source.

HoldOffTime

SEC will enter holdover mode for
the specified Hold-Off time if an
alarm is detected on the selected
sync. reference. After the Hold-Off
time the selection process will
switch to the error free reference
with the highest QL.

Range 300 - 1800 ms.

Wait-to-restore

When a nominated synchronization

The WTR time does not apply to changes in

Time source recovers from an alarm the QL reflected by the received SSM-value
condition, the signal shall be free |(QL-PRC, QL-SSU-T, QL-SSU-L, QL-SEC,
for faults for the wait to restore time |QL-DNU).
before taken into consideration by
the selection process.

WTR timer is configurable in the
range 0-12 minutes (one minute
step).

AdminQuality Assigned quality for this reference. |Not applicable when SSM is used. Options

available:

- SEC

- SSUL

- SSUT

- PRC
Priority Source priority. 1-5.
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Table 1-7 2048 kHz Output (T4) synch - ONS 15305 - parameters (continued)
Parameter Purpose Comment
OperQuality Actual state for the reference. States:

- Failed

- DoNotUse

- SEC

- SSUT

- SSUL

- PRC
PortDescription |Displays description assigned the

port.

1.3.7 Alarm Reporting

In this step you configure the base unit alarm reporting enable/disable. Power modules are considered
as a part of base unit.

Figure 1-18 Alarm Reporting

Setup Steps A

o ) welcome
+ (22 Mebwaork. Element
+ (55 Basic Setup
+ [ Expected Service Modules
) % SDH Synchronization
) Alarm Reporting

@. Alarm Caonfiguration

24 Alarm Suppression

=) Date and Time

| Surnmary

picafnch]

Note  Slot/module alarm reporting settings (enable/inhibit) is included in the “Expected service module” setup
(see the “1.3.5 Expected Service Modules” section on page 1-23), and not this step.

The system presents the standard mode alarm configuration settings.

You can edit the following standard alarm configuration:

1.3.7.1 Power Module Alarms

Power module alarm settings for up to two power modules. (ONS 15305 only).
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Figure 1-19 Alarm reporting - power modules
. Power Modulel . Power Module2
Tvpe 48% DC Type 48V DC
Alarm Reporting [~ Alarrn Reporting [
Input & [~ Input & [~ .
Input B [ Input B [ E
Table 1-8 Alarm reporting - power modules
Parameter |Purpose Comment
Type -48VDC or 230 VAC. Read only
Alarm Enable/disable alarm reporting |Master Alarm per power module
Reporting
Input A Enable/disable alarm reporting
from input A
Input B Enable/disable alarm reporting
from input B
1.3.7.2 Alarm Ports
Alarm ports (4 external alarm input ports) setup.
Figure 1-20 Alarm reporting - external alarm input ports
32 Alarm Port 1 3 Alarm Port 2
Alarm Reporting [V Alarm Reporting [V
Triggered When |opens Yl Triggered When Icloses Yl
Description E Description I
31 Alarm Port 3 2 Alarm Port 4
Alarm Reporting [ Alarm Reporting [~
Triggered When Icloses VI Triggered When Icloses VI
Description I Description I g
Table 1-9 Alarm reporting - alarm ports
Parameter |Purpose Comment
Alarm Alarm port enable/disable
Reporting
Triggered |Alarm when alarm loop Alarm triggering strategy
When opens/closes
Description |Alarm port description 0-63 characters
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1.3.7.3 Master Alarm Reporting

Figure 1-21

Master alarm reporting

F [== | Master Alarm Reporting

Check this ikem when wou want ko enable alarm reporting For this network,
element, Alarms will not be reported when this ikem is not checked, even if

the alarm port's alarm reporting is kurned on,

1.3.8 Alarm Configuration

1.3.8 Alarm Configuration I

131022

This step makes it possible for an operator to modify default settings of severity, description, threshold
and suppression of alarms. The following configuration choices is presented by the system:

Figure 1-22
Setup Steps

+ ) welcome

+ [ Metwaork Element

+ ) Basic Setup

+ [ Expected Service Modules
v % SDH Synchronization

o Alarm Reporting

o @. Alarm Configuration

Overview - alarm configuration choices

A

1.3.8.1 Alarm Configuration (Severity List)

Alarm Configuration

1d | MoClass | Severity | AlarmId

Description

device
device
fan

power
piwer
power
=Ink

critical
majar

major

critical
critical
critical
rritiral

ufail
temp
fan
pearInd
pwrIng
prarOut
minrlis

device main unit Faillure
high temperature alarm
fan failure

power Failure input &
power failure input B
power output Failure
mnle mismatrb

Alarm Persistency

Persistency Category |

1d [ OnFilter [ DFffFilter
@ alarm Suporession 0 sec 0 sec highOrderLewvel
PR 0 sec 0 sec unfiltered
= Date and Time 3sec 10 sec lowrderLevel
ch
| Summary % Alarm Thresholds
- Id | MoClass | SdThreshold |
Il Rs -7
I Ms -7 o
L ovet 7 2
&
Table 1-10 Alarm severity - parameters
Parameter |Purpose Comment
MoClass Display object type
Alarmld Abbreviation of alarm type Identified as “ProbCause” in alarm table.

I January 2005
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1.3.8 Alarm Configuration

Table 1-10

Alarm severity - parameters (continued)

Parameter |Purpose

Comment

Severity Set alarm severity

minor-major-critical

Description |Provide explanatory text for

alarm.

characters.

Identified as “ProbCauseQ” in alarm table.0-64

1.3.8.2 Alarm Persistency

Alarm persistency defines how long time an alarm has to be stable until the network element will
generate an alarm notification, or how long time an alarm situation must have ceased until the network
element will generate an alarm cleared notification. Persistency is configured separately for alarm and
alarm clear situations, and is implemented by the two filters highorderlevel and loworderlevel:

Table 1-11 Alarm persistency - parameters
Parameter Purpose Comment
PersistencyCategory |Displays category Applicable categories:
- highorderlevel
- unfiltered
- loworderlevel
OnFilter Seconds to wait until an alarm is 0 - 30 seconds.
raised.
OffFilter Seconds to turn off an alarm when 0 - 30 seconds.
cleared.
Table 1-12 Persistency category
Persistency category |Alarm types Managed objects
High order level LOS SDH Port, PDH Port
LOF RS
AIS MS
EXC,DEG RS, MS
TIM RS
RDI MS
CDF RS, MS
AUX Aux Port
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Table 1-12

139 Alarm suppression W

Persistency category (continued)

Persistency category |Alarm types

Managed objects

Unfiltered LOP TU4, TU3, TUI12
LOM VC4
LOF-RX, LOF-TX El
Low order level AIS TU4, TU3, TU12, E1, E3
EXC, DEG VC4, VC3, VCI12
SSF VC3, VC12

TIM, RDI, UNEQ, PLM

VC4, VC3, V(12

1.3.8.3 Alarm Thresholds

Some alarms are generated when a performance measurement crosses a predefined threshold. In the
Cisco network elements, this threshold is configured, quality measurements on the SDH frames are
associated with alarm threshold according to the listing below:

Table 1-13 Alarm threshold - parameters

Parameter |Purpose Comment
MoClass Display object type

SD Threshold for a DEG alarm to  |10E-6 to 10E-9.
Threshold |be reported.

For example, if set to 10E-7, an alarm is raised when
BER exceeds this threshold.

To clear, the BER level must be improved by a factor
10.

1.3.9 Alarm suppression

The alarm suppression is invoked per alarm instance or per class/group of alarms.

I January 2005
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Figure 1-23 Example - alarm suppression
EEr
Setup Steps #
o o - Id | MoClass DegAlarms | SsfAlarms | ExcAlarms | RdiAlarms

@ welcome o ot allov E ]

= b £
+ (22 Metwark Element
) Basic Setup TU/AU Alarms
+ [ Expected Service Modules 1d [ AisAlarms

allovs -~
o @) SDH Synchronization % e tl
v Alarm Reporting
+ 2 plarm Configuration E1 Alarms
. 1d | Slat | Port | MoClass | AisAlarms |
v @. Alarm Suppression _% 3 1 El supress LI
- 3 2 El SUpress
o @. Date and Time % iy -
w
=] Summary a
B AUX Alarms
Id | Raidlarms | AisAlarms
® alow supress g
1]

1.3.9.1 VC Alarms

Table 1-14 Alarm suppression - VC

Parameter |Purpose Comment

MoClass Display object type.

DegAlarms |Suppress or allow BER-DEG
alarms to be reported.

SsfAlarms |Suppress or allow signal server
failure to be reported.

ExcAlarms |Suppress or allow BER-EXC 10E-5 threshold level for the EXC alarms to be
alarms to be reported. reported.

RdiAlarms |Suppress or allow RDI alarms
to be reported.

1.3.9.2 TU/AU Alarms

Table 1-15 Alarm suppression - TU/AU

Parameter |Purpose Comment

AisAlarms |Suppress or allow AIS alarms
to be reported.
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1.3.9.3 E1 Alarms

Table 1-16 Alarm suppression - E1

Parameter |Purpose Comment

MoClass Display object type.

Slot Identifier of the E1 slot
position.

Port Identifier of the E1 port
position.

AisAlarms |Suppress or allow AIS alarms
to be reported.
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1.3.9.4 AUX Alarms

Table 1-17 Alarm suppression - AUX

Parameter |Purpose Comment

RaiAlarms |Suppress or allow RAI alarm to |Not supported by ONS 15302.
be reported.

AisAlarms |Suppress or allow AIS alarm to |Not supported by ONS 15302.
be reported.

1.3.10 Date And Time

Date and Time

This step allows you to set the date and time of the selected network element, IF desired, the date &
time can be automatically synchronized to an IETF RFC 868 Time Protocol Server,

Figure 1-24 Date and time - example
Setup Steps & TUEL
o ) welcome

+ (22 Mebwark. Element

+ 4] Basic Setup

+ [ Expected Service Modules
v SOH Synchronization

v Licenses

b Alarm Reporting

+ 2 alarm Configuration

+ @ Alarm Suppression

+ |7 Date and Time

=] Summary

131040

(" £ No Change
h element,

managerfnetwork manager,

Current Server Time: 200404719 12:51:54

Synchronize to Server Time
5 Sets Network Element real time clock ta the time of the machine running element

Select this item if vou do not wish to set the date and time for the selected network

3 Synchronize to Time Protocol Server
>
¢ kR Select this item if you want to automatically synchronize the Network Element clock,
= with a Time Protocol server, You will need to specify the IP address of the server and

the synchronization interval,

IF Address ID.D.D.D
Synchronization Interval ID min

Current Date and Time on Network Element

Date and Time: 2004704719 12:52:48

Total Up-time: 5 days, 23 hours, 42 minutes, 24 seconds

131041

In this step you manually set the time and date of the network element, or set up the system for automatic
time synchronization to an IETF RFC868 Time Protocol server.

The system presents the available time and date relevant attributes:

e Total up-time
e Time and Date

Automatic setting of time/date:

e P address of RFC868 Time Protocol sever

e Time synchronization interval

Step 1
Step 2

Select time/date reference sources: Server Time, Time Protocol Server or No Change.

If Server Time is selected, the system uses the TMN local time/date settings to set the network element

time/date attributes. Network Element time/date is set when committing the commissioning flow.
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Step 3

Step 4

Note

1311 Summary W

If Time Protocol Server is selected, you specify the IP address of the RFC868 Time Protocol server,
and the synchronization interval (how often the TP server is accessed by the network element) in
minutes.

Other settings than Time Server based or Local Time based is not supported by the commissioning
wizard, and must be set up through the Management Tree.

Setting the TP server synchronization interval to 0 is equal to selecting disabling Time Server controlled
configuration of time and date.

The network element does not support daylight savings time (summer time). Switching between summer
and winter time will be the task of the time protocol.

1.3.11 Summary

Figure 1-25 Summary report - example
Press Save to sek this configuration on the selected network element.
Setup Steps 3
+ @) welcome Sammary |[progres |
+ 22 Network Elemnent Attribute New Value

Time Synchronize to Server Time
+ 147 Basic Setup ¥

+ [ Expected Service Modules
o % SDH Svnchronization

o Alarm Reparking

o @. Alarm Configuration

o @. Alarm Suppression

v @ Date and Time

=] Summary

131051

12052

E Save

When the Commissioning wizard sequence is completed you should review the configuration before
committing the changes to the network element.

The wizard presents a report of all configuration changes registered to the configuration during the
Commissioning wizard flow.

Review the configuration and do one of the following:

1.3.11.1 Commit Configuration

Step 1 If further editing of the configuration is required, you may return to any step for re-configuration before
returning to this step and finally committing the configuration or,
Step2  If the configuration is satisfactory, click “Save” to commit the configuration to the network element.
Cisco Edge Craft Software Guide
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e When commissioning a new network element, the system downloads the entire configuration to the
network element.

e 2When editing an existing configuration, the system only downloads the configuration changes to
the network element.

1.3.11.2 Result Of The Commissioning

The network element basic configuration is completed. The network element is ready to be set up for use
in a network.

1.3.11.3 Basic Network Element Set-up

The connected IP address and sub-net address of the network element is defined. Site specific
information is specified for the network element.

1.3.11.4 TFTP Server

The network element is ready to use a specific TFTP server for file upload/download.

1.3.11.5 Expected Service Module (ONS 15305 only)

The network element is set up and ready to receive its designated plug-in module.

1.3.11.6 SDH Synchronization

The network element TO and T4 clocks are set up with their designated synchronization references and
synchronization strategies.

1.3.11.7 Alarm Reporting

The network element alarm system is configured according to the alarm notification strategy of the
network.

1.3.11.8 Time

The network element is configured to use an external time protocol server, or the time and date is set
manually.

1.3.11.9 Failures And Exceptions

When committing the configuration, the system register all configuration failures and provides an error
log/report at completion, specifying what went wrong, if anything.
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Software Description

This section gives an overview of the Cisco Edge Craft with its features.

2.1 Introduction

Cisco Edge Craft is used to get one, single network element at the time into operation. Cisco Edge Craft
can only present and work on information that are stored on the network element. A user must be logged
onto Cisco Edge Craft graphical user interface (GUI) for it to function. The GUI present alarms as long
as Cisco Edge Craft is connected to the network element. Performance data can be loaded from the
network element and presented.

The Cisco Edge Craft presents the current (a snapshot) situation on the network element, and has very
little added value functions apart from the functions on the network element.

Cisco Edge Craft is a single user system. It is a standalone application running on Windows platform or
Solaris platform.

Cisco Edge Craft is a totally self contained product. It is not dependent on any other system to be able
to perform its tasks. The laptop or a PC, at which Cisco Edge Craft is running, can be attached to the
network element directly through the management port or through a LAN, Figure 2-1.

Figure 2-1 Cisco Edge Craft Connection Possibilities

Cisco Edge Craft

1
=

Cisco Edge Craft

L1

&S &S

ONS 15302/5 ONS 15302/5 ONS 15302/5

&

90032
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It can co-exist together with other management products from Cisco. The SNMP Agent used by Cisco
Edge Craft for communication with the network element, handles multiple SNMP Managers.

Table 2-1 displays the capabilities of the Cisco Edge Craft.

Table 2-1 Cisco Edge Craft Capabilities

Customer Benefit Supporting Features

Support for configuration of network |All necessary configuration of network element can be done
element for no extra cost, to get it into |by Cisco Edge Craft.
operation quickly.

Part of Cisco Family of products and |Cisco Edge Craft has the same look and feel as the other
therefore easy to upgrade to EMS or |products in the family and uses a sub-set of components from

NMS level. the Cisco component collection.

Easy access to network element Can run on a laptop.

Can access network elements both Communication on management port (IP) to the embedded
locally and remote. SNMP Agent in the network element.

2.2 Product Features

Some of the feature listed here are only applicable to Cisco Edge Craft if the feature is available on the
network element. In the remaining part of this chapter, Cisco Edge Craft is called “the system”.

2.2.1 Network Element Access

The system communicates with the network element through the embedded SNMP Agent. To establish
this communication line the network element must have been assigned an IP address. In situations where
assignment has not been done a separate communication line on the serial port is used to perform the
assignment of the IP address and other related parameters.

2.2.2 Information Model

The system has its own internal representation (information model) of the network elements. This is an
object-oriented model and is identical to the information model used by all products in the Cisco Family.

2.2.3 Single User

Only one user can be logged onto the system at the time.

2.2.4 Single Network Element

The system can only communicate with one network element at the time. The user closes the connection
with one element before connecting to a new network element.
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2.2.5 Graphical User Interface Types

The GUI presents the network element in accordance with the information model and has no knowledge
about the SNMP MIBs used by the embedded Agent.

GUI cannot be customized by the user.

The system has two different types of graphical user interfaces (GUI).

2.25.1 Network Element topology Browser (NETB)

A hierarchical presentation of the managed objects in the network element.

2.25.2 Custom GUI to Support a Specific System Feature

A GUI developed to support a specific task/function.

2.2.6 No Persistency

The system has no persistent storage of operations and notifications.

2.2.7 List of Possible Network Element IP Addresses

The system stores the IP address of the already accessed network elements. The operator can choose the
IP address of the current network element in the start up window for the system.

2.2.8 Configuration Download and Upload

The system can initiate upload of the complete configuration from one network element and store it on
the local or a remote computer. The remote computer is identified by its IP address.

The system can initiate download of the complete configuration from a local or remote computer to the
network element. The remote computer is identified by its IP address.

The uploaded configuration can not be edited.

2.2.9 Software and Firmware Download

The system can initiate download of software and firmware onto the network element. The location of
the software and firmware can either be on the same computer as the system is running on, or on a remote
computer. The remote computer is identified by its IP address and both the local and remote computers
must be TFTP servers.

The restart of the equipment that uses new downloaded software/firmware can be scheduled.

2.2.10 User Access

The system supports user authentication through user identification (community string).

Cisco Edge Craft Software Guide
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Initial access of the network element is through public access.

2.2.11 Alarm and Event Notifications Presentation

The system presents all alarms and events that are generated while the user is logged onto the system.
The alarms are presented in a tabular view. If the received traps from the network element can not be
mapped to an alarm or an event, the trap is still presented to the operator.

The system presents the alarm history stored on the network element. The alarm history is presented in
a tabular view.

2.2.12 Presentation of Performance Data

The system has no analysis of performance management data.

The user can read the current registered performance data on the network element, get it presented in a
GUI, and copy it to file. The file can be read or edited in any tool, for example Microsoft Excel.

Supported performance data are: G.826, MIB-II (RFC1213) and RMON counters.

2.2.13 Management Configuration

The system supports configuration of the DCN management traffic settings.

2.2.14 Physical Inventory

The physical inventory gives an overview of the physical installed parts on the network element and the
currently running software or firmware. Eventual downloaded not yet activated software and firmware
packages are also presented.

2.2.15 Logical Inventory

The logical inventory gives an overview of the managed entities that the network element consists of.
The logical entities may concur with the physical parts, but not necessarily.

2.2.16 Global Settings

The network element has some configurations that are not related to the user traffic of the network
element. These are parameters like location, owner, time server, LED settings, power modules, etc.

2.2.17 Alarm and Event Filtering Configuration on Network Element

The alarm reporting from some managed entities on the network elements can be filtered out.
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2.2.18 SDH Ports Configuration

The system supports configuration of the SDH ports. The SDH ports have two main configuration areas.
e Properties of the ports. The properties can be viewed and edited.

e Structuring of the ports

2.2.19 PDH Ports Configuration

The system supports configuration of PDH ports properties. The properties can be viewed and edited.

2.2.20 MSP and SNCP Configuration

The system supports configuration of MSP and SNCP set-up, that means view, create, modify, and
delete.

2.2.21 SDH Synchronization Configuration

The network element can have more than one synchronization source for the SDH traffic. The sources
are prioritized. The system helps the user in the set-up of these rules.

2.2.22 LAN Ports Configuration

The system supports configuration of LAN ports properties. The properties can be viewed and edited.

2.2.23 WAN Ports Configuration

The system supports configuration of WAN ports properties. The properties can be viewed and edited.
The system also supports configuration of WAN bandwidth.

2.2.24 Test Loops Configuration

The system supports configuration of test loops.

2.2.25 Cross Connect (XC) Configuration

The system supports cross connection management for the SDH ports. The XCs can be set, deleted,
updated. Two supported XC’s are:

e Point-to-point

¢ WAN to SDH mapping
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2.2.26 Bridge Configuration

The system supports the set-up of the bridge.

2.2.27 VLAN Configuration

The system supports configuration of VLAN, that means, create, remove, and update VLANSs.

2.2.28 Security

The security of Cisco Edge Craft is based on the SNMP v.1 security, that means community string.

2.2.29 Data Communication

Cisco Edge Craft can communicate with the network elements
e Directly on the management port
e The management port can be connected to a VLAN

e Inband DCC

2.2.30 Reliability

This section lists the reliability requirements and know bugs on the system.
Redundancy

One or more Cisco Edge Craft user can be connected to the same network element at the time if the
network element is connected to a LAN, but they will have no knowledge of each other.

Bugs

Known bugs are presented with a workaround in the Release Notes.

2.2.31 Maintenance

Debugging and system logging are realized through log4j, open source code.

Debugging
e All components in the system have a debugging interface.
e The components can log different information decided by the debug level.

e The components have one debug level.

System Logging

e All system errors are logged.
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e The system error messages include a text description of the error, the operating system error code
(if applicable), the module detecting the error condition, and a time stamp.

e If configured, all system errors are retained in the Error Log Database.

New Releases and Patches

The new releases or patches are available for download from the Support pages on
http://www.cisco.com.
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Using Cisco Edge Craft

This chapter contains information about how to use the Cisco Edge Craft software. You will learn how
to navigate on the Desktop and use the Management Tree, Attributes view and the Alarm view.

3.1 Cisco Edge Craft Desktop

The graphical user interface of Cisco Edge Craft is built on the Cisco GUI framework and is delivered
pre-customized to show a network element Management Tree, attributes, and an alarm list. The alarm
list displays all alarms, events and notifications that occur while Cisco Edge Craft is connected to the
network element. Figure 3-1 gives an overview of the Cisco Edge Craft desktop with explanation of the
functionality. The status bar will display a description of selected toolbar button or menu item.
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Figure 3-1 Cisco Edge Craft Desktop Overview
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3.1.1 Toolbar Buttons

The table below shows the functionality of the icons which are used in the Cisco Edge Craft.

Table 3-1 Toolbar buttons

= Move up one level in topology.
b0l

() Stop the current operation.
_Sop

B Refresh the active view.
Refresh

) Copy selected row(s) to the system clipboard.
_copy

= | |Move Forward in Attributes Viewer.
Forward

& || [Move Backward in Attributes Viewer.

I

I | [Save the content of the Attributes View on the
—== | lequipment.

& |Add a new row to the Attributes View.
<o |
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311 Toolbar Buttons I

Move up one level in topology.

Delete selected item(s).

By default, entire rows are selected in table, but
single cells can easily be selected using the
cell-mode toggle button.

f [ ke

Figure 3-2 and Figure 3-3 show the functionality how to Move and Lock toolbars.

Figure 3-2 Move Toolbars

Select

=B (isco Edge Craft - ONS 15302 at IP 192.168.0.13 ; i [u] B}

| File Edit Wiew Eguipment Bridge Tooks Help

@ M | B =R

W/e} Stop Refresh Copy  Cellmode W

& ¥
& =
Topology IEdgeCraFt 'l Location EiscoEdgeCraF 'l - = - B IE
Eack Forward Save Paste fidd

Attributes - Viewing selected x|

Mame | Values |

) CiscoEdgeCraft

=70 OMS 15307

Drag and drop

== Cisco Edge Craft - ONS 15302 at IP 192.168.0.13 =1ol=
A Edit Wiew Eguipment Bridge Tools Help
5 e . » @ @ i
e Stop Refresh Copy  Cell mode | Eack Farward Save Paste Add
] ] Topology |EdgeCraFt ;”]Locatlon klscoEdgeCraft,l’ONS 15302 ;I -
T ——— x| [attributes - viewing selected ® §
o
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Figure 3-3

Right-click —»

Select “Lock the Toolbars”

3.1.2 Menu ltems

Lock Toolbars
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m
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H o CiscoEdaer-

J Topology IEdge. L |F
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|
|| File Edit  Yie
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I Save
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Fil=  Edit Wiew

A ¢

Save
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QOLES

This section gives an overview and explains the different menu items.

3.1.21 File

Figure 3-4 and Table 3-2 show and explain the functionality of the menu File.

Figure 3-4 Pull Down Menu File
Fil: 3
Save attributes  Ctrl+5
Ru
Reconnect R?
Exit =]
= (=]
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3.1.2.2 Edit

3.1.23 View

Table 3-2 Menu File

Menu item Action

Save Save contents.
Reconnect Reconnect to equipment.
Exit Exit Cisco Edge Craft.

Figure 3-5 and Table 3-3 show and explain the functionality of the menu edit.

Figure 3-5 Pull Down Menu Edit
Edit [
Copy Chrl+C
add Ctrl+h
Delete Delete
Select all Chrl4+-4
Invert selection =
Clear selection §
Table 3-3 Menu Edit
Menu item Action
Copy Copy selected items to system clipboard.
Paste Paste copied content
Add Add row.
Delete Delete selected item(s).
Select all Select all items in active the active view.

Invert selection

Invert current selection in the active view.

Clear selection

Clear current selection.

Figure 3-6 and Table 3-4 show and explain the functionality of the Menu View.

3.1.2 Menu ltems
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Figure 3-6 Pull Down Menu View

View  Equi.

Toolbars

v Skatus Bar
© w Management Tree
- NatificationList
El v Attributes
.+ Last alarm
Back Al+Left:
Farward Alt+Right
0 il
Stop
Refresh F5 .
Error log... %
Table 3-4 Menu View
Menu item Action
Toolbars Standard: Check to make standard toolbar active.
Attributes: Check to make attributes toolbar active.
Labels: Check to make labels visible on tool buttons.
Status bar Check to make status bar visible in the bottom of Cisco Edge Craft
desktop.
Alarm Display Check to make alarm display an active application on the desktop.
Management Tree Check to make Management Tree an active application on the
desktop.
Attributes Check to make attributes viewer an active application on the desktop.
Columns Toggle visible columns in alarm display. Please see the “Visible
Columns” section on page 3-17 for details.
Last Alarm Check to view last alarm in separate window in the alarm display.
Back Move back.
Forward Move forward.
Up Move up one level.
Stop Stop current operation.
Refresh Refresh the active view.
Error Log Open error log.
The log is also available from the status bar.
These symbols indicates severity in the status bar. Double-click
current symbol to view log.

3.1.2.4 Equipment

Figure 3-7 and Table 3-5 show and explain the functionality of the menu Equipment.
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3.1.25 Tools

3.1.2.6 Help

Figure 3-7 Pull Down Menu Equipment

Equiprnent T
WLAM settings. ..

Cross Connects, ..

‘Wak ko SDH mapping. ..
Motification History...
Commissioning Wizard...
MCH Wizard... a
Software Download. .. g
Table 3-5 Menu Equipment

Menu item

Action

VLAN Settings

Open VLAN Settings GUL

Please see the “7.4 VLAN Provisioning”
section on page 7-12 for details on VLAN
Settings.

Cross Connect

Open Cross connect GUI.

Please see the “5.6 ONS 15305 SDH
Cross-Connection Management” section on
page 5-16 for details on Cross Connects

WAN to SDH mapping

Open WAN to SDH mapping GUI.

Please see the “5.15.3 Add Initial WAN Port
Capacity” section on page 5-57 for details.

Notification History

Open Notification History GUI.
Please see the “History” section on page 3-13.

Figure 3-8 and Table 3-6 show and explain the functionality of the menu Tools.

Figure 3-8 Pull Down Menu Tools

oals 5
¥T100 Terminal...
Features...

Table 3-6 Menu Tools

Q0074

Menu item

Action

VT 100 Terminal

If configured, the VT100 terminal launches.
Please see the “1.1.6 Configuration of VT100
Terminal” section on page 1-16 for details.

Text Editor

Open Text Editor.

Figure 3-9 and Table 3-7 show and explain the functionality of the menu Help.

3.1.2 Menu ltems
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Figure 3-9 Pull Down Menu Help
l i | _
Cnline Help
o Release Motes
= CiscoWeb —
= About —
— e
Table 3-7 Menu Help
Menu item Action
Online Help Launches Cisco Edge Craft User Guide online.
About Launches information of installed Cisco Edge
Craft software, Figure 3-10.

Figure 3-10 The About box - Example

Cisco SYSTEMS

Cisco Edge Craft

Element Managemeant System for Cis Optical Networking Products

3.1.2.7 Log Viewer

Table 3-8 shows and explains the functionality of the log viewer icons.

These symbols indicate severity in the status bar, if the log contains messages:
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Step1  Double-click current symbol to view log.

Table 3-8

Log Viewer Icons

312 Menultems W

An error messages occurs.

A warning message occurs.

B

- Information is available.

3

5 Unmapped severity information is available.

If this icon occurs additional information is
available.

Step2  Messages marked with the note icon contain additional information.

Step3  Click note icon to view hyper link.

Figure 3-11 and Figure 3-12 show details of the lock viewer function.

Figure 3-11

. Log Yiewer

‘ File Edit Wiew Help ‘ D [ﬂ | % |

Log Viewer

=10l x|

Severity | Id | Time:

| Message

Thread

Module

Cateqgary | Exception |

183

19z
189
186
191
188
185
193
190
187
154
182

11,

11,
11,
11,
11,
11,
11,
11,
11,
11,
11,
11,

11.2002 15:26:57

.11,

11.2002 15:27:46
11.2002 15:27:46
11.2002 15:27:46
11.2002 15:27:46
11.2002 15:27:46
11.2002 15:27:46
11.2002 15:27:46
11.2002 15:27:46
11.2002 15:27:46
11.2002 15:26:57
11.2002 15:26:57

f Invalid object instance id
& Invalid object instance id

Abtributes,
Attributes,

[ setattributes:SWMP PDU Error Message
Response returned: noSuchMame

erroroid @ 1.3.6.1.4.1,69.2,7.2.1.4.0.0.0.0, rndCommunityTrapsEnable [INTEGER]

error value @ 1

Diagnostic Message
rsDiagnosticsText=Invalid object instance id

il.cyberons....
. Program

Prograrm

Add operation Failed
Add operation Failed
Add operation Failed
Add operation Failed
Add operation Failed

Attributes. ...
Attributes. ...
Attributes. ...
Attributes. ...
Attributes. ...

client. Attrib. ..
client. Attrib. .
client. Attrib. ..
client. Attrib. .
client. Attrib. ..

Program
Program
Program
Program
Program

| 1 itemis) selected

;‘
90069

Tool tip shows entire value if it does not fit inside the cell.
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Figure 3-12 Log Viewer - Tool tip

3.1.3 Copy and Paste

All Cisco Edge Craft applications supporting table entry editing have a copy and paste feature. When
pasting, Cisco Edge Craft will verify that selected columns have the same data type as the cells copied
from. If not, you are asked if you would like to copy the data based on the column names. Only editable
columns with the same name and data type will be then be pasted. This enables copying and pasting
between tables with the same data but with different column order, Figure 3-13.

Figure 3-13 Example Copy and Paste

I1d | MoClass | Severity | Alarmid | Description

QJ device critical ufail device main unit Failure

QJ device major

QJ fan &

QJ power A ure inpuk &

QJ power |

QJ power critical output Failure ]
Q slat: critical modMis module mismatch §

3.1.4 Cell Selection Mode

By default, entire rows are selected in table, but single cells can easily be selected using the cell-mode
toggle button.

The feature enables copying one table cell, selecting the entire column, press Paste and copying the value
into all selected cells. Copy and paste of ranges are also supported. Thus you can copy values A and B
and paste them into a large range in order to get the A and B values repeated throughout the range.

Copy and paste to an external applications such as Microsoft Excel.
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3.1.5 Navigation in Tables Using the Keyboard

3.1.5 Navigation in Tables Using the Keyboard

Cell in focus is easily spotted and the arrow-keys can be used to move the cursor (applies for editable
tables only). Editing of selected cell is easily available via Enter or F2. The Tab-key can be used for
moving to the next editable cell (from left to right and top to bottom). The selection is circular, meaning
when last editable cell on the last row is reached, the first editable cell in the first row will be activated.

In order to move to first editable cell in a table, activate the window and press the Tab-key twice.

3.1.6 Auto Fit Column Width

Double-clicking on the resize-area in the column header will resize the column so that it is wide enough
to show all values in the column. By default, the column name is not taken into consideration, but this
can be achieved by holding down the Shift key while double-clicking.

3.2 Management Tree

The Management Tree shows the hierarchy of managed entities, for example, LAN ports, VLANS,
bridge, etc. on the current network element. The operator can view the entire hierarchy, or use any of the
pre-defined views to only view managed entities of a certain type, for example only view the LAN ports.
Whenever an item in the Management Tree is selected, the attributes view will list the child objects under
it.

Clicking on the device folder in the Management Tree shown in Figure 3-1, will display all alarm-, aux-
and management port(s). Clicking on alarmport:1 will show that specific port's attributes. Attributes that
are editable (shown as bold), can be edited directly in the table, or through custom user interfaces.

The different configuration tasks using the Management Tree are thoroughly shown in the following
chapters.

The combination of the Management Tree and attribute panes will work similar to Windows Explorer,
only that it shows the contents of a network element instead of files in the file system.

Figure 3-14 Editable Types and Tables - Hyperlinks

EAll Attributes - Viewing selected
Iame Values

Id I%physicaIInventory.slot:Z
Hardware | lgs

SlotHardyeare:
Software | (@b SDFtwaH

All links to editable complex types and tables are visualized as hyperlinks, Figure 3-14.

Although changing attribute values can carry all necessary configurations, more complex configuration
is handled using wizards or custom user interfaces.
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3.2.1 Opening Links in a New Window
By selecting a managed object instance and right clicking you can select Open in new window. A new

AttributesViewer displaying selected managed object is opened. This enables you to easily compare
values on different managed objects.

3.3 Alarm Display

The purpose of the alarm display is to present the current alarm and event notifications.

In addition the history of all alarms are presented. The history list in the network element can be cleared.
Alarms report failures in the network element. They can be clearable or not clearable. Clearable alarms
have duration. Events report other situations in the network element that are not failures. An event has a
status, Figure 3-1.

3.3.1 View Current Alarms

To view the current alarms, follow the steps described below.
3.3.1.1 Subscription of Alarms

Step1  Login to target network element, see section Set up the connection to a network element.

Step2  You must manually register Cisco Edge Craft a subscriber to alarms and events from the network
element. The registration is done by setting the device>users>snmp>TrapsEnable attribute to
trapsEnable, Figure 3-15.

Figure 3-15 Setting the TrapsEnable Attribute

Attributes - Wiewing children

Id | IpAddress Password | AccessRight | TrapsEn... ©

2 10tz public super
2 o000 public super |

124829

Step3  Click Save.

Step4  When the registration has been done, Cisco Edge Craft polls the element for all current alarms and starts
sending alarms and events to the IP address of Cisco Edge Craft.

The SNMP traps are mapped to Notifications in Cisco Edge Craft. The mapping philosophy is described
in the “3.3.3 Notification” section on page 3-19.

You can view the list of current alarm notifications by selecting current alarm in the notification list.

3.3.1.1.1 View Alarms

Click on the Current tab to view current alarms, Figure 3-16.
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Figure 3-16 Current Tab - Alarm List

i i i ol 1 e, I T P T T |
[M 4 » M Current £ Event Trace £ Alarm Trace /
| Maijar (=20 ONS 15305 0 au4:1.1.1.1,

124866

The latest alarm is visible in lower part of the Alarm List, Figure 3-17.

Figure 3-17 Latest Alarm

E Alarn Filker Mo Fi

Severiby ME
(=20 ONS 15305
(=20 ONS 15305 .
(==) ONS 15305 [ tui.. .
== OS5 15305 A2z
Last alarm |4 4 # M Current £ Event Trace £ Alarm Trace |
recelved — Majar (==l TS 15309 E:lau4:1.1.1.,n
B
43 items in list {maximumm S000) &

Refresh

Click Refresh in the tool bar to update the Alarm List.

History

To get alist of all alarm notifications reported on the network element since the last restart of the
network element or the last clearing of the history list in the network element
Select History in the notification list to get a list of all alarm notifications reported on the network

element since the last restart of the network element or the last clearing of the history list in the network
element.

You must explicitly do a refresh for Cisco Edge Craft to collect the alarm history from the network
element. Before the refresh is selected the notification list might be empty because a load has not been
performed yet.

The history log on the network element can be cleared through an action on the log administration
attribute of the device. See the “4.5 Manage Common Parameters” section on page 4-25.

Step1  Select Notification History in the Equipment menu, Figure 3-18.
Step2  Select Refresh.
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Figure 3-18 Notification History

[Equipment 10
YLAMN setkings...
Cross Connects, .,
WAk ko SDH mapping. ..

Matification Hi

Carmissioning Wizard. ..
MCH Wizard...
Software Download. ..

1248658

3.3.1.2 Select Alarm

Single Selection

Click on desired single alarm, Figure 3-19.

Figure 3-19 Select Single Alarm

Severiby | Source

Multiple Selections

EE tulz:1.1.1.1.3.1.5
EE tulz:i1.1.1.1.3.2.2
Critical =y C 05 B rlz1.1.1.1.3.3.1
(=20 OMS 15305 3 tulz:1.1.1.1.3.3.5
(=20 OMS 15305 ] tulz:1.1.1.1.3.4.1

124822

Step 1 Right click and choose Select all, Figure 3-20.

Figure 3-20 Select All Alarms

Copy
Refresh

Invert selection

Clear selection

Q0012

or

Step2  Click on first alarm in a continuous range, hold Shift key and click on last alarm in desired range,

Figure 3-21.
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Figure 3-21 Select Alarms - Continuous Range
E Alarm filter IND filter I @'
Sewverity ME | Source | MeTime
(=20 OMS 15305 bu12:1.1.1,1,3.1.3 2004/0
tulz:l.1.1.1.
(==)) OMS 15305 EZ tu12:1.1.1.1.3.3.2 2004/0° 3
5 (220 OMS 15305 A7 t012:1.1.1.1.3.2.3 200400 &
or
Step 3 Click on first alarm, hold Ctrl key and click on desired alarms to make a none continuous selection,
Figure 3-22.
Figure 3-22 Select Alarms - None Continuous Range
I I
E Alarr Filter INn filker I @'
Sewverity ME | Source | MeTin
(=0 OS5 15305 = tuiz:l. 2004
5 bulZidl. :
(=20 OS5 15305 - ELE 2004
5 tulz:1, 2004
(=20 OS5 15305 - ELE 2004
5 tulz:1, 2004
(=20 OS5 15305 - ELE 2004
(=0 OS5 15305 buiZ:il. 2004 g
(=20 OMS 15305 MEDR 2004)
You can also choose Invert selection or Clear selection.
Copy alarm(s)
Step 1 Select desired alarm(s).
Step2  Click Copy.
Step3  The content of your selection is copied to the clipboard and can be pasted to other applications, for

example Notepad.
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3.3.1.3 Alarm Lifestyle

Figure 3-23 Lifecycle Instance of Alarm Point

Critical__—»Cleared —» Next trap will initiate
a new lifecycle instance

Major

Start of alarm point
lifecycle instance

00E2

The notification list presents one row for each alarm point, that means, an alarm source and an alarm
identification combination. When a new alarm notification for the same alarm point is being presented,
the row is possibly updated with the severity of the new alarm and new timestamp(s) unless the alarm
has been cleared. A new row is created if the alarm point starts a new lifecycle instance, Figure 3-23.
Each new alarm notification might cause a transition from one severity to another or to the cleared
severity, which ends the lifecycle.

No traps are sent to Cisco Edge Craft IP address if you have de-registered as trap receiver.

3.3.2 View the Events Reported From the Network Element

Current Events

To view current events reported from the network element, you select Event Trace in the notification
list, Figure 3-24 and Figure 3-25.

Figure 3-24 Select Events

|I< L Eurﬁ:]'l@t Trace 4) &larm Trace /

| Major (==l OMS 15305 Hd aus:1.1.1.1,

124556

Figure 3-25 Current Events

IMoid Description EventType
985 B3 mgrtPort Link Up equip
936 oF decRil.1.1 Link. Down equip
937 oF decM:l.1.2 Link. Down equip
938 oF decRil,2.1 Link. Down equip
939 oF decM:l.2.2 Link. Down equip
990 o decRil,3.1 Link. Down equip
991 T deemi1.3.2 Link Dawin equip §
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33.2 View the Events Reported From the Network Element

Event History

Select Notification History from the Equipment Menu and click Event tab to view event history,
Figure 3-26.

Figure 3-26 Event History

Equipment T
YLAMN settings. ..

Cross Connects. ..
WaM ko SDH mapping. ..

Commissioning Wizard. ..
MCH YWizard...
Software Download. ..

@
£
&

Details about the attributes of the event notifications are found in Table 3-9 on page 3-20.

Visible Columns

You can decide which columns you want to be visible in the alarm display.

Step 1 Select View > Columns
Step2  Uncheck desired column and this column will not be visible in the alarm display.
Current alarms and history of alarms is available in Figure 3-27.

Events and events history is displayed in Figure 3-28.

Figure 3-27 Visible Columns 1

L
E Alarrn filker IND filter

|| Sl RN ——d
(=l OM3 15305
(&2l OMS 15305 v AlarmId
(Gl ONS 15305 v AlarmType
G ONs5 15305 v Clearable
(&l OMS 15305

Defagagr
(=20 ONS 15305 g_g
(=20 ONS 15305 » Duration
(=20 ONS 15305 EmsTime
(=30 ONS 15305 1d

(2l ONS 15305 v LayerRate

[ SRR

1 = Ta' ; 14
4 4 » M Current / Event Trace ¥ Location
_ (=20 ONS 15305 v NE
MNativevalues
|22 items in list {maximurn 5000)
v NeTime
Numlpdated
v ProbCause
v ProbCaused)
PrvId
v Severity
¥ Source o
v Trend g
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Figure 3-28 Visible Columns 2

v Descripkion
¥ EmsTime
v EventId

v EventType
v Id

v Moid

¥ NeTime

Q0037

Change Column Order

The order of selected columns can be can easily be changed, Figure 3-29.

Step1  Click on desired column heading.

Step2  Drag column to new position.

Figure 3-29 Column Order

d Severity  _Descripkion o I _AlarmId
tlDQ Major TOin holdover mode 39

110 Major High temperature alarm 3

- — — — -

d _Description © I Fity _AlarmId

109 0 in holdever mode w 39

110 High kermperature alarm " 3
i _Description P Severity _AlarmId

109 T0in holdover mode Major 39 g
110 High temperature alarm Major 3 S

Column Resize

Step1  Rest the mouse pointer to the right of desired column header. The mouse pointer turns into a
double-arrow, Figure 3-30.

Step2  Click and drag to suitable column-size.
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Sort Columns

Step 1
Step 2

Figure 3-30 Column Resize

2 | alarm display
NeTime - | Moid | ...q%mlarmld

¢ | 25.11.2002... @vc12:2.9.1... Mi... 1.1.19
25.11.2002.., @2 vciz:2.9.0.., Mi.. 1.1.19

j 25.11.2002.., @2 vciz:i2.9.0.., Mi.. 1.1.19

‘| esat.zo0z.., @2 vcizizod.,, Mi., 1,119

H2satzooz,., EEve1ziz9.0.,, M. 1119

) 25 11,2002 A3 w177 a1 ™Mi 1.1.19
Alarm display
MeTime « | IMoid Severity Q-J'rmlarmld Cle.
75.11.2002.,., 2] velz:2,9.1,., Minar 1.1.19 tru
25.11.2002.., 12 wvc1z:2.9.1... Minor 1.1.19 tru
25.11.2002 wel2i2 9.1, Minar 1.1.19 tru
25.11.2002.., 12 wve1z:2.9.1... Minor 1.1.19 tru
25.11.2002.., 2] wvc1z:2.9.1... Minor 1.1.19 tru

Click on desired column to sort ascending, Figure 3-31.

Click again to sort descending

Figure 3-31 Column Sorting
Severity I
Major
Major
Major
Critical
Severity T I
Major
Major
Major
Critical
Severity I
Critical
Major
Maijor ]
Major §

3.3.3 Notification

0002

333 Notification H

The notification types with attributes supported by Cisco Edge Craft are:

e Current alarm notification, Table 3-9.

e Event trace notification, Table 3-10.

e Alarm trace notification
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Notification Types

Table 3-9 Notification Types
Attribute
Name Description Legal Values
AckSign Acknowledge signature Userid (automatic)
AckTime Acknowledge time yyyy/mm/dd hh:mm:ss (server time)
Acked A check when alarm is acknowledged |Checked/ Unchecked
AddTxt Additional text (free form text
description)
Alarmld Unique identification of alarm
AlarmType Alarm grouped into categories Equip(-ment), env(-ironment),
comm(-unication), process
Clearable Boolean value to indicate if the alarm |Checked/ Unchecked
can be cleared or not. Some alarms
does not have duration and therefore
no Cleared severity
Comment Manual added text as comment to Text (latest only) (appear in history log)
alarm
DefAggr N/A
Duration Time interval: From alarm was hh:mm:ss
received to cleared alarm
Ems Time Timestamp set by Cisco EdgeCraft yyyy/mm/dd hh:mm:ss (server time)
when the alarm was received
Id Unique sequence number to identify
the alarm
Layer rate The layer rate in which the managed |Not Applicable (any other layer rate
object belongs if applicable. supported by the network element) See
Map viewer and Map Designer
Location
NE Identification of the network element
NativeValues |Unmapped trap data (legal values depends on the network
element)
NeTime Timestamp from network element (if |yyyy/mm/dd hh:mm:ss
available)
NumUpdated |How many times the alarm has been |Numbers (1- n)
updated from a given Alarm Point
(defined by Source and Alarm
Identifier)
ProbCause The probable cause of the alarm (legal values depends on the network

element)
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Table 3-9

Notification Types (continued)

3.3.3 Notification

Attribute

Name

Description

Legal Values

ProbCauseQ

A probable cause qualifier if the
probable cause itself is not sufficient
to determine the exact error and
source

(legal values depends on the network
element)

Prvid

Previous Identification of notification

Sequence number

Severity

Severity of alarm

Critical, Major, Minor, Warning, Cleared,
Indeterminate

Source

Identification of the network element
that contains the source of the alarm.

Every managed objects available in
Management Tree

Trend

Indication to report trends on severity
change.

No Change, Less Severe, More Severe

Events Notifications

Table 3-10

Events Notifications

Attribute

Name

Description

Legal Values

AddTxt

Additional text to explain the event

Description

Additional text

Ems Time

Timestamp set by CiscoEdgeCraft
when the alarm was received

yyyy/mm/dd hh:mm:ss (server
time)

Eventld

Unique identification of event

EventType

Event grouped into categories

Equip(-ment), env(-ironment),
comm(-unication), process

Id

Unique sequence number to
identify the event

Moid

Identification of the network
element that contains the source of
the event.

A M.O in the Information Model
for the equipment

Native Values

Unmapped trap data

(legal values depends on
network element)

NE

Identification of the network
element

NeTime

Timestamp from network element
(if available)

yyyy/mm/dd hh:mm:ss

Alarm Notification Severity

The severity of an alarm notification can either be reported from the network element or must be defined
in the notification mapping.
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Trap to Notification Mapping

The interpretation of alarm and event is slightly different in the network element and Cisco Edge Craft.
The mapping rules applied to the SNMP traps are illustrated in Figure 3-32.

Figure 3-32 Trap to Notification Mapping

Alarm Notification Event Notification
Timestamp Timestamp
Severity TrapAlarmRaised Severity > Status

TrapAlarmCleared
TrapAlarmEvent

T

&S

ONS 15302/5

90115

The TrapAlarmRaised and TrapAlarmCleared traps are mapped to alarm notification. The timestamp in
the trap will be used together with the severity. ONS 15305 and ONS 15302 have severity in the trap.
This severity is used in notification.

One attribute in an alarm notification is called clearable. If set to true, this attribute indicates that the
management system should expect a TrapAlarmCleared for this alarm.

Those TrapAlarmEvent traps that indicate an error failure in the network element will be mapped to an
alarm notification with the attribute clearable set to false. The severity and timestamp from the trap are
used in the alarm notification.

Other TrapAlarmEvents will be mapped to event notifications. These have no severity, but a status
defining the type of event, for example info, confirm etc. The severity in the trap might be used as the
status in the event notification.

Unknown Traps

If Cisco Edge Craft receives a trap and there exists no mapping to any type of notification, a notification
is generated. The notification contains all the information as it was received in the trap.

Cisco Edge Craft Software Guide
m. January 2005 |



CHAPTER I

General Management

4.1 Manage the Management Interfaces

This chapter describes the configuration operations supported by the Management Interfaces managed
object (MO). It is organized by the following sections:

Introduction

MCN Wizard. This section describes how to configure management connectivity for a Cisco
network element using the MCN wizard.

ONS 15305 management modes and configurations. This section describes the management modes
supported by the management interfaces, and how they can be configured.

ONS 15305 scenarios. This section is a repository of simple, but yet typical configuration scenarios.
These can be applied in combination to specific networks.

Manage common parameters

Download Software to network element (NE)
Up/download of NE configuration data
Alarm and event configuration

ONS 15305 manage slots

The attributes under the management interfaces managed object are not unique in the information model.
Each attribute mirrors a similar attribute located under another managed object. The attributes under the
management interfaces managed object have been put together to allow the user to set-up basic
configuration of the management interfaces without having to browse through many managed objects in
the management tree. For advanced configuration operations, additional managed objects must still be
used.

4.2 MCN Wizard

MCN - Management Communication Network

I January 2005
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4.21 Manage the Management Interfaces of the Network Element

The purpose of this chapter is to describe how to configure management connectivity for a Cisco network
element, taking advantage of the configuration tool - MCN wizard. The advantage of using the MCN
wizard for configuration of your MCN, is that you will have guidance through a logical step-by-step
process instead of doing all software configurations via the “management tree”.

See the “4.2.13 Special Requirements” section on page 4-13 for a description of MCN features
supported by the different network elements.

4.2.2 Before you start - Prerequisites

Please read through the different preconditions listed in this section.

4.2.21 Management Software

Make sure you are assigned sufficient permissions to perform the required tasks available in the MCN
wizard. If using Cisco EdgeCraft you will only be limited by the SNMP community string (login rights)
configured on NE. Write access is minimum required.

4.2.2.2 NE Requirements

As a minimum, the Management Port must have a valid IP configuration and an instance in the SNMP
community table enabling write access.

N

Note  When management connectivity is supposed to be obtained via interfaces on traffic modules, make sure
that they are installed and expected or minimum as “expected”.

4.2.2.3 General Requirements

The network design and planning must be maintained and the strategy of network element management
interface usage must be decided. IP addresses and subnets must be available prior running the wizard.

4.2.3 MCN Wizard - Step by Step

The following procedure describes the main sequences of flow required to configure a network element
for management. MCN commissioning (initial setup) is typically done through the network element
management port, while MCN maintenance is done through an existing, operative MCN through the
management port, any active DCC channel or in-band management channels.

The Management Interface managed objects allows you to configure:
¢ The mode (type of encapsulation for the management traffic) run by a management interface.

® Mode-specific parameters for the DCC interfaces, e.g. PPP configuration.

Cisco Edge Craft Software Guide
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e The IP address(es) allocated to a management interface.
e The IP address of a default gateway.

The exact steps and the sets of attributes to access, will differ for the different Cisco network element
variants installed. See the “4.2.13 Special Requirements” section on page 4-13 for details.

See the “4.11 Manage Slots on ONS 15305” section on page 4-85 for details on creation, deletion and
setup of a DCC interface.

4.2.3.1 MCN Commissioning Flow Overview

The commissioning flow has two main flows for setting up the network element for management.
e [P Broadcast setup (ONS 15302)
e P numbered (PPP or HDLC encapsulated IP)
>

Note  None of the configuration is sent to the network element until the end of the wizard-flow, where you are
presented an overview of the configuration

4.2.3.2 Opening the MCN Wizard

Step 1 Select Equipment > MCN Wizard from the menu.

4.2.4 Welcome to the MCN Wizard

Please read the introduction found in the “Welcome” window before proceeding with the configuration
process.

Cisco Edge Craft Software Guide
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Figure 4-1 Welcome to the MCN Wizard

=10l

i MCN Wizard

J File ‘iew Help J ﬁ
Setup Steps A J Welcome to the MCN Wizard

o 0 Welcome _/' The Management Commnication Metwork (MCH) Wizard will guide vou through the

management configuration of a network element. Mo changes are made to the

[Z5 Metwork Element network element until the configuration is explicitly cormmitted in the last step of this

wizard,

Syskem Mode

Management Port In the upper left corner of this wizard you see the configuration steps that you will
have to complete in order to set up a network element, The steps may vary

DCC Encapsulation depending on the choices wou make during the configuration process,

»3 IP In-band The wizard will mark each completed configuration step with a green check b,
Global P Setti Yiou will not be allowed ko update the network element until all configuration skeps
) aloba SEHngs are checked and validated.,

=| Summary

The fallowing netwark elements netwark elements are supported:

(== OMS15302 1.0
(=20 OMS15302 2.0
(maf OMS15305 1.0
(2l OM515305 1.1
(== OM515305 2.0

Click Mext when you are ready to begin the configur ation process,

131073

Step1  Click Next to proceed.

425 Network Element

Step 1 The system presents the current MCN configuration of the network element:
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Figure 4-2 MCN Current configuration
i MCN Wizard - Step 1 of 7 (=13
J File Wew Help J ﬁ
-
Setup Steps ~ [ |
R . Network Element
W o “Welcome This step lists the current configuration of the network element.
General information about the network element is shown in the
+f 22 Network Element ‘Selected Metwork Element’ box ko the left during the configuration
process
49 System Mode

Management Port

. O t MCN Confi ki
DCC Encapsulation urren onfiguration

34 IP In-band
Mlanagernent Port ip

RIP Enahled No
OFPF Enabled  No

+4) Global IP Settings

=| Summary

Selected Network Element 2

(Z2) ONS 15305

Connected TP 192,168,011

Mative Mame:  Gabbro |

Prod Mame: ONS 15305

Location:  Gabbra ! G Previous  Mext O
| ] ®
| 4

121083

Step2  The presented IP address is the “connected IP address”, the IP address Cisco EdgeCraft uses to access
the network element. This address can be any of several possibilities, depending on the current MCN
configuration and MCN route to the network element: Management Port IP address, a DCC channels IP
addresses, a VLAN IP address or an in-band IP port address.

Step3  Click Next to continue.

4.2.6 System Mode

Figure 4-3 System mode
Setup Steps -]
+ ) welcome

+ [ Metwaork Element
47 System Mode
Managerment Port
DiZC Encapsulation
:4) IP In-band
=4 Global IP Settings

= | Summary

124543

The system presents the current system mode set-up, and the system mode choices.

Note  Not all network elements support every mode. Only valid modes for the current selected network element
are listed here.
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Step 1 Select system mode.

4.2.6.1 IP Numbered

Select this mode if you want to configure the network element to use IP protocol stacks. Each
management interface has an IP address (the network element is a multi-homed host), the DCCs, any
in-band channels and the Management Port. The routing table can be maintained by static or dynamic
routing. Supported routing protocols are RIP and OSPF.

4.2.6.2 IP Broadcast

Select this item if you want to configure the network element to use the proprietary IP Broadcast
protocol. See further description in the “4.2.11 System Mode - IP Broadcast” section on page 4-11. The
network element is assigned one IP address only (management port IP address). The network element
uses forwarding mechanisms to dispatch traffic between the active DCC channel and the Management
Port. This mode is typically used for back-to-back configurations of two ONS 15305°s or ONS 15302’s.

4.2.6.3 IP Un-Numbered
N

Note  This system mode is only supported by ONS 15302 R2.0 and ONS 15302 R2.0. This system mode can
only be set using ONSCLI and will deactivate MCN wizard from the Cisco EdgeCraft desktop equipment

menu.

Select this mode if you want to share the management port's IP address with DCC management
interfaces. The network element is assigned only one IP address that is valid for all of its management
interfaces (DCC channels and management port). Routing of messages between the management
interfaces is handled by OSPF. To take full advantage of this system mode it is required a network
topology built up of just NE's supporting IP un-numbered feature.

See the table below and the “4.2.13.1 DCC Usage Limitations” section on page 4-13 for network
element variant available choices and limitations.

Table 4-1 System mode vs. network element
ONS 15302 ONS 15305

IP Broadcast X --

IP Numbered X X

IP Un-numbered x (rel 2.0 or newer) |x (rel 2.0 or newer)

4.2.7 Management Port - System Mode IP Numbered

Choose the port for management traffic
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Setup Steps ~
D welcome
+ (22 Metwork Element
+ [ System Mode
v D Management Port
) DCC Encapsulation
34 IP In-band
+4) Global IP Settings

| Surmary

124542

Step1  Select which of the available protocol stacks you want to use for the Management port.
Disable

Disables the management port.

Note  Disabling the management port should only be performed when connected via other interfaces than the
management port.

1P
Select this item if you want to activate the IP protocol for the management port.

The system presents the current set-up of the management port, and the available choices. You select
between the following choices:

Table 4-2 Management port modes
Management port mode Purpose Comment
Disabled To turn of local access via “Disabled” prohibits access to the MCN
MNGT-port. through the management port.
IP Enable IP for MNGT-port. Default mode.

If IP is selected, the operator is required to set up the IP global attributes. See the “4.2.10 Global Ip
Settings - System Mode Ip Numbered” section on page 4-10 for details.
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4.2.8 DCC Encapsulation - System Mode IP Numbered

Setup Steps ~
D welcome
+ [Z2) Metwork Element
+ ) System Mode
v D IManagement Port
+ () DCC Encapsulation
>4 IP In-band
%3] Global IP Settings

| Surmary

124633

This step allows you to set up the DCC configuration. If you don't want management over DCC, select
all items and press the “Disable Selected” button.

You select the encapsulation mode of the selected DCC channel, or remove the channel from the MCN.
The alternatives are:

¢ Not used
e [POverDcc encapsulated IP (proprietary).
e PPP encapsulated IP (IP over PPP).
The following two sections details the setup of IP over DCC and IP over PPP:

For network element type support of the different selections see Table 4-4 on page 4-15

4.2.8.1 IP over DCC Encapsulation

Step 1

Step 2

Sets up the DCC channel in a proprietary mode where the management MAC packages are encapsulated
in HDLC frames and sent across the MCN.

Set the mode as “ipOverDcc” and then set up the IP address and subnet mask of the interface and set up
the following DCC channel attributes:

e [P address of the DCC port
e [P subnet mask of the DCC port
Press Next when you are satisfied with the DCC setup.

4.2.8.2 1p Over Ppp Encapsulation

Step 1

Sets up the DCC channel in ppp mode where the management IP packages are encapsulated in PPP
frames and sent across the MCN.

Select the DCC channels the list of available DCC channels, and set the following DCC channel
attributes:

e mode = ppp
e [P address of the DCC port
e [P subnet mask of the DCC port
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Step 2

4.2.9 IP in-band - System Mode IP Numbered

Press Next when you are satisfied with the DCC setup.

4.2.9 IP in-band - System Mode IP Numbered

Step 1

This step allows you to configure IP addresses on In-band interfaces, that is a LAN port, a WAN port or
a VLAN, which enables you to run management IP traffic (SNMP) over the in-band interfaces.

Only LAN and WAN ports have Slot/Port configuration (not VLANSs)

The table may contain ifIndex that are not associated with IP-In-band configuration.

If VLAN is used for management traffic, it is required that the VLAN is configured in advance.

Figure 4-4 Configure VLAN

Configure YLANS. .. !

G Previaus Mexk O

B

124641

If VLANS are not already configured, this can be done by clicking the Configure VLANSs button found
in lower right corner.

The system presents the current IP in-band setup (if any).

Figure 4-5 IP In-band
Setup Steps 3
@ welcome

+ [ Metwork Element
+ {47 Systemn Mode
« E IManagement Pork
+ 1) DCC Encapsulation
+ 3 IP In-band

>3 Global IP Settings

| Surnrnary

1246539

Select what (LAN/WAN) interface to use for management purposes. The choices are:

e No change
Continue to sub-flow “4.2.10 Global Ip Settings - System Mode Ip Numbered” section on page 4-10.
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e Set up In-band channel

Step2  Click the Add button™= .

Figure 4-6 Add Row

Add Row
InterfaceMetworkMas

=
his wigw E

Delete Row

Step3  Enter InterfaceNumber. (iFindex)

124540

Stepd  Enter IP address. (XXX.XXX.XXX.XXX)

Step 5 Enter InterfaceNetworkMask (xxx.XxX.XXX.XxX) (subnet mask)

4.2.10 Global Ip Settings - System Mode Ip Numbered

This flow sets up the global IP for the MCN.

Step1  Click the Add button in the Routing Table and define:

Figure 4-7 Routing Table
Routing Table Add Row
Id | Interface... | Destination... | Destination... | MextHop RouteType
other -
other ><
rejeck
| =
L= i
remote b4
InterfaceNumber
DestinationIpAddress

NextHop: IpAddress for next hop
DestinationNetworkMask

RouteType; other, reject, local or remote
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Step2  Enable the OSPF routing protocol, if used in the MCN.

[+ Open Shortest Path First (OSPF)

10505 X

Router Id I

Step3  Click Add and enter/select values for these attributes:
Areald
ImportAsExternal; importExternal or importNoExternal
Metric

Step4  Enter Router Id.

Step5 Enable the RIP if used in the MCN.

Routing Information Protocol {RIP)

[ Lice i

@ Previous  Mext | !

124636

Step6  Click Next to continue.

Note  Global and interface specific OSPF and RIP parameters can be tuned under the IP attribute view
(management tree).

4.211 System Mode - IP Broadcast
This procedure describe configuration tasks when System Mode is set to IP Broadcast.

~

Note  This system mode is only supported by ONS 15302
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4.2.11.1 System Mode

Figure 4-8 System Mode - IP Broadcast

i MCN Wizard - Step 2 of § _|ol =i

s

Setup Steps A % Syste m M od e

|»

o 0 ‘Welcome This step allows you to set the system mode. Mote that not all network elements support:
every mode. Only valid mades For the current selected network element are listed here.
+ [0 Mebwork Element
+ & System Mode © my) IP Numbered
5] Commaon Settings ) Select this item if you want to configure the netwark

element to use IP prokocol stacks,

74 IP Broadcast
g Select this item if you want to configure the network,

elerment to use the proprietary IP Broadcast protocal
Selected Network Element & LI
(Z=PONS 15302 _ILI O Previous  Mext O
»

4 |
\ 4

Active DCC Channels

| Summary

124638

Step1  Check IP Broadcast as System Mode.
Step2  Click Next to proceed.

4.2.11.2 Common Settings

This step allows you to configure the default gateway, the management port settings and the MAC filter
on the selected network element

4.2.11.3 Gateway

Default gateway address.

4.2.11.4 Management port

Enables/Disables the management port. A disabled management port can be enabled again from
ONSCLI

4.2.11.5 Media Access Control (MAC) Filter

Enables/Disables the MAC-filter. When enabled, the management port will reject ethernet traffic with
MAC addresses outside the address range assigned to Cisco products.

4.211.6 Active DCC Channels

See “4.2.8 DCC Encapsulation - System Mode IP Numbered” section on page 4-8.
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4.2.11.7 Summary

See “4.2.12 Summary” section on page 4-13.

4.2.12 Summary

Figure 4-9 Summary
Setup Steps 3
+ ) Welcome

& [ Network Element
o &7 System Mode

v D Managernent Port
+ 1) DCC Encapsulation
+ 33 IP In-band

»4| Global IP Settings

When the MCN wizard sequence is completed you should review the configuration before committing
the changes to the network element. The system presents an overview of the configuration prepared.

124532

Step 1 If the configuration is satisfactory, click Save to commit the configuration into the network element.

When committed, the system sends out a sequence of configuration commands. The commands are
sequenced in a way that does not cause deadlocks or loss of communication with the managed element
through the implementation of the MCN configuration for the network element.

4.2.13 Special Requirements

Requirements for ONS 15305 and ONS 15302
4.2.13.1 DCC Usage Limitations

4.2.13.2 ONS 15305

e 8*DCC-R and 4*DCC-M per slot

e An MSP 1+1 link with DCC management traffic consumes 2 or 4 DCC's, as both working and
protecting DCC channels must be configured
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4.2.13.3 ONS 15302
e Max. 2 DCC channels per (logical) STM-1 port is allowed, 1*DCC-R and/or 1*DCC-M(1 logical
DCC channel = 2*DCC-R or 2*DCC-M, 2 logical DCC channels = 2*DCC-R and 2*DCC-M)

e If IP/DCC (proprietary) or IP encapsulation, both working and protecting DCC channels must be
configured manually

e If IP/PPP, only the working channel needs to be configured - the system automatically configures
the protecting channel.

e IP/PPP is only supported on DCC-R (IP/PPP supported on DCC-M from ONS 15302 version 2.0)

For ONS 15302 MSP 1+1 configuration requires special attention. There are up to four physically
available DCC channels (2*DCC-R plus 2*DCC-M), but logically they operate as up to 2 channels
(1*DCC-R and/or 1*DCC-M) in a protection scheme.

4.2.14 Features Vs. Network Element Types

The features supported by the network elements are shown in Table 4-3.

Table 4-3 Features Supported by ONS 15302 and ONS 15305
Feature ONS 15302 ONS 15305
Communication IP Broadcast X -
DCC-R/M
IP HDLC DCC-R/M (X X
IP/PPP DCCR X X
IP/PPP DCCM X X
IP Un-numbered X X
IP-Routing X X!
In-band X X?
Security & Management Port X X
Traffic Control on/off
SNMPvl1 X X
Community
SNMP Manager X X
Identity
SNMP read/write X X
control
VLAN (802.1Q) X X

1. See above.

2. Dependent of equipped module(s)

Cisco Edge Craft Software Guide
m. January 2005 |



| Chapter4 General Management

43 Management Modes and Configuration 1l

4.3 Management Modes and Configuration

)

Note

Note

The following sections describe how to configure the Management Port and the DCCs by using the
Management Interfaces managed object present in the Management Tree.

The management traffic is IP based (SNMP and TFTP messages), and therefore configuring a
management path comes to deciding which encapsulation shall be used to send the IP datagrams carrying
the management traffic over the network. For the management interfaces the following encapsulation
type is supported

e [P directly carried over a layer 2 protocol (Ethernet, PPP, or proprietary).

In addition, each management interface can be turned off. Actual encapsulation support varies depending
on the management interface type (management port or DCC). An overview of the different management
modes versus the management interfaces is given in Table 4-4.

N

Note  This is an important feature for security purposes, especially for the management port, which is
physically accessible on the network element (main card).

Table 4-4 Management Modes Versus Management Interface

Management |Not Used IP

Interface IP/Ethernet | IP/proprietary | IP/PPP
encapsulation

Management |X X

Port

DCC X X X

A DCC can run only one mode at a time. In addition, a maximum of eight DCCs can be used for
management purposes, that means only up to eight DCCs can be assigned to a management mode.

The following sections describe how to configure the management port and the DCCs by using the
management interfaces managed object present in the management tree.

4.3.1 Management Port Configuration

The management port can run two types of encapsulation, referred to as modes. A particular mode is
selected by setting the variable mode (management interfaces >management port > mode). Required
configuration for possible modes:

e not used
o IP

These are further detailed in the next sections.
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4.3.1.1 Mode: Not Used

To configure the management port with mode set to not used:

Step 1 Click on the ONS 15305 managed object, then on the management Interfaces managed object in the
Management tree, Figure 4-10.

Figure 4-10 Management Interfaces - Managed Object

|l Location || object:|{CiscobdgeCraftjons 1

Management Tree

| == ONS 15305

1248532

Step2  Click on managementPort in the attributes window, Figure 4-11.

Figure 4-11 ManagementPort - Attributes

Iame Yalues

Id El managementInterfaces
Dice @ Dce
IpDefaultGatews: @ IpDefaultGateway
ManagementPort & ManagementPort &

Q0341

Step 3 In the attributes window, set mode to Not Used, Figure 4-12.

Figure 4-12 ManagementPort - Mode Selector

Attributes - Wiewing selected

MName Values

Id _% ManagementPort. managementInkerf,

Description
IpaddressIPUN | (g3 TpaddressIPUIN

Mode | ip -

ip

124863

Step4  Click Save on the toolbar.

43.1.2 Mode: IP

To configure the management port with mode set to IP:
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Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

432 DCC Configuration

Click on the ONS 15305 managed object, then on the management Interfaces managed object in the
management tree.

Click on managementPort in the attributes window.
In the attributes window, set mode to IP.
Click Save on the toolbar.

Click on ipAddress in the attributes window, Figure 4-13.

Figure 4-13 ManagementPort - IP Address Attribute

Attributes - Wiewing selecked

Marne Walues
1d _% ManagementPort.man...
Description
Ipaddress @ Ipfddress
Mode | ip

124862

Click Add on the toolbar. Set protocol to IP, and set ipAddress and subnetMask according to your IP
addressing scheme or plan, Figure 4-14.

Figure 4-14 ManagementPort - Add IP Address

Attributes -

Wigwing children x

IpAddress IfIndesx OperationalStatus | SubnetMask Protocol © |
0.0.0.0 1] up 0.0.0.0 P

00T

Click Save on the toolbar.

Depending on your topology, additional routing information might have to be configured. You can define
static routes, and or control dynamic protocols (RIP, OSPF) by using the IP managed object in the
management tree. Defining a default gateway can be done directly from the management interfaces
managed object as explained in the “4.3.3 TP Default Gateway Configuration” section on page 4-19.

4.3.2 DCC Configuration

A DCC can run three types of encapsulation, referred to as mode. A particular mode is selected by setting
the variable mode (management interfaces >DCC >mode). Required configuration for one of the three

possible modes (not used or IP) is further detailed in the next sections.

43.2.1 Mode: Not Used

Step 1

Step 2

To configure a DCC with mode set to Not Used

Click on the ONS 15305 managed object and then on the management Interfaces managed object in
the management tree.

Click on dcc in the attributes window.
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Step 3

Step 4

4.3.2.2 Mode: IP

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

Step 8

In the attributes window, each row represents a DCC interface. Set mode to Not Used for the desired
DCC interface.

Click Save on the toolbar.

To configure a DCC with mode set to IP:

Click on the ONS 15305 managed object and then on the management Interfaces managed object in
the management tree, Figure 4-15.

Click on dcc in the attributes window.

In the attributes window, each row represents a DCC interface. Set mode to IP over DCC for the desired
DCC interface.

Figure 4-15 Management Interfaces - Dcc Attribute

Attributes - Wiewing children

DocType Mode IpEncapsulation | PppEncapsulation

dech notUsed proprietary Mot applicable

deci notUsed proprietary . Mot applicable

dech notUsed proprietary . Mot applicable

deci ipiwerDoc proprietary . Mot applicable

dech notUsed proprietary . Mot applicable
. decM ipiwerDoc proprietary » Wot applicable -
S docR notUsed proprietary . Mot applicable g
i At ok o RN o

In addition, when the mode is set to IP, the layer 2 encapsulation for the IP datagrams must be configured.
This done by setting the ipEncapsulation variable to the desired encapsulation (proprietary or PPP),
Figure 4-16.

Figure 4-16 IPEcapsulation - Encapsulation Selector

.| IpEncapsu...

proprietary =

proprietary

A

Q0077

Click Save on the toolbar.
Click on ipAddress in the attributes window.

Click Add on the toolbar. Set protocol to IP, and set ipAddress and subnetMask according to your IP
addressing scheme or plan.

Click Save on the toolbar.

If mode is set to IP, and ipEncapsulation is set to PPP, additional configuration for PPP can be performed
via the pppConfiguration variable (management interfaces > DCC > pppConfiguration).
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4.3.3 IP Default Gateway Configuration 1l

Depending on your topology, additional routing information might have to be configured. You can define
static routes, and or control dynamic protocols (RIP, OSPF) by using the IP managed object in the
management tree. Defining a default gateway can be done directly from the management interfaces
managed object as explained in the““4.3.3 IP Default Gateway Configuration” section on page 4-19.

4.3.3 IP Default Gateway Configuration

To configure an IP default gateway on the network element:

Step 1 Click on the ONS 15305 managed object, then on the management Interfaces managed object in the
management tree.

Step2  Click on ipDefaultGateway in the attributes window.
Step3  Set the defaultGatewaylpAddress and defaultGatewaylnterface according to your IP addressing plan.
Stepd  Click Save on the toolbar.

Note  The default gateway must be directly reachable from the network element, that means the default
gateway must belong to a subnet defined on the interface identified by defaultGatewaylInterface.
Modifying the default gateway results in removing the previous default gateway from the network
element's routing table, and adding the new (modified) gateway to the routing table.

Note  Secure routing before removal of default gateway.

4.4 ONS 15305 Scenarios

This section presents four typical network topologies, and describes how the management interfaces can
be configured through the management interfaces managed object in Cisco Edge Craft in order to carry
management traffic, Figure 4-17 to Figure 4-20 and Table 4-5 to Table 4-8.

4.41 Important Note

In the following scenarios, it is assumed that both RIP and OSPF are disabled. RIP has been manually
disabled over the Management Interfaces.

Although each IP network is unique, the topologies and configurations presented in this chapter can be
thought of basic building blocks, which can be combined together in order to apply them to a specific
network.

In areal network, with a larger number of network elements, additional managed objects can be required
to perform the configurations. In particular, configuration of IP, activation and configuration of dynamic
routing protocols (RIP, OSPF) require the use of additional managed objects.
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IP over DCC (with proprietary or PPP encapsulation) requires configuring a subnet per link (per DCC).
Any network element configured with IP over DCC, and located more than two DCC links away form
Cisco Edge Craft must either have a static route to Cisco Edge Craft, or run a dynamic routing protocol.
As the number of static routes grows with the number of interfaces configured to run IP over DCC,
running a dynamic routing protocol can be advantageous. Note that depending on the network topology,
care must be taken when enabling IP routing protocol over DCC to prevent the DCC network from being
advertised as a path for the user traffic (as opposed to only the management traffic).

Each of the next sections (4.4.3 Scenario 1: CEC and ONS 15305 on the Same Subnet, page 4-20 to
4.4.6 Scenario 4: IP over PPP, page 4-24) present a figure of a typical IP topology, together with the
required parameters to be configured in the Management interfaces M.O.

4.4.2 Notations Used

The following notations are used throughout the rest of this section:

The /<prefix-length> notation is used to denote the {IP address, subnet mask} pairs. As an example, the
notation 192.168.0.1 / 24 refers to the following pair {IP address 192. 168.0.1, subnet mask
255.255.255.0}.

N

Note The prefix-length is equal to the total number of contiguous 1-bits in the traditional subnet mask.

N/A (non-applicable) is used to denote that an attribute is not relevant for a particular configuration, that
means the value of the attribute will not influence the configuration.

The notation Interface: (XXX) used for defining the interface of the default gateway (Figure 4-18 to
Figure 4-20) indicates that the ifIndex of the XXX interface should be used. Possible values for XXX
are, (MGMT Port), or (DCC #n) to the ifIndex of the management port, or the ifIndex of DCC channel
n respectively. The values of the ifIndex can be found under the respective M.O.s, that means
management port, and DCCs.

4.4.3 Scenario 1: CEC and ONS 15305 on the Same Subnet

Figure 4-17 Cisco Edge Craft and ONS 15305 on the Same Subnet

Edge Craft
=
—— .
/ ST .7 Management port
‘ S LAN
IP address: 10.10.10.1/24 T E
Default gateway: N/A s @l |

/ ONS 15305 #2 \
ST =
ONS 15305Ms 15305 #3

89096
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Table 4-5 Cisco Edge Craft and ONS 15305 on the Same Subnet - Settings

ONS 15305 #1 ONS 15305 #2 ONS 15305 #3
Management Port
mode IP IP IP
iPAddess 1P, 10.10.10.10/24  |IP, 10.10.10.20/24  |IP, 10.10.10.30 / 24
DCC#l1
mode notUsed notUsed notUsed
ipEncapsulation N/A N/A N/A
pppConfiguration
initialMRU N/A N/A N/A
pppIpAdminStatus N/A N/A N/A
compression N/A N/A N/A
ipAddress N/A N/A N/A
DCC#2
mode not used not used not used
ipEncapsulation N/A N/A N/A
pppConfiguration
initialMRU N/A N/A N/A
pppIpAdminStatus N/A N/A N/A
compression N/A N/A N/A
ipAddress N/A N/A N/A
IP Default Gateway
ipAddress N/A N/A N/A
interface N/A N/A N/A

I January 2005

Cisco Edge Craft Software Guide g



Chapter4  General Management |

W 444 Scenario 2: CEC and ONS 15305 on Different Subnets

4.4.4 Scenario 2: CEC and ONS 15305 on Different Subnets

Figure 4-18 Cisco Edge Craft and ONS 15305 on Different Subnets
Edge Craft IP address:
D_l 10.10.20.2/24 QP
—— _ .
— IP address: R - Management port
10.10.10.1/24 .~ " LAN
IP address: 10.10.10.1/24 L

Default gateway: 10.10.20.2

.
.
.

ONS 15305 #2
SDH ring

ty\/k%
ONS 15305 #1 ONS 15305 #3

89087

Table 4-6 Cisco Edge Craft and ONS 15305 on Different Subnet - Settings
ONS 15305 #1 ONS 15305 #2 ONS 15305 #3
Management Port
mode 1P 1P P
iPAddess 1P, 10.10.10.10/24  |IP, 10.10.10.20/24 |IP, 10.10.10.30 / 24
DCC#l
mode notUsed notUsed notUsed
ipEncapsulation N/A N/A N/A
pppConfiguration
initialMRU N/A N/A N/A
pppIpAdminStatus N/A N/A N/A
compression N/A N/A N/A
ipAddress N/A N/A N/A
DCC#2
mode not used not used not used
ipEncapsulation N/A N/A N/A
pppConfiguration
initialMRU N/A N/A N/A
pppIpAdminStatus N/A N/A N/A
compression N/A N/A N/A
ipAddress N/A N/A N/A
IP Default Gateway
ipAddress 10.10.10.1 10.10.10.1 10.10.10.1
interface mgmt port mgmt port mgmt port
Cisco Edge Craft Software Guide
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445 Scenario 3: IP over DCC

Figure 4-19 IP over DCC
Edge Craft
(4 Management port
| LAN
IP address: 10.10.10.1/24 bec #2 A Doc #1
Default gateway: 10.10.10.10 e.' ___________ ‘ , IP over DCC
ONS15305 #2 N
DCC #1 SDH ring DCC #2
&SP oce #2 /,«"/DCC 1+ G .

ONS 15305 #1 ———— 4~ ———ONS 15305 #3 g

Table 4-7 IP over DCC - Settings
ONS 15305 #1 ONS 15305 #2 ONS 15305 #3

Management Port
mode 1P 1P 1P
iPAddess N/A 1P, 10.10.10.10 /24  |N/A
DCC#1
mode notUsed notUsed notUsed
ipEncapsulation proprietary proprietary proprietary
pppConfiguration
initialMRU N/A N/A N/A
pppIpAdminStatus N/A N/A N/A
compression N/A N/A N/A
ipAddress IP, 192.168.10.1 /24 |1P, 192.168.20.1 / 24 |IP, 192.168.30.1 / 24
DCC#2
mode not used not used not used
ipEncapsulation proprietary proprietary proprietary
pppConfiguration
initialMRU N/A N/A N/A
pppIpAdminStatus N/A N/A N/A
compression N/A N/A N/A
ipAddress IP, 192.168.30.2 /24 |1P, 192.168.10.2 /24 |IP, 192.168.20.2 / 24
IP Default Gateway
ipAddress 192.168.10.2 N/A 192.168.20.1
interface DCC #1 N/A DCC #2
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4.4.6 Scenario 4: IP over PPP

Figure 4-20 IP over PPP

Edge Craft
Ol .
—— Management port ---.
?’ ’ e LAN
IP address: 10.10.10.1/24 DeC #2 - Doc #1
Default gateway: 10.10.10.10 e ________ ’ ‘ IP over PPP
ONS15305#2 g
DCC #1 SDH ring e DCC #2
@DCC 92~ pec# ’ o
ONS 15305 #1 —— 4~ —— 3y party 8
Table 4-8 IP over PPP- Settings
ONS 15305 #1 ONS 15305 #2 ONS 15305 #3
Management Port —
mode notUsed 1P —
iPAddess N/A IP, 10.10.10.10/24 |—
DCC#1
mode 1P notUsed —
ipEncapsulation PPP PPP —
pppConfiguration
initialMRU 1500 1500 —
pppIpAdminStatus open open —
compression none none —
ipAddress 1P, 192.168.10.1 IP, 192.168.20.1 IP, 192.168.30.1 / 24
DCC#2
mode 1P 1P —
ipEncapsulation PPP PPP —
pppConfiguration —
initialMRU 1500 1500 —
pppIpAdminStatus open open —
compression none none —
ipAddress 1P, 192.168.30.2 IP, 192.168.10.2 1P, 192.168.20.2 / 24
IP Default Gateway
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Table 4-8 IP over PPP- Settings (continued)

ONS 15305 #1 ONS 15305 #2 ONS 15305 #3
ipAddress 192.168.10.2 N/A 192.168.20.1
interface DCC #1 N/A DCC #2

The3rd party equipment supports:
e standard IP over PPP over DCC according IF-DN-0101-R1

e Ip forwarding between its DCC interface

4.5 Manage Common Parameters

The purpose of this section is guide you through management of the attributes that are related to the NE

sub-rack and the NE common hardware and software.

The section involves presentation and modification of the NE identification, time settings, users,
available features, the physical inventory, restart issues, LEDs and alarm output, and ping mechanism.

Synchronization, download of software, upload and download of configuration data, and management
of NE’s are described in separate sections.

4.5.1 View Common Parameters

Select the device in the management tree.

The common attributes (parameters) as defined in the information model, are presented for you.

e Identification of the network element

e Time settings

e Users

e Physical inventory

e Restart of network element

e Logs (alarm logs, performance data logs)

e LEDs and alarm output

¢ Ping mechanism

4.5.2 Modify Common Parameters

How to change and update parameters for a Network Element.

45.2.1 Identification of the Network Element

Step 1 Select the network element in the management tree, Figure 4-21.
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Step2  The following attributes can be modified:

e Location
e NativeName

e Owner

Figure 4-21 Identification of Network Element

‘=) ONS 15305

45.22 Label

Managemenk Tree X | Attributes

Mame

jeving selected

Values

Id

Connecked

CurrentIP

Label

Location

MNativeMame

Owner

Pradname

SyskemObjectId

(==l TS 15309
192.163.0.12

Washington

Washington

Basalt

Ciscolebwork

Mg 15305
1.36.1.4.1.7546.1.4.1.1.2

124554

The attribute Label is based on the Location attribute and generated, based on the following rules:

Rule 1: Label =Location

Rule 2: Label = Ip address, if no contact with NE first time in management

Rule 3: If Location is blank, Label = Ip address

Step3  Click Save to commit changes.

4.5.2.3 Time Settings

The example below shows ONS 15305.

Step1  Select ONS 15305 and then the device managed object, Figure 4-22.
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Figure 4-22 Time Settings - Time Attribute
Management Tree =S8 x | Attributes - Wiewing selecked
==l TS 15309 Mame Walues
bridge Id | & device
=] ice Alarms
alarmPort: 1 Confighiata
3 alarmPort: 2 EanMumber | 7070479000620
3 alarmPort:3 LedandCutput LEDandQutput
3 alarmPort:4 Linkaggregation Linkaggregation
3 auxPort Logs Logadrministration
L] mamtPort Physicallnventaory DevicePhysicallnventory
pover: 1 Ping @ Ping
Y poveer:2 PartMirraring PartMirraring
Restart Restart
(5] managementInterfaces StatusRepaorting StatusReporting
Swhownload Sy Dowenload
Synchronization Synchronization
= Time Time
Users s %
il

Step2  Click Time, Figure 4-23.
Figure 4-23 Time Attribute - Values
1d | 8] time. device
SystemTime | @ [SystemTime]
TimeProtocol TimeProtocol] 2
g
Step3  Click SystemTime>Time to view or modify, Figure 4-24.
Figure 4-24 Time Attributes - System Time
B atributes
Walues
1d @systemTime.time.device
SystemUpTime | 1 days, 16 hours, 1 minutes, 31 seconds
Time [2002/11)27 07:03:13 CET__,
Date L3
INovember 'l 00z Today |
3 4 5 & 7 8 9
10 11 12 13 14 15 1§
17 18 19 20 21 22 23
24 25 2 Mz oz a0
~Time
p703:13 | faMT+01:00) =l
:
Stepd  Click TimeProtocol to view or modify the following objects:

e TimeServerIpAddress

e TimeSynclnterval
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e [temizing

45.2.4 Users

This section describes how to add a new user, Figure 4-25.

Figure 4-25 Add a New User - Overview

Attributes - Viewing selected
Y ONS 15305 Mame Values |
(@ bridge 1d | =3 device

e Alarms

3 alarmPort:1 ConfigData

L3 alarmPort;2 Eanhumber

2 alarmPort:3 LedAndOutput

3 alarmPort:4 LinkAggregation

3 auxPort Logs

B3 mamtPort Physicallnventary

R.:‘ power:1 Ping

i power:2 PortMirraring

Restart

managementInterfaces StatusReporting
rmon Swhownload el
slat:1 Synchronization ietto

shatiz Time D |Jsers, device
slot:3 Users Ig Snmp

ing children

Id | IpAddress Password | AccessRight | TrapsEn... ©

2 10204312 public super

g 10.20.43.14  public super

2 10.20.43.17  public super <+
9 10204319 pblic super z
9 10204318 pbic super &

Add a New User

To add a new user, follow these steps:

Step1  Navigate as described in, Figure 4-25.
Step2  Click Add.
Step3  Enter
e password
e IpAddress
Step4  Select desired AccessRight from pull-down menu.
Step5  Select desired TrapsEnable state from pull-down menu.

Step6  Click Save.

VT 100 Password (ONS 15302 only)

To edit the VT 100 password, follow these steps:

Step 1 Select device>time>VT100.
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Step2  Edit Vt100Password to desired value.
Step3  Click Save.

4.5.2.5 Physical Inventory - ONS 15305

Step 1 Select device > DevicePhysicallnventory, Figure 4-26.
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Select Hardware hyper link to list hardware inventory.
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Select Software hyper link to list software inventory.
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Figure 4-26 Physical Inventory - Overview
X | | Attribukes - Viewing selected
==l OMS 15305 Tarme Walues
Id | 3 device
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4.5.2.6 Physical Inventory - ONS 15302

Select device>inventory.

45.2.7 Restart of ONS 15305

How to perform a restart or a scheduled restart of the Network Element.

Step1  Click device>Restart, Figure 4-27.

Figure 4-27 Restart of Network Element - Overview
x | Attributes - Yiewing selected
Marme ‘alues
Id | (=3 device
Alarms AlarmConfig
ConfigData | g Confighata
managementInterfaces EanMumber | 7070473000620
rmon LedandCutput LEDandCukput
slot: 1 Link&ggregaticn Link&ggregation
slot:2 Logs Logadministration
slok:3 Physicallnventary | lgg DevicePhysicallnventory
slak:4 Fing @ Ping
PoartMirraring PoartMirraring
Restark Restark
SkatusReporting SkatusReporting
SwDownload SWDownload

Marne Walues

Id p Restart.dewvice
FileType | software
RestartDate | --
RestartStatus | noRestart i

ScheduledRestart | noRestart
immediateReskart

Date and time x|
Date

September LI I2DD4 EI

Tirme

|15:1?:55

ok Zancel

124842

Step2  Select desired RestartStatus.
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Step3  If selecting delayedRestart, set time and date.
Step4  Click Save.

45.2.8 Restart of ONS 15302
How to restart ONS 15302:
Step 1 Click device>Restart.

Step2  Select restart.
Step3  Click Save.

4.5.2.9 Logs (Alarm Logs, Performance Data Logs)

How to work with logs

Clear Alarm History:

Step 1 Select device > LogAdministration.
Step2  Set ClearAlarmHistory to clear.

Step3  Click Save.

Step4  Refresh Alarm History in the Alarm List.

Clear PM Data:

Step 1 Select device > LogAdministration
Step2  Set ClearPMData to clear, Figure 4-28.
Step3  Click Save.
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Figure 4-28 Clear Alarm- and Performance Data Log
Management Tree xl Attributes selected
==l NS 15305 MName Values
bridge Id | (= device
= device alarms | (g, AlarmCaonfig
L3 alarmPart: 1 Configaka | g ConfigData
L3 alarmPart:2 Eanfurmber | 7070472000620
L3 alarmPart:3 LedAndOutput LEDrandOutput
B3 alarmPort:4 LinkAggregation LinkAggregation
3 auxPort Logs LogAdrninistration
B3 mgmtPark Physicallnventary | |ge DevicePhysicallrmeentory
A power: ] Fing @ Fing
U oveer:2 PartMirraring A PoartMirraring
frnl L1 B " L " L
Attributes - Viewing selected
MName Values
Id m Logs. device
ClearAlarmHist... | noop
ClearPMData | noop -
clear
ch
9
&
LEDs and Alarm OQutput

How to select the severity output level.

Step 1 Click device > LEDandOutput
Step2  Select severity to light the NE LEDs, Figure 4-29.
Figure 4-29 LEDs - Severity Selector
Management Tree x | Attributes - Yiewing selecked
| ==0 ONS5 15305 Mame Values
(== bridge Id | & device
=2 device alarms | (g, AlarmConfig
L3 alarmPart: 1 Confighata Confighata
B3 alarmPart:2 Eanhlumber | 7070479000620
L3 alarmPart:3 LedAndoukput LEDandoutput
B3 alarmPort:4 LinkAggregation Linkaggregation
3 auxPort Logs Logadrminiskration
£ mamtPart Physicallnventary DevicePhysicallnventary
i ot ;1 Fina | f& Ping

Walues

Id @Led.ﬂndOutput.device

EquipmentLedMinSeverity | minor
EquipmentLedStatus | off

TrafficLedMinSeverity | minor
TrafficLedStatus | on

1245838
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4.5.2.10 Status Reporting

Status reporting is a kind of “alive” reporting from the device to all trap-receivers defined in the
community-table.

This function can be “enabled/disabled” and the status-trap-reporting frequency (time-out) can be
specified/altered.

The system currently reports the following in this status-trap:

EquipmentLedStatus,
AlarmTrafficLedStatus,
DeviceStatusReporting,

DeviceStatusReportingFrequency,

sysDescr,
sysObjectID,
sysUpTime,
sysContact,
sysName,

sysLocation

One of the NE/ network discovery criteria in Cisco EdgeCraft is Trap Discovery. The status trap sent by
NE default every 10 minutes completes this solution.

Ping Mechanism

Modify the ping mechanism:

Figure 4-30

Management Tree

Ping Mechanism

== OMNS 15305 alues
(== bridge Id | =3 device

= device Alarms | lgg AlarmConfig
2 alarmPort: 1 ConfigData ConfigData
B3 alarmPort:2 EanMumber | 7070479000620
3 alarmPort: s LedAndCutput LEDandioukput
3 alarmPort:4 LinkAggregation LinkAggregation
3 auxPort Logs Logadministration
B3 mgrkPark Phtsicallnventory DevicePhysicallnvent
S power:1 Fing @ Fing.

poer: 2

PortMirrorinn

el

==, PortMirroring

| I1d | AvgReturnTime | CompletionStatus | Delay + | Ip.qddressl PacketCaunt |

| PacketSize | PacketTimeout | ReceivedP, ., | SentPackets | Timestamp

| TrapCnCompl...

12484

Step1  Select device > Ping hyper link, Figure 4-30.
Step2  The following attributes are modifiable:
Delay
PacketCount
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Alarm Ports

Step 1
Step 2

Step 3

452 Modify Common Parameters

TrapOnCompletion (true/false)
PacketSize

PacketTimeout

Modify the Alarm ports:

Select device > alarmPort in the management tree, Figure 4-31.
The following attributes are modifiable:
e Description
Free text description.
e Mode
enabled or disabled
e TriggeredWhen
opens or closes (when an alarm is to be triggered)

Click Save.

Figure 4-31 Alarm Ports

i | Attributes - Wiewing selecked

MName Yalues
Id | B3 alarmPort:1
Description
Mode | enabled
3 alarmPort: 2 Portiumber | 1
3 alarmPort: 3 Triggered | raised
3 alarmPort:4 TriggeredWhen | opens
3 auxPort

|
=
W
el
=
- g
124855
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AUX Port - ONS 15305

Modify AUX Port on the ONS 15305:

Step 1 Select device > auxPort, Figure 4-32.

Figure 4-32 AUX Port

Management Tree e | Attributes - Wiewing selecked
==l OMS 15305 Bme Walues
(=) bridge Id | B3 auxPort

AdminStatus | dizabled
3 alarmPort:1 AuxPortTimeslat | (G AuxPortTimeslot
1 alarmPort:2 Operationalstatus | down

3 alarmPort:3
3 alarmPort:4

1248568

I mgmtPort

Step2  The following attributes are modifiable:
e AdminStatus enabled or disabled

e AuxPortTimeSlot, refer to the “Figure 4-33AUX port - Timeslots” section on page 4-36.

Figure 4-33 AUX port - Timeslots

1d | Instance | Rdialarms | AisAlarms
_% axx155ESdhMsAisAlarmReporting: 1 Edms:1 allow allow

_% axx155ESdhMsAisalarmReporting: 2 Edms:z allow allow

_% axx155ESdhaudaisalarmReporting: 1 H audi1 MA allow

_% axx155ESdhvc4RdialarmReporting: 1 Eal vesn1 allow

_% axx155E5dhvcl 2sRdialarmReporting vcl2 supress

B awx155ESdhTul 2shisAlarmRepoarting tuiz A supress  ll

allow

supress

The following attributes can be modified for AuxPortTimeSlot:
e OhByte: el, e2, fl1 or unmapped
e Slot:
e Description:

e Port:
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Power Module - ONS 15305

Step 1
Step 2

Modify the Power Module attributes:

46 Manage Synchronization Il

Figure 4-34 Power Module - Attributes

x | Attributes - Yiewing selected

f; Edgeiraft Marmne

Values

-3 OMS 15305

1d

IB bridge AlarmReporting

== device AlarmReportingInputh
| AlarmReportingInputB |

Description |

PowerModule

Select device > power, Figure 4-34.

The following attributes are modifiable:

e AlarmReporting
disabled or enabled

e AlarmReportingInputA
disabled or enabled

e AlarmReportingInputB
disabled or enabled

e Description

free text description

4.6 Manage Synchronization

The purpose of this section is to select the synchronization source for the internal SDH timing (TO) and
the external synchronization output (T4).

E power:l

disabled
disabled
disabled

1

Q0ET0

The ONS 15305 TO and T4 automatic selection processes can select the source from a shortlist of
available inputs. This selection is based on quality and priority.

You can override the automatic selection process by manual commands.

For further reading on SDH synchronization, please see ETSI ETS 300 417-6-1, ITU-T Recommendation
G.781, G.812 (“Timing requirements of slave clocks suitable for use as node clocks in synchronization
networks”) and G.813 (“Timing characteristics of SDH equipment slave clocks (SEC)”)

I January 2005
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4.6.1 SDH Synchronization

The first part of this section gives a short introduction to SDH synchronization which is meant to help
the reader in understanding the requirements specified in this document.The synchronization is G.781
compliant.

4.6.1.1 Synchronization Networks

A synchronization network is a set of clock nodes that are maintained in synchronization with one
another. To achieve this it is necessary to accurately transfer synchronization reference information
between nodes so that their relative synchronization may be monitored and maintained.

Since it is difficult to synchronize all international nodes from the same master clock, each network
operator typically have a primary reference clock (PRC) as defined in ITU-T Recommendation G.811.

From the PRC the synchronization reference information is distributed to all nodes in the SDH network

in a tree-type network topology, Figure 4-35.

Figure 4-35 Example Synchronization Network

PRC

O

Primary Reference Clock

O Slave clock (S51)

[] SDH NE with Slave clack

20111

Intermediate slave clocks can enter holdover conditions if their connection to the master clock is lost.
Slave clocks called Synchronization Supply Units (SSU's) will continue to serve their branch of the
network until the connection with the PRC is reestablished. There may be several SSU's concatenated in
a large network.

Intermediate SDH NEs will also contain slave clocks, the SDH equipment Clock (SEC). Their quality
are not sufficient for providing synchronization reference information to other parts of the network, but
they can serve the SDH NE itself in holdover mode if all high quality incoming references are lost.

As can be seen from the figure, the SDH NEs have a dual role since they need a synchronization
reference to operate properly in a network and they are important for distribution of synchronization
reference information to other networks.
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46.1 SDH Synchronization 1

4.6.1.2 Selecting the Best Synchronization Reference

To reinforce the reliability of the synchronization network, alternative routes are often used between the
clocks. The slave clock can then be switched to another synchronization reference manually, or
automatically by monitoring the signal at the physical interface.

An improvement to simple signal monitoring is to send the synchronization status message (SSM) along
with the synchronization signal to indicate the quality level (clock type) of the source clock. The next
clock in the chain can now select the best clock based on this quality level.

Not all connections used for synchronization can send the SSM along with its synchronization reference.
In this case it is possible to manually indicate the quality level for this interface in ONS 15305. This
ensures that also references without SSM can be part of the automatic selection process that is based on
quality level.

To avoid timing loops in the network it is sometimes necessary to indicate in SSM that this
synchronization reference should not be used. This is done by sending the do not use (DNU) message.

4.6.1.3 Synchronizing the SDH Equipment

All SDH equipment contains a clock for the SDH pointer adjustments, cross connection matrix
operations and the outgoing line signal (STM-N). It is normally operating as a slave clock and locked to
a high quality incoming reference, but can run in holdover mode if the reference is lost.

This section describes how the internal timing (TO) is derived from the available synchronization
references in ONS 15305.

Synchronization reference information can be extracted from any of the incoming STM-N SDH
interfaces (T1), 2 Mbit/s PDH interfaces (T2) or the external 2 MHz synchronization input (T3) as
indicated in Figure 4-36.

The figure shows that only one at the time of the available synchronization references will be used as a
reference for the SEC. SEC is the clock used for internal timing (T0). When no reference is available it
will run in Hold-over mode.

Figure 4-36 TO Selection

Alarms
:

SThi-M — —
T — —

S . In_te_rnal

Sianal Car;dgl_ate QL-rronitaring SEC Timing

2 Mbitis Mor:?tr;?i gy Se:ndIDn and ()
T2 N configuration switching
2 MHz ext.
T3

Synchroni zation Managerment

0247
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4.6.2 ONS 15305

Configuration of synchronization for ONS 15305.

4.6.2.1 Signal Monitoring

All interfaces are monitored for signal level and framing errors. The failure will be reported to the
candidate selection and QL-monitoring and switching processes.

4.6.2.2 Candidate Selection and Configuration

In ONS 15305 up to five synchronization reference candidates can be selected to participate in the
selection process.

For each synchronization source candidate the following parameters can be read or configured:

Type (T1, T2 or T3 where T2 must be a 2Mbit/s PDH Port in PRA mode).

Identification of the synchronization source candidate (via its slot number, port number etc.)
Whether SSM usage is enabled (T1 only).

Assigned quality level (QL). If SSM usage is disabled, the operator is free to assign a fixed QL.

Current quality level. If SSM usage is enabled (T1) the quality level of the incoming signal is seen
here. If an alarm is detected on the synchronization source interface, the current quality level
indicates failed (Independent on SSM usage).

The priority of the synchronization source candidate. This priority will apply only when there are
multiple candidates all having the highest QL among all possible source candidates.

Hold-Off time and wait to restore time. (See the “QL-monitoring and Switching:” section on
page 4-42).

For each synchronization source candidate the following methods are available:
¢ Set or Clear lockout. This is used to temporarily exclude a specified synchronization source.

e (Clear WTR.

4.6.2.3 QL-monitoring and Switching

The QL-monitoring and selection process will continuously monitor the QL of the candidate
synchronization references and select the reference with the best QL. Only error free references are
included in the selection process. (Alarms are detected in the signal monitoring functional block). If
there is more than one candidate with the highest available QL, the priority parameter will be used for
selection.

The following parameters can be read or configured for the selection process:

Selected synchronization reference and its QL.

Switch mode. This indicates whether the selection process is running in the automatic, forced or
manual switch mode.

The following methods are available for the selection process:

Manual switch command. A manual switch can be performed only to a source with the highest available
QL. This means that manual switching can only be used to override the synchronization source priorities.

Forced switch command. This command overrides the currently selected synchronization source.
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4.6.24 SEC

462 ONS15305 H

Clear command. Clears any of the manual or forced switch commands.

The ONS 15305 slave clock.

SEC will enter holdover mode for the specified Hold-Off time if an alarm is detected on the selected
synchronization reference. After the Hold-Off time the selection process will switch to the error free
reference with the highest QL.

When a candidate synchronization reference recovers from an alarm condition, the signal shall be free
for faults for the wait to restore time before taken into consideration by the selection process.

The selected TO reference is also used on all output STM-N signals.

Synchronizing External Equipment

Signal Monitoring:

ONS 15305 also provides an external synchronization output (T4). This is a separate 2 MHz signal that
can be used directly as a synchronization reference for other equipment or as a synchronization reference
to a separate stand alone synchronization equipment (SASE).

Synchronization reference information can be extracted from any of the incoming STM-N SDH
interfaces (T1) or the internal timing (TO0) as indicated in Figure 4-37.

The figure shows that only one at the time of the available synchronization references will be used for
External Timing (T4).

Figure 4-37 T4 Selection
:
SThi-M — s
T — Signal —
| Monitoring External
Candidate CIL-manitaring T|£n|ng
Internal selection and (T4)
'I(:;_Bn)mg confinL]lcrlation switching
™ 3
Synchronization Management 2
g
(=]

Here is a short description of the functional blocks for T4 selection:

See the “4.6.1 SDH Synchronization” section on page 4-38.

Candidate Selection and Configuration:

See the “4.6.1 SDH Synchronization” section on page 4-38.
TO can be one of the candidates.
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QL-monitoring and Switching:

4.6.2.5 Rules

See the “4.6.1 SDH Synchronization” section on page 4-38.

Additional parameter for T4:

QL minimum level (QLM).

When referring to a T1 or T2 synchronization reference slot and port numbering is used.
When referring to the TO or T3 synchronization reference no further identification is required.
SSM is always disabled for T2 and T3 references

A 2 Mbit/s PDH port should be treated as a T2 source only when it is operating in PRA mode.
In principle a user can add the same source twice, but you should be advised not to do this.
More than one reference can have the same priority.

You should receive a warning before deleting the active synchronization source. However, no further
restrictions apply.

The Automatic selection process will find the best source based on the current QL. If more than one
source have the highest QL, the source with the highest QL and priority will be selected. If priority
is also the same, ONS 15305 will choose the first source in the list with highest QL and priority.

A manual switch can be performed only to a source with the highest available QL.
A forced switch overrides the currently selected synchronization source.

The new source selected by the manual and forced switching cannot have a current quality level of
failed or SEC.

WTR clear does not exist as a method in the MIB. Must set WTR = 0 and then back to original value
if method is implemented in manager.

TO is the default candidate for T4.

If no candidates are available for the T4 selection process, no synchronization source is selected and
the external synchronization output is squelched.

When QL of the selected T4 reference falls below the QLM level, the T4 output signal shall be
squelched (muted) to let the slaved oscillator go into holdover or select another reference.

T4 is only used for external synchronization output (not for output STM-N signals).

4.6.2.6 Synchronization Alarms

Synchronization alarms are treated as any other ONS 15305 alarms as described in a separate section.

The following table identifies the alarms related to SDH synchronization events.
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46.3 View the Synchronization Data (T0 or T4) [ |

Table 4-9 Alarms related to SDH Synchronization Events
Alarm ID Description Comment Clearable Default Severity
TO_HOLDOVER SETG enters No sync. sources Yes MAJOR
holdover available (applies to
TO sync. only)
TO_SWITCH Change of Applies to automatic, |No INFO
sync. source manual or forced
switchover (TO only).
SYNCSRC_QL QL_FAILED |Applies to T1/T2/T3 |No INFO
or QL_DNU sources member of
for any sync. the TO sync. table
candidate
T4_SQUELCH T4 output No T4 sync. Yes MAJOR
squelched (on |candidate with QL
permanent equal to or above
basis) QLmin
TO_DEFECT SETG failure Caused by defective | Yes CRITICAL
hardware impacting
the internal TO clock

By a synchronization candidate is meant a synchronization source contained in either of the TO or T4
sync. source tables (5 entries each).

4.6.3 View the Synchronization Data (TO or T4)

TO and T4 Synchronization are treated in common in the description of the flows due to their common
behavior. The user is considered to be an experienced SDH user since synchronization management is
not directly related to the services offered by ONS 15305.

You access the synchronization attributes from the management tree, Figure 4-38.
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Figure 4-38 Synchronization - Selecting Managed Object
x | Attributes - Yiewing selected
Marne Walues
Id | (= device
alarms | g, AlarmConfig

ConfigData » ConfigData
managementInkerfaces EanMumber | 7070479000620
rman LedAndoutput » LEDandOukput
slot:l Link&ggregation inkAggreqation
slot:2 Lags » LogAdminiskration
slot:3 Physicallnventory y DevicePhysicallnventory
slot:4 Fing | [ga Fing

PartMirraring p PortMirroring
Restart Restart
StatusReporting y SbatusReporting
SwDownload Sy Dowenload
Synchronization » Ivnchronization %
Time | g Time &

All attributes of the Synchronization Source candidate are presented as defined in the information mode,

Figure 4-39.

Figure 4-39

Synchronization - TO SynchSources attribute

Yalues

1d

B, synchronization, device

ToSwitchCommand
TOSwitchSource
TOSynchSources

clear
Skl 21
& T0SynchSources

TOcurrentSource

Free run

T4SwitchCommand
T4SwitchSource
T45ynchSources

T4currentSource

clear

Skl 24
43ynch3ources
Squelched

TaminimumQualityLevel | ssuT

a0110

If the source experiences a signal error the SSM attribute shows failure instead of the SSM value.

The system presents the synchronization attributes with the relevant data.

4.6.4 Add Synchronization Source Candidate (TO or T4)

Step 1
Step 2

Select TO SynchSources or T4 SynchSources, Figure 4-39.
Click Add in toolbar, Figure 4-40.
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4.6.5 Modify Synchronization Source Candidate (TO or T4) [ |

Figure 4-40 Add Synchronization Source

HoldOffTi...

Id PortDes... | Lockout OperQuality Ssm | AdminQuality | Priority | Port
_% axxEdgeleviceSyncT4Entry: 1 set stk doMotUse 2 300 enabled sec 1 1

clear skmh failed 1 300 enabled sEC 1 )
_% axxEdgeleviceSyncT4Entry: 2 clear stk failed 2 300 enabled sec 1 4 'L%
_% axxEdgeleviceSyncT4Entry: 3 clear stk Failed 2 300 enabled sec 1 2 8

Step3  Enter the synchronization parameters in the management tree for the new candidate. The list of
existing Synchronization source candidates must be less than five.

e Type: STM-n, el, external
¢ Slot/ Port: number
e SSM: enabled/disabled
e Admin Quality/Assigned Quality Level (N/A when SSM is enabled): sec, ssuL!, ssuT, prc
e Priority: 1 to 5 (where 1 is highest priority)
¢ Lockout:clear/set
¢ Hold-Off Time: 300 to 1800 ms
e  Wait To Restore Time: O to 12 min.
Step4  Click Save to commit the new synchronization source candidate.

If you attempts to add a new synchronization source candidate when the candidate list is fully populated
(five entries), you will be informed that a candidate must be deleted before adding a new.

The system verifies that the candidate is legal before performing the actual add. If any errors are found,
the candidate is not added and you is informed and given the opportunity to correct the problem.

You can add more than one candidate before committing and a failure on one candidate has no
consequence for the addition of the other candidates.

4.6.5 Modify Synchronization Source Candidate (TO or T4)

Step1  Access the synchronization attributes from the management tree, Figure 4-39.

Step2  Modify the modifiable synchronization source candidate attributes. SSM Enabled can be True only for
T1.

QL can only be modified if SSM enabled is False.

Step3  Click Save to commit the changes.

1. Synchronization Supply Unit (SSU):

- High quality

- Two types: SSU Transit (ssuT) better quality than SSU Local (ssuL)
- Between PRC and SEC

- Can sync. apart of anetwork if connection to PRC islost
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4.6.6 Delete Synchronization Source Candidate (TO or T4)

You have two possible choices for deleting a synchronization source candidate:

Alternative 1

Step1  Access the synchronization attributes from the management tree.
Step 2 Select the synchronization source candidate(s) to delete and click Delete in the toolbar menu.

Step3  Click Save to commit.

Alternative 2

Step 1 Select the Port (synchronization source) in the management tree
Step2  Select Do not use for TO Synchronization from the drop down menu.

Step3  Select Delete. If you selected synchronization source candidate is the active synchronization source, you
receives a warning from the system.

Stepd  Click Save to commit the final delete.

4.6.7 Operate Synchronization Switch (T0 or T4)

Select TO or T4SwitchCommand and set to desired value, Figure 4-41.

Figure 4-41 Operate Synchronization Switch 1

Values

1d | B synchronization. device
ToSwitchCommand | clear
TOSwitchSource | Stml 271
TOSynchSources | g TOSynchSources
TOcurrentSource | Free run
T4SwitchCommand ki
T4SwitchSource
T45ynchSources |manualSwitch
TacurrentSource |fqrcedswikch

Ta4minimumQualityLevel [ss0T

Q0112

Click TO or T4SwitchSource and select new synchronization source. (One of the synchronization
source candidates), Figure 4-42.
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Figure 4-42 Operate Synchronization Switch 2

Values
Id | [ synchronization. device
ToSwitchCommand | clear
TOSwitchSource | Stml 2/1
TOSynchSources | g TOSynchSources
TOcurrentSource | Free run
T4SwitchCommand | clear
T4SwitchSource [Strml 2/4 B3 |
T45ynchSources [Mi4
TdcurrentSource [strmp 21
T4minimumQualityLevel

90114

Click Save to commit the changes.
If the switch parameters are valid, the switch is performed. If a manual or forced switch is performed,
the selected source will remain selected until a new forced, manual or clear command is sent.

4.6.8 View Synchronization Switch (T0 or T4)

Access the synchronization attributes from the management tree, Figure 4-43.
The attributes for the synchronization switch are presented:

e QLM (T4 Only)

Figure 4-43 View Synchronization Switch

90113

Manual, forced or automatic selection mode.

4.6.9 Operate Synchronization on ONS 15302

Below you find guidelines for management of ONS 15302 synchronization.

Step1  Select device > Synchronization, Figure 4-44,
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Figure 4-44

o CiscoEdgeCraft
[=-(=20 OM5 15302
== bridge

Elip

~=D lan

Step 2

Figure 4-45

Select Synchronization

px

Attributes - Yiewing selected

El managementInterfaces

[+- wanapper

Mame

Values

1d

= device

Alarms
ConfigData

ErrorLewvel

Features
GalMetModedfterReset
GalMetModeCurrent

extended

Irventor:

@ Inventory

LedAndCutput

Logs

LogAdministratic

ManagementConfiguration
MaonitoringPoink

customise
MonitoringPoink

Ping

PortMirraring

Restart
StatusReparting

SwDownload

Synchronization

Time:

Lsers

QOETT

Select AdministrativeSynchSource from pulldown menu, Figure 4-45.

Select AdministravtiveSynchSource

Values

Id @ synchronization, device

AdministrativeSynchSource [pdh:1

OperationalsynchSource |local

Step 3

active sdh
exkernal
sdh:1
sdh:2

pdh:2
pdh:3 -

pdh:S
pdh:6
pdh:7
pdh:&
pdh:2
pdh:10
pdh:11
pdh:12

=

4
&2991

Click Save to activate selected synchronization source.

4.7 Software download and Configuration- Custom GUI

This section describes how to upgrade a network element with download files through the Software
Download GUI. Configuration backup and restore is also described.

~

Note

ONS 15305 is used as an example in the presented procedures.
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The features presented is also available from the Management Tree, see “4.8 Download Software to
Network Element” section on page 4-67.

See the “1.2 Commissioning Wizard” section on page 1-17 for first time installation.

4.7.1 Introduction

The network element contains device software and firmware, module software and firmware, and
configuration data. See the “4.7.3.4 Network Element Support” section on page 4-50.

Contact your assigned distribution channel to obtain software release available for updates and upgrades
of the network element.

4.7.2 Overview

The presentation is split into 5 sub sections:
e “Software Download Process” on page -49
e “Presentation of the Software Download GUI” on page -53
e “How To Install A Downloaded File Into The Management System” on page -59
e “How to Install Download File to the Network Element” on page -61
- “How To Upgrade A Network Element With A New Network Release” on page -61

e “How to Backup and Restore Configuration Data” on page -64

4.7.3 Software Download Process

The management system supplies the selected network element with the necessary information to start
downloading new files. The download process is controlled by the element itself.

Cisco Edge Craft Software Guide
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Figure 4-46 Software download process overview'
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Download-file
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restare
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- Network releases,
- SW files
- HW files

124827

~
Note A download file can contain CEC upgrades and patches for the management system itself. Handling of
such tasks is not a part of this presentation.

A network element or network element plug-in module can be upgraded the following ways:

4.7.3.1 Software Upgrade

Software upgrade is performed as file downloads to the network element device or to selected modules.

4.7.3.2 Firmware Upgrade

Some network element types have programmable hardware functionality through the use of Field
Programmable Gate Arrays (FPGA). The hardware is upgraded by downloading files with new FPGA
code.

4.7.3.3 ConfiguRation Backup and Restore

Enables efficient backup and restore of the configuration of network elements. Configuration files are
stored on local or remote file systems.

4.7.3.4 Network Element Support

The Software Download GUI support network elements as follows:

1. Firmware is mentioned as hardware (HW) in figure above
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4.1.3 Software Download Process W

ONS 15305:

¢ Network release and embedded software control file
¢ Plug- in module upgrade

e Software upgrade

¢ Configuration backup and restore

e Firmware (FPGA’s) upgrade.

e Scheduled and automatic restart of equipment after download completion.

Note  One part of the upgrade is controlled by the embedded software on the network element which checks
which components are included in the release and ask for upgrade of those components that are newer.

ONS 15302:

e Software upgrade
¢ Configuration backup and restore

e Manual restart of equipment after download completion

Note A network release supports a given set of traffic modules. If a new module is introduced, the network
element needs a new network release.

4.7.3.5 Download Files

There are two classes of download files: “Single Download File” and “Network Release Download File”.
Download files have administrative information to tell the network element whether it is a Software or
Hardware configuration file. The files appear as *.package.zip.

4.7.35.1 Single Download File

It consists of one file per download: Software file, firmware file, and configuration file.

4.7.3.5.2 Network Release Download File

It is a collection of upgrade files which are combined and packed into one file. This download file
contains one or more independent upgrade components:

e Device software

e Device firmware

¢ Plug-in module software and firmware

4.7.3.5.3 Location Of Download Files

A prerequisite for software download is that the files are located in a directory where the TFTP download
server can locate them. This is the *. /res/software” directory to the installed Cisco
EdgeCraft. The files may be placed in the download directory manually, or by use of a Package Installer,
see the “4.7.5 How To Install A Downloaded File Into The Management System” section on page 4-59.
See “Location of backup file”.
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Figure 4-47

Software directory - location of download files
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4.7.3.6 TFTP Server Settings

S

Note

The embedded TFTP host of the management system has a default interface setup. This is the first
network host located on the computer.

External TFTP host is not supported by the custom GUI. See the “4.8 Download Software to Network
Element” section on page 4-67 for details.

4.7.3.6.1 Edit TFTP Server Settings

Step 1
Step 2

This procedure is for advanced users only, and apply to those environment with several IP interfaces.

Open TFTP server settings from File menu.

Edit the address to the desired host interface IP.

[l Cisco Edge Craft Software Guide
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Note

4.7.4 Presentation of the Software Download GUI

Figure 4-48 TFTP server settings - Interface IP example
TFTP Server Settings x|
Fil —
I8 r‘-l'g Edit TFTP Server settings and press OK ko save.,
Download -
Backup
_ Enabled: i
Switch bank D\ Host interface IP
i o Buto switch e
—— P TFTP Setver Settings... Tirneauk:
Package Installer... - Retries:
o
Closs Alt+F4 & Rook: I Jresfsoftware

oK I Zancel

124622

Host: Host interface IP number to run the embedded TFTP server
Timeout: Number on TFTP server time-out in seconds
Retries: Number on package transmission in seconds

Root: Location of the TFTP data repository

If the TFTP port is occupied by an other program this will be reported in the Error log, see the
“3.1.2.7 Log Viewer” section on page 3-8.

4.7.4 Presentation of the Software Download GUI

The Software GUI lets you download and manage software downloads.

4.7.4.1 Open the Software Download GUI

The Software Download GUI is available from Management Tree and Equipment menu.

Figure 4-49 Open the Software Download GUI

Equipment
YLAM settings. .. g ME1192,165.0,11
Cross Connects. ., +-(z==) bridge
WM ko SDH mapping, .. -+ device ST =
-5 efres . .
Matification Histary. .. il P by right- click menu)
. . +:---E manag Up v
Caommissioning Wizard... X P ——————
MCH Wizard #1-[ul] rmen Saftware Download. ..
y 3 +-=D slot: 1 i
| Software Dowrlaad... | i 1= <lot:? %

The network element is presented with panes to the left. Data available on the equipment sw banks and
data available in the management system repository are listed in the window to the right
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Figure 4-50 Software Download GUI - overview
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FILE A R1.1 Metwork Release 04
FILE Metwork Release 1.1 1502 0z
» Configuration -3
e | Configurakion A
> Information 2
Select module from the lists to DOWnload f|les
display bank information and
available software,
@ welcome screen .
Download session status
4 | »
o]
Status bar, g
—p | A [ b1

Progress bar

The Figure 4-50 presents an ONS 15305 with two of four possible service modules available on the
network element, listing the network release download files available for the equipment.

Note  In order to view, navigate and operate on the service modules, they must have the following settings
(With reference to the Management Tree and Attributes Viewer):
ServiceState: ‘inservice’
InstallState: ‘Installed AndExpected’

Please see the “4.11.2 Modify Slot” section on page 4-87 for further details.

You can navigate in the Software Download GUI when an activated session runs in the background.

~

Note It is not possible to run several sessions at the same time.

4.7.4.2 Operational and Administrative Software Bank of Network Elements

The network element store its software and firmware in banks. Some network elements have two banks,
numbered as bank 1 and bank 2. At any time, only one bank is operational.
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Note

Note

4.7.4 Presentation of the Software Download GUI

Both firmware and software downloads are located in two banks, where one is active and the other is
passive.

In the example below, bank 1 initially is both the administrative and the operational. After a Software
download to bank 2, a switch (bank) command is performed and bank 2 becomes the administrative
bank. When a restart is done, bank 2 also becomes the operational bank and the new software is active.

Figure 4-51 General illustration of switching Software banks
Exarnple of
[Bark 1 |[Barkz || Sorsedt,

Cperational

Administrative
| Bank 1 | [Bark 2|:|J._|:|t/D

Cperational
W Download .
tao Bank 2

Administrative

| Bank 1 | | Bank 2O S;.qi:.c-:a.-.d

perforrned
Operational _f $ .

Administrative
Restart .

[Bank 1 ] | Bark 2|

opereton |1 \
[opeetra ] R
| Administrative !

124571

¥
time

ONS 15305: You modify the parameters related to the administrative bank. This is the bank that becomes
active after restart.

You can switch between the software banks, displayed as active or inactive. Bank switch is supported
with progress status such as switching, restarting, and finished.

The inactive bank will be replaced in case of a network release upgrade. However, you can select which
bank to be active after a restart of the network element: The current installation state or the downloaded
firmware/ software.

4.7.4.3 Manual Switching of Banks

Step 1

Select Inactive bank
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Figure 4-52 .Select inactive bank- example
Twpe » | Skatus | MName Version | Date
G BAMKL Q@ Active SxE1-RI45 (P} (45004-7444) 03

124622

o BANKZ # Inactive (45004-7444)

Step2  Press Switch bank from toolbar or from right- click menu

The system switches bank and restarts the network element

Figure 4-53 Bank switch- example
J Type » i Status i Mame i Yersion |
H H G BANKL @ Active GxE1-R145 (FW) (45004-7444) 03
. 'SWItCh l ng - BANKZ & Switching (45004-7444)

| Type © | Status Mame Wersion ]

e restarti ng R BAMKL @ Active 3¥E1-R45 (FW] (45004-7448) 03

o BANKZ # Restarting (45004-7448)

| Tvpe I Status Mame Yersion |

G BANKL @ Active SxE1-R145 (FW) (45004-74448) 03
o BANKZ #: Finished

...completed

(45004-74A4)

...after “Refresh”

Type < I Skatus I Marne I ‘Wersian |
S BANKL Tnactive (45004-7458) 03 g
S BANKZ @ nctive BxE1-RI45 (FW) (45004-74A0) n4 A

Step3  Press Refresh.

The system is updated and presents the equipment with new software bank.

4.7.4.4 Auto Switch

By default, the switch bank is on but this default setting can be changed. Auto switch bank is the
recommended setting after a download completion.

Step 1 Select File menu.

Step2  Uncheck Auto switch bank.

4.7.4.5 Repository

The repository lists the available download files in the management system and firmware, and software,
configuration on the equipment.
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4.7.4 Presentation of the Software Download GUI

Download sessions is supported with progress status such as switching, downloading, flashing, finished,
and error. The system displays the a progress and status bar, if the network element supports it.

You choose visible columns in the Repository list from the right- click menu:

Figure 4-54 Visible Repository columns

v Date
Lacation

¥ Mame

v Skatus

v Tvpe

» Yersion

124618

47.4.6 Commands

The commands for download sessions are available from toolbar, file menu and a right- click menu. Only
the relevant command will be available.

Figure 4-55 Download Command

e
R1.1 Mebwork Release Backup
Mebwork Release R1.1 IC8 Switch bank

124614

Refresh

4.7.4.7 Confirmation Dialog

A confirmation dialog box will appear according to the command you have chosen, prior to the session
starts. Only the relevant options will be available.

It is not possible to reselect switch bank for sessions concerning configuration.

Figure 4-56 Download Confirmation dialog box - Example Device

Download Confirmation =

Are wou sure that you wank to peform download
to Device far network, element
OMS 15305 7

Restart IImmediater after j

¥ &t Switch Bank

o4 I Zancel |

124628
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Step 1 Press OK to confirm download session.

You may change the restart option and switch bank setting.

4.7.4.1.1 Deactivate Confirmation Dialog

You can turn off this function from View menu.

Step 1 Select View menu from toolbar.

Step2  Uncheck ‘Show confirmation dialog’

Figure 4-57 Show Confirmation Dialog.
Wig
Toalbars b

v Stakus Bar

Firmation dialog k
Refrash F

124631

4.7.4.8 Restart Options

A network element must be restarted after a download session in order to be upgraded with the selected
download file.

To restart automatically after download:
Step 1 Choose “Immediately after”.

Figure 4-58 Restart options

Restart:|Immediately after vI

Mo restart
Immediately after
15 minutes after
1 hour after
12:00 at night
Select dake/time. .,

124609

In case of an immediate restart, the network element will be without contact for a while, presented as
connection lost in the Management Tree.
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Step 2

Note

Step 1
Step 2

Step 3

475 How To Install A Downloaded File Into The Management System

Figure 4-59 Connection Lost During Restart

Management Tree
QNS 15305

== bridge

=3 device
3 alarmPort: 1
3 alarmPort: 2

-1 alarmPort: 3

124581

To see the new installation state of a restarted equipment:

Press Refresh in the Software Download GUI.

Automatic restart is recommended. Some network elements need a manual restart, please see the
“4.5.2.8 Restart of ONS 15302” section on page 4-32.

To schedule restart after download:

Choose ‘Select date/ time...” from Restart pull- down menu.

Set date/ time in calender.

Figure 4-60 Restart Calender

Date and time ]

~Date

May =] fooz | Today |

1 Z 3 4

5 3] 7 8 9 111
12 13 14 15 16 17 18

19 z0 z1 zz Bl =+ =

26 27 28 29 30 31

—Time

|13:25:EIE

Cancel |

124626

Press OK

4.7.5 How To Install A Downloaded File Into The Management System

The Packet Installer will help you install software into the management system. You will select a
downloaded file and add this to the central software repository. New software for the equipment will then
be available from the Software Download application.

For overview see the “4.7.3 Software Download Process” section on page 4-49 and the
“4.7.3.5.3 Location Of Download Files” section on page 4-51.
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Step 1 Select Package Installer from File menu.
Step 2 Read the information in the introduction window, and press Next.

Step3  Browse and select download file from your software- folder, and press open.

Figure 4-61 Packet Installer- browser example

EPackage Installer - Step 1 of 2

Select
Select the package vou want bo add ko the management svstem

File: IEdgeCraFt'l,resIsnftware'l,ONS 15302 A2.0 12502, package. zip Brnwse...l

OMS 15305 RZ,0 Metwark Release ICS001 - 21 files

< Back Mezt = Firisfy Cancel %
i
Step4  Press Next for summary.
Figure 4-62 Summary of file transfer
EPackage Installer - Step 2 of 2
Summary
& package will be installed inko the management system
The '0ON3 15305 RZ.0 Network Felease IC300I' package will now be
installed. This might take some time depending on the size of the
Package.
Press Finish to start installation.
< Back Finish Cancel B
&
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476 How to Install Download File to the Network Element 1l

Step5  Verify the compatibility of the selected download file for the network element, and compare the version
and ICS numbers of the download file to what is already installed on the equipment.

Note  Press Back to reject the current download file and reselect in step 1. Press Cancel to exit the wizard.

Step6  Press Finish to activate file transfer.

The selected file is unpacked and transferred to the management system software repository.

& Initializing
+ Installing

Close |

124873

Step7  Press Close to exit wizard.

The download file (network release or single file) is available in the repository list(s) in the Software
Download GUI, and saved to the “.res/ software” directory. of the installed management system.

4.7.6 How to Install Download File to the Network Element
~

Note  If a scheduled restart is set before a new download session is started; the scheduling parameters will be
overwritten.

4.7.6.1 How To Upgrade A Network Element With A New Network Release

This procedure illustrates a network release upgrade to ONS 15305 with automatic restart of the network
element and automatically switch of banks. It also apply to firmware and software download sessions.

Step 1 Open the Network Release pane and press Device.

Step2  Select desired Network Release from the repository list.
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Figure 4-63 Select Download File- Example R1.1 Network Release Ics05
=) Device
Listing of Metwork Release entries available on equipment
| Type < | Stakus | Marme Version I
@ BAMK1 @ Inactive (45004-77 48] 03
o BANKZ ® Active SYSCONT S (45004-7748) . - Upgrade
3 an
replace
version

=4 Repository
U Available Network Release entries in management system repository

| Type | Status Mame Version |
|Z] FLE R1.1 Network Release 03
|. R1.1 Metwork Release

=] FILE R1.1 Metwork Release k 04

124807

Step3  Choose Immediately after (optional), see 4.7.4.8 Restart Options, page 4-58 for other options.
Stepd  Press Download.

The Download Confirmation dialog box appears

Figure 4-64 Download Confirmation Dialog Box

Download Confirmation x|

Are vou sure that vou want bo peform download
ta Device For network element
OMZ 15305 ¢

Restart IImmediater after ;I

[+ &uto Switch Bank

oK I Zancel |

Step5  Confirm and / or reselect options for restart of the equipment after the download completion, see
4.7.5 How To Install A Downloaded File Into The Management System, page 4-59.

124628

Step6  Press OK to confirm.

The system starts the download session.
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Step 7

N

Note

4.7.6 How to Install Download File to the Network Element

Figure 4-65 Download session and progress- example device

=4 Repository
U Available Network Release entries in management system repository

Type | Stakus | Marne | Yersion
] FiLe R1.1 Network Release 03
=] nading Ri.1M e
=] F1LE A 1.1 Metwork Release 04
= Pt
Status bar
Y |l g
|Downloading software 'R1.1 Nebwork Releass 05' to bank 1%, ., [ 4]%
=4 Repository
U Available Mebwork, Release entries in management svstem repository
Tvpe « | Status | MName Wersian

|Z] FLLE Ri.1 Metwork Release 03
& Flashing

Progress bar,

> LI

124611

View the download progress and status bar

Figure 4-66 Restart- example device

=4 Repository
U Availabla MNetwork Release entries in management sysker repository

Completed and restarting

y

| Type » I Status Marne Mersion I
] FLE R.1.1 Metwork Release 03
=] s
=] FILE R1.1 Metwork Releass 04
= P

Download of 'R1.1 Metwork Release version 05' successfull Restart scheduled to: 1970/01/01 01:00:00 |

When the download session has finished, the status bar displays restart time. This information is kept

until the restart of the network element is completed.

124812

For manual restart of a network element, please see page -32.
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Step8  Press Refresh.

The installation state of the restarted equipment is updated.

Figure 4-67 New Software installed on network element- example network release

| Device

Lisking of Metwork Release entries available on equipment;

Tvpe « Status Wersian
o BANK1 & Active 5 OMT S R1.1 (45004-774E)

< BANKZ Inactive (45004-778) 0z

1
124613

4.7.1 How to Backup and Restore Configuration Data

Configuration data can be backed up on files and restored.

4.1.1.1 Create Backup File of Data Configuration

Follow these steps to create a backup file of your configuration.

Step 1 Open the Configuration pane and press Configuration.
Step2  Select Active configuration on the network element, see Figure 4-69
Step3  Press Backup.

The Backup Confirmation dialog box appears.

Figure 4-68 Backup Confirmation dialog box

Backup Confirmation x|

Are you sure that vou want ko peform backup
of Configuration For network, element
OMNS 153057

oK I Zancel

Step4  Press OK to confirm.

124629

The system creates a configuration file and saves the active configuration data from the network element.
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Figure 4-69

...current state

Repository list is empty

4.7.1 How to Backup and Restore Configuration Data

Upload session- example configuration back- up

=1 Configuration

Listing of Configuration entries available on equipment

Type « Skakus

Marme

Configuration

Wetsion

Repository
Available Configuration entries in management system repository

Twpe « | Skatus

| Marne

‘Wersion

...uploading

Step5  When the status says Finished, press Refresh.

T

124505

) Configuration

Listing of Configuration entries available on equipment

Status

Mame

‘ersion

OMNFIG ® Uploading

Configuration

131054

The configuration file is available in the Repository list, as shown in Figure 4-70

Location of backup file

For initial backup, the management system will create a CFG- folder under “.res/ software” directory

and save the backup file(s) to this folder, as shown in Figure 4-70.

Figure 4-70

Configuration folder and file- locations

Repository
Available Configuration entries in management system repository

¢ Back » = - | i@ 5earch |%FOIders ®| S0 x & | -

Address I[:I C:\CiscoEdgeCraftres\software) CFG

Folders

x

= b
- D res

{1 mibs
| roleConfig

: -3 canfig

=

Mame #

Sizel Type

192,168.0.16_20...

12KE CDEFile

124506
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4.7.1.2 Restore Data Configuration From Backup File

Step 1 Open the Configuration pane and press Configuration.
Step2  Select desired configuration backup file from the Repository list.
Step3  Click Restore.

The Restore Confirmation dialog box appears.

Figure 4-71 Restore Confirmation Dialog Box

Restore Confirmation |

Are yvou sure that you want to peform restore
to Configuration For netwaork elemeant
QM5 153057

o
ok I Cancel i
]
Stepd  Press OK to confirm.
Figure 4-72 Restore data configuration- example

=4 Repository
U Available Configuration entries in management system repository

21_2004-05-03_14185 = cob M

..restore state

ackip
Switch banfe é
@ Refresh 3
E -
&
. Type + | Skatus
. dOWﬂ|Oad | ng D FILE O Downloading
Corfig download From file: CFG{192,168.2.21_2004-05-03_141853,0NS 15305 cdb L1111
Type + Status
~.completed | e
M’ Config uploaddownload finished!
8
&

Step5  Click Refresh after session completion.

The configuration data of the network element is restored.

Cisco Edge Craft Software Guide
m. January 2005 |



| Chapter4 General Management

48 Download Software to Network Element

4.8 Download Software to Network Element

The purpose of this section is to describe the download of new software to the network element. The task
of the management system is to give the network element the necessary information for it to be able to
start download of new software. The download process is controlled by the element itself.

The section involves presentation of an ongoing download process, starting a new software download
process, restart of device after download, and switching between two banks in the element where the
software is located.

4.8.1 Network Release

The network element contains device software and firmware, and module firmware. Updates of the
software and firmware is delivered in network releases, which supports a given set of traffic modules. If
a new module is introduced, the network element needs a new network release.

A network release is delivered as a zip-file together with a network release control file. The file must be
unzipped and its contents must be copied to the TFTP server. You must initiate the download of the
control file. The remaining part of the upgrade will be controlled by the embedded software on the
network element, that means check which files are included in the release and download those files that
are missing or are too old in the network element.

4.8.2 Operational and Administrative Software Bank

ONS 15305 store software or firmware in banks. There are two banks, one administrative and one
operational. Bank 1 initially is both the administrative and the operational, Figure 4-73. After a Software
download to bank 2, a switch (bank) command is performed and bank 2 becomes the administrative
bank. When a restart is done, bank 2 also becomes the operational bank and the new software is active.
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Figure 4-73 Example of Switching Software Banks

Example of
| Bank 1 | | Bank 2 | Bank s=tting

Operational f I
Administrative
| Bank 1 | | Bank ZDJ.—[P/D

Operational f
Sw Download .
Administrative to Bank 2

| Bank 1 | | Bank z[@ f:ri.::.:'and

Y perforrned

Operational 1

Administrative

Restart

| Bank 1 | | Bank 2D|
Operational 4f I Haw

B ank setting
Administrative

time

ftal

4.8.3 How do Software Upgrades Affect Traffic?

A software update/upgrade including FPGA fix will affect all traffic. Traffic affected depends on module
configuration, hence a Network Release download will affect the modules that are target for the FPGA
fix in the downloaded Network Release.

It is possible to reset (reboot) the device with or without resetting the current configuration. Reboot have
minimal impact on traffic processing. The following situations will affect Ethernet/IP traffic and require
a Device reset to become operative:

e when STP mode is changed e.g. from per. Device to per VLAN (Ethernet/IP traffic affecting)

e when decreasing/increasing entries in tunable tables e.g. maxARP, maxVLAN’s, maxBridge, etc.
e software upgrade without FPGA fix (Ethernet/IP traffic affecting)

e software upgrade with FPGA fix (All traffic affected)

The period of time from the moment you have triggered a restart to the device is up and running is
dependent of modules and Software configuration of the device. The down period is dependent of
inserted modules and configuration.

4.8.4 Download ONS 15305 Network Release

A Network Release is delivered as a zip-file together with a network release control file, Figure 4-74.
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Note  Please see Release Notes for an example of a TFTP server that has been verified to work in co- operation

with Cisco EdgeCraft.

Step1  Unzip the Network Release File.

Step2  Copy the contents to the TFTP - server.

Step3  In the management tree select device > SWdownload.

Step4  Set destination to device

Step5  Set Filetype to networkRelease

Figure 4-74

Step 6

Download of Release Files

Walues

Id

Destination

% SwDownload, device

FileType

FromIPaddress

PortMumber

Progress

networkRelzase

software
Firmware

RestartDate

RestartStatus

SwdlFileMame

SwdlProgress

SwitchBank

noRestart
45004-3 108 _PM_EDOS.bin
@ SwdlProgress
naSwitch

Enter FromIPaddress (TFTP server Ip address).

Step7  Set restartstatus to immediateRestart.

124817

Step8  Enter SwdlFileName attribute values (File path and name).

Step9  Click Save.

S

Note  The status of the SwitchBank attribute (switch/noSwitch) is overruled when Filetype is set to

networkRelease, thus a switch will be performed.

4.8.5 Software Download to ONS 15305

Step 1 Select device and then SWDownload, Figure 4-75.
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Figure 4-75

Management Tree

The following attributes are modifiable, see Figure 4-76 to Figure 4-82.

Step2  Select desired destination.

Figure 4-76

Select Destination

Values

1d % swhownload, device

Destination |--------

Module 1
Module 2
Module 3
Module 4

Step3  Set Filetype to software.

Figure 4-77

Select Filetype

90109

| | Mame

Values

1d % swhownload, device

Destination | ------—--

FileType [software

FromIPaddress |networkRelease
Progress

RestartDate |firware

RestartStatus (o .e

SwdlFileName

SwitchBank | noSwitch

Step4  Enter FromIPAdress (TFTP server Ip address).

Select Device
Pl Attribu
Mame Walues
Id | (=2 device
alarms | (gL slarmConfig
Confighata | lgs Confighata
Eanflumber | 7070479000620
LedAndCutput LEDandCutput
LinkAggregation inkAggregation
Logs Logadriniskr akion
Pheysicallnventary DevicePhysicallnventory
Ping @Ping
PartMirraring PartMirraring
Restart Restart
StatusReporting
b | [k SWDownlnad
Synchronization et @
Time | gk Time ]
N | lzmpe o
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Figure 4-78

485

Select IP Address

Values

Destination

FileType
FromIPaddress

Step 5

Figure 4-79

% swhownload, device

10.20.nn.nn

0108

Set RestartDate if you want delayed restart see Step 6.

Set Restart Date

Attributes - Yiewing s

Mame

Yalues

Destination
FileType
FromIPaddress

Progress

% swhownload, device

RestartDate

RestartStatus
SwdlFileName
SwitchBank

Step6  Select RestartStatus.

Figure 4-80

2002/12/05 13:37:00
by

Date

IDecember ¥ l 00z Today |

- Time

13:37:00 kGMT+Dl 100}

90106

Select Delayed Restart

Values

% swhownload, device

Destination
FileType
FromIPaddress
Progress | O
RestartDate
RestartStatus
SwdlFileName

noRestart
SwitchBank |inmediateRestart

software
10.20.43.27

2003/01/10 14:07:49

estart

delaye

delaye

S8

Software Download to ONS 15305

Select whether network element should restart immediately or at a specific date/time after the download

process.

Step 7

Enter SwdlFileName attribute values (File path and name).
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Figure 4-81

Set Software Download File Name

<|
] Mame

Wiewing selected

Values

1d

% swhownload, device

Destination

FromIPaddress
Progress
RestartDate
RestartStatus
SwdlFileName

FileType

SwitchBank

90103

Step8  Set SwitchBank attribute.
Figure 4-82 Select Switch Bank Attributes
Attribubes - Viewing selected
Mame Values
1d %stownload.device
Destination
FileType
FromIPaddress
Progress
RestartDate
RestartStatus
SwdlFileName
SwitchBank |noSwitch ;l
switch
_ 8
e Switch
After the restart the operational bank will be switched and the new (downloaded) Software will be active.
e noSwitch
The operational bank will not be switched after the restart, hence a manual switch must be performed in
order to activate the new software. For further details see the “4.8.5.1 Manual Switch of Banks” section
on page 4-72.
Step9  Click Save.

4.8.5.1 Manual Switch of Banks

Follow these steps to manually switch banks

Step 1

Step 2

Step3  Click Save.
Stepd  Perform a restart.

Select device > DevicePhysicallnventory > Software.

Select Administrativebank and switch to opposite bank number.
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4.8.6 Software Download to ONS 15302

Follow these steps to download software to ONS 15302

Step 1 Select device > SWdownload.

Step2  Enter FromIPaddress (TFTP server Ip address).

Step3  Enter SwdlFileName attribute values (File path and name).
Step4  Click Save.

Step5  Perform a restart.

4.9 Backup and Restore NE Configuration Data

The purpose of this section is to guide you through management of the configuration data in the network
element.

The section involves backup, presentation of an ongoing back-up process and starting a restore process
configuration data between a host and a network element.

The configuration data is BER coded and can not be edited on the host.

4.9.1 Backup Configuration Data

Backup CDB will perform a back-up of the configuration data of selected NE and place it on the
TFTP-server.

Step1  Select device in the management tree.

Step2  Click on ConfigData. Here you select whether to upload or download the configuration from or to the
network element, Figure 4-83.
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Figure 4-83 Select ConfigData

X || Attributes - Yiewing selected

W CiscoEdgeCraft &1 | Mame Yalues
=) (zall ONS 15305 1d | =3 device
2

=& bridge —————» Alarms
© (@] vlan: 100000 ConfigData
vice Eankumber
ErrorLevel

Marne Values

d g confighata,device
BackupCDE | lgs BackupCDE
RestoreCDB @ RestoreCDE

Bl Attribukes
Marne alugs

Id @ backupCDE. configData. device
FileName | BackupCDE.dat

ThtpServeriddress | 10.20.43.10
Trigger | noop

iewing selected

206534

Step3  Select BackupCDB.
The following attributes values are modifiable:
e TftpServerAddress
Destination IP address if configuration data should be uploaded on a remote host.
¢ FileName
File name and path for the configuration data storage.
e Trigger
If set to noop only parameters are saved.
If set to backup, the backup operation is started when clicking save.
Step4  Enter values for the parameters and set trigger to backup.
Step5  Click Save to commit the changes.

Step6  The TFTP upload process starts on the network element and the configuration data is stored on the
selected host in the specified location (path and file name.)

N

Note It is recommended to monitor the TFTP console during the upload process.

~
Note  Some TFTP servers requires that the file exist on the TFTP server before and upload can be
performed.
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4.9.2 Restore Configuration Data

4.9.2 Restore Configuration Data

Step 1

Step 2

Step 3

Step 4
Step 5

The previous configuration data restore session has finished. If a scheduled restart is set before a new
configuration data download process is started, the scheduling parameters will be overwritten.

In order for Cisco Edge Craft to restart the NE after the TFTP download session is terminated, the Cisco
Edge Craft needs to be able to capture the endTftpSession trap sent from the NE. This is the trigger
needed by Cisco Edge Craft to restart the NE. For enabling trap-sending see Chapter 1, “Configure
Community-Handler.”

Select device in the management tree.

Click on ConfigData. Here you select whether to upload or download the configuration from or to the
network element, Figure 4-84.

Figure 4-84 Select Device
Topology bl tributes
f; Edgeiraft | | Mame Values
-3 OMS 15305 1d | =3 device
[+]- =D bridge alarms | T AlarmConfig
[+ device ConfigData | [e CorfigData
EI ip EanMurmber | -------------
e | T ="
Attributes - Yiewing selected
| | Hame Values
Id E configData, device
BackupCDE | lgs BackupCDE
RestoreCDE @ RestoreCDE
Attributes - Yiewing selected
Iame Values
1d | B restoreCDE. configData, device
FileName | BackupCDE.dat
ThpServerAddress | 10.20.43.10
Trigger | noop o
@
=
Select RestoreCDB.

The following attributes values are modifiable:

e TftpServerAddress

Source IP address if configuration data to be downloaded.

¢ FileName

File name and path for the configuration data storage.

e Trigger

If set to noop only parameters are saved.

If set to backup, the restore operation is started when clicking save.

Set the parameters for the configuration data restore and set trigger to restore.

Click Save to commit the changes.

I January 2005
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Step6  The TFTP upload process starts in the network element and the configuration data is stored in the
network element. Cisco Edge Craft will after a restore is completed, restart the network element.

S

Note It is recommended to monitor the TFTP console during the download process.

410 Alarm and Event Configuration

The purpose of this section is to guide you through the configuration of alarm and event reporting, and
to be able to suppress and configure specific alarms.

The network element has a predefined set of combinations of managed objects and alarm types, that
means alarm points. These combinations can not be changed by you but the severity level and a
description can be defined.

Suppression of specific alarms is important to avoid alarm floods in the network and to focus on the root
cause. ONS 15305 let you suppress a number of different alarm types, for example AIS.

In some situation you might want to suppress alarms that are kind of oscillating between being active
and not active. A time interval, a persistency filter, indicates the time period an alarm must have been on
or off before being reported. The persistency filters are defined for a group of alarms of a specific type.

There are three possible persistency group categories:
e High order level alarms
e Low order level alarms
e Unfiltered alarms

For some managed objects you can enable or disable the alarm reporting.

4.10.1 Event Forwarding

No alarms or events can be reported before the identity of the receiver of alarms and events has been
configured. It is possible to forward alarms and events to more than one receiver.

Event forwarding is enabled when a new user is added with the TrapsEnable attribute set to TrapsEnable
as described in the “5.4.3 Setting a Loop in an ONS 15302 PDH port” section on page 5-10.

4.10.2 Configure General Alarm Reporting

In ONS 15305 there are several levels where alarm reporting can be disabled or enabled. Alarms will be
reported to a manager only when alarm reporting is enabled on all levels, Figure 4-85. In addition the
event forwarding must be configured for the managers IP address as described in the “4.10.1 Event
Forwarding” section on page 4-76.
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Figure 4-85 General Alarm Reporting Filters.

Alarm /Event

Ewvent forwarding
WEUEM

N
o)

Note that all alarms from objects 4.10.2.1 Device Alarm Enabling, page 4-77 to 4.10.2.5 Aux Port
Alarm Enabling, page 4-78 including itself have to pass through the filter.

90336

In addition to general alarm reporting, it is possible to filter specific alarm types on specific object
instances.

4.10.2.1 Device Alarm Enabling

It is possible to enable or disable alarm and event reporting from ONS 15305. In the disabled state, no
alarms or events are reported (some generic events, like cold start, etc. are still reported).

Step 1 Select device > AlarmConfig > AlarmReporting.
Step2  Set AlarmReporting to enabled or disabled.

4.10.2.2 Slot Alarm Enabling

Slot Alarm enabling:

Step 1 Select the slot that should report alarms.
Step2  Set AlarmReporting to enabled.

4.10.2.3 Traffic Port Alarm Enabling

Traffic port alarm enabling:

Step 1 Select the SDH or PDH port that should report alarms.
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Step 2

Set AdminStatus to enabled

4.10.2.4 Alarm Port Alarm Enabling

Step 1
Step 2

Alarm port alarm enabling:

Select the Alarm port that should report alarms.

Set AdminStatus to enabled or disabled.

4.10.2.5 Aux Port Alarm Enabling

Step 1
Step 2

Note

Aux port alarm enabling

Select the Aux port that should report alarms.
Set AdminStatus to enabled.

Slot and port alarm reporting is by default disabled when the slot is configured for a new expected
module.

4.10.3 Suppress Specific Alarms

In addition to configuration of the general alarm filters described above, it is possible to suppress specific
alarm types to avoid alarm floods in the network. Other alarms from the same objects will be reported
independently of these settings.

4.10.3.1 Suppress RDI, EXC, DEG, SSF Alarms

Step 1
Step 2

RDI, EXC, DEG, SSF alarm reporting can be suppressed from the VC-12, VC-3 or VC-4 layers.

Select device > AlarmConfig > AlarmReportingVe.
Set suppress for the attributes corresponding to the Alarms that should be suppressed:
e RdiAlarms
e ExcAlarms
e DegAlarms
e SsfAlarms
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4.10.3.2 Suppress AlS Alarms from SDH Ports

AIS alarm reporting can be suppressed from the TU-12, TU-3 or AU-4 layers.

Step 1 Select device > AlarmConfig > AlarmReportingVe.
Step2  Set suppress for the AisAlarms attribute.

4.10.3.3 Suppress AIS Alarms from E1 Ports

Suppress AIS Alarms from E1 ports

Step 1 Select device > AlarmConfig > AlarmReportingE1l.
Step2  Set AisAlarms to suppress.

4.10.3.4 Suppress AlS Alarms from AUX Port

Suppress AIS alarms from AUX port

Step 1 Select device > AlarmConfig > AlarmReportingAux.
Step2  Set AisAlarms to suppress.

4.10.4 Modify Alarm Severity and Description

It is possible to modify the severity of the reported alarms from ONS 15305.

Step 1 Select device > AlarmConfig > AlarmPointConfig.

Step2  Set the severity level and description for the combination of alarm type and object type of your choice.
The next time the alarm is reported from this object type it will come up with the configured severity
and description in the alarm list.

4.10.5 Set Signal Degrade Threshold

The threshold for a DEG alarm to be reported (and used for MSP switching) can be set for the VC-12,
VC-3, VC-4, MS and RS layers.

Step1  Select device > AlarmConfig > SdTreshold.
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Step2  Set SdThreshold to a value between —6 and -9 (BER= 10 exp -6 to 10 exp -9).

4.10.6 Modify Alarm Persistency

Alarm reporting on and off can be delayed by setting the alarm persistency filters in ONS 15305. The
alarms are divided into groups according to their importance for fault management, Table 4-10 to
Table 4-12.

4.10.6.1 Persistency Group 1 (HighOrderLevel)

The table below shows associated alarm types grouped with associated object types:

Table 4-10 Persistency Group 1 (HighOrderLevel)

Associated Alarm Types Object Classes Associated with Each Alarm Type
LOS SdhPort, PDHPort
LOF rs

AIS ms

EXC s, ms

DEG rs, ms

TIM s

RDI ms

CDF rs, ms

AUX auxPort

4.10.6.2 Persistency Group 2 (Unfiltered)

Persistency group 2:

Table 4-11 Persistency Group 2 (Unfiltered)

Associated Alarm Types Object Classes Associated with Each Alarm Type
LOP tud, tu3, tul2

LOM vcd

LOF-RX, LOF-TX el

4.10.6.3 Persistency Group 3 (LowOrderLevel)

Persistency group 3:
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Table 4-12 Persistency Group 3 (LowOrderLevel)

Associated Alarm Types Object Classes Associated with Each Alarm Type
AIS tu4, tu3, tul2, el, e3

EXC vcd, ve3, vel?2

DEG vc4, ve3, vel2

SSF ve3, vel2

TIM vcd, ve3, vel2

RDI vcd, ve3, vel?2

UNEQ vcd, ve3, vel2

PLM ved, ve3, vel2

Step 1 Select device > AlarmConfig > AlarmPersistency.

Step2  Set onFilter or offFilter to a value between 0 and 30 seconds.

4.10.7 Modify ONS 15302 Alarm Configuration Attributes

This section explains how to modify alarm configuration attributes on the ONS 15302

4.10.7.1 Location of Alarm Configuration Attributes

Find alarm configuration attributes:

Step 1 Select device > AlarmConfig, Figure 4-85.

Figure 4-86 Select Device

Location JONS 15305 (device

Topology |EdgeCraFt

Topology el
J’_'; Edgeiraft Marne: Values
E@ ON5 15305 Id | =3 device
’ ‘B bridge Alarms | [g AlarmCanfi
(-2 device ConfigData | (@ ConfigDat
EI ip ErrorLevel | 0 %
-5 ipee Fegtoree® B Features 2

4.10.7.2 Modify Alarm Severity and Description

Modify Alarm severity and description like this:

Cisco Edge Craft Software Guide
| January 2005 .m



Chapter4  General Management |

I 4107 Modify ONS 15302 Alarm Configuration Attributes

Step 1 Select device > AlarmConfig > AlarmConfig, Figure 4-87.

Figure 4-87 Select Alarm Config

Walues
Id @. Alarms, device

AlarmReporting | enabled
LCASAlarms | disabled
AlarmConfig @ AlarmConfig
AlarmReportingall @ AlarmReportingall
AlarmReportingfisFdi @ AlarmReportingfiskdi
AlarmReportingGFR | (g4 AlarmReportingGFR
Persistency @ Persiskency
SdThreshold | [&, SdThreshold

124814

Step2  Set the Severity level and Description for the combination of alarm type and object type of your choice.

Step3  Click Save. The next time the alarm is reported from this object type it will come up with the configured
severity and description in the alarm list.

4.10.7.3 View all Alarm Reporting Instances

View alarm reporting instances:

Step 1 Select AlarmReportingAll to view all alarm reporting instances, Figure 4-88.

Figure 4-88 Select AlarmReportingAll

Mame Values
1d | G alarms.device
alarmConfig | (g AlarmConfig
Alar porting | enabled
AlarmReportingaisRdi larmReportingisRdi
AlarmReportingall larmR.eportingall
Persistency ‘ersistency
SdThreshold 4, SdThreshold

B2975

4.10.7.4 Enable Alarm Reporting

Enable Alarm reporting:

Step1  Set AlarmReporting to enable using the available pull-down menu, Figure 4-89.
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Figure 4-89 Select AlarmReporting

Values
Id QJ alarms, device
alarmConfia | (g slarmConfig
AlarmReporting |enabled =

82977

disabled

Step2  Click Save.

4.10.7.5 Modify Ais Rdi Alarm Reporting

How to modify Ais Rdi alarm reporting.

Step 1 Select AlarmreportingAisRdi, Figure 4-90.

Figure 4-90 Select AlarmreportingAisRdi

Atkributes - Vi

Values
Id @. alarms. device

AlarmReporting | enabled
LCASAlarms | disabled
alarmconfia | [ AlarmConfia

AlarmReportingall | [z, AlarmReportings
AlarmPeportingfishdi | g AlarmReportingaisRdi
AlarmPeportingaFP | lgs AlrmHeporting e

Persistency l_' Persistency
SdThreshold | [& sdThreshold

124814

Step2  Select desired instance.

Step3  Select allow or suppress for Ais alarm, Figure 4-91.

Figure 4-91 Select AIS Attributes
::| Attributes children
Instance | AisAlarms | Rdislarms
Ems:1 allow allow
Hms:z  allow allow
Haud:1  allow Mat Appli. ..

B vedi1 Mot &ppli.,.  allow

[ ve12 Mot Appli..,

tuiz  allow allawy

SUPress

124850

Step4  Repeat for Rdi alarm.
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Step 5

Click Save.

4.10.7.6 Modify Alarm Persistency

Modify the alarm persistency:

Figure 4-92

Mame

Values

1d

@ alarms. device

AlarmConfig

&, AlarmConfig

AlarmReporting

enabled

AlarmReportingaisRdi

AlarmReportingaisRdi

AlarmReportingall

AlarmReportingall

Persistency

o

ersistency

SdThreshold

SdThreshold

82975

Set Alarm Persistency Attributes

Alarm reporting on and off can be delayed by setting the Alarm Persistency filters in ONS 15302.

Step 1 Select device > AlarmConfig > AlarmPersistency, Figure 4-92.
Step2  Set onFilter or offFilter to a value between 0 and 255 seconds.
Step3  Click Save when desired value settings are completed.

4.10.7.7 Modify Signal Degraded (Sd) Threshold

How to modify degraded Sd threshold:

Step 1 Select SdTreshold, Figure 4-93.

Figure 4-93 Select SDTreshold

Mame Values
1d | @ alarms.device

alarmConfig | (g AlarmConfig

Alar porting | enabled

AlarmReportingaisRdi larmReportingisRdi

AlarmReportingall larmReportingall
Persistency ‘ersistency
SdThreshold dThreshold

&2380

Select desired MO class
Set SdTreshold to a value between 6 and 9, Figure 4-94.

Step 2
Step 3

Figure 4-94 Set SDTreshold

1d | MoClass | SdThreshold |
_% axx155E5dhMsSignalDegradedThreshald: 1 s 9
_% axx155E5dhMsSignalDegradedThreshold: 2 s 7
_% axx155E5dhRsSignalDegradedThreshaold: 1 Rs 7
_% axx155E5dhRsSignalDegradedThreshold: 2 Rs &
g
7

_% axx155ESdhvc4SignalDegradedThreshaold: 1 Wod
_% axx155ESdhvec 1 2sSignalDegradedThreshold Velz

90335
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411 Manage Slots on ONS 15305

Click Save.

4.11 Manage Slots on ONS 15305

A slot represents a physical position on the network element where different Hardware modules can be
located, Figure 4-95. The purpose of this section is to describe the tasks and dynamic involved in
inserting modules into and removing modules from a slot.

This section also involves presentation and modification of slots. Slots are static and cannot be created
or deleted.

Figure 4-95 Slot on the Network Element

TRIB 2 TRIB 4 TRIB 6 TRIB 8 @

0]
Aol [ g

FAIL DIS
@ TRIB 1 TRIB3 TRIB5 TRIB7 @

8xE1-RJ45

90337

4.11.1 View Slot

Step 1 The management tree presents four slots numbered from 1 to 4. The slot attributes as defined in the
information model are available in the attribute window. Each slot can be equipped with one Hardware
module. By default the slot is unequipped, Figure 4-96.
Step2  Select a slot in the management tree.
Figure 4-96 Select Slot
| | Attributes - Yiewing selected
Tame ralues
Id | =D slot:1
AlarmReporting | enabled
Description
Expected™odule | STM4-2
Installstate | instaledandExpected
Installedrodule | STM4-2
ModuleInterface | Zxl-4.1-LC
Physicallnventory | (5% SlotPhysicallnventory
ServiceState | inService
ShutdownRestart | noop
SlotMumber | 1 E
&
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Figure 4-97 Slot Module - Port Concept

Slot

90093

A slot can be empty or have a Hardware module with a given number of ports and Software version
installed as illustrated in Figure 4-97. The physical inventory data for the module, if module present in
slot, is also presented in the attribute window.

You can configure the slot and set the expect module type for the slot. The module does not have to be
physically inserted. The slot has therefore an attribute that reflects the relation between the expected
module and the installed module, that means the slot state:

e Empty

e Installed and expected

e Expected and not installed

¢ Installed and not expected

e Mismatch of installed and expected
¢ Unavailable

e Unknown

A state diagram for the possible transitions of a slot is shown in Figure 4-98. This is the suggested state
machine from TMF 814 supporting documentation.

Figure 4-98 Relation between Installed and Expected Module in a Slot.

Meighbouring holder's state no longer affects this holder

Equipment inserted. Mo auta provisi oning

Prowision

Prowisionaor
install of
equipment in
neigh bouring
holder

holder's state
no longer
affects this
halder

Equipment remawed

Meighbouring
‘ Unprowizion equipment

Equipment inserted.
Auto provisioning

¥
Expected and not installed

Installed and not expected

[Equipment remaowved.
Autounassigned
and supported

Bquipment remawved Unprowizion equip ment

Installed and expected

Equipment inserted Provision equipmenit

Bquipment inserted

ch of installed an

90099

Bquipment remawved Provizion equipment

A state machine for the values of the attribute describing the relation between installed and expected
module in a slot is shown in Figure 4-98.
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If a mismatch between the two modules occurs an alarm will be generated. The alarm is cleared if the
module is replaced or the expected module is changed, that means a match between expected and
installed.

You can configure an expected module and assign it to a slot without any physical module present. The
system populates the management tree according to the specified expected module. Before replacing a
module, that means selecting a new expected module type, the expected module of the slot must be set
to unequipped.

For management of different ports, see Chapter 5, “Traffic Port Management”.

4.11.2 Modify Slot

To modify the expected module attribute the ports of the previous expected module must be unused and
unstructured.

Step1  Select target slot, Figure 4-99.
Figure 4-99 Select Target Slot

gement i Attributes - Yiewing selected
==) ONS 15305 Name Yalues
Id | =) slat:2 disabled [ |

AlarmReporting | enabled enabled
Description

ExpectedModule | STM15-1
InstallState | instaledandExpected
Installediodule | STM1G-1
ModuleInterface | Lxl-16,2-LC I
(& SlotPhysicallnventory module2xStma 1L

Management Treg X

moduled:Stmlllc

|»

Physicallnventory
ServiceState | inService moduled:Stma1Lc
ShutdownRestart | noop modulelxStmiaile
Slothumber | 2 madule1xGesmLe
modulezxGesmLc
moduledxFeRj45 -

restark
shutdown

124818

Step2  The following attributes are modifiable:
e AlarmReporting
enable or disable
e ExpectedModule
select module of current interest
e ShutdownRestart

noop, restart or shutdown. (noop; No operation is applied)

Note  The attribute Module Interface shows physical interface on selected module. Thus this attribute value
indicates LongHaul (ex. L-4.2-LC), ShortHaul (ex. S-4.1-LC) for STM modules.
Connector is also indicated. See.

Step3  Modify the modifiable slot attributes.
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Stepd  Click Save to activate the modifications.

For some of the changes to take effect a restart of the module is required. In these cases you are prompted

to restart.

Step5  When a slot has been configured to contain a specific module, the ports of the module are automatically
created in the network element. The type of ports created depends on the module type configured for the

slot, Figure 4-100.

Figure 4-100 Set View Mode to Children

Topology

Mspllsage

Msp | Descrip...

EgressSsM

T45ynclsage
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TOSyncUs,., | ©

[C1sdh:z.1  unProtected
[C1sdh:z.2  unProtected
[C1sdh:z.3  unProtected
[C1sdh:z.4  unProtected
[C1sdh:2.5  unProtected
[Clsdh:z.6  unProtected
[C1sdh:z.7  unProtected
[Clsdh:z.  unProtected

noop
noop
noop
noop
noop
noop
noop
noop

dolotlUse
dolotlUse
dolotlUse
dolotlUse
dolotlUse
dolotlUse
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<| I » 14| 4| » M SDHPOIE A WaANPork

4]

free
free
free
free
free
free
free
free

free
free
free
free
free
free
free
free

dr
de
dr
de
dr
de
dr
de

Q0042

The ports of an installed module were not created if the slot was configured to contain another module

type or being empty.
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4.11.2.1 ONS 15305 Physical Interface Indices

Figure 4-101 IF-indices for physical/logical ports on the ONS 15305

‘ Slot 1 ‘ Slot 2 Slot3 ‘ Slot 4 ‘

“Link aggregation”, IF=65-72 (Mot relevant for IP configuration!)
VL AN, IF=100000 - 104000

0sl, IF=1001

MNGT-port, IF=1000

Ethernet LANAWAN-port(s), IF=1- 16

DCC, IF=1002-1017

Ethemet LANAWAN-portis), IF=17 - 32

DCC, IF=1018-1033

Ethernet L ANNWVAN-port(s), IF =33 48

DCC, IF=1034-1049

Ethernet LANAVAN -portis), IF=49- 64

124578

DCC, IF=1050-1065
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CHAPTER

Traffic Port Management

5.1 About Port Types

One of the advantages of the ONS 15305 compared to other products is the possibility to equip it with a
number of different port types. Some ports are part of the base unit and always present, (management
port, AUX ports, alarm input and output ports). The alarm ports and auxiliary port cannot be created or
deleted.

See also the “4.2.1 Manage the Management Interfaces of the Network Element” section on page 4-2,
the “Alarm Ports” section on page 4-35, and the “AUX Port - ONS 15305” section on page 4-36.

Traffic ports are available on replacable traffic modules. When a slot is configured to support a specific
traffic module the ports of the traffic module is automatically created as described in the “4.11 Manage
Slots on ONS 15305” section on page 4-85.

In this chapter we concentrate on the configuration of the traffic ports. The chapter is organized
according to the following structure:

e SDH ports
e PDH ports
e LAN ports
e  WAN ports

5.2 Selecting a Traffic Port

Traffic ports are always located on a traffic module in slot 1 to 4. In ONS 15305 managed objects for
modules and ports are available when the slot is configured for a specific module type. This section
describes how to select a traffic port regardless of the traffic it carries.

Step1  Click on the ONS 15305 managed object, and then the slot managed object (where the port is) in the
management tree.
Step2  When the slot is expanded, click on the port managed object with the desired port number.
Step3  The port is selected and the attributes related to the physical and electrical characteristics of the port is
displayed in the attributes view.
The physical port usually carries a set of protocols (for example SDH) and the protocols are available
from the management tree.
Cisco Edge Craft Software Guide
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5.3 SDH Ports
N

Note Some procedures in this chapter apply for both ONS 15302 and ONS 15305. For procedures that only
apply for ONS 15305, this is stated in the procedure heading.

5.3.1 Configuring ONS 15305 SDH Port Structure (Channelization)

By default the SDH ports are unstructured (or not-channelized) when created. Only the SDH port, rs, ms
and augl managed objects are available. In this state the paths inside the STM-N frame cannot be
terminated nor cross-connected, but the port can be used as a protection port in an MSP protection
scheme and as a synchronization source candidate. It can also carry DCN traffic in the DCC channels.

The motivation for structuring an SDH port is to identify the paths in the STM-N frame and make them
available for cross-connection. As you structure the port it will fan out in the management tree, showing
termination points that are now available for cross-connection.

5.3.1.1 SDH Structuring Wizard

This wizard lets you to change the structure of an SDH object. The next steps let you set up the type of
structure you want.

Figure 5-1 Open The Structuring Wizard

+|--=] shot:1 J
—|-=D slat:2
FS

D sdhe 1

-] sdl Reftesh

|:| sdl Up

El & ctructure.

l:l s Cross connects. .
:l =dl

& I." edl M5P ]

131054

Step1  Select desired SDH port
Step2  Right-click and select Structure.
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Figure 5-2  SDH Structuring Wizard

I SDH Structuring Wizard B ] 1

Welcome to the SDH
Structuring Wizard
This wizard lets vou to change the structure of an SDH

object. The next steps lek vou set up the tvpe of
skructure you want,

Mo changes will be performed until wou press Finish and
wou can abort the wizard at any given time by
pressing the Cancel button,

Click Mext to continue,

< Back. | Mext = | Firish | Cancel I

121055

No changes will be performed until you press Finish and you can abort the wizard at any given time by
pressing the Cancel button.

Structure Information displays the current SDH structure. The decisions you make in subsequent steps
will affect this structure

Structure Type; Select the type of SDH structure you want.

Completing the Structure SDH Structuring Wizard; This step lists all the changes that will be
performed when you press Finish.

The following sections show how to perform structuring using the Management Tree.

5.3.1.2 AU4 Termination Points for Cross-connection

Step 1 Select an SDH port, Figure 5-3.
Step2  Select the rs and then the ms managed objects as the port expands.

Step3  Select the augl managed object that should be structured. (STM-N ports have N augl objects).

Figure 5-3 Select the Aug1 Managed Object

T decRiz21

E|E:| msi2.2
-0 augl:2.2.1.1.0,0.0
Lo deeizoz.z

90095

Step 4 Set the Structure attribute to au4dToCrossConnect, Figure 5-4.
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Step 5
Step 6

Figure 5-4  Set the Structure Attribute

Yalues
1d | B augt:2.2.1.1.0,0.0
Chklm | 1.1.0.0.0
Struckure |fug3x3 ;l

Q0095

Click Save on the toolbar.

Repeat for the other augl objects on the port if you want to structure them as audToCrossconnect.

5.3.1.3 Tu3 Termination Points for XC

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Tu3 termination points for XC.

Perform Step 1 to Step 3 in the “5.3.1.2 AU4 Termination Points for Cross-connection” section on
page 5-3.

Set the Structure attribute to tug3x3.

Select the aud, ve4 and then the tug3 managed object that should be structured.
Set the structure attribute to tu3ToCrossConnect.

Click Save on toolbar.

Repeat for the other tug3 objects on the port if you want to structure them as tu3ToCrossconnect.

5.3.1.4 Tu12 Managed Objects for XC

Step 1

Step 2
Step 3
Step 4

Tul2 managed objects for XC.

Perform Step 1 to Step 3 in the “5.3.1.2 AU4 Termination Points for Cross-connection” section on
page 5-3.

Set the Structure attribute of the tug3 managed object to tul2x21.
Click Save on the toolbar.

Repeat for the other tug3 objects on the port if you want to structure them as x21tul2.

5.3.2 Modifying or Removing ONS 15305 SDH Port Structure

Itis also possible to modify or remove the structure of an SDH port when the involved termination points
are not cross-connected.
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5.3.2.1 Modify between Tu12 and Tu3 Objects

Step 1

Step 2

Modify between Tul2 and Tu3 objects.

Remove all cross-connections that are terminated in the tul2 or tu3 termination points belonging to the
tug3 object that you want to modify.

Follow the guidelines in “5.3.1 Configuring ONS 15305 SDH Port Structure (Channelization)” section
on page 5-2, to make tu3 or tul2 termination points of an SDH port available for cross-connection.

5.3.2.2 Modify between Au4 and Tu3 or Tu12 Objects

Step 1

Step 2

Step 3

How to modify between Au4 and Tu3 or Tul2 objects.

Remove all cross-connections that are terminated in the au4, tul2 or tu3 termination points belonging to
the augl object that you want to modify.

Set the tug3 Structure to unStructured for all tug3 objects contained by the augl object that should be
modified, “5.3.2.1 Modify between Tul2 and Tu3 Objects” section on page 5-5.

Follow the guidelines in “5.3.1 Configuring ONS 15305 SDH Port Structure (Channelization)” section
on page 5-2, to make au4, tu3 or tul2 termination points of an SDH port available for cross-connection.

~

Note = Modification of the structure involves deletion of existing termination points and creation of new
termination points (if new structure is not unStructured). To avoid unintentional traffic loss,
ONS 15305 will not allow modification of the structure before all cross-connections belonging
to a structure object have been deleted.

Note  The structure of all contained tug3 objects must have been set to unStructured before the augl
can be modified.

5.3.3 Setting and Reading Path Trace Identifiers

Path Trace are available at two levels in the SDH port:
e RS path trace that will be terminated in the STM-N port on the opposite side of the link.
e VC-4 Path Trace that will be terminated in the SDH node terminating the VC-4 path.

5.3.3.1 Set or Read RS Path Trace ldentifiers

Step 1
Step 2

How to set or read RS path trace identifiers:

Select an SDH port.
When the SDH port managed object is expanded, click on the rs.
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Step 3
Step 4

Step 5

Step 6

Click on PathTrace.
The following attributes can be set:
e PathTrace

Set to enable if TIM alarms should be reported when there is a mismatch between. PathTraceReceived
and PathTraceExpected.

e PathTraceExpected
Enter a value for the path trace identifier that you expect to receive from the other side of the path.
e PathTraceTransmitted
Enter a value for the path trace identifier that you want to transmit to the other side of the path.
The following attributes can be read:
e PathTraceReceived
The actual received path trace identifier from the other side of the link.

Click Save on the toolbar.

5.3.3.2 Set or Read VC-4 Path Trace ldentifiers

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

A

Note = VC4 path trace is available only when the SDH port is structured with a VC-4 object, that means
augl Structure is tug3x3, “5.3.1 Configuring ONS 15305 SDH Port Structure (Channelization)”
section on page 5-2.

Select an SDH port.

Select the rs and then the ms managed objects as the port expands.
Select the augl managed object that contains the ve4 to measure.
Select the au4 and then the ve4 managed objects as the port expands.
Click on PathTrace.

The attributes are the same as for RS path trace Step 4.

Click Save on the toolbar after setting the path trace parameters.

S

Note  When path trace is set to enabled, AIS is inserted downstream instead of the original signal when
there is a mismatch between expected and received path trace.

5.3.4 Monitoring SDH Port Performance

Performance Monitoring is available at three levels in the SDH port:
¢ RS PM, monitoring near end of the regenerator section.

e MS PM, monitoring near and far end of the multiplexer section.
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e VC-4 PM, monitoring near and far end of the VC-4 path.

5.3.4.1 Read RS PM Counters

How to read rs pm counters

Step 1 Select an SDH port.
Step2  When the SDH port managed object is expanded, select the rs managed object.
Step3  Click on the vel2 (for el ports) or ve3 (for e3 ports) managed object.
Step4  Click on PmG826NearEnd to read near end PM data or PmG826FarEnd to read far end PM data.
Step5  The following attributes are available:
e Currentl5Min ES,SES, BBE and UAS
e Current24Hour ES, SES, BBE and UAS

Step6  To see the performance history of the previous 16x15 minute counters click on Intervall5Min, or click
on Interval24Hour to see the previous 24 hour counter.

Step7  The following attributes are available:
e Intervall5Min ES,SES, BBE and UAS
e Interval24Hour ES, SES, BBE and UAS

5.3.4.2 Read MS PM Counters

How to read ms pm counters

Step 1 Select an SDH port.
Step2  Select the rs and then the ms managed objects as the port expands.

Step3  Click the PM G826 link for PmG826NearEnd to read near end PM data or PmG826FarEnd to read far
end PM data.

Step4  The attributes are the same as for RS PM.

5.3.4.3 Read VC-4 PM Counters

How to read VC-4 pm counters

Step1  Select an SDH port.

Step2  Select the rs and then the ms managed objects as the port expands.
Step3  Select the augl managed object that contains the ve4 to measure.
Step4  Select the aud and then the ve4 managed objects as the port expands.

Step5  Click the PM G826 link for PmG826NearEnd to read near end PM data or PmG826FarEnd to read far
end PM data.

Step6  The attributes are the same as for RS PM in “5.3.4.1 Read RS PM Counters” section on page 5-7.
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5.3.5 Enabling the SDH Port to Carry Traffic and Report Alarms

By default the Administrative Status of the SDH port is set to disabled when the port is created. No
alarms are reported before it is enabled.

Step 1 Select an SDH port.
Step2  Set AdminStatus to enabled.
Step3  Click Save on the toolbar.

~

Note  If disabled, the following applies:
- No alarms are reported towards the port.
- PM counters for the port will only count 0.
- If the port is part of MSP, the port will not be selected for traffic (unless this is a working port
and the protecting port also is disabled or has SPI/RS/MS alarm).

Note  Even if the SDH port is enabled it will only report alarms if the AlarmReporting attribute of
the slot is set to enabled.

5.3.6 ONS 15305 SDH Port Synchronization Quality Output Signaling

STM-N signals are often used to carry synchronization information. A dedicated protocol is used to
indicate the quality of the signal that is output from one SDH node to the next SDH node.

Step 1 Select an SDH port.
Step2  Set EgressSSM to t0 or doNotUse. TO will always indicate the quality status of the internal clock.
Step3  Click Save on the toolbar.

A

Note  When an SDH port is used as a synchronization source candidate, the S1 byte will be set to
DoNotUse automatically.

5.3.7 Use the SDH Port as a Synchronization Source Input

See the “4.6.4 Add Synchronization Source Candidate (TO or T4)” section on page 4-44.

5.3.8 Carry Management Traffic DCC by SDH Port Channels

See the “4.3.2 DCC Configuration” section on page 4-17.
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5.4 PDH Ports

5.4 PDH Ports

ONS 15305 can be equipped with two different PDH port types:

e EI1 Ports (2 Mbps) supporting transparent data and NT functionality of ISDN PRA. EI Ports are
available when the slot is configured for the 8xE1 module or the 63xE1 module.

e E3 Ports (34/45 Mbps) supporting transparent data. E3 Ports are available when the slot is
configured for the 6XxE3 module.

ONS 15302 is equipped with E1 ports.)

5.4.1 Setting the Port Mode for ONS 15305

How to set the port mode for ONS 15305:

Step 1 Select a PDH port, Figure 5-5.
Step2  When the PDH port managed object is expanded, select the el or e3 managed object.
Step 3 For el ports set the E1Mode attribute to tra (2 Mbps transparent G.703), pra (ISDN PRA) or
pra-fixed (ISDN primary rate access with fixed timing)
Figure 5-5 Set the E1 Mode Attribute
(=)l bridas Id | [&] el:2.2
AdminLoopMode | noloop
Chidm | 1.1.1.1.1
13| managermentInterfaces EiMode
OperLoopMode | pra
PrnG326F arEnd
PmGB26NearEnd | Bra-fixed
[]pdhiz.1 SinkProkectionSkatus | notApplicable
-] pdhez.2 SinkicUsage | fres
-] g1:2.2 SourceProtectionStatus | netApplicable -
EHER] ve12:2,2,1,1,1,11 Source¥clsage | free %
pdh:2, 3 o
Stepd  For e3 ports set the E3Mode attribute to e3 (34 Mbps transparent G.703) or t3 (45 Mbps) transparent
G.703).
Step5  Click Save on the toolbar.

5.4.2 Setting a Loop in an ONS 15305 PDH Port

How to set a loop in an ONS 15305 PDH port

Step1  Select a PDH port, Figure 5-6.
Step2  When the PDH port managed object is expanded, select the el or e3 managed object.
Step3  Set the Admin Loop Maode attribute to 112 (loop back to network) or 113 (loop back to customer).
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Step 4

Figure 5-6 Set Admin Loop Mode Attributes

Management Tree x | Attributes - Yiewing selected
;I Mame Values
Id | [#]e1:1
E1Mode | tra
5] managementInterfaces AdminLoopMode | noloop -
OperLoopMode | noLoop
: PrGS26NesarEnd | I3
=] etit Pmcazerarend I 3
pdh:2 g

Click Save on the toolbar.

)

Note

There are a number of restrictions for setting the loops of PDH ports. Cisco Edge Craft cannot
set and release loops when the E1Mode is set to pra. (in this mode loops can only be managed
from an NT1 or similar). A loop cannot be set when PDH port AdminStatus is set to disabled.

5.4.3 Setting a Loop in an ONS 15302 PDH port

Step 1
Step 2
Step 3
Step 4

How to set a loop in an ONS 15302 PDH port

Select desired PDH port.
When the PDH port managed object is expanded, select the el managed object.
Set the AdminLoopMode attribute to 112 (loop back to network) or 113 (loop back to customer).

Click Save on the toolbar.

5.4.4 Releasing a Loop in a PDH Port

Step 1
Step 2
Step 3
Step 4

Release a loop in a PDH port:

Select a PDH port.

When the PDH port managed object is expanded, select the el or e3 managed object.
Set the AdminLoopMode attribute to noLoop.

Click Save on the toolbar.

~

Note

Alternatively, any loop will be released if PDH port AdminStatus is set from enabled to
disabled.
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5.4.5 Assign VC12s in ONS 15302

Assign VC12s in ONS 15302:

Step 1 Expand desired PDH port in the management tree, to view VC12 managed object attributes, Figure 5-7.
Step2  Set AssignedCbklm to desired value, Figure 5-7.

You can use the WAN to SDH mapping window to view available VC12s with cbklm values.
Step3  Click Save.

Figure 5-7 Assign VC 12 Port

Management Tree X | Attributes -

d Mame

Wiewing selected

Id | @2 w1z
AssignedCbkim
Description
PathTrace
Pria326F arEnd
PmGE26MearEnd Mot applicable

Search

Available TPs
d [a | Availshility |
T REERE! both
L OE111.1.1.2 both
o /1.1.1.1.3 both
IR

L3LLLLE2 bath
T NS I I - hoth

Equipment Tools Help

VLAM settings. ..

i Cross Connects, .,

124857

5.4.6 Setting and Reading Path Trace ldentifiers

Set and read path trace identifiers

Step 1 Select a PDH port.
Step2  When the PDH port managed object is expanded, click on the el or e3 managed object.
Step 3 Click on the vel2 (E1) or ve3 (E3) managed object.
Stepd  Click on PathTrace.
The following attributes can be set:
e PathTrace

Set to enable if TIM alarms should be reported when there is a mismatch between PathTraceReceived
and PathTraceExpected.

e PathTraceExpected

Enter a value for the path trace identifier that you expect to receive from the other side of the path.
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Step 5

Step 6

e PathTraceTransmitted
Enter a value for the path trace identifier that you want to transmit to the other side of the path.
The following attributes can be read:
e PathTraceReceived
The actual received path trace identifier from the other side of the link.
Click Save on the toolbar.

A

Note  When path trace is set to enabled, AIS is inserted downstream instead of the original signal when
there is a mismatch between expected and received path trace.

5.4.7 Monitoring PDH Port VC-n Performance

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Monitor PDH port VC-n performance:

Select a PDH port.
When the PDH port managed object is expanded, select the el or e3 managed object.
Click on the vel2 (for el ports) or ve3 (for e3 ports) managed object.

Click on the PM G826 link for PmG826NearEnd to read near end PM data or PmG826FarEnd to read far
end PM data.

The following attributes are available:
e Currentl5Min ES, SES, BBE and UAS
e Current24Hour ES, SES, BBE and UAS

To see the Performance history of the previous 16x15 minute counters click on Interval15Min, or click
on Interval24Hour to see the previous 24 hour counter, Figure 5-8 and Figure 5-9.

The following attributes are available
e Intervall5Min ES, SES, BBE and UAS
e Interval24Hour ES, SES, BBE and UAS
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Figure 5-8
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Monitoring PDH E1 Port Performance

5.4.8 Monitoring PDH E1 Port Performance

Step 1
Step 2
Step 3

Step 4

Step 5

The E1 counters are based on CRC-4 counters for near end and E-bit counters for far end monitoring.

Defect criteria for near end is LOS-TX(Loss Of Signal), LOF-TX(Loss Of Frame) and module/slot
alarms. For far end there are no alarms present to indicate any defects.

The valid flag for previous intervals and past 24 hours is set only when the port has been in PRA-mode
during the whole period. For ports in TRA-mode, the PM counters can only be used to indicate SES/UAS
due to LOS-TX or module/slot alarms.

Select a PDH E1 port.
When the PDH port managed object is expanded, select the el managed object.

Click on the PM G826 link for PmG826NearEnd to read near end PM data or PmG826FarEnd to read far
end PM data.

The following attributes are available:
e Currentl5Min ES, SES, BBE and UAS
e Current24Hour ES, SES, BBE and UAS

To see the Performance history of the previous 16x15 minute counters click on Intervall5SMin, or click
on Interval24Hour to see the previous 24 hour counter.
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Step 6

The following attributes are available
e Intervall5Min ES, SES, BBE and UAS
e Interval24Hour ES, SES, BBE and UAS

5.4.9 Enabling the PDH Port to Carry Traffic and Report Alarms

Step 1
Step 2
Step 3

By default the administrative status of the PDH port is set to disabled when the port is created. No traffic
will pass through the port and no alarms are reported before it is enabled.

Select a PDH port.
Set AdminStatus to enabled.
Click Save on the toolbar.

S

Note  When disabled the PDH port generates AIS upstream and downstream.

5.4.10 Cross-connect the ONS 15305 PDH Port to another Port

See the “5.6 ONS 15305 SDH Cross-Connection Management” section on page 5-16.

5.5 LAN Ports

About port attributes and their modification options.

5.5.1 ONS 15305 - LAN Port Attributes

Step 1

Step 2

An ONS 15305 slot can for example be configured to carry an E100-WAN-8 module, see “4.11 Manage
Slots on ONS 15305” section on page 4-85 for details.

When the module is installed in the desired slot, click desired LAN port to view modifiable attributes,
Figure 5-10.

Attributes marked as bold are modifiable.
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Step 3

Figure 5-10 LAN Port Attributes
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AdministrativeFlowControl...
AdministrativeStatus
AssignPhysicalAddress

BridgePortMumber
ConnectorType
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DuplexAdminMode
DuplexOperationiMode

IfIndesx

MacAddress
MaxCapacik

MediaType
OperationaldutohegotiationMode

OperationalBackPressureMode

OperationalFlowControlMode

OperationalStatus

PortDescriptor

Paorthumber
PortSpeed
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Statistics
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off

up

default

1
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1
00:04:72:00:59:00
eth100M
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disabled

disabled

off

down

Ethernet Interface
1

100000000

100mM
& Interfacestatistics

These Attributes are modifiable:
e AdminAutoNegotiationMode
disabled or enabled
e AdminBackPressureMode

disabled or enabled
¢ AdminFlowControlMode

on, off or auto negotiation
¢ AdminStatus

up, down or testing
e AssignPhysicalAddress

reserve or default
e Description

string
¢ DuplexAdminMode

none, half or full
¢ SpeedAdmin mode

not set, 10M, 100M or 1000M

Click Save if attribute modifications are performed.

90258
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5.5.2 ONS 15302 LAN Port Attributes

The ONS 15302 is equipped with 4 LAN ports, Figure 5-11. For configuration of LAN ports see
“5.5.1 ONS 15305 - LAN Port Attributes” section on page 5-14.

Figure 5-11 LAN Port Attributes - ONS 15302

o CiscoEdgeCraft = | Mame Yalues

[=-(=2) ONS 15302 =T
‘B bridge AdministrativeAutoNegotia... | enabled
(-2 device AdministrativeBackPressur... | disable
EI ip AdministrativeFlowControl... | off

AdministrativeStatus | up

AssignPhysicalAddress | default
BridgePortMumber | 1
ConneckorType | ri45

Description

- [E] managementinterfaces DuplexadminMode | half
=D pdh DuplexOperationMade | Full

IfIndex | 1
MacAddress | 00:04:7a:00:2d:00
MaxCapacity | ethi00mM

#-[] pdh:1

E|E| el:3 MediaType | copper
! E-E2] ve12:3 Operationalstatus | down
|:| pdh:4 PortDescriptar | Ethernet Interface
|:| pdh:s Porthumber | 1
@[] pdhie PortSpeed | 100000000
|:| pdh:7 b SpeedAdminMode | 10M
FI:| pdh:& Satistics @ InterfacesStatistics g

=

5.6 ONS 15305 SDH Cross-Connection Management

The purpose of this section is to describe the tasks involved when managing cross connections between
termination points on the network element.

The section involves management of the complete life cycle of a cross connection, including creation,
presentation, modification, deletion and manual operation of the sub-network connection protection
switch.

A cross connection is defined by its termination points. Only termination points with the same
characteristic information can be cross-connected. The characteristic information of a termination point
defines the format of the signal that can be transferred by this termination point. Format defines the
capacity of the signal, for example TU-12 and VC-12 have the same characteristic information since they
both have a 2 Mbps traffic capacity.

Unidirectional and bidirectional point to point cross connections with or without protection are
supported.

The protection scheme supported by the first release of ONS 15305 is SNC/I, (inherent monitoring).
ONS 15305 Release. 2.0 supports Non-intrusive monitoring SNC/N

The first part of this section gives a short introduction to SDH layers and cross connections which is
meant to help the reader in understanding the requirements specified in this document. For further
reading on SDH and cross connections, please see ITU-T Recommendations G-Series.
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5.6.1 SDH Layer Network and Cross Connections

An SDH network has layered structure as depicted in Figure 5-12. The layers operate in a client/server
based scenario. The service layer generates the bit streams that are to be carried across the SDH network.
This layer is not part of SDH. The path layer is a virtual layer and can only be observed through a
management system. It is in this layer that the cross connection management and structuring of the SDH
ports are performed. The path layer works on containers.

Figure 5-12 SDH Layer Network

Service layer

Lovwer

Layer
Fath
Layer
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Layer
SDH l
Tran
Layer T T
Section Multiplex Section
Layer
Transmission .
Media l Regenerator Section
Layer

l Physical Layer e.g. fiber

90027

The ONS 15305 network element has support for VC-4 in the higher order layer and in the lower order
layer VC-12 and VC-3.

5.6.1.1 SDH Port Structuring

The multiplexing structure of the SDH ports determine which layers and their termination points that are
available to be cross connected. The multiplexing structure for SDH in all layers are shown in

Figure 5-13 (taken from ITU-T Recommendation G.707.) The C.B.K.L.M value determines the path
trough the structure. The usage of the C.B.K.L.M value follows the rules defined in Table 5-1.

Only traffic on non-terminated containers called connection termination points can be cross connected,
that means AU-4, TU-3, and TU-12. The other containers, VC-4, VC-3, and VC-12, represent trail
termination points where the traffic can be read.
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Figure 5-13 SDH Multiplexing Structure
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The original illustration used in Figure 5-13, is found in ITU-T G.707/Y 1322 (10/2000).

C.B.K.L.M Value Usage

Table 5-1 C.B.K.L.M Value Usage

Rules

Examples

When referring to SDH objects the
complete C.B.K.L.M value is used even
if some fields are in-significant.

Not significant fields in C.B.K.L.M are
set to 0.

AU-4 in STM-16: C.B.0.0.0
TU-3 in STM-16: C.B.K.0.0
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Table 5-1

5.6.1 SDH Layer Network and Cross Connections

C.B.K.L.M Value Usage (continued)

Rules

Examples

C identifies which AUG4. If no AUG4
exists, its is set to 1, like a phantom
AUG4.B identifies which AUGL. If no
AUG] exists, its is set to 1, like a
phantom AUGI.

STM-1: C=1,B=1

There is one AUG1 in STM-1 and a phantom AUG4

STM-4:
C=1,B=1-4
There is one AUG4 in STM-4

STM-16:C=1-4,B=1-4

Example:

AU-4 in STM-1: 1.1.0.0.0
TU-3 in STM-4: 1.3.3.0.0
TU-12 in STM-16: 2.4.2.7.2

The C.B.K.L.M value is used for VC
objects associated with E1, E3, and E4
modules but the C and B values are
always 0.

VC-12 on E1 module: 1.1.1.1.1

Protecting: 1.1.1.1.2

VC-3 on E3 module: 1.1.1.0.0

Protecting: 1.1.2.0.0

VC-4 on E4 module: 1.1.0.0.0 (not releasel)
Protecting: 1.2.0.0.0

For VC objects for WAN

VC-12 on El module: 1.1.x.y.z
VC-3 on E3 module: x.y.z.0.0 (not release 1)
VC-4 on E4 module: x.y.0.0.0 (not release 1)

Combination 0.0.0.0.0 is not a legal
value and can be used as en error code.

Cross-Connection Management

Cross-connection management is the management of connectivity within the network element itself.

Cross-connections (XC) are set up between connection termination points with the same characteristic

information, for example cross connections between AU-4s, or between TU-3s, between VC-12 and

TU-12, or between two VC-12s.

I January 2005
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5.6.1.2 Example

Figure 5-14 Slot - Port - CTP Relations

= A4 TU-3, and TU-12 are
called
Connection Termination Points
=Each Al4 TU-3 and TU-12 haz a
CHKLM value
= Each A4 TU-3, and TU-12 can be
cross connected to any ather
A4 TU-3 and TU-12 | respedively

Pott no. &

Slot no. 1

' 4
5§67 Q8]

Slat with & x STM-1ports

1 xal-4

a0022

B3 xTUA2

In ONS 15305 there are four slots that can hold an SDH module. The module can be of different types,
that means, STM-1, STM-4, or STM-16. In this document the STM-1 module with 8 ports is used as an
example.

In addition the ONS 15305 can have PDH modules with a number of E1 or E3 ports. The E1 and E3 ports
have a corresponding VC-12 or VC-3, respectively. These VCs can be cross connected to termination
points on the SDH modules or with each other.

A slot with an 8 x STM-1 module has eight ports. Available CTPs on port no.8 in slot no. 1 are shown
in Figure 5-14. There is one AU-4 on the port and depending on the structuring of the AU-4 container,
there are 63 TU-12s, 3 TU-3s, or a combination of TU-12s and TU-3s since the TUG-3s can be structured
independently, which can be cross connected. This means that in this single slot there are 8 x 63 = 504
CTPs (maximum) in the lower layer and 8 x 1 = 8 CTPs in the higher layer. And what are the possible
CTPs to be cross connected to? If we assume that all four slots in this ONS 15305 are equipped with 8
x STM-1 modules there are 3 x 504 = 1512 possible choices for the connecting CTP in the lower layer
and 8 x 3 = 24 in the higher layer. If an ONS 15305 is equipped with four STM-16 modules, each of
these modules has 4 x 4 x 63 = 1008 TU-12 CTPs. This means that the cross connect matrix in the fabric
has the dimension 4032 x 4032.

Figure 5-15 Largest Possible Cross Connect Matrix

4032
CTPs

5
4032 CTPs 2

This is a very large number of choices and impossible for a user to keep track of.
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In addition there are several different types of cross connections:
e Point-to-point

¢ WAN XCs (special type of point-to-point, see the “5.15.1.1 WAN Ports and the Mapping” section
on page 5-53).

e Drop and continue (not in R1).
e Broadcast (not in R1)

All of these types can be with or without protection and uni-directional or bidirectional, Figure 5-16 to
Figure 5-21.

Figure 5-16 Unidirectional XC, Unprotected

—*  Mormal traffic

""""""" +*  Protected traffic

Un-protected

T + R
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R T
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A, B,
7L Test loop U

Q0023

Unprotected, unidirectional cross connects can be used for test loops, as illustrated in Figure 5-16.

In Figure 5-17 protection has been set up for the termination point A1 and B2. The protected termination
point A1 has no switching possibility since the cross connection is uni-directional, but termination point
B2 has switching.

Figure 5-17 Uni-directional XC, Protected

—*  Normal traffic

-------------- +  Protected traffic

AR |

Protection \'». Protection
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90023
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The bidirectional, unprotected cross connection is depicted in Figure 5-18. For bidirectional cross-
connections all termination points have switching possibilities when protected. In Figure 5-19 the
termination points A1 and B2 are protected, that means A1 can choose to receive from either B1 or the
protection and B2 can switch between A2 or the protection.

Figure 5-18 Bidirectional XC, Unprotected

———» Marmal traffic
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Figure 5-19 Bidirectional, Protected
—®  MNormal traffic
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Figure 5-20 Example of Bidirectional, Unprotected, Point-to-point XC

TU-12 in TU-AZ in =0.1.1.1.1 can be X Cto any TU-12
Slot1 Slot™
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56.2 Open the Cross Connection GUI [l

Figure 5-21 Example of Bidirectional, Protected, Point-to-point XC

TU-12in TU-12 in =0.1.1.1.1 can be X C to any TU-12
Slot 1 Slot 2
Port# Port & « Available TU-125

= All SDH ports that are structured to TU-12s

CBKLM= = The directionality is free for bi-directional XC

12152

Protection
CHELM=
11131

—
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Examples of an unprotected, bidirectional, point-to-point cross connect and a protected, bidirectional,
point-to-point cross connect are given in Figure 5-20 and Figure 5-21, respectively.

5.6.1.3 XC Fabric

The connection management is taken care of by a Fabric as depicted in Figure 5-22. The Fabric has an
interface that offers a set of methods that helps you in the cross connection management tasks on any
layer. The Fabric can create, delete, and modify cross connections. It has several options for listing of
XCs, for example, all XCs with the same characteristic information, all available CTPs on one port of a
specific characteristic information. A third possible listing of CTPs can be a pre-defined grouping of
points. A user might be indifferent to which specific CTP that is used in a XC as long as it a member of
a specific group of CTPs. The system will choose an arbitrary CTP in the group. This will simplify the
selection of CTP for you.

Figure 5-22 XC Fabric

= The FABRIC interface )
has methods for creation, deletion, and listing
of XCs

= The FABRIC matrix handles XCs on any layer S

=% C can be listed seen from both ends of the XC

= %Csare grouped
= Group of CTPs treated as a single CTP

= Available CTPs with a specific
characteristic information

FABRIC

025

5.6.2 Open the Cross Connection GUI

You have two possible choices for opening of the Cross Connection GUI.

Step 1 You can start the cross-connection GUI from the desktop menu. The system presents an empty
cross-connection GUI, Figure 5-23.
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Figure 5-23 Select Cross Connect

[cguonere [0

Cross Connects. .. o
WAN to SDH mapping. .. g

or;

Step2  Click on an SDH port, Figure 5-24

Figure 5-24 Select SDH Port Cross Connect

i X || Attributes - Yiewing
f; Edgeiraft & | Mame
-3 OMS 15305

Refresh S
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-

Q0ET

The system presents the cross-connection GUI with the relevant data from the selected managed object
in the management tree.

The cross-connection GUI allows you to filter the selection based on predefined set of queries.

5.6.2.1 Cancelling a query

Queries in progress can be cancelled by selecting the Stop operation from the tool bar or the menu.

5.6.2.2 Cross-connection GUI - Overview

Figure 5-18 displays the cross-connection screen.
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56.3 Browsing Existing Cross-connections

Figure 5-25 Cross-connection GUI - Overview
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5.6.3 Browsing Existing Cross-connections

Cross connections can be browsed in the cross connect window in the following manner:

5.6.3.1 Browsing all Cross-connections

To browse all:

Step1  Open the cross-connects window from the equipment menu.

Step2 A list of all cross-connections is shown.

~

Note  For bidirectional cross-connections the termination points are located in the A column and the
B column, according to how the cross-connection was created. One termination point can be in
both the A and B-end column if the cross-connections are unidirectional. By default the

cross-connections are sorted based on the A-end. Click the B column header to sort based on the
B-end.

5.6.3.2 Browsing Cross-connections of a Port

Browse a port:

Step 1 Select a port.

Step2  Right click on the port and select cross-connects.
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A list of all cross-connections to and from the port is shown.

5.6.3.3 Filtering the Content of the Cross-connection List

To filter the content of the cross connection list, follow these steps:

Step1  Open the Cross-connects window from the equipment menu or from a port as described above.
Step 2 Click the Filter button in the toolbar, Figure 5-26.

Step3  Select the filtering criteria you want for slot and port or combinations of them.

Figure 5-26 Example of Filtering Criteria - Cross-connections

Filket table I

MName Values Possible values

Slok
Port

EA NN

=D slot:l

[ ]sdhit.l
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ok | Cancel Apply

124536

Stepd  Click Apply.

The cross-connects window shows only cross-connections where at least one of the termination points
are included in the filtering criteria.

A filter icon is displayed in the status bar of the window to indicate that the filter is active.

5.6.3.4 Refreshing the Cross-connect Window

Refreshing the window will refresh the available TP list and cross-connection list based on the last
operations performed by the local user of Cisco Edge Craft.

Step1  Select Refresh from the View menu or click the Refresh button on the toolbar or press F5.
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5.6.4 Setting up Cross-connections

Cross connections can be se up between a number of different ports.

5.6.4.1 From a 2 Mbps E1 Port to a Timeslot in an SDH Port

Creating a cross-connection from a 2 Mbps E1 port to a timeslot in an SDH port (TU-12 termination
point).

Step1  Open the Cross-connects window from the equipment menu.

Step2  Select the VC/TUI12 tab in the bottom of the window, Figure 5-27.

Figure 5-27 Select the VC/TU12 Tab

bidirectional  2/2(1.1.3.3.2 H1/1.4.2.6.3 non
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Step3  Make sure the Content panel is available in the left part of the window. If it is not available select the
Content button in the toolbar.

Step4  Select the Available TP List in the Content panel. The list contains the free E1 ports and TU-12
termination points in ONS 15305.

A

Note  If the available TP List in the content panel does not show the E1l termination points that you
want to cross-connect from, you have to make sure the slot is configured for E1 ports,
5.4.1 Setting the Port Mode for ONS 15305, page 5-9.

Note  If the available TP List in the content panel does not show the TU-12 termination points that you
want to cross-connect to, you have to make sure they are made available for cross-connection,
5.3.1 Configuring ONS 15305 SDH Port Structure (Channelization), page 5-2.

Note  You can create bidirectional or unidirectional cross-connections. In the available TP list you will
see whether the termination point is available in both directions or as A-end or B-end.

Step5  Double-click the E1 port in the available TP list. A new cross-connection is created with the E1 port as
the A-end.

Step6  Double-click the TU-12 (timeslot) that you want to connect to. The TU-12 is moved to the B-end of the
cross-connection.

Step 7 Select Direction (unidirectional or bidirectional).

Step8  Click Save on the toolbar.
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~

Note Remember that both the E1 port and the SDH port must be enabled before traffic can flow
between the ports, (5.3.5 Enabling the SDH Port to Carry Traffic and Report Alarms, page 5-8
and 5.3.6 ONS 15305 SDH Port Synchronization Quality Output Signaling, page 5-8.)

5.6.4.2 From a 45 Mbps E3 (T3) Port to a Timeslot in an SDH Port

Step 1
Step 2

Creating a cross-connection from a 45 Mbps E3 (T3) port to a timeslot in an SDH port (TU-3 termination
point):

Open the cross-connects window from the equipment menu.

Select the VC/TU3 tab in the bottom of the window, Figure 5-28.

Figure 5-28 Select the VC/TU12 Tab
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5.6.4.3 Creating a Pass-through Cross-connection

Step 1
Step 2

Creating a pass-through cross-connection from one SDH port to another SDH port:

Open the Cross-connects window from the equipment menu.

Select the TU-12 or TU-3 or AU-4 tab termination points for both A and B ends in the bottom of the
window.

5.6.5 Modifying Cross Connections

A cross-connection is a relationship between termination points and the relationship cannot be modified
after it has been created.

It is not possible to modify the direction (bidirectional or unidirectional) of a cross-connection in the
supported release of ONS 15305. The only parameter that can be modified is the description of the
cross-connection.

Cross-connections can be protected after they have been created, 5.6.6 Protecting Cross Connections,
page 5-28.

5.6.6 Protecting Cross Connections

The A-end or B-end of a cross-connection can be protected by the SNC protection scheme when a
cross-connection is being set up or after the cross-connection has been set up.
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Step 1
Step 2

Step 3
Step 4

Step 5

Step 6
Step 7

Step 8

Step 9

56.6 Protecting Cross Connections Il

Note  When the cross-connection is uni-directional and protectedTp is a, a static bridge will be created
from the A-end to the B and protection termination points. (SNCP parameters are not used).

Note  When the cross-connection is uni-directional and protected TP is b, a SNC protection switch is
created where the signal from A is working connection and the signal from protection is
protection connection. In this case the SNCP parameters are available after the cross-connection
has been saved.

Open the Cross-connects window from the equipment menu.

Set the protectedTP attribute to a or b for one or more cross-connections. This is the termination point
you want to protect.

Select the cross-connection you want to protect.

Make sure the content panel is available in the left part of the window. If it is not available select the
Content button in the toolbar.

Select the available TP list in the content panel. The list contains the free TU12/VC12 or TU3/VC3 or
AU4 termination points in ONS 15305.

N

Note If the available TP list in the content panel does not show the termination points that you want
to protect your WAN channel with, you have to make sure they are made available for
cross-connection, 5.3.1 Configuring ONS 15305 SDH Port Structure (Channelization), page
5-2.

A

Note  You can protect bidirectional or unidirectional cross-connections. In the available TP list you
will see whether the termination point is available in both directions or as A-end or B-end.

Select the termination point that you want to protect your a or b-end with.

Click on the Set Prot button in the toolbar. The protection TP is filled in for the selected
cross-connection.

Select the next cross-connection to protect and insert the protection TP. Proceed until all
cross-connections are protected (cross-connections that have the protected TP attribute set to a or b).

Click Save on toolbar.

~

Note By default the protection is disabled and will not work before it is enabled. Follow instructions
below to enable SNC protection SNC protection.

5.6.6.1 SNC Protection

How to set up a Sub network connection protection:

I January 2005
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Step 1

Step 2
Step 3

Select the cross-connections where you want to enable protection. (SHIFT and CTRL buttons can be

used for multiple selection).

Click the SNCP button in the toolbar, Figure 5-29.
Set the Enabled attribute to enabled and click OK.

Figure 5-29 Select Enabled Attributes
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Refresh ok | i Cancel i Apply g

Step4  Click Save on toolbar.

N

Note It is not possible to modify the protection termination point after it has been saved. If you want
to modify the protection termination point, the ProtectedTP must first be saved as none. Then
the protection TP can be modified. Remember to set the Protected TP back to a or b.

5.6.6.2 Modifying Protection Parameters of a Cross-connection

A-end or B-end of cross-connections are protected as described in the “5.6.6 Protecting Cross
Connections” section on page 5-28. The SNC is then set up with a number of default parameters. The
parameters can easily be modified.

Step 1 Open the Cross-connects window from the Equipment menu.

Step2  Select a cross-connection in the Cross-connect Window.

Step3  Select the cross-connections where you want to modify protection parameters (Shift and Ctrl buttons can
be used for multiple selection).

Stepd  Click the SNCP button in the toolbar.

Step5 Modify the SNC protection parameters and click OK.

Step6  Click Save on toolbar.

[l Cisco Edge Craft Software Guide
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5.6.6.3 Commanding Cross-connection Protection Switch

The Cisco Edge Craft user can control the SNC protection switch by sending a command.

Step1  Open the cross-connects window from the equipment menu.

Step2  Select the cross-connections where you want to modify protection parameters (Shift and Ctrl buttons can
be used for multiple selection).

Step3  Click the SNCP button in the toolbar, Figure 5-30.
Stepd  Select the SncpCommand and click OK.

Figure 5-30 Select SNCP Command
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Step5  Click Save on toolbar.

Depending on the priority of the command and current status of each channel, a switch can now take
place for some or all selected cross-connections.

5.6.7 Deleting Cross-connections

A cross connection can be deleted in the following manner:

Step 1 Open the cross-connection GUI by selecting cross-connects from equipment menu.

Step2  Select the panel for the type of cross-connection(s) you want to delete (VC or TU12, VC or TU3 or VC
or AU4).

Step3  Select the cross-connections that you want to delete.
Step4  Click Delete on the toolbar.
Step5  Click Save on toolbar.
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5.6.8 Advanced Cross-connection Operations

For frequent users of Cisco Edge Craft, it is possible to make use of the enhanced editing facilities to
speed up the configuration work.

5.6.8.1 Setting up of Multiple Cross-connections by Multiple Selection

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

You can set up multiple cross connections this way:

Select the Termination points that you want to use as A-ends. Use Shift or Ctrl buttons to select more
than one termination point.

Click Add on toolbar. The same number of cross-connections as the selected TPs are created with the
A-end filled in.

Select the TU-12 termination points that you want to add to the B-ends of the cross-connections in the
same way.

Click the Set B button on the toolbar.

If you want to protect the connections, select the TU-12 termination points that you want to add to the
cross-connections.

Click the Set Prot button on the toolbar. Remember to set ProtectedTP to a or b.

Click Save on the toolbar.

S

Note  You are only allowed to set the B or protection termination points of cross-connections where B
or P are not in use.
If you want to modify the A or B termination point the cross-connection must be deleted and
created again.
If you want to modify the protection termination point the ProtectedTP must first be saved as
none. Then the protection TP can be modified. Remember to set the ProtectedTP back to a.

Note If you do not select the same number of instances of cross-connections and termination points,
the A or B end will be filled in with as many TPs as available, starting from the top of the selected
cross-connection list. If more TPs are selected than cross-connections, the last TPs will not be
used.

5.6.8.2 Setting up Multiple Cross-connections by Repeated Operations

Step 1
Step 2
Step 3

Another way to set up multiple cross connections is to repeat an operation:

Double-click the termination point you want to use as A-end. A new cross-connection is created.
Double-click the termination point you want to use as B-end. B-end is filled in.

Repeat Step land Step 2 for as many cross-connections as you want.
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Stepd  Click Save on toolbar.

5.6.8.3 Entering Termination Points Manually

You can enter termination points manually like this:

Step 1 Add a new cross-connection.
Step2  Click on the A, B or Protection termination points. A list of slots appears.
Step3  Select a slot. A list of ports appears.
Stepd  Select a port.
Step5  Continue selecting each of the CBKLM values.
Step6  Enter the information the same way (or select from list of free TPs) for the other termination points.
Step7  Click Save on the toolbar.
~

Note  The information can also be entered directly without selecting the numbers from the drop down
list. Remember to use the following format: <slot/port/C.B.K.L.M>

5.7 ONS 15305 SDH Protection Management

The purpose of this section is to guide the user through management of the 1+1 linear multiplex section
Protection (MSP) between two SDH ports.

5.7.1 Introduction

The section involves management of the complete life cycle of an MSP, including creation, presentation,
modification, deletion and manual operation the MSP switch.
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5.7.1.1 Multiplex Section Protection

Figure 5-31 1+1 MSP between two ONS 15305
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The 1+1 MSP provides protection of the SDH ports by replacing the supporting trail when it fails as
illustrated in Figure 5-31. This is a 100% redundant protection scheme.

Figure 5-32 Protection Switching Scenarios
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Both working and protection trails are enabled and the signal is bridged to both, Figure 5-32.

The received signal from the working trail is forwarded to the receiving client while the protection
is not. If the working trail fails and a switch is performed, the traffic on the protection trail is

received by the client, Figure 5-32.

a.
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57.2 Protect Sectionby MSP

b. Traffic from working trail is ignored. The network element uses a bidirectional switching protocol,
that means, both ends of the trails switches simultaneously. To synchronize this simultaneously
switching, the network elements signal to each other in the K1 and K2 bytes in the MS overhead of
the SDH traffic. A bidirectional switching protocol gives a better control of the traffic in the network
but uses a little more time to perform the switching than a uni-directional switching protocol does.

The switching has two different modes:

e Revertive traffic returns to the working trail when recovered.

e Non-revertive traffic stays on protection trail indefinitely or until told otherwise.
The time to wait before restoring the trail can be defined.

When switching either from or to protection, an event notification will be emitted.

5.7.2 Protect Section by MSP

MSP object for SDH port protection:

Step 1 In the management tree right click the SDH port that should be the working port.

Figure 5-33 Select SDH Port

Refresh E5
Up Al+p

Cross connects... Delete |
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Step2  Click Add in the pop-up menu. An msp object is created below the port, Figure 5-33.

Step3  Select the msp object in the management tree, Figure 5-34.
Figure 5-34 Select MSP Object
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Step4  Fill in the ProtectionSlot and ProtectionPort attributes, Figure 5-35.
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Step 5

Step 6

Figure 5-35 Select Protection Port Attributes

Attributes - Wiewing selecked

Mame

Yalues

Enabled

Id

LocalRequest

Localkequesti_hannel

Mode

MspCommand

OperationType

ProtectionSlotAndPort

RemoteRequest

RemoteReguestChannel

Status

SwitchCount

SwitchDuration

TimeSinceMSPEnabled

workingSlobAandPort

WirTime

enabled

A

A
unidirectional
noiZommand
rewerting

A

A

A

[
=
[=]

124025

The list will only contain ports when the conditions below are fulfilled:

Working and Protection port must be selected from slot 1 and 2 or 3 and 4. Thus it is not possible to set
up MSP protection with Working port from slot 1 and Protection port from slot 3. Working and
Protection ports can be selected from the same slot.

A Protection port must be unstructured on the highest structurable level:

e ONS 15305 Release 1.1/ 1.0:
- augl
e ONS 15305 Release 2.0:

— aug4 for STM4 and STM16,

— augl for STM1.

See the “5.3.2 Modifying or Removing ONS 15305 SDH Port Structure” section on page 5-4

The port must not be connected to a remote module.

Use default or fill in new values for the other attributes.

Click Save on the toolbar.

The MSP scheme is created in ONS 15305 and starts working immediately. You will also see that the
same msp object is now available under the protection port. You will also see that if the msp has the same
Object identifier (for example 1.2.) as the parent SDH port, the port is a working port. If it has a number
that is different from the parent SDH port (for example SDH port is 1.4 and msp is 1.2) it is a protection
port for the SDH port with the same object identifier as the msp object.

5.7.3 Modify MSP

How to modify an MSP object:

Step 1

[l Cisco Edge Craft Software Guide

In the management tree right click the SDH port that is the working port.
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Step2  Select msp object below the SDH port.
Step3  Modify the attributes of the MSP scheme.
Step4  Click Save on toolbar.

~

Note  If the link is operating on the protection section in bidirectional mode, you might brake traffic
if you set the Mspenabled to disabled or OperatingMode to unidirectional in one of the nodes
This is due to the behavior of the APS protocol.

Note  To avoid problems always make sure the link is operating on the working section and to
command it to lockout of protection before making the modifications.

5.7.4 Delete MSP

How to delete an MSP object:

Step1  In the management tree right click the SDH port that is the working port.

Step2  Select MSP and Delete in the pop-up menu. The msp object disappears both from the working port and
the protection port in the management tree.

Step3  Click Save on the toolbar.

S

Note  Be aware that it is possible to delete an MSP when traffic is on protection section. This will cause
a short break during switchover time. (If working section is available).

)

Note  To avoid problems always make sure the link is operating on the Working section and to
command it to lockout of protection before deleting the MSP.

5.7.5 Command MSP Switch

How to set an MSP switch command:

Step1  In the management tree right click the SDH port that is the working port.
Step2  Select msp object below the SDH port.

Step3  Select one of the commands under MspCommand, Figure 5-36.
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Figure 5-36 Select MspCommands Attribute

Step 4

Values
d | e mspiz.1
Enabled | enabled
LocalRequest | signalFaiHighPriority
LocalRequestChannel | protection
Mode | unidirectional
MspCommand [EREE]
OperationType [noCommand
PratectionPaort
ProtectionSlot NG
RemoteRequest
RemoteRequestChannel
Status
‘WorkingPort
‘WorkingSlot
WtrTime

manualZwitchToProkection
manualSwitchToworking
ForcedSwitchToProtection
ForcedSwitchToworking
lockoutProtection

Qooad

Click Save on the toolbar.

Commands will only take place if there are no higher priority requests in the system.

A new command will clear the current command before executing the new command. In this case
the new command might not be executed when the new command has lower priority than the old
command because the MSP will search for the request with highest priority present. For example
sending a manual switch to protection command instead of a forced switch to protection
command will not work if there is a signal degrade request on the protection section.

Note  All commands can be cleared by the clear command.

5.1.6 Legal combinations of SNCP and MSP

It is possible to use both SNCP and MSP in an ONS 15305 simultaneously, as long as the following is
satisfied:

The protected SNCP entity can be part of an MSP protected port, but the working or protection entity
can not, for example consider an STM-4 ring where some TU-12s are dropped off the ring and sent to
an ONS 15302 via an STM-1 link. In this case, SNCP can be used in the ring, protecting the TU-12s to
be dropped from the ring toward the ONS 15302. MSP can then be used for the STM-1 link to protect
the traffic between the ONS 15305 and the ONS 15302. This is because the TU-12s that are dropped
from the ring are the protected TU-12s, while the TU-12s in the ring are the working and protection
TU-12s. Consequently, it is not possible to use MSP on the east or west links of the ring, since the
TU-12s that are carried here are the working or protection part of the SNCP protected path's.

[l Cisco Edge Craft Software Guide
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5.7.7 SubNetwork Connection Protection

~

Note

SNCP is strongly related to the cross-connection that is protected in the network element. In Cisco Edge
Craft SNCP related issues are handled from the cross-connections GUI.

The maximum number of SNCP instances that can be used with guaranteed switching time below 50 ms,
is 252. This corresponds to one full STM-4 (or four STM-15s) structured into TU-12s. These 252 SNCP
instances can be a mixture of AU-4, TU-3 and TU-12 in any combination, and taken from any C.B.K.L.M
address within an STM-1/4/16. A larger number of instances than 252 can be used, but in this case we
cannot guarantee switching times below 50 ms.

The resolution of the Hold-off timer is N x 100ms +/- 60 ms. That means for a 500 ms Hold-off timer,
the real timer value can be any value between 440 ms and 560 ms. The Working, protection and protected
parts of an SNCP protected path can be carried over different link rates. For example for an SNCP
protected TU-12, the working TU-12 could be carried over an STM-16 link, while the protection TU-12
could be carried over an STM-4 link.

5.1.1.1 Protect Connection by SNCP

See the “5.6.6.1 SNC Protection” section on page 5-29.

5.7.7.2 Modify SNCP

See the “5.6.6.2 Modifying Protection Parameters of a Cross-connection” section on page 5-30.

5.7.7.3 Command SNCP Switch

See the “5.6.6.3 Commanding Cross-connection Protection Switch” section on page 5-31.

5.8 ONS 15302 SDH Protection Management

The ONS 15302 offers 1+1 linear multiplex section protection (MSP).

5.8.1 Multiplex Section Protection

The protocol used for K1 and K2 (bl to b5) is defined in ITU-T G.841, clause 7.1.4.5.1. The protocol
used is 1+1 bidirectional switching compatible with 1:n bidirectional switching.

The operation of the protection switch is configurable as described in the “5.8.1.1 Modify MSP
Parameters” section on page 5-39.

5.8.1.1 Modify MSP Parameters

Step 1

How to modify MSP parameters.

Select SDH1 port (working) and click on the msp object, Figure 5-37 and Figure 5-38.
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Step 2

Multiplex Section Protection

Figure 5-37 Select SDH1/MSP1 Attributes

anagement Tree

Attributes - Viewing selected

\ == OMS 15305
(== bridge

device

ip
managementInterfaces
ron
shat:l

By ximManager

Modifiable parameters:
e Enabled

Set to enabled or disabled.
e Mode

Set to unidirectional or bidirectional.

¢ MspCommand
Set one of the following.
e OperatingType
Set to reverting or non-reverting.

e WitrTime

Marme

Values

Enabled

Id

LocalRequest

LocalRequestChannel

Mode

MspCommand

OperationType

ProtectionSlotAndPort

RemoteRequest

RemoteRequestChannel

Status

SwitchiZounk

SwikchDuration

TimeSinceMaPEnabled

‘WorkingSlotandPort:

WhrTime

enabled

=8

=8
unidirectional
noCammand
reverting

=4

=8

=8

124816

Wait to restore time; number of seconds to wait before switching back to the preferred link after it has
been restored (0,1....,12 minutes, default 5 min (300 seconds)).

Figure 5-38 Set MSP Command

MspCommand |[noCommand ;l

clear
exercise

manualZwitchToProkection
manualSwitchToworking
ForcedSwitchToProtection
ForcedSwitchToworking
lockoutProtection

Click Save.

fic =t o]
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5.9 Ethernet Standardized Mapping

Note

The Cisco network elements (ONS 15305 2.0 and ONS 15302 2.0) support two different modes of
Ethernet over SDH (EOS) mapping:

e Cisco proprietary mapping combined with inverse multiplexing at VC-12 level.
See the “5.15 ONS 15305 Proprietary NxVC-12 EoS Mapping” section on page 5-53 and the
“5.16 ONS 15302 Proprietary NxVC-12 EoS Mapping” section on page 5-67.

e Ethernet over standardized mapping (EOS): GFP-F mapping, combined with Virtual Concatenation
(VCAT) at VC-12, VC-3 and VC-4(ONS 15305) level, and Link Capacity Adjustment Scheme
(LCAS).

See the ONS 15305 2.0 and ONS 15302 2.0 Installation and Operation Guides for Hardware details
(modules and network elements).

This section describes EOS. The support of the different EOS modes are module dependent. WAN traffic
modules support standardized mapping:

e Octal LAN 10/ 100Base- TX module with standard mapper circuits (E100-WAN-8)
e Dual Optical LAN 1000Base-LX Module with standard mapper circuits (GigE-WAN-2)

Presentation and modification of other WAN port parameters are described in the “5.3.1 Configuring
ONS 15305 SDH Port Structure (Channelization)” section on page 5-2.

5.9.1 Introduction

~

Note

Note

The GFP, VCAT and LCAS standards provide a standardized (non-proprietary) way of allocating
bandwidth for packet services through circuit switched networks such as SDH and SONET.

SONET is the American National Standards Institute standard for synchronous data transmission on
optical media. This is mentioned as SDH in this section.

These standards ensure inter-operability between mixed vendor transport networks, providing the
required support for establishing packet (Ethernet) services over a circuit switched transport
network. These are much required properties when extending packet switched GFP- Generic
Framing Procedure

A main benefit of these standards compared to pure Ethernet/MPLS metro and national wide networks
is that all the SDH benefits of network resilience provided by protection schemes (MSP, SNC) are
maintained while still providing full Ethernet service interfaces at the endpoints of the transport network.

Thisalso enables owners of existing SDH network infrastructure to adapt their existing networksto
the mixed packet- and circuit switched client environments of today.

GFP is a generic format for encapsulating client-side data and control packets in order to enable
controlled transport though an SDH network.

GFP is an ITU-T standard providing a common reference for inter working between different vendors
transport network components, eliminating the need for the proprietary schemes used by today's network
element manufacturers (such as Cisco).

I January 2005
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GFP is a method used to encapsulate and map packet traffic in a way that is optimal for transport through
circuit switched (line switched) networks such as SDH networks. The packaging conserves both
client-side data and control information transparently through the switched network.

The packaging process performs the following:

¢ Adding and removing GFP overhead at the entry/exit points of the transport network, providing
administrative information to the SDH network to allow it to transport the packages through the
network according to the client side quality requirements.

¢ Allow better bandwidth utilization through the SDH network when mapping packets to SDH
transport channels by transforming client side line character stream coding (Layer 1 coding) to a
more bandwidth efficient scheme.

¢ Providing generic support for transport network services such as VCAT and LCAS

¢ Adding packet (Ethernet) service information, allowing the SDH network the possibility to
differentiate between client side service requirements at the same port (for example pint-to-point
Ethernet services and multipoint-to-multipoint (LAN) services).

e Providing an end-to-end (near-end to far-end) management channel to be used by the VCAT/LCAS
(or other) methods

5.9.2 GFP Alarm and Event Conditions

The following alarm and event conditions apply:
e Client Signal Fail
¢ GFP Frame Delineation Loss Event
e Payload Type Mismatch
e Client Payload Type Mismatch

5.9.3 GFP Performance Monitoring

The following performance parameters apply:
e Total number GFP frames transmitted and received
e Total number Client management frames transmitted and received
e Number of bad GFP frames received, based upon payload CRC calculation
e Number of HEC uncorrected errors

A degrade alarm is available for the error type PMs, which are:
e Number of bad GFP frames received, based upon payload CRC calculation
e Number of HEC uncorrected errors

The error type PMs are handled in a similar way as the SDH performance parameters. The non error type
PMs are handled in the same way as the RMON counters, the non error type PMs are:

e Total number GFP frames transmitted and received

e Total number Client management frames transmitted and received

Cisco Edge Craft Software Guide
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5.9.4 VCAT - Virtual Concatenation

VCAT provides efficient bandwidth allocation for mapped packet traffic in the SDH network. Bandwidth
is provided by assigning a group of SDH VCs to transport the GFP packet belonging to a client interface.

VCAT is a standardized end-to-end method for better bandwidth utilization of the SDH channels by
allocating SDH bandwidth in increments in steps corresponding to increments of the SDH specific VC
bandwidth (n*VC12, n*VC3, n*VC4 etc.).

This is a non-proprietary method similar to, but exceeding the Cisco proprietary Ethernet port bandwidth
allocation by using several VC12 's to provide the required bandwidth, as described in the “5.4.5 Assign
VC12s in ONS 15302” section on page 5-11.

VCAT allows using VC12's, VC3's, VC4's into VC groups, routing it through selectable AUs/TUs on
different ports. Further, it compensates for delays caused by different routes through the network, and
assures that end-pint traffic is assembled in the same sequence as it was disassembled at the entry-points.

5.9.5 VC Level for VCAT

Note

The VC available VCAT VC levels depends on the Ethernet port:
Fast Ethernet

e VC-12-nv (n=1.50)

e VC-3-nv (n=1,2,3)

e VC-4-nv (n=1) - (ONS 15305)
Gigabit Ethernet (ONS 15305)

e VC-3-nv (n=1.21)

e VC-4-nv (n=1.7)

The VC- level is individually configurable pr. mapper port. A mix of different VC- levels in one VC
Group is not allowed and will result in an error.

The number of available Ethernet ports varies between the different network elements. Mapping type is
defined per Ethernet port, and will apply to all VCs in the VC Group assigned to the port.

The mapping is flexible, and can be done to several SDH ports per Ethernet port within the mapping
layer:

e VCI12 channels to TU12
e V(3 channels to TU3
e VC4 channels to AU4

5.9.6 LCAS- Link Capacity Adjustment Scheme

LCAS provides on-the-fly bandwidth adjustments within a VCAT VC Group by allocating or
de-allocating VCs from the VC Group. This is normally done to remove failing VCs from a VCAT VC
Group, and provides both failure resilience and rapid restoration of traffic capacity.

VCAT works similar to Cisco proprietary mapping, but has more features, and is ITU-T standardized,
allowing for inter operability with other vendors.
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LCAS is a feature added to VCAT VC Groups, allowing for dynamic allocation and re-allocation of

bandwidth in an operative Ethernet port.

LCAS is a standardized method to adjust the bandwidth of the packet transport channel through the SDH
network on the fly. This bandwidth adjustment will typically be caused by the operative status (ok/fail)
of the different VCs used in a VCAT Virtual Circuit group.

5.9.7 VCAT and LCAS Alarms and Events

The following alarms are related to the VCAT and LCAS:

Table 5-2 VCAT and LCAS Alarm and Event Conditions
Alarm expression Description

lom Vcat, loss of

sgm Vcat sequence indicator mismatch

loa Lcas loss of alignment for channels with traffic

loaNoTraf Lcas loss of alignment channels w/wo traffic

acMstTimeout Lcas acMst timeout

rsAckTimeout Lcas RS-ack timeout

eosMultiple Lcas two or more channels have EOS

eosMissing Lcas one channel has EOS

sgqNonCont Lcas missing SQ detected in set of channels

sqMultiple Lcas equal SQ for two or more channels

sqOor Lcas SQ outside of range

gidErr Lcas Group Id different for active channels

ctrlOor Lcas undefined Ctrl-word for one or more channels

IcasCrc Lcas CRC error detected

nonLcas Lcas non-Lcas source detected

mnd Lcas member not deskewable

fopr Lcas failure of protocol

plcr Lcas partial loss of capacity receive

tler Lcas total loss of capacity receive

plct Lcas partial loss of capacity transmit

tlct Lcas total loss of capacity transmit

5.10 VCAT and LCAS Configuration Modes

The two different operation modes for the VCAT and LCAS functionality are:

e VCAT with LCAS enabled - Mode 1

e VCAT without LCAS enabled - Mode 2

[l Cisco Edge Craft Software Guide
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5.10.1 VCAT with LCAS Enabled- Mode 1

VCAT with LCAS enabled is always uni-directional, which enables the possibility to have different
capacity in each direction, but requires a separate cross connect/ capacity setup in each direction.

The connections will however very often be bi-directional, and to reduce the number of configuration
steps it is possible to enables the following parameter:

e Symmetric capacity

If symmetric capacity is enabled the VC Group is automatically set up with the same capacity in each
direction, but the symmetric capacity consists of two uni-directional connections. With the symmetric
mode disabled the capacity of the VC Group will need to be configured separately in each direction.

5.10.2 VCAT Without LCAS Enabled- Mode 2

When VCAT is used without LCAS, there is no mechanism for removing of a faulty VC container in a
VCG group. To solve this problem the network element has, in addition to the standard mode, a
proprietary mode.

The following configurations are available in mode 2:

¢ Default mode, unidirectional connections with the possibility of configuring symmetric capacity as
explained in mode 1. Same features as in mode 1 but without LCAS

¢ Bidirectional mode

If bidirectional mode is enabled, the cross connections should not be uni-directional, but bi-directional.
In addition RDI signalling is enabled. A faulty container in a VC Group is removed based upon the VC
alarm condition or based upon RDI signalling (similar to Cisco proprietary mapping). This will allow a
VC Group to continue operation even if the VCG has a failed member. This configuration mode is
proprietary.

5.11 Administrative Bandwidth for VCAT

Network elements use the administrative bandwidth as a separate defined parameter, independently of
the actual assignment of TPs. The administrative bandwidth is used as a notification in case the actual
(operative) bandwidth differs from the administrative bandwidth. In ONS 15302, the administrative
bandwidth is implicit when selecting the TPs to be mapped to the Ethernet port.

5.11.1 Bandwidth for uni-directional VCAT

The administrative bandwidth can be:

e Symmetrical
Same bandwidth downstream and upstream.

e Asymmetrical
Different defined bandwidths for the two directions.

In uni- directional VCAT, the upstream (traffic flow towards the SDH ports) and downstream (traffic
flow towards the Ethernet port) is routed in separate, uni-directional VC Groups. An ethernet port is a
LAN port with Layer 1 or WAN port, expressed with character ‘x’ in GUL.
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The bandwidth is provided by mapping STM-n port(s) as termination points to the Ethernet port. The
TPs will carry VCs in a VC Group assigned to the Ethernet port.

S

Note  The configuration is manually set for both directions.

5.11.1.1 Bandwidth for Bi-directional VCAT

The administrative bandwidth for bi- directional VCAT (Equivalent to Cisco proprietary mapping) is
identical for both directions (transmit and receive), as the same TUs and AU's are used to provide the
bandwidth.

Note  The bandwidth must also be implemented through cross-connecting the Ethernet port channels (ONS
15305) to the designated AU's or TUs.

Bi-directional VCAT is a Cisco proprietary version of VCAT. It has symmetric capacity, and LCAS is
not allowed.

To circumvent transmission failures due to the loss of VCs in a VC Group, RDI signaling is enabled,
allowing the network element to automatically detect and remove faulty VCs in the VC Group. Failures
will be indicated by error notifications and the reduction of the displayed operative capacity.

5.12 Circuit Protection for VCAT

If the network element contains an SDH cross connect, SNC/N or SNC/I is allowed when supported by
the network element.

See the “5.15.5 Protecting a WAN Port” section on page 5-61 and the “5.6.6 Protecting Cross
Connections” section on page 5-28.

5.12.1 CirCuit Protection For Uni-directional Modes For ONS 15305

You define circuit protection when cross connecting Ethernet port channels to the SDH ports. Since the
VCs are unidirectional, the VC termination can be both A-side (transmit) and B-side (receive), as
illustrated in the figure below:
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Figure 5-39 VCAT with SNC- lllustration

VYAN port AUMU side AUIU side VVAN port
gide side

(7> ®) s A
A B
Protecting Protecting
VCAT with SNC, VCAT with SNC, B
upstream dovwnstream o

See the “5.6.6 Protecting Cross Connections” section on page 5-28.

5.12.2 Circuit proTection For Symmetrical VCAT

Circuit protection is the same for symmetrical VCAT and Cisco proprietary mapping modes.

5.13 Establish a standardized Mapping With CEC

You establish, modify and delete an Ethernet mapping at the endpoints of a Ethernet path through the
network.

You can perform the standardized mapping in the Management Tree or in the WAN mapping GUI. Each
mapping operation on an attribute in Management Tree results in a corresponding update of the
associated network element attribute(s) in the WAN mapping GUI, see Figure 5-40.
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Figure 5-40 standardized mapping- GUI overviews
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e The STM-n port(s) are structured to the required level (TU12, TU3, AU4). See the “5.6 ONS 15305

SDH Cross-Connection Management” section on page 5-16.
¢ The slot(s) expects an Ethernet port with a mapper module.
The following procedures exemplifies standardized mapping types:
e 5.13.0.2 Uni- directional VCAT with LCAS, page 5-48
e 5.14 Bi-directional VCAT Without LCAS, page 5-52 (Remains - GHE)

N

Note  The activities in the examples can be parallel, and the order is less significant.

5.13.0.2 Uni- directional VCAT with LCAS

You have selected the Ethernet mapping to be symmetrical uni- directional VCAT VC- level 3 with
LCAS. ONS 15305 with Mapper module E100-WAN-8 as the Ethernet port (here: WANX) is used as an

example.

Note  This procedure is generic, and the example can easily be used for Uni- directional without LCAS by
disabling the LCAS attribute(s).
Step1  Select configuration Mode to expected Ethernet port.
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Figure 5-41 Slot configuration- ONS 15305 example
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Step2  Select the VC Group from desired Ethernet port (here: WANX)
Figure 5-42 Ethernet port - VC Group view
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Step3  Select VC level from Concatenation.
The appropriate structuring level is set to VCAT enabled port.
Figure 5-43 VC Group concatenation- Example VC level
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Step4  Press LCAS from VC Group and select LCAS as LCAS Operational mode.
LCAS is enabled for the VCAT enabled port, independent direction.
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Figure 5-44 Enable LCAS

Values
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Step5 Select VC Group and press Bandwidth.

Step6  Set the same Administrative Capacity for downstream and upstream.

Figure 5-45 Administrative Capacity- Symmetrical Uni- directional VCAT

Values
Id _%Bandwidth.vcgroup:Z.Q

AdministrativeCapacityDownstream | 100,00 Mbps - 3 Channels -

AdministrativeCapacityUpstream 0 Mbps - 0 Channels ¥ .

OperationalCapacityDownstreamn 0 Mbps - 0 Channels Eq ual CapaCIty to
OperationalCapacityUpstream | 458.38 Mbps - 1 Channel f H

96,76 Mbps - 2 Channels both directions

100,00 Mbps - 3 Channels -
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Step7  View Operational capacity (optional verification.)

Figure 5-46 Operational Capacity- example asymmetrical capacity
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Step8  Save the Ethernet port configuration to the network element.
Step9  Open WAN- to- SDH mapping GUI.

Step10 Browse Ethernet port from Search bar.

Step11  Check LCAS Channel Status for VC channels (here: WAN).
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Step 13

Note

Step 14

Note

Step 15

513 Establish a standardized Mapping With CEC [l

Figure 5-47 WAN- to- SDH Mapping- LCAS Traffic Status
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T S

3 29 O

14 4 b b Upstream / Downstream / [ 4] | _>'

13107

Alternative procedure:

Select one VC channel from VC group in Management Tree and choose Traffic as LCAS Channel
Status. Repeat the operation for all VCs.

Figure 5-48 LCAS traffic set for one VC Channel

Attributes - Yiewing selected

Iame Yalues
1d | [=] vcachannel:2.9.1.1.1.0.0
Chklm | 1.1.1.0.0
Channel | 1
LcasChannelStatus | Traffic
Pmiza2EFarEnd | [gh PMGE2E
PmG826MNearEnd PMGEZ6
RxSeqhiumber
‘WithinCapacityDownstream
‘WithinCapacitylpstream

1310632

Select one direction (upstream/ downstream) pane.

Replace Search bar with Available TPs pane.
A list of available VC termination points is presented.

If the list is empty, you should see “BeFore You Start” on page -48 or/ and 5.3.1.1 SDH Structuring
Wizard, page 5-2.

Select the desired TPs, see the “5.15.11 Advanced WAN Port Operations” section on page 5-66.
The bandwidth is provided for distribution of the Ethernet port traffic through the STM port.

Repeat the mapping steps for traffic distribution in both directions in accordance to the chosen
symmetrical uni- directional VCAT mode.

Define VC cross connection point for circuit protection.

For procedure and scheme (SNC/I, SNC/N), see the “5.15.5 Protecting a WAN Port” section on
page 5-61 and the “5.6.6 Protecting Cross Connections” section on page 5-28.

I January 2005

Cisco Edge Craft Software Guide g



Chapter 5

Traffic Port Management |

MW 514 Bi-directional VCAT Without LCAS

5.14 Bi-directional VCAT Without LCAS

With this VCAT configuration mode, each VC is used for traffic in both directions (equivalent to

symmetrical uni- directional VCAT).
¢ Mode (no LCAS or softLCAS bi- directional)
¢ Directionality (bi-directional)

e The VC-to-TP cross connections is defined to be bi-directional.

Figure 5-49 Lcas Operation Mode

Values

Id LCAS vogroup:dl
LcasOperationalMode | nolcas i
lcas

nolcas

—
LCAS but

131062

Figure 5-50 Bi- directional VCAT- Example VC- level 12
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Bi-directional VCAT without LCAS

Bi-directional VCAT without

with LCAS functionality

A WAN port is mapped to the SDH network with the following parameters settings:

e The required bandwidth provided for the WAN port through the SDH network

e The specified mapping mode is established

¢ Cross connections of WAN port channels to the target SDH Port(s) TPs established with the intended

directionality and circuit protection schemes.
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515 ONS 15305 Proprietary NxVC-12 EoS Mapping H

5.15 ONS 15305 Proprietary NxVC-12 EoS Mapping

The purpose of this section is to describe the tasks involved in assigning capacity from the SDH server
layer to WAN ports with proprietary NxVC-12 EoS Mapping.

5.15.1 Introduction

The total assigned WAN capacity is made up of SDH channels.

One SDH channel is equivalent to a VC-12 (2 Mbps). Mapping to VC-3 and VC-4 is also supported. This
section only describes the VC-12/TU-12 layer rate.

ONS 15305 supports Fast Ethernet module; Dual Optical LAN 1000Base-LX Module with Mapper,
GigE-WAN-2 and
GigaBit Ethernet module: Octal LAN 10/100Base-TX Module with Mapper, E100-WAN-8.

The table below shows how many VC channels there are on each WAN port on the two modules.

Table 5-3 Mapping to VC-n
Module VC-12 |VC-3 VC-4
E100-WAN-8 |50 3 1
GigE-WAN-2 |NA 21 7

The SDH channels can be from different SDH ports.

The WAN channels can be sub-network connection (SNC) protected. ONS 15305 supports the protection
schemes SNC/I (inherent monitoring) and SNC/N (Non-Intrusive monitoring.

5.15.1.1 WAN Ports and the Mapping

The eight WAN ports are located on the 8xSTM-1 module. They are connected to a Galileo switch,
Figure 5-51. A WAN port has a maximum capacity of 100 Mbps.
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Introduction

Figure 5-51 The 8 x STM-1 Module with WAN Ports

8 STM-1 ports

FPGAs, one for each WAN port

GALILEO

90130

Figure 5-52 shows that the potential capacity of 100 Mbps is realized through 50 channels each able to
carry 2.160 Mbps. The capacity of the WAN port is therefore decided by how many channels that are
used for traffic.

A WAN port can be mapped to one STM-1 port, that means there are potentially 63 available VC-12s.
Only the 50 first of these are used. These 50 channels have hard coded mapping to 50 VC-12 containers.

The C.B.K.L.M numbering is described in the “C.B.K.L.M Value Usage” section on page 5-18.

Figure 5-52 View of one WAN Port and its Logical View

Hardcoded mapping
between channel

/ and C.B.K.L.M value

L
1.1.1.1.2
N XCs to TU-12s
~
" Ch4d ——— 11331
. Ch50 ————— 1.1.3.3.2/
WAN port no. X Channel: VC-12:
Where X =1-8 Each channel Can be
represents a capacity cross connected to ©
of 2.160 Mbit/s TU-12s 2
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The WAN VC-12s are cross connected to the available TU-12s on the SDH ports. All 50 WAN VC-12s
are always available for cross connection. A WAN VC-12 always represents the termination point A in
a cross connection and the connection is always bidirectional. The cross connection can be protected.

If a VC-12 (or channel) that is not cross connected exists inside the WAN capacity, the network element
issues an alarm on the WAN VC-12 (unequipped alarm).

The order of the channels is essential and must be the same on both sides of a WAN connection, for
example, containers sent from channel 1 must be received on channel 1. A sequence number is used to
indicate the correct order of the VC-12 on the receiving side of a WAN connection between two ONS
15305. If the connection is not between two ONS 15305, the sequence number will be zero. A scenario
where the cross connection between two TU-12s and two VC-12s in one ONS 15305 is wrong is
illustrated in Figure 5-53.

Figure 5-53 Sequence Numbers for Correct Order of TU-12 to VC-12 Cross Connects.

WWrong cross connections

Chi 11111 TU-12 TU12 Cha
<

Ch.2 11.1.1.2 TU-12 TU12 Ch.2
Z

Ch.3 11113 TU-12 TU12 . Ch.3
3 |

Chd 1.1.1.21 TU-12 TU12 n’|.1.1.2.1 — Chd
4 ]

Chbs 11.1.2.2 TU-12 TU12 B’|.1.1.2.2 — Ch5
B8 o

XCs XCs z

Alarms and performance monitoring data are collected and reported for those VC-12s that are within the
WAN capacity.

5.15.2 WAN to SDH mapping- Custom GUI

How to search, list and open terminations points for mapping

5.15.2.1 Open WAN to SDH Mapping

Step 1

Open WAN to SDH mapping from Equipment menu.
The list of WAN Channels will be empty.
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Figure 5-54 WAN- to- SDH Mapping- GUI Overview
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Step 2
Step 3

A search bar is available for browsing Ethernet ports.

Select the desired Port.

Press Search Now.

The list of WAN Channels will be displayed for the selected Ethernet port.

Figure 5-55 WAN port search- example uni- directional
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| File Edt View Help
d © [ @ [E X = &
Save Stop Refresh Zopy Paste Add Delete SetB Set prot Cellmode  SHCP
B | WAN Channels
Search for WAN channels Channel | RxSeqnumber [ withinCapacity [ & - IE | LcasChannelstatus [ ProtectedTp [ Protection | Deserig
i Enter the ssarch criteria for the WAN ! 0 211100
channels that you want ko display, 2 o 2/3f1.1.2.00 [
3 il 2/9(1.1,3.0.0 O
Fort
[ 2 warezg =1
Search Mow
@
Avallabls TPs M 4 b ' Upstream { Cownstream / 14| | | S
|3 ikemts) in list A=
ks

[l Cisco Edge Craft Software Guide

January 2005 |



| Chapter5

Traffic Port Management

5.15.2.2 List Available Termination Points

Step 4

Click Available TPs List.

5.15.3 Add Initial WAN Port Capacity Il

A list of available STM- n ports is presented in accordance to VC- level.

Figure 5-56 WAN channels list- example VC/ TU 12

WAN to SDH mapping - AXXEDGE-192.168.0.12
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[tezfree [ [ 4

5.15.2.3 Cancelling a Query

Queries in progress can be cancelled by selecting the Stop operation.

5.15.3 Add Initial WAN Port Capacity

The addition of WAN port capacity is performed in a two step process.

Step 1
Step 2

The first step is to set the administrative capacity of the WAN port. This will tell ONS 15305 how many
of the 50 possible WAN channels to use for mapping into the SDH server layer.

Select a WAN port.

When the WAN port managed object is expanded, select Bandwidth.
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Figure 5-57 Set Bandwidth

Yalues

1d & bandwidth.wan:2, 10

AdministrativeCapacity |0 Mbl?:s_o Channels =]
OperationalCapacit ) ps - annels o

77,76 Mbps
79,9
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71,28 Mbps - 33 Channels
73,44 Mbps - 34 Channels
75,6 Mbps - 35 Channels

2 Mbps - 37 Channels
32,08 Mbps - 38 Channels =

20015

Step3  Set the Bandwidth to a value between 0 and 100 Mbps, Figure 5-57.

Stepd  Click Save on the toolbar.

The next step is to cross-connect the WAN channels that are in use after setting the administrative

capacity.

Step5  Select the WAN port again, right click and select WAN to SDH mapping, Figure 5-58.

Figure 5-58 Select WAN Port Attributes

Up

W AN ko SDH mapping. ..

~E3 wan:3.15

124525

A list of all the WAN channels of the WAN port is shown. The list shows the static relation between each
channel number and a VC12 object in the WAN port. The WithinCapacity attribute indicates if the
channel is in use by the WAN channel (that means if it was included when setting the administrative
capacity above).
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Figure 5-59 Set WAN Port Attributes
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Step6  Make sure the Content panel is available in the left part of the window, Figure 5-59.
If it is not available select the Content button in the toolbar.
Step7  Select the Available VC/TU12 List in the content panel. SHIFT and CTRL buttons can be used for
multiple selection The list contains the free TU12 termination points in ONS 15305, Figure 5-60.
Figure 5-60 Select Available VC/TU12
Search !
fvailable TPs L
d [a | Awvailability |
LolLz L both -
R TSV BN both
LoL221.3 both
LolLzzezl both
LolLzzzE both
LolLz223 both
L1223 both
LolLz232 both -
122,33 both j' g
A
Note  If the Available VC or TU12 List in the content panel does not show the TU12 termination points
that you want to map your WAN port to, you have to make sure they are made available for
cross-connection, see the “5.3.1 Configuring ONS 15305 SDH Port Structure (Channelization)”
section on page 5-2.
Step8  Double-click the TU12 termination point that you want to use to map to your WAN channel number 1.
The selected TU12 is inserted as the B termination Point for channel 1.
Step9  Double-click the termination point that you want to use to map to your WAN channel number 2.
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Step 10
Step 11

Continue until all channels that are within capacity has a B termination point.

Click Save on the toolbar.

S

Note = Remember to perform the same operation on the WAN port on the other side of the SDH network
and add cross-connections in intermediate nodes. The WAN channel will only work if it is
connected to the WAN channel with the same channel number on the opposite end of the SDH
network.

Note  The WAN port will not report alarms on channels that are not part of the administrative capacity.

5.15.4 Modify WAN Port Capacity

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

You can modify the WAN port capacity in the same way as you added the initial WAN capacity,
“5.15.3 Add Initial WAN Port Capacity” section on page 5-57.

Select a WAN port.

When the WAN port managed object is expanded, select Bandwidth.

Set the Bandwidth to a new value between 0 and 100 Mbps.

Click Save on the toolbar.

Select the WAN port again, right click and select WAN to SDH mapping.

A list of all the WAN channels of the WAN port is shown. The list shows the static relation between each
channel number and a VC12 object in the WAN port. The WithinCapacity attribute indicates if the
channel is in use by the WAN channel (that means if it was included when setting administrative capacity
above).

If you increased the administrative capacity (5.15.3 Add Initial WAN Port Capacity, page 5-57), more
channels have the WithinCapacity attribute set and they need a B termination point to be mapped to the
SDH server layer, 5.15.3 Add Initial WAN Port Capacity, page 5-57.

If you decreased the administrative capacity (5.15.3 Add Initial WAN Port Capacity, page 5-57), less
channels have the WithinCapacity attribute set and the B termination points can be released for other
purposes, 5.15.3 Add Initial WAN Port Capacity, page 5-57.

5.15.4.1 Increasing Capacity in the SDH Server Layer:

Step 1

Make sure the content panel is available in the left part of the window. If it is not available select the
content button in the toolbar.

Select the Available VC or TU12 List in the content panel. The list contains the free TU12 termination
points in ONS 15305.
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Step 2

Step 3
Step 4
Step 5
Step 6

5155 Protectinga WAN Port I

Note If the available VC or TU12 list in the content panel does not show the TU12 termination points
that you want to map your WAN port to, you have to make sure they are made available for
cross-connection, 5.3.1 Configuring ONS 15305 SDH Port Structure (Channelization), page
5-2.

Double-click the TU12 termination point that you want to use to map to your first new WAN channel.
The selected TU12 is inserted as the B termination Point for this channel.

Double-click the termination point that you want to use to map to your next new WAN channel.
Continue until all new channels that are within capacity has a B termination point.
Click Save on the toolbar.

Remember to perform the same operation on the WAN port on the other side of the SDH network and
adding cross-connections in intermediate SDH nodes.

5.15.4.2 Decreasing Capacity in the SDH Server Layer

Step 1

Step 2

Step 3
Step 4

Select the WAN channels that are no longer used by the WAN port mapping (channels with B termination
points, but not WithinCapacity). Multiple selection is possible with Shift or Ctrl buttons, Figure 5-61.

Click Delete on the toolbar. The selected channels become red.

Figure 5-61 Select WAN Channels

| Channel ©— i RxSeqhumber i ‘WithinCapacity i A i B i ProtectedTp i Protection i Des
50 i O 2011332 22, none 0{00.0,0,0.0
43 1] O 2/110/1.1.3.3.1
45 il O 2011323 22, none 0/00.0,0,0.0
47 1] | 2f10/1.1.3.2.2

a2

Click Save on toolbar. The SDH TU12 termination points are released from WAN port mapping.

Remember to perform the same operation on the WAN port on the other side of the SDH network and
deleting cross-connections in intermediate SDH nodes.

)

Note  Itis not possible to modify the B termination point after it has been saved. If you want to modify
the B termination point the channel must first be deleted, and then a new termination point can
be added.

5.15.5 Protecting a WAN Port

WAN ports can be protected by the SNC protection scheme in the VC12 or TU12 SDH layer. That means
that the WAN channels (not necessarily all WAN channels of a WAN port) can have two different routes
through the SDH server network, and that the receiving WAN channel selects the route with the best
signal.
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Step 1

Step 2

Step 3
Step 4

Step 5

Step 6
Step 7
Step 8

Step 9

Step 10

Step 11
Step 12

Add initial WAN port capacity as described in “5.15.3 Add Initial WAN Port Capacity” section on
page 5-57.

Set the Protected TP attribute to a for the WAN channels you want to protect, Figure 5-62.

Figure 5-62 Select Protected Mode

ProtectedTp ©
d

Qo132

Select the first WAN channel you want to protect.

Make sure the content panel is available in the left part of the window. If it is not available select the
content button in the toolbar.

Select the available VC or TU12 list in the content panel. The list contains the free TU12 termination
points in ONS 15305.

~

Note  If the available VC or TU12 list in the content panel does not show the TU12 termination points
that you want to protect your WAN channel with, you have to make sure they are made available
for cross-connection, 5.3.1 Configuring ONS 15305 SDH Port Structure (Channelization), page
5-2.

Select the TU12 termination point that you want to protect your WAN channel with.
Click on the Set Prot button in the toolbar. The protection TP is filled in for the selected WAN channels.

Select the next WAN channel to protect and insert the protection TU12. Proceed until all WAN channels
are protected (channels that have the Protected TP attribute set to a).

Click Save on toolbar. Remember to perform the same operation on the WAN port on the other side of
the SDH network and adding cross-connections in intermediate nodes.

A

Note By default the protection is disabled and will not work before it is enabled.

Select the WAN channels where you want to enable protection (Shift and Ctrl buttons can be used for
multiple selection).

Click the SNCP button in the toolbar, Figure 5-63.
Set the Enabled attribute to enabled and click OK.

Cisco Edge Craft Software Guide
m. January 2005 |



| Chapter5 Traffic Port Management

5156 Modifying Protection Parameters of the WAN Port Il

Figure 5-63 Set SNCP Properties Enabled

SMCP properties

Enabled: Ienabled
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OperationType: Innn-reverting
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SncpConmmand: InnCommand
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LocalRequestChannel: protection

SwitchCount: 0
SwitchDuration: 0
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Stakus: warking

Refresh | a4 | Apply |

Step13  Click Save on toolbar. Remember to perform the same operation on the WAN port on the other side of
the SDH network. (However SNC protection is not bidirectional and does not have to be enabled in both
ends simultaneously for the SNC protection scheme to work on the side that is enabled).

N

Note It is not possible to modify the protection termination point after it has been saved. If you want
to modify the protection termination point the ProtectedTP must first be saved as none. Then the
protection TP can be modified. Remember to set the ProtectedTP back to “a” (See Figure 5-62).

124833

5.15.6 Modifying Protection Parameters of the WAN Port

WAN ports are protected as described in “5.15.5 Protecting a WAN Port” section on page 5-61. The
SNC is then set up with a set of default parameters. The parameters can easily be modified, Figure 5-64.

Step 1 Select a WAN port.
Step2  Right click and select WAN to SDH mapping.

Step3  Select the WAN channels where you want to modify protection parameters (Shift and Ctrl buttons can
be used for multiple selection).

Stepd  Click the SNCP button in the toolbar.
Step5 Modify the SNC protection parameters and click OK.
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Figure 5-64 Set SNCP Properties Protection

Enabled [disabled =l
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Step6  Click Save on toolbar.

5.15.7 Commanding WAN Port Protection Switch

The Cisco Edge Craft user can control the SNC protection switch by sending a command, Figure 5-65.

Step 1 Select a WAN port.
Step2  Right click and select WAN to SDH mapping.

Step3  Select the WAN channels where you want to modify protection parameters (Shift and Ctrl buttons can
be used for multiple selection).

Stepd  Click the SNCP button in the toolbar.
Step5  Select the SncpCommand and click OK.

Figure 5-65 Set SNCP Properties Command

SNCP properties ﬂ
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Step6  Click Save on toolbar. Depending on the priority of the command and current status of each channel, a
switch can now take place for some or all selected WAN channels.
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5.15.8 Setting Path Trace Identifiers for WAN Port

Step 1
Step 2
Step 3

Step 4

Path Trace parameters can be set for each channel (VC12) in the WAN port.

Select a WAN port.

Click on the PathTraceWAN parameter group.

The following attributes can be set collective for all channels of the WAN port:
e PathTrace

Set to enable if TIM alarms should be reported for the WAN port when there is a mismatch between
PathTraceReceived and PathTraceExpected.

e PathTraceExpected

Enter a value for the path trace identifier that you expect to receive from the other side of the WAN
channels.

e PathTraceTransmitted
Enter a value for the path trace identifier that you want to transmit to the other side of the WAN channels.
Click Save on toolbar.

~

Note  When path trace is set to enabled, AIS is inserted downstream instead of the original signal when
there is a mismatch between expected and received path trace.

5.15.9 Reading Path Trace Identifiers for WAN Port

Step 1
Step 2

Step 3
Step 4

Path trace parameters can be read for each channel (VC12) in the WAN port.

Select a WAN port.

When the WAN port managed object is expanded, click on the channel (ve12) where you want to see
the Received Path Trace.

Click on PathTraceVC12
The following attributes can be read:
e PathTrace

Set to enable if TIM alarms should be reported when there is a mismatch between PathTraceReceived
and PathTraceExpected.

e PathTraceExpected

Enter a value for the path trace identifier that you expect to receive from the other side of the path.
e PathTraceTransmitted

Enter a value for the path trace identifier that you want to transmit to the other side of the path.
e PathTraceReceived

The actual received path trace identifier from the other side of the link.
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N

Note  When path trace is set to enabled, AIS is inserted downstream instead of the original signal when
there is a mismatch between expected and received PathTrace.

5.15.10 Monitoring WAN Port Performance

Follow the steps below to set up monitoring of WAN port performance.

Step 1 Select a WAN port.

Step2  When the WAN port managed object is expanded, click on the channel (vc12) where you want to see
the Performance data.

Step3  Click on PmG826NearEndVec12 to read near end PM data or PmG826FarEndVC12 to read far end PM
data.

Step4  The following attributes are available
e Currentl5Min ES,SES, BBE and UAS
e Current24Hour ES, SES, BBE and UAS

Step5  To see the Performance history of the previous 16x15 minute counters click on Interval15Min, or click
on Interval24Hour to see the previous 24 hour counter.

Step6  The following attributes are available
e Intervall5Min ES, SES, BBE and UAS
e Interval24Hour ES, SES, BBE and UAS

5.15.11 Advanced WAN Port Operations

For frequent users of Cisco Edge Craft, it is possible to make use of the enhanced editing facilities to
speed up the configuration work.

5.15.11.1 Selection and Insertion of Multiple Termination Points

Multiple termination points are selected like this:

Step1  Select the channels where you want to add termination points as B-end or Protection. Use Shift or Ctrl
buttons to select more than one channel, or simply drag the mouse down the list while pressing the left
mouse button.

Step2  Select the TU-12 termination points that you want to add to the B-ends of the channels in the same way.
Step3  Click the Set B button in the toolbar.

Step4  Select the TU-12 termination points that you want to add to the Protection TPs of the channels.

Step5  Click the Set Prot button in the toolbar.
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Step 6

516 ONS 15302 Proprietary NxVC-12 EoS Mapping H

Click Save on the toolbar.

~

Note  You are only allowed to set the B or protection termination points of channels where B or P are
not in use.
If you want to modify the B termination point the relation with the existing B termination point
must first be deleted. Then a new termination point can be added.
If you want to modify the protection termination point the ProtectedTP must first be saved as
none. Then the protection TP can be modified. Remember to set the ProtectedTP back to a.

Note If you do not select the same number of instances of WAN channels and termination points, the
channels will be filled in with as many TPs as available, starting from the top of the selected
channel list. If more TPs are selected than channels, the last TPs will not be used.

Entering Termination Points Manually

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

How to enter termination points manually.

Select an unconfigured WAN channel.

Click on the B termination point. A list of slots appears.

Select a slot. A list of ports appears.

Select a port.

Continue selecting each of the CBKLM values.

Enter the Protection termination point the same way if used (and set ProtectedTP to a).
Click Save on the toolbar.

~

Note  The information can also be entered directly without selecting the numbers from the drop down
list. Remember to use the following format: <slot/port/C.B.K.L.M>

5.16 ONS 15302 Proprietary NxVC-12 EoS Mapping

The purpose of this chapter is to describe the tasks involved in assigning capacity from the SDH server
layer to WAN ports by proprietary NxVC-12 EoS Mapping.

ONS 15302 supports the Fast Ethernet module: WAN+

Each SDH channel is equivalent to a VC-12 (2.160 Mbps). ONS 15302 has one or four WAN ports
depending on the hardware configuration. The table below shows how many VC channels there are on
each WAN port.
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Table 5-4
Module VC-12 |VC-3 VC-4
WAN MODULE + 50 3 NA

5.16.1 WAN ports and the Mapping

The network element has one or four WAN ports. A WAN port has a maximum capacity of 100 Mbps.

The WAN ports are logical ports and not physical ports. The potential capacity of 100 Mbps is realized
and guaranteed through 47-50 VC12s each able to carry 2.160 Mbps. The overhead, that means, extra

bits, are used to handle escaped characters. The capacity of the WAN port is therefore decided by how
many VC12s that are assigned to the port.

ONS 15302 has one STM-1 port and potentially 63 VC12s are available fro a WAN port. Each WAN port
has 50 channels that are dynamically mapped to VC12s.

The VC-12s have static cross connections to the available TU-12s on the SDH ports.

The order of the 0-50 channels are essential and must be the same on both sides of a WAN connection,
for example containers sent from channel 1 must be received on channel 1, Figure 5-66.

Figure 5-66 View of the WAN Ports and their Logical View

Each channel bemhgiﬁpci?wgnnm
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peem T 11332

Max 63 V(G12 to be shared
arnaong max 4 WAN ports
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Alarms and performance monitoring data is collected and reported for the VC-12s.

5.16.2 Differences hetween ONS 15305 and ONS 15302

In ONS 15305 each WAN port always has a potential capacity of 100 Mbps realized through 50 channels.
The available capacity is not dependent on the capacity used by the other WAN ports. When you set the
capacity, the system selects the first X channels corresponding to this capacity. The channels have a static
mapping to VC-12s. You must cross connect the VC-12s to TU-12s to activate the capacity.
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5163 Force LAN Down W

In ONS 15302 each WAN port also has a potential capacity of 100 Mbps, but the available capacity is
dependent of the capacity used by the other WAN ports. You set and activate the capacity indirectly by
selecting a set of channels and map them to VC-12s. The VC-12s are statically cross connected to
TU-12s.

In ONS 15302 the Admin Capacity only indicates the number of channels that are mapped from the WAN
to SDH GUI, and cannot be altered to choose bandwidth allocation in the way you can in ONS 15305.

5.16.3 Force LAN Down

Note

This feature requires alternate routes for the IP traffic.

In situation where the WAN-connection is lost, the network element must be informed in order to initiate
a switch-over. You can make this happen by forcing the equivalent LAN-port down.

A WAN Down situation will force down an equivalent Ethernet port. This situation will trigger the
WanDown alarm. WanDown is the only trigger mechanism in forcing an equivalent LAN-port down.

This criteria covers all traffic-affecting alarms at levels higher than VC-12 by means of SSF (Server
Signal Failure).

ONS 15302 supports the Force Ethernet Status Down feature- functioning as a new switch mode. When
the mode is activated, a fixed relation between WAN-ports and LAN-ports is established, for example
1-5, 2-6, 3-7 and 4-8, that is, a WanDown alarm on WAN port 7 will autonomously force LAN port 3
down and so on. This requirement applies to all types of ONS 15302 WAN-ports, for instance ports with
proprietary VC-12 mapping and ports with VC-12 or VC-3 GFP mapping, see the “5.9 Ethernet
Standardized Mapping” section on page 5-41.

5.16.3.1 Force LAN down on WAN down alarm

Step 1

In cases of mode transitions, you are recommended to follow this procedure:

Delete all VLAN entries in VLAN-tables for desired network element.
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Figure 5-67 VLAN entry- example
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Step2  Click WAN in Management Tree.
The WAN mode is displayed as normal (default setting.) in Attributes.
Step3  Change WANmode from Normal to LAN down on WAN down.

Step4  Press Save.

Figure 5-68 Force LAN down on WAN down
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Step5  Restart device.

5.16.3.2 Cross-connect the WAN Channels

How to cross connect WAN channels:

Step 1 Select the WAN port again, right click and select WAN to SDH mapping, Figure 5-69.

Step2 A list of all the WAN channels of the WAN port is shown. The list shows the static relation between each
channel number and a VC12 object in the WAN port.
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Figure 5-69 Select a WAN port
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If the Administrative Capacity is set, the WithinCapacity attribute indicates if the channel is in within
the desired capacity, Figure 5-70.

If the Administrative Capacity is not set, the WithinCapacity attribute indicates numbers of channels
mapped.

Figure 5-70 Set WAN Attributes
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Step3  Make sure the Content panel is available in the left part of the window.
If it is not available, select the Content button in the toolbar.

Step4  Select the available VC or TU12 List in the content panel. The list contains the free TU12 termination
points in ONS 15305, Figure 5-71.
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Figure 5-71 Select Available VC/TU12 Container
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Step5  Double-click the TU12 termination point that you want to use to map to your WAN channel number 1.
The selected TU12 is inserted as the B termination Point for channel 1.

Step6  Double-click the termination point that you want to use to map to your WAN channel number 2.

Step7 If AdministrativeCapacity is set, continue until all channels that are within capacity has a B termination
point.

Step8  Click Save on the toolbar.

)

Note = Remember to perform the same operation on the WAN port on the other side of the SDH network
and adding cross-connections in intermediate nodes. The WAN channel will only work if it is
connected to the WAN channel with the same channel number on the opposite end of the SDH
network.

Note  The WAN port will not report alarms on channels that are not part of the administrative capacity.

5.16.4 Increase Capacity in the SDH Server Layer

Make sure the content panel is available in the left part of the window. If it is not available select the
content button in the toolbar

Step1  Select the available VC or TU12 List in the content panel. The list contains the free TU12 termination
points in ONS 15302.

Step2  Double-click the TU12 termination point that you want to use to map to your first available WAN
channel. The selected TU12 is inserted as the B termination Point for this channel.

N

Note  For the ONS 15302, mapping must be performed in a continuos range.

Step3  Double-click the termination point that you want to use to map to.

Step4  If AdministrativeCapacity is set, continue until all channels that are within capacity has a B
termination point.
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Step 5

5.16.5 Decrease Capacity in the SDH Server Layer ||

Click Save on the toolbar.

~

Note Remember to perform the same operation on the WAN port on the other side of the SDH network
and adding cross-connections in intermediate SDH nodes.

5.16.5 Decrease Capacity in the SDH Server Layer

Step 1

Step 2

Step 3
Step 4

How to decrease the capacity in the SDH server layer:

Select the WAN channels that are not used anymore by the WAN port mapping (channels with B
termination points, but not WithinCapacity). Multiple selection is possible with Shift or Ctrl buttons.

A

Note  For the ONS 15302, deleting mappings, must be performed in a continuos range.

Click Delete on the toolbar. The selected channels become red, Figure 5-72.

Figure 5-72 Delete WAN Port
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Click Save on toolbar. The SDH TU12 termination points are released from WAN port mapping.

Remember to perform the same operation on the WAN port on the other side of the SDH network and
deleting cross-connections in intermediate SDH nodes.

S,

Note  Itis not possible to modify the B termination point after it has been saved. If you want to modify
the B termination point the mapping must first be deleted, and then a new termination point can
be added.

5.16.6 Setting Path Trace Identifiers for WAN Port

Path trace parameters can be read for each channel (VC12) in the WAN port.

Step 1 Select a WAN port.
Step2  Click on the PathTraceWAN parameter group
Step3  The following attributes can be set for all channels of the WAN port:
e PathTrace
Cisco Edge Craft Software Guide
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Step 4

Set to enable if TIM alarms should be reported for the WAN port when there is a mismatch between
PathTraceReceived and PathTraceExpected.

e PathTraceExpected

Enter a value for the path trace identifier that you expect to receive from the other side of the WAN
channels.

e PathTraceTransmitted
Enter a value for the path trace identifier that you want to transmit to the other side of the WAN channels.
Click Save on toolbar.

N

Note  When path trace is set to enabled, AIS is inserted downstream instead of the original signal when
there is a mismatch between expected and received path trace.

5.16.7 Reading Path Trace Identifiers for WAN Port

Step 1
Step 2

Step 3
Step 4

Path trace parameters can be read for each channel (VC12) in the WAN port.

Select a WAN port.

When a WAN port managed object is expanded, click on the channel (vc12) where you want to see the
Received Path Trace.

Click on PathTraceVC12.
The following attributes can be read:
e PathTrace

Set to enable if TIM alarms should be reported when there is a mismatch between PathTraceReceived
and PathTraceExpected.

e PathTraceExpected

Enter a value for the path trace identifier that you expect to receive from the other side of the path.
e PathTraceTransmitted

Enter a value for the path trace identifier that you want to transmit to the other side of the path.
e PathTraceReceived

The actual received path trace identifier from the other side of the link.

N

Note  When path trace is set to enabled, AIS is inserted downstream instead of the original signal when
there is a mismatch between expected and received PathTrace.

5.16.8 Monitoring WAN Port Performance

The WAN port’s near and far end PM data can be monitored:
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Step 1
Step 2

Step 3

Step 4

Step 5

5169 Advanced WAN Port Operations

Select a WAN port.

When the WAN port managed object is expanded, click on the channel (vc12) where you want to see the
Performance data.

Click on PmG826NearEndVc12 to read near end PM data or PmG826FarEndVC12 to read far end PM
data.

The following attributes are available:

e Currentl5Min ES,SES, BBE and UAS
To see the Performance history of the previous 16x15 minute counters click on IntervallSMin.
The following attributes are available:

e Intervall5SMin ES,SES, BBE and UAS

5.16.9 Advanced WAN Port Operations

For frequent users of Cisco Edge Craft, it is possible to make use of the enhanced editing facilities to
speed up the configuration work.

Selection and Insertion of Multiple Termination Points

Step 1

Step 2
Step 3
Step 4

Select the channels where you want to add termination points as B-end. Use Shift or Ctrl buttons to select
more than one channel, or simply drag the mouse down the list while pressing the left mouse button.

Select the TU-12 termination points that you want to add to the B-ends of the channels in the same way.
Click the Set B button in the toolbar.

Click Save on the toolbar.

S

Note  You are only allowed to set the B termination points of channels where B is not in use.
If you want to modify the B termination point the relation with the existing B termination point
must first be deleted. Then a new termination point can be added.

Note If you do not select the same number of instances of WAN channels and termination points, the
channels will be filled in with as many TPs as available, starting from the top of the selected
channel list. If more TPs are selected than channels, the last TPs will not be used.
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CHAPTER

Link Aggregation - ONS 15305

The purpose of this section is to describe the tasks involved when managing the link aggregation
functionality of the network element. Link aggregation is also called Trunking.

Link aggregation is used to optimize port (link) usage by grouping ports together to form a single
aggregate. Link aggregation multiplies the bandwidth between the devices, increases port flexibility and
provides link redundancy.

The network element defines the number of link aggregations and a maximal number of ports in each
link aggregation.

6.1 View Link Aggregation

You can view specific object properties in the attributes pane:

Step1  Select the device > Link Aggregation object in the topology pane to view the specific object properties
in the attributes pane, Figure 6-1.
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Figure 6-1
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6.1.1 Modify Link Aggregation

You can modify the modifiable Link Aggregation parameters, and this involves:

Modification of attributes for an aggregation.
MAC address type for an aggregation.

Balancing attributes for an aggregation.
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6.1.1 Modify Link Aggregation 1l

e Adding of new port(s) to an aggregation.
e Deletion of port(s) in an existing aggregation.

The link aggregation feature, also known as trunking, allows you to link a group of ports together to form
a single trunk (aggregated group). Link aggregation can be used to increase bandwidth between devices
and/or to provide link redundancy.

The link aggregation feature has a number of limitations:
¢ Only LAN and WAN ports can be part of a trunk.
e Maximum 8 trunks can be defined on the network element.
e Maximum 8 ports can be grouped within a single trunk.

~

Note 8 possible trunks are already created, but they include no port. The trunks are listed under the
attribute Device > LinkAggregation > LinkAggregationList. Each trunk is identified by its
ifIndex (from 65 to 72).

The number of trunks configured simultaneously is limited by equipped module type(s). Notice the
following:

e Modules equipped with < 8 Ethernet LAN- and/or WAN-ports support one link aggregation trunk
each.

¢ Modules equipped with 9-16 Ethernet LAN- and/or WAN-ports support two link aggregation trunks
each, though limited within groups of bridge port numbers for configuration. Table below shows
valid configurations for link aggregation using modules with 16 FE ports (FE = WAN- and/or
LAN-ports).

Table 6-1 Valid Link Aggregation configuration for 16xFE port module
Slot Trunk Valid groups of bridge port numbers

1 1 1-8

1 2 9-16

2 1 17-24

2 2 25-32

3 1 33-40

3 2 41-48

4 1 49-56

4 2 57-64

In order to assign a port to a trunk, the port must comply with the following requirements:
e A layer 3 interface is not configured on the port.
e A VLAN is not configured on the port.
e The port is not assigned to a different trunk.
e An available MAC address exists which can be assigned to the port.
¢ Auto-negotiation mode is not configured on the port.
e The port is in full-duplex mode.

e All ports in a trunk must operate at the same rate.
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e All ports in a trunk must have the same ingress filtering and tagged modes.

e All ports in a trunk must have the same back pressure and flow control modes.
e All ports in a trunk must have the same priority.

e All ports in a trunk must have the same transceiver type.

e All ports in a trunk must belong to the same module, that means they must be located on the same
slot.

6.1.1.1 Assigning a Port to a Trunk

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

To assign a port to a trunk:

Make sure that the port to be added to a trunk complies with the requirements listed above.

Click on the ONS 15305 managed object, and then on the device managed object in the topology
browser.

Click on the linkAggregation attribute in the attribute window.
Click on the linkAggregationPort attribute in the attribute window.
Identify the port to add via its ifIndex listed under the portIfIndex attribute.

Verify that the port can be part of a trunk by checking the aggregated attribute. If aggregated displays
true, the port can be included in a trunk, go to the next step. If aggregated displays false, the port can
only operate as an individual link, and cannot be part of a trunk. Select another port (go back to Step 5).

Edit the actorAdminKey attribute. This attribute must be set to the ifIndex of the trunk to which the port
shall be assigned. Legal values are [65:72].

~

Note  To find out the ifIndex used by the trunk, check the Device > LinkAggregation >
LinkAggregationList attribute

Click Save.

6.1.2 Trunk Elements used by Management are Named ifindex

Regular ports, LAN and WAN, have ifIndexes from 1 to 64, depending on the slot and port number.

16 ifIndexes are reserved for each slot, although none of today's modules use more than 8. For example,
a fast Ethernet (FE) module with 8 ports located in slot 3, have ifindex range from 33 for port 3/1 to 40
for port 3/8.

STM-1 modules are special since they are a combination of 8 SDH ports and 8 WAN ports. WAN ports
in an 8XSTM1 module are numbered x/9 to x/16 (x is the slot), while the ifIndexes corresponds

to x/1to x/8. For an 8xSTM-1 module located in slot 2, the ifindex range is 17 to 24(17 for port 2/9, 24
for port 2/16). Giga bit Ethernet (GE) ports use the first ifIndexes for the particular slot. For example, a
2XGE in slot 4 have ifindex numbers 49 for port 4/1 and 50 for port 4/2.

Maximum number of trunks in the system is 8, and the trunk ifindex range is 65 to 72. The trunk ifindex
is used as port number when a trunk is assigned to a VLAN.

An example to illustrate the creation of a trunk and adding the trunk to a VLAN, Figure 6-2 on page 6-5.
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6.1.2 Trunk Elements used by Management are Named ifindex

The first two WAN ports of slot 1 are used to create a trunk with ifindex 65.

Figure 6-2 Creating and Editing a trunk to a VLAN
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The trunk and the second GE port in slot 2 are put together in a VLAN, Figure 6-3.

Figure 6-3 VLAN settings for a Trunk with GE
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1.1 Bridge

CHAPTER 7

Layer 2 Configuration

The purpose of this chapter is guide you through management of the bridging service (L2 forwarding)
on the network element.

This includes:
e Presentation and modification of the bridge.
¢ QoS for Bridge
e Presentation and modification of MAC Multicast and IGMP Snooping.
¢ Presentation and modification of spanning tree protocol (STP) and Rapid STP (RSTP).
¢ Presentation and modification of traffic control.

e Presentation and modification of Virtual Local Area Network (VLAN).

The following examples focus on ONS 15305, but the features described, also apply for ONS 15302.

This chapter describes the configuration operations supported by the Bridge M.O. It is organized in two
sections:

¢ Introduction
e Examples: this chapter is a repository of simple, but yet typical configuration scenarios.

Troubleshooting and FAQ, see Chapter 9, “Troubleshooting and FAQ.” This chapter contains a few tips,
and gives answers to a number of Frequently Asked Questions.

7.1.1 Examples

7.1.1.1 Configuration of Static Unicast Forwarding Information

Step 1
Step 2

Configure an entry in the MAC unicast forwarding table, Figure 7-1.

Click on the ONS 15305 managed object, and then the Bridge managed object in the topology browser.

Double-click on unicastForwarding in the attributes window.
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Step 3
Step 4

Step 5

Figure 7-1

Configuration of Static Unicast Forwarding Information
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The following attributes have no default values, and must be defined:

e bridgePortNumber

Set the bridge port number of the port through which the MAC address can be reached.

e macAddress

Set the MAC address. The MAC address must be a unicast address.

e vlanld

Set the VLAN ID for which this entry applies.

e deleteStatus

Set permanent if the entry should not be removed dynamically from the table (such an entry will stay
over a reset of the bridge). Set deleteOnReset if the entry should be removed dynamically from the table
after the next reset of the bridge. Set deleteOnTimeout if the entry should be dynamically aged out by

the bridge.
Click Save on the toolbar.
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7.1.2 Configuration of Static Multicast Forwarding Information

1.1.2 Configuration of Static Multicast Forwarding Information

Please see Question 5, page 9-2 before you start Configure an entry in the MAC multicast forwarding
table, Figure 7-2.

Step 1 Click on the ONS 15305 managed object, and then the Bridge managed object in the topology browser.
Step2  Double-click on MACMulticast, than on MulticastStatic in the attributes window.

Figure 7-2 Configuration of Static Multicast Forwarding Information
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Step3  Click Add on the toolbar.

124848

Step4  The following attributes have no default values, and must therefore be defined:
e vlanld
Set the VLAN ID for which this entry applies.
e MacAddress
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Step 5

Set the MAC address. The MAC address must be a multicast address.
e staticBridgePortNumbers

Set the set of ports through which the multicast/broadcast frame must be forwarded regardless of any
dynamic information. The set of ports is entered as an octet string where each bit represents one port,
for further information see also Chapter 9, “Troubleshooting and FAQ.”

e forbiddenBridgePortNumbers

Set the set of ports through which the frames must not be forwarded regardless of any dynamic
information. The set of ports is entered as an octet string where each bit represents one port, for further
information see also Chapter 9, “Troubleshooting and FAQ.”

e status

Set permanent if the entry should not be removed dynamically from the table (such an entry will stay
over a reset of the bridge). Set deleteOnReset if the entry should be removed dynamically from the table
after the next reset of the bridge. Set deleteOnTimeout if the entry should be dynamically aged out by
the bridge.

Click Save on the toolbar.

~

Note  When a multicast forwarding information is added to the table, the same entry is automatically
added to the Bridge > macMulticast >multicastForwarding attribute. The multicastForwarding
attribute contains both static, that means user-defined, and learned entries related to group
(multicast) addresses.

7.1.3 IGMP Snooping

When a host wants to receive multicast traffic, it must inform the routers on its LAN. The IGMP is the
protocol used to communicate group membership information between hosts and routers on a LAN.
Based on the information received through IGMP, a router forwards multicast traffic only via interfaces
known to lead to interested receivers (hosts).

On the contrary, bridges flood multicast traffic out all ports per default, and therefore waste valuable
network resources. IGMP snooping on a bridge can eliminate this inefficiency. IGMP snooping looks at
IGMP messages to determine which hosts are actually interested in receiving multicast traffic. Based on
this information, the bridge will forward multicast traffic only to ports where multicast receivers are
attached.

7.1.3.1 Enabling IGMP Snooping

Step 1

Step 2
Step 3
Step 4

Enable IGMP snooping on the network element, Figure 7-3.

Click on the ONS 15305 managed object, and then on the Bridge managed object in the topology
browser.

Click on the macMulticast attribute in the attribute window.
Set the macMulticastEnable attribute to enabled.

Click on the igmpSnooping attribute in the attribute window.
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Step 5
Step 6

Set the igmpSnoopingEnable attribute to true.
Click Save.

Figure 7-3 Enabling IGMP Snooping
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1.2 Miscellaneous

This section describes STP, RSTP, MAC Multicast and Traffic control.

7.2.1 Spanning Tree Protocol (STP) Configuration

124846

12

Miscellaneous

The STP allows layer 2 devices to discover a subset of the topology that is loop-free, but still with a path

between every pairs of LANSs.
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STP is compatible with the RSTP. See 7.2.2 Rapid Spanning Tree Protocol (RSTP) Configuration, page
7-6)

The network element can run either one single STP algorithm for the whole device (per Device type), or
one STP algorithm per VLAN (per VLAN type). The type of STP algorithm can be selected by setting
the ONS 15305> Bridge > SpanningTree > stpTypeAfterReset attribute. The network element must be
restarted for the new STP type to become effective.

7.2.1.1 Configuring the STP Algorithm per Device

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Step 9
Step 10

Step 11

Configure the STP algorithm per device.

Make sure that the STP type is per device (check the ONS 15305 >Bridge > SpanningTree >stpType
attribute which indicates the current STP type).

Click on the ONS 15305 managed object, and then on the Bridge managed object in the topology
browser.

Click on the SpanningTree attribute in the attribute window.

Set stpEnable to true.

Edit the forward Delay, hello Time, max Age, and priority attributes if required.
Click Save.

Click on the SpanningTreePerDevice attribute in the attribute window.

Edit the BelongToVLAN attribute as required (if this attribute is set to true, only ports members of a
VLAN will participate in the STP algorithm).

Click Save.

Optionally, the priority, cost, and portEnable attributes can be edited per port. To do so, click on the
SpanningTreePort attribute, and modify the attributes as required.

Click Save.

7.2.2 Rapid Spanning Tree Protocol (RSTP) Configuration

The original STP uses rather long time to recalculate paths after a topology change. Because of the
growing use of larger switched networks, this has become a potential reason for performance
degradation in certain cases. Rapid STP is one of several attempts to improve on this issue. The ONS
15302 and ONS 15305 support only a partial RSTP implementation which offers the same type of
service as e.g. PortFast on Cisco equipment, as it does not support the actual creation of a spanning tree
among the bridges. It will however get the ports facing customers to Forwarding mode without having
to wait for 2 x Forwarding delay as is the case with the original STP. The regular STP must be running
to prevent loops in network. RSTP is to be used only on ports facing end-user equipment. If the ONS
15302 or ONS 15305 detects normal STP BPDUs on an interface configured for RSTP it will switch back
to normal STP for that interface.

Due to the partial implementation, only the Port-Table and its commands are operational at the first
release of ONS 15302 and ONS 15305.
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1.2.2.1 Configure RSTP on a port.

Step 1

Step 2

Step 3

Step 4
Step 5

Click on the ONS 15305 managed object, and then on the Bridge managed object in the topology
browser.

Click on the RapidSpanningTree attribute, and then on the RapidSpanningTreePort attribute in the
attribute window.

Identify the (vlanld, port) pair for which the RSTP is to be configured.

A

Note  vlanld is relevant only if the network element is running STP per VLAN. If STP per device is
run, RSTP can be enabled per port only, and vlanID is always set to 1.

Set the status attribute to true for the selected pair.

Click Save.

1.2.3 MAC Multicast

Multicast is a method of sending one packet to multiple destinations. Multicasting is used for
applications such as video conferencing, and for distribution of certain information like some routing
protocols. A standard IEEE 802.1D bridge will forward multicast frames on all ports that are members
of the same VLAN as the port receiving such frames. This might not be desirable if the there is a lot of
multicast traffic being transported through a multi-port bridge where the recipients are connected on
only one (or a few) of the bridge ports. To alleviate unnecessary bandwidth consumption, the ONS 15302
and ONS 15305 support specific tables to control the forwarding of Multicast traffic if desired. Both
devices also supports IGMP (Internet Group Management Protocol) snooping which is used to update
the multicast tables based on the IGMP messaging between end nodes and IP multicast routers.

Note that multicast traffic will be forwarded as usual if this feature is not enabled, and that the use of
these tables are only necessary for performance tuning.

1.2.3.1 Enabling MAC Multicast Control Tables

The internal resources of the ONS 15302 and ONS 15305 used for the multicast tables are shared with
the VLAN tables. The total of VLAN entries and multicast groups registered are 4000, and both types
of entries occupy the same amount of resources. Hence, to enable the Multicast feature, ensure that the
maximum amount of VLANS is less than 4000 according to how many multicast groups anticipated. For
most applications 4000 VLAN are well above what will be used, and in these cases one can safely reserve
a good chunk of entries for multicast traffic.

Configuring MAC Multicast

Multicast menu has the following menu options:

e IGMPSnooping
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* MacMulticastEnable

e MulticastForwardUnregistered.
e MulticastForwarding.

e MulticastForwardingAll.

e MulticastStatic

The parameter MacMulticastEnable is for enabling/disabling of the MAC Multicast control tables.

1.2.3.2 MulticastForwarding

The Forwarding-Table contains multicast filtering information configured into the bridge, or information
learned through IGMP Snooping. The Forwarding-Table information specifies the allowed egress ports
for a given multicast group address on a specific VLAN, and indicates for which ports (if any) this
information has been learnt from IGMP snooping.

VLAN-TAG-ID: Identifies the VLAN to which the filtering information applies.

MULTICAST-ADDRESS: Identifies the destination group MAC address to which the filtering
information applies.

EGRESS-PORTS: Indicates the configured egress ports for the specified multicast group address. This
does not include ports listed in the Forward All Ports list for this address.

LEARNT: Indicates a subset of ports from the Egress Ports list which were identified by IGMP
Snooping and added to the multicast filtering database.

1.2.3.2.1 MulticastForwardingAll

The Forward-All-Table allows ports in a VLAN to forward all multicast packets.
VLAN-TAG_ID: Identifies the VLAN to which the filtering information applies.

EGRESS-PORTS: Specifies which ports on a VLAN can participate in a Forward Unregistered group.
The default setting is all ports.

FORBIDDEN-PORTS: Specifies which ports on a VLAN are restricted from participating in a Forward
All group.

STATIC PORTS: Indicates if the egress ports are static or dynamic configured.

7.2.3.2.2 MulticastForwardUnregistered

The Multicast-Forward-Unregistered-Table defines the behavior of ports regarding forwarding of
packets that is not covered by any of the other tables.

VLAN-TAG_ID: Identifies the VLAN to which the filtering information applies.

EGRESS-PORTS: Specifies which ports on a VLAN can participate in a Forward Unregistered group.
The default setting is all ports.
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FORBIDDEN-PORTS: Specifies which ports on a VLAN are restricted from participating in a Forward
Unregistered group.

STATIC PORTS: Indicates if the egress ports are static or dynamic configured.

7.2.3.2.3 MulticastStatic

The Static-Table contains manually configured filtering information for specific multicast group
addresses. This includes information about allowed and forbidden egress ports, and is also reflected in
the Forwarding-Table.

VLAN-TAG_ID: Identifies the VLAN to which the filtering information applies.

MULTICAST-ADDRESS: Identifies the destination group MAC address of a frame to which the
filtering information applies.

STATIC-EGRESS-PORTS: Indicates a set of ports to which packets received from, and destined to, are
always forwarded. This is regardless of the IGMP Snooping setting.

FORBIDDEN-PORTS: Indicates the set of ports to which packets received from and destined to a
specific port must not be forwarded. This is regardless of the IGMP Snooping setting.

STATUS:
The possible values are:

Permanent—The table entry is currently in use. When the bridging status is reset this table entry remains
in use.

Delete on Reset—This table entry is currently in use. However, when the bridging status is reset the entry
is deleted

Delete on Timeout—This table entry is currently in use. However when the bridge times out the entry is
deleted.

1.2.4 Traffic Control

The Traffic Control menu has the following menu options:
e PortPriority
e PriorityGroup
e TrafficClass

1.2.4.1 PortPriority

BridgePortNumber: a port number identifying one of the on the device. For each row, the information
in the row applies to the port identified in this column.

DefaultPriority: this is the priority value assigned to frames arriving at this port, when implicit priority
determination is used. Any frames arriving at this port, not carrying a priority value in a tag, will get the
DefaultPriority value as priority. The value is an IEEE 802.1p priority level. Range is 0 — 7, inclusive.

NumberOfTrafficClasses: gives the number of classes of service — that is, the number of output queues,
for the port. All ports on the device will always use 4 queues.
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1.2.4.2 PriorityGroup

BridgePortNumber: a port number identifying one of the on the device. For each row, the information
in the row applies to the port identified in this column.

PriorityGroup: indicates which ports are located on the same module, and are thus using the same
priority configuration. The ONS 15305 has a theoretical maximum of 65 ports, which are all listed in
this table whether or not they are present. PriorityGroup 32 indicates that the port is not present (i.e. the
corresponding slot holds a STM-n module which has no Ethernet interfaces).

1.2.4.3 TrafficClass

Classification of Ethernet frames are done according to the information in the TrafficClass table. The
device use four queues for differentiating traffic, and as 802.1p defines eight different priorities, the
priorities must be mapped into those four queues. The default mapping scheme is as recommended by
IEEE, but this is configurable by the operator.

Priority Level Class of Service
6,7 3
4,5 2
0,3 1
1,2 0

Recommended mapping when using four queues.

BridgePortNumber: a port number identifying one of the on the device. For each row, the information
in the row applies to the port identified in this column.

Priority: priority value according to 802.1p. Legal values 0-7.

TrafficClass: indicates which service queue the selected priority value is to be mapped to. Legal values
0-4 (4 is highest priority).

1.3 Manage VLAN

The purpose of this section is to guide you through management of a VLAN on the network element.
A network element can be configured to run either VLAN per port or VLAN per port and per protocol.
The section also involves management of the complete life cycle of a VLAN, including:

e Creation, presentation, modification, and deletion of a VLAN.

e Creation, presentation, modification, and deletion of an Ethernet User Defined Protocol.

e Presentation and modification of Generic Attribute Registration Protocol VLAN Registration
Protocol (GVRP).
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7.3.1 Virtual Local Area Networks (VLAN)

A LAN consists of a number of computers that share a common communication line within a small
geographical area. A Virtual LAN is a LAN where the grouping of computers are based on logical
connections, for example by type of users, by department etc. It is easier than for a physical LAN to add
and delete computers to/from a VLAN and to manage load balancing. The management system relates
the virtual picture and the physical picture of the network.

The network element supports two types of VLAN
e Per port
e Per port and protocol

Both types of VLANSs cannot be run simultaneously on the network element, that means either all
VLAN:S per port or all per port and per protocol. The protocol can either be one from a set of predefined
protocols or from Ethernet protocols defined by you. Different Ethernet protocol types can be IP, IPX,
Appletalk, etc.

The number of Ethernet-ports in ONS 15305 which can be assigned to a VLAN, is limited to 64. The
maximum number of Ethernet-ports per slot is 16.Alsosee Troubleshooting and FAQ, Question 7, page
9-3.

There are three steps involved in the definition of VLAN on the network element.
e A common VLAN type is defined for the Bridge.
¢ A set of common parameters for a new VLAN is defined.
e New ports can be added to a VLAN.

It is assumed you have the appropriate rights to perform management operations.

1.3.1.1 Tagged/untagged LAN ports

In order to transport traffic from multiple VLANSs over the same LAN port (from one bridge to another)
the Ethernet frames must be tagged according to what VLAN they belong to, so that the connected bridge
knows what frames are to be forwarded into which VLAN (This is according to the IEEE spec 802.1Q).
This is done by inserting four bytes into the Ethernet frame header, with information about the VLAN
ID (VID) the frame is associated with. The VID of a specific VLAN is defined at the time the VLAN is
created. This tagging can be enabled for each port in a VLAN. This is, however, only used for
communication between bridges (and in some cases VLAN aware servers), and not on ports facing
regular end user network equipment. A LAN port operating in untagged mode will discard tagged frames
on ingress. LAN ports operating in tagged mode will only accept frames tagged in accordance with the
VID of the VLAN(s) of which the port is a member.

Example:

If a port is member of two VLANSs with the VIDs of 10 and 20, and the port receives frames tagged
according to VID 10, 20 and 30, only the frames with VID 10 and 20 will be accepted and forwarded.
The frames with VID 30 will be discarded.

It is absolutely possible to have a VLAN where some of the member ports are tagged while others are
not. As long as there is traffic from only one VLAN passing through a port, there is no need to enable

tagging.
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1.4 VLAN Provisioning

Cisco Edge Craft has a custom GUI for VLAN provisioning, Figure 7-4. The VLAN GUI makes VLAN

related configuration easier for the user by grouping together a number of managed objects and attributes
under a unique GUI.

Figure 7-4 VLAN GUI - Overview

= ¥LAN settings : -0l x|
| Fle Edit Wiew Help

B = = 2 = =
E @ j = Lﬁ ?< = YLAM bype IperProtAndPort - l
Save Stop Refresh Copy Paste Add Delete Cellmode | Properties

Wanld | AddressType | MacAddress Protocol
1 0o

s vlan:100000  YLAN_L default oo
-5 vlani 100001 WLAM_Z 2 default 00:04:72:00:53:00  other

WLAM_1 ports
BridgePortMumber | PortType | Tagging | ForbiddenEgressPort
3411 skatic disabled  false

124830

| 1 itemis) selected #

The following examples show how a VLAN per port, and a VLAN per port and protocol can be created
and provisioned by using the custom GUI. The VLAN custom GUI can be opened either by clicking on
VLAN Setting under the Bridge menu on the Cisco Edge Craft desktop, or by right-clicking on Bridge
M.O. in the topology browser, and then selecting VLAN Setting.

7.41 Configuration Of A New VLAN Per Port

Create a new VLAN per port.

Step 1 Verify that the VLAN type on the top right corner of the GUI is set to perPort, Figure 7-5. If not, set
VLAN type to perPort, and click Yes when asked if the network element should be rebooted.

Figure 7-5 VLAN Settings
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7.4.2 Configuration Of A New VLAN Per Protocol And Per Port Il

Step2  Click Add in the GUI, Figure 7-6.

Figure 7-6 Add a VLAN
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Step3  The GUI suggests default values for all the attributes. Edit the description, tag, and/or addressType
attributes if required, Figure 7-7.

Figure 7-7 Set VLAN Attributes
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Stepd  Click Save.

1.4.2 Configuration Of A New VLAN Per Protocol And Per Port

Create a new VLAN per protocol and per port.

Step1  Verify that the VLAN type on the top right corner of the GUI is set to perProtAndPort. If not, set VLAN
type to perProtAndPort, and click Save. The network element must be restarted before the change is
effective.

Step 2 Click Add on the GUI, Figure 7-8.
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Figure 7-8 Add a VLAN
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Step3  Edit the protocolType and protocol attributes to indicate which protocol will be used to determine the
VLAN membership of a packet. The user can choose between nine pre-defined protocols, and one
Ethernet user defined protocol.

Figure 7-9 Configure a VLAN
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Note  If protocolType is set to notUsed, and protocol to zero, a VLAN per port is basically defined,
that means the protocol carried by a packet does not influence its membership in a VLAN.

1.4.3 Configuration of an Ethernet User Defined Protocol

How to configure an ethernet user defined protocol:

7.4.3.1 Use The Ethernet User Defined Protocol

The ethernetDefinedProtocol attribute allows you to define a non-predefined protocol based on the

etherType field of Ethernet frames. This user-defined protocol is further used to create protocol-based
VLANS, Figure 7-10.

Step1  Select VLAN Settings from the Bridge menu.
Step2  Click Ethernets in the content pane.
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Step 3

Step 4

Step 5

7.43 Configuration of an Ethernet User Defined Protocol

Figure 7-10 Configuration of an Ethernet User Defined Protocol
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| File Edit View Help
‘ x

H @ &

Save Stop Refresh Copy Add Delete
Virtual Local Area hetwork
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Beste_WLAM reserve oo

GYREP YWLAN default
) default
WLAN_2 default oo
WLAMN_1 default oo

Ethernets
YLAMN_3 parts
BridgePortMumber |IsW.¢'.N,r |SI|:|I: Part
|
[+}
add \
e Skop Refresh | Copy | Add | Dele
EthernetType ProtocolName
Prokocol

90403

Click Add on the toolbar (if no protocol is already defined). If a protocol is already defined, both fields
described in Step 4 can be directly edited.

Set the EthernetType attribute to the value of the EtherType indicating the required protocol. The
ProtocolName attribute can optionally be used to give a user-friendly name to the protocol.

Click Save on the toolbar.
A
Note  The EtherType numbers are maintained by the internet assigned numbers authority (IANA), and

can be accessed on the Web at the following address:
http://www.iana.org/assignments/ethernet-numbers.

Assuming that a user wants to define a VLAN based on the address resolution protocol (ARP), the
ethernetType must be set to 0806 (in hex), and the protocolName attribute could be, for example set to
ARP to identify the protocol.
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The Ethernet user defined protocol is relevant only when the network element runs VLAN per protocol
and port.

Maximum one Ethernet user defined protocol can be currently defined on the network element.

To use the Ethernet user defined protocol as a VLAN protocol for a particular VLAN, set the
protocolType attribute under Bridge > VLAN to ethUserDefined. The protocol attribute under Bridge >
VLAN, which is used to identify a specific protocol, must then always be set to 1, since there is
maximum one Ethernet user defined protocol.

7.4.3.2 Use One Of The Pre-defined Protocols

Step 1 Set protocolType to preDefined.

Step2  Set protocol to 1 for other, that means the VLAN will include any protocol except the one specified in

Table 7-1.

Table 7-1 VLAN Protocol

2 for IP protocol

4 for IPX Raw protocol

5 for IPX Ethernet protocol
6 for IPX LLC protocol

7 for IPX SNAP protocol

8 for DECNET protocol

10 for NETBIOS protocol
13 for SNA protocol

Step3  Edit the description, tag, and/or addressType attributes if required.
Step4  Click Save.

1.4.4 Configuration of VLAN Port Members

Add port members to an existing VLAN

Step 1 Select the VLAN to which ports will be added. The VLAN is highlighted in the virtual local area network

window (top window in Figure 7-11). The list of ports already members of the VLAN is displayed in the
VLAN ports window (bottom window in Figure 7-11).
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Figure 7-11 Configuration of VLAN Port members
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WLAM_L ports

BridgePorthumber PortType | Tagging | Forbidd BES.. T
3ty skatic disabled  False

| 1 itemis) selected

s
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745 GvRP H

Step2  Activate the VLAN ports window by clicking anywhere in the window. The color of the title bar for the
VLAN ports window changes to blue to indicate that the window is selected.

Step3  Click Add.

Stepd  Edit the bridgePortNumber attribute. The attribute is displayed as slot/port (bridgePortNumber) and can
be entered by the user as slot/port or bridgePortNumber (the system will update the display
automatically).

A
Note  The value of bridgePortNumber for LAN and WAN ports can be found under the LAN and WAN
managed objects respectively.
Figure 7-12 Edit the Bridge Port Number
YLAN_Z ports !
ForbiddenEgressPort
= skatic disabled
B 2/14 (22} skatic disabled
B 1/4(4) skatic disabled false
31101 skatic enabled false g
Step5  Edit the tagging and forbiddenEgressPort attributes if required.
Step6  Click Save.

145 GVRP

GARP VLAN registration protocol (GVRP).

Step1  Click GVRP in the Content pane, Figure 7-13.
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Figure 7-13
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The following attributes are modifiable:

e PortEnable

Set to enabled or disabled.
e JointTime

Set value in centiseconds.
e LeaveTime

Set value in centiseconds.
e LeaveAllTime

Set value in centiseconds.

1.45.1 Legal time values

124515

Click in desired attribute cell and focus the mouse pointer over the cell. A tooltip will display legal value

range for the selected attribute, Figure 7-14.

Figure 7-14

e | LeavedllTime | FailedR egistrations

1000 o
1000 |Legal values: 0..2147453647 |
1000 o
1000 n

83583

Select Legal Time Values
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7.4.6 Provider VLAN (IEEE 802.10,0in0) W

7.4.6 Provider VLAN (IEEE 802.1Q, Q in Q)

7.4.6.1 Overview

The 802.1Q Tunneling is part of the Layer 2 switching capabilities of the Cisco ONS 15300 SDH product
line. The desired functionality enables the operator to tunnel separate customer traffic, containing
802.1Q tagged (VLAN tagged) Ethernet frames, through a second layer of VLANSs. This allows the
operator to be oblivious to the customers VLAN schemes, and focus on managing only one VLAN per
customer through the network. At the same time, the different customers on a shared device can use
whatever VLAN IDs they choose without the risk of interfering with each others VLAN schemes.

7.4.6.2 Definitions

e Tunnel Port

By tunnel port we mean a LAN port that is configured to offer 802.1Q-tunneling support. A tunnel port
is always connected to the end customer, and the input traffic to a tunnel port is always 802.1Q tagged
traffic.

The different customer VLANS existing in the traffic to a tunnel port shall be preserved when the traffic
is carried across the network.

e  Trunk Port

By trunk port we mean a LAN port that is configured to operate as an interswitch link/port, able of
carrying double-tagged traffic. A trunk port is always connected to another trunk port on a different
switch. Switching shall be performed between trunk ports and tunnels ports and between different trunk
ports.

7.4.6.3 Applications - examples

Application 1

Application 1 is two ONS 15302 connected back to back over an SDH network as shown in Figure 7-15,
carrying Ethernet traffic from different customers using double tagging (802.1Q tunnelling).

Cisco Edge Craft Software Guide
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Figure 7-15 Application Example 1

LAN ports, configured as tunnel ports LAN ports, configured as tunnel ports
Customer A Customer A
Customer B P P Customer B
Customer C > ’ > ’ Customer C
Customer D - - Customer D

ONS 15302 ONS 15302

R

I

U’

—

. ol i

_)C

STM-1 Optical port STM-1 Optical port
Carrying Ethernet traffic Carrying Ethernet traffic
from Trunk port from Trunk port N
Site A Site B g

In this application both the tunnel ports and the trunk port is on the same switch.
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Application 2

Application two is two ONS 15305 connected back to back over an SDH network as shown in

Figure 7-16, carrying Ethernet traffic from different customers using double tagging (802.1Q
tunnelling). This application is equal to application 1 except that the number of tunnel ports is increased
and the trunk port is a GE port, which requires an STM-4 or STM-16 optical interface.

Figure 7-16 Application Example 2

LAN ports, configured as tunnel ports LAN ports, configured as tunnel ports
up to 16 customers up to 16 customers
Cisco Edge Craft Cisco Edge Craft
== I
% 8xFE 8xFE %
GE MAP GE MAP
STM-16 STM-16

{ SDH Network —J

—

I )
VI Y

STM-16 Optical port STM-16 Optical port
Carrying Ethernet traffic Carrying Ethernet traffic
from GE Trunk port from GE Trunk port .
Site A Site B g

The customer tunnel ports are FE ports, while the trunk port mapped into the SDH traffic is a GE port.
In this application the tunnel ports and the trunk ports resides on different switches.
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Application 3

In application 3, shown in Figure 7-17 below, the ONS 15305 has the same trunk port towards the
network as in application 2, but 8 of the tunnel ports towards the customers are removed and replaced of
8 STM-1 ports connected to ONS 15302 devices (for simplicity only two ports and two ONS 15302
devices are shown). Each of the 8 STM-1 ports is connected to a switch via a mapper circuit. The LAN
ports are configured as trunk ports, making them able to talk to the trunk ports on the ONS 15302s. This
application also includes switching between trunk ports.

Figure 7-17 Application Example 3
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configured as tunnel ports

STM-16 Optical port
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_ LAN ports, @ equipment
ONS 15302 configured as tunnel ports @ | supporting 802.1 q

r Up to 8 customers tunneling
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Carrying Ethernet traffic 8xSTM-1
from Trunk port + mappers
Empty slot

Customer LAN ports,
configured as tunnel ports

STM-16
m’ f\ @ f/
- { SDH Network
ONS 15302
STM-16 Optical port
/\ o Carrying Ethernet traffic
U @ from GE Trunk port

STM-1 Optical port
Carrying Ethernet traffic
from Trunk port
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1.4.7 Provider VLAN

7.4.7.1 Setting up Provider VLAN - ONS 15305
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Depending on network element and module version, the Provider VLAN features is implemented on two
different levels:

e Switch/Bridge or

e Module/Port policer (new in ONS 15305 R2.0 and ONS 15302 R2.0) The new LAN/WAN modules
implements QinQ in Policers allowing for individual setup pr. port. The older modules require a

common QinQ setup on the switch.

Step 1 Select bridge > VLanEtherType in the Management Tree.

Figure 7-18
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+-E=D slot: 1

+H=) slot:2
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+H=) slot: 4
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Bridgeaddress

BridgeForwardingMaxEntries

BridgeForwardingMaxEntriesAfterReset

BridgePortStatistics

BridgeType

ForwardingTableAgingTime

NumberOFylans

Providertlan

QoS

RapidSpanningTree

TrafficConkral

UnicastForwarding

|nicastForwarding3ize

(=) bridge
00:04:7a:01:02:f0
3192

3192

(&2 BridoePortStatistics
transparent-only

3600 s

1

@ Providerylan

& Bridgeqos

lax, RapidspanningTree
@ TrafficContral

les UnicastForwarding

@ UnicastForwardingSize

¥lanEtherType

OxFFFF

WlanTvpe

Step2  Using the pulldown menu set VLanEtherType

Set OxFFFF for configuration in Switch. This setting completes the QinQ configuration for old modules
Set 0x8100 for configuration through Policer (new modules only).Continue configuration as described

in 7.4.7.1 Setting up Provider VLAN - ONS 15305, page 7-22.

Step3  Click Save.

OxE100

124885

Note  VlanEtherType set to 0x8100, is only applicable to the new E100-WAN-8 and GigE-WAN-2 modules
introduced for ONS 15305 R2.0 and WAN MODULE+ for ONS 15302 R2.0. These modules support
QinQ configuration on per port basis.

1.4.1.2 Setting up Provider VLAN - ONS 15305 with FE/GE+SMAP modules

N

Note  The following description is only applicable for the following modules introduced in ONS 15305 R2.0;

GigE-2-LC, GigE-WAN-2 and the E100-WAN-8 module.

Step 1 Select bridge > VLanEtherType in the Management Tree.
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Figure 7-19 VLanEtherType
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Provider VLAN available, are displayed:

Figure 7-20
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1.4.1.3 ProtocolTunneling

124876

Click the Provider VLAN button in the Content pane in VLAN settings window. Available ports with

Enabling the ProtocolTunneling attribute makes the port transparent to other Layer 2 protocols, such as

RSTP.

As an example, If a Service Provider VLAN manages his own Spanning Tree, the Network Owner may
need to exempt the port used by the Service Provider from the Network Owners own spanning trees to
prohibit the two spanning tree protocols from interfering with each other.
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1.4.1.4 ProviderTagPrioritySource

Ethernet packages in a VLAN is allocated a priority that controls the packets flow through the network
switches. When entering Service Provider VLAN traffic into a Network Owner VLAN, this attribute
controls if the Network Owner VLAN shall inherit the Service Provider VLAN priority settings, or
assigns his own priority settings.

taginframe forces the Network Owner VLAN to inherit the Service Provider priority.

qtagregister assigns a Network Owner custom priority to his VLAN traffic. The priority is read from a
local data register.

71.4.75 VLANProvideriD

This attribute identifies the Service Provider VLAN that uses the highlighted LAN/WAN port.

1.4.1.6 ProviderTagPriority

This attribute sets the custom priority value (0.7) that is used when the ProviderTagPrioritySource is set
to “qtagregister”.

1.4.1.7 ProviderTags

This attribute enables or disables QinQ (Provider VLAN) support on the selected port.

Step4  Set Provider VLAN attributes for desired ports and click Save.

Step5  Repeat for other network elements that are part of the desired application. (Select File>Reconnect to
access the other NE’s)

7.4.1.8 Setting up Provider VLAN - ONS 15302
~

Note  This procedure is only applicable to ONS 15302 R 2.0 equipped with the new WAN module, supported
in this release.

Step1  Select Bridge>Bridgemode in the Management Tree.
Step2  Set Bridgemode = provider
The switch will now operate with a proprietary VLAN Ethertype; OxFFFF.

Using a VLAN with one LAN port and one WAN port, where the LAN port is untagged and the WAn
Port is tagged, the switch will enter an additional VLAN tag. This tag is identified by the type OxFFFF
and has priority as set in Bridge>TrafficControl>PortPriority (default priority for this port). The tag has
VLAN ID as indicated in the VLAN Table.

The Provider Tag configuration allows the Mapper in the FPGA to switch the proprietary OxFFFF to
0x8100, enabling these frames to switched by other 3rd party switches.

Cisco Edge Craft Software Guide
| January 2005 .m



Chapter7  Layer 2 Configuration |

MW 747 Provider VLAN

Step 1 Click the Provider VLAN button in the Content pane in VLAN setting window.

Step2  Select ProviderTags setting;
disabled,
transparent priority: use the default port priority
or extract priority: inherit priority from the customer traffic.

Figure 7-21 Provider Tags Setting
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exlkrack priority

dizabled
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Provider ¥LAM

|1 itern(s) selected | A

124574

Step3  Click Save.

Stepd  Repeat for other network elements that are part of the desired application. (Select File>Reconnect to
access the other NE’s).

1.4.1.9 Enabling Protocol Tunneling

ProtocolTunneling is default set to NA (due to STP enabled).
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Figure 7-22 Protocol Tunneling
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To enable ProtocolTunneling please follow these steps:
Figure 7-23 SpanningTreePerDevice

Management Tree
=) OME 15302 Mame Walues
Id @ RapidspanningTree, bridge
ForwardDelay | 155
HelloTime | Zs
MaxAge | 20 s
Priority | 32763
Protocolversion | rskp

SpanningTreePerDevice F' SpanningTreePerDevice
StpEnable | false Q ]

RETRU—] -

124875

Step 1 In the Management Tree select bridge > SpanningTreePerDevice.

Step2  Select SpanningTreePort.
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Figure 7-24 SpanningTreePort.
Marme Walues
Id @ SpanningTreePerDevice.
BelongTo¥LAN | False
ForwardDelayInUse | 155
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Protocal | ieeed021d
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RootPrioriky | 32765
SpanningTreePork @ Spanning TreePork
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b
Step3  Select desired Port and set PortEnable attribute to disabled.
Figure 7-25 PortEnable
PortEnable | Por
enabled dis:
enabled dis:
enabled dis:
enabled dis:
enabled dis:
disabled B NI
enabled k for g
disabled Far k7
Step4  Return to VLAN Settings and continue the Provider VLAN settings.
Step 5 Set ProtocolTunneling to enabled.
Figure 7-26 Protocol Tunneling
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Figure 7-27 ProviderTags
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<$chapnum>.0.1 QinQ

The following section focus on QinQ settings for ONS 15305 Release 1.1
and ONS 15302 Release 1.0.

This implementation is using the value OXFFFF as Ethertype for the Provider VLAN. Hence, Provider
VLAN tagged traffic will not be recognized as VLAN tagged traffic according to 802.1Q (as the later
implementation does) if sent through third party VLAN aware switches.

For these network element releases, the QinQ implementation is different than described in “Provider
VLAN (IEEE 802.1Q, Q in Q)” on page -19.

For ONS 15305 the following QinQ settings are available (depending on selected module type);
available ports, disable and enable.

For ONS 15302: disable or enable.

1.4.71.10 Setting up Qin @ - ONS 15305

Click the QinQ button in the Content pane in VLAN setting window.
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=1 YLAN settings
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Available modules types with Q in Q available, are displayed:

E1 YLAN settings

File Edit Miew Help

H @ &

F oS

Save Stop Refresh SO Faste fidd [efete
Provider VLAN
ModuleType | QinQ | SlatMumber |
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124587
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Step2  Click desired module type, in this example GigE-2-LC, and select Q in Q. Available choices in the
pull-down menu (depending on selected module type) are; available ports, disable and enable.

SLUH REEs iy rasi i
N e
SlatMumber | QinQ | ModuleType |
1 Mot Applic...  STM4-2
z Mot Applic,..  STM16-1
3 disabled STM1-3
4 GE-2

disabled
portl
port2
bothPorts

124558

Step3  Select port/enable (depending on module type) and click save.

Step4  Repeat for other network elements that are part of the desired Q in Q application. (Select
File>Reconnect to access the other NE’s).

7.4.7.11 Setting up Qin Q - ONS 15302

Step 1 Click the QinQ button in the Content pane in VLAN setting window.

=1 YLAN settings

File Edit View Help

H O

Sawve Stop

Wirtual

YLAN 2

Bridger
[ e
3z
3o

Qiny

124585

Step2  Select QinQ. Available choices in the pull-down menu; disable or enable.

Step3  Select enable and click save.

Repeat for other network elements that are part of the desired Q in Q application. (Select
File>Reconnect to access the other NE’s)
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1.5 Examples

These examples describe how to configure an IP Interface, Static route, Default route and RIP filter.

1.5.1 Configure an IP Interface

An IP interface can be created only for a physical port, a management interface, or a VLAN (port based
VLAN or IP-based VLAN only).

Configure an IP interface with an IP address, Figure 7-28.

Step1  Click on the ONS 15305 managed object, and then the ip managed object in the topology browser.
Step2  Double-click on IpInterface in the attributes window.
Step3  Click Add on the toolbar.
Figure 7-28 Configuration of an IP Interface
‘ Managemenkt Tree S8 x | Attributes - Wiewing selecked
==l ONS5 15305 MName Yalues
=D bridge Id | [E&]ip
|:3 wlan: 100000 ArpEntry | [ ArpEntry
= vlan: 100001 ArpForwardingMaxEntries | 5192
= dewvice ArpForwardingMaxEntries... | 3192
ArpProxyEnable | disable
5] managementInkerfaces ArpTimeOut | 50000
1] rmon IcmpErrorMsgEnable | enable
slok:1 IcmipStatistics | (gl ICMPStatistics
slot:2 IpForwardingtaxEntries | 2043
sdh:2.1 IpForwarding™axEntriesA... | 2043
slat:3 IpInterface | fg Inlntetfare —
slot:4 IpRouts | [&d, TpRoute
TnStatictics | 2L 1PStatistics
—
(B8 \* |E
Save Add elete Wigws Y
Attributes 1g children
Interfacelpaddress | InterfaceMetworkMask | ForwardE
0.0.0.0 0.,0.0,0 disable
y 1000 192.168.0.12 255.255.255.0 disable
y 100z 192.168.2.21 255,255,255.252 disable
y 1004 192.168.2.17 255.255.255.252 disable
y 1013 192.1658.1.1 255.255.255.0 disable §
il
Step 4 The following attributes have no default values, and must therefore be defined:

e interfacelpAddress
set the IP address according to your addressing plan.

e interfaceNetworkMask
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set the network mask according to your addressing plan.

e interfaceNumber

the interface number. An IP interface can be defined for a LAN port, a WAN port, the management port,
a DCC running IP or a VLAN. The interface number corresponding to these objects is specified by the
ifIndex attribute present under their respective M.O.

Step5  Click Save on the toolbar.

N,
Note  One interface (identified by a specific ifIndex) can be allocated several IP addresses. This
enables the user to connect the interface to a network segment where multiple subnets are
defined.
IP addresses and network masks associated with the management interfaces, that means the
management port, and the DCC can also be edited via the management interfaces M.O.

1.5.2 Configure a Static Route

An IP static route is a route defined by the user through the management system. Such a route does not

age out, and will stay in the network element routing table as long as it is not explicitly deleted by the

user. As any other route, a static route is active, and therefore included in the forwarding table provided

that the interface associated with the route is up.

~

Note  The forwarding table is a subset of the routing table. It contains only the active routes, that means
routes being used by the network element to forward IP datagrams. Typically, a route becomes
inactive, and is removed form the forwarding table when the operational status of its associated
interface is down. Only the forwarding table is visible in the Cisco Edge Craft via the ipRoute

attribute.

1.5.2.1 Create a Static Route

Step 1 Click on the ONS 15305 managed object, and then on the IP managed object in the topology browser,
Figure 7-29.

Step2  Double click on the ipRoute attribute in the attributes window.

Step3  Click Add on the toolbar.
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Figure 7-29
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Set the destinationIlpAddress, destinationNetworkMask, nextHop, interfaceNumber attributes.

Set the routeType attribute to either Remote if the route is meant to forward traffic, or Reject if the

Optionally, one or more metric attributes can be set. Metrics are used by the routing process to select a

preferential route (the route with the lowest metric) if there are several possible routes for a given

DestinationIpAddress | DestinationfetworkMask
5y 1 0.0.0.0 0.0.0.0
Ag 1 192.168.0.0 255,255.255.0
M Jooon 0809
Step 4
Step 5
route is meant to discard traffic for the specified destination.
Step 6
destination.
Step7  Click Save on the toolbar.

~

Note

The value x set to the destinationNetworkMask attribute will be rejected by the network element

if the bitwise logical-and of x with the value of the destinationIpAddress attribute is not equal
to the value of the destinationlpAddress attribute.
The IP address of the next router en route specified by the next-hop attribute must be directly
reachable via the interface specified by the interfaceNumber attribute, that means the next-hop
IP address must belong to the (one of the) subnet(s) defined for the interface identified by the
interfaceNumber attribute.
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Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

752 Configure a Static Route

Example

To define a static route to the subnet 10.10.0.0 in router R1, Figure 7-30.

Figure 7-30 Figure - Static Route in Router R1

£ 1 IPaddress: @002
Metwark mask:255.255 2550

|
|
1

Rl J
£ ¢ Interface "B
L_'_ + Paddess: 2020204

! Metwork mask: 255,25 .2550

Subnei 20,2020 1 | W

R2

=

Inberface A T Subnet 10.10/0.0

IF address: 10,1001 =
Mebwork mask: 23525300 g

Set destinationIpAddress: 10.10.0.0
Set destinationNetworkMask: 255.255.0.0

Set nextHop: 20.20.20.1 (one must choose the IP address of router R2 which lies on the same subnet as
the interface identified by the interfaceNumber attribute in R1)

Set interfaceNumber: ifIndex associated with interface A.
Set routeType: Remote

Set metric: 1

1.5.2.2 Configure a Default Route

Example

Step 1

A default route is a particular static route which is used to by the network element to send all the traffic
for which no other routing information exists. If no default route has been defined, and no specific
routing information exists for an IP datagrams requesting forwarding, the datagram is discarded.

The default route is created by setting both the destinationIpAddress and the destinationNetworkMask
attributes to 0.0.0.0. The router identified by the next-hop attribute is then referred to as default router,
also know as default gateway.

N

Note  There exists only one active default route in the network element. The default gateway can also
be edited via the Management Interfaces M.O.

To create a default route on router R1 using router R2 as default gateway, Figure 7-30.

Set destinationlpAddress: 0.0.0.0
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Cisco Edge Craft Software Guide g



Chapter7 Layer 2 Configuration |

B 753 Configure a RIP Filter

Step 2
Step 3
Step 4
Step 5
Step 6

Set destinationNetworkMask: 0.0.0.0

Set nextHop: 20.20.20.1

Set interfaceNumber: ifIndex associated with interface 'A'.
Set routeType: Remote

Set metric: 1

1.5.3 Configure a RIP Filter

An IP RIP filter allows the user to control the propagation of RIP routing information, and eventually to
modify the RIP routing by filtering out information about specific routes. In addition, IP RIP filters help
reducing the size of the RIP table allowing for a faster table look-up, and releasing memory for other
processes.

1.5.3.1 Create an IP RIP Global Filter:

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Examples

Click on the ONS 15305 or ONS 15302 managed object, and then on the IP managed object in the
topology browser.

Double click on the rip attribute in the attributes window.

Double click on the ripGlobalFilter attribute in the attributes window.

Click Add on the toolbar.

Set the type, networkAddress, numberOfMatchBits, and filterAction attributes.

Click Save on the toolbar.

To define a RIP global filter which prevents the network element from advertising any route to the subnet
10.10.0.0, enter the following filter:

Type: output
NetworkAddress: 10.10.0.0
NumberOfMatchBits: 16
FilterAction: Deny

To define a RIP interface filter which prevents the network element from accepting routes for the subnet
192.168.0.0, but still accepts routes for the subnet 192.1680.1.0, enter the following two filters:

#1: Type: input
NetworkAddress: 192.168.0.0
NumberOfMatchBits: 16
FilterAction: Deny
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#2: Type: input
NetworkAddress: 192.168.1.0
NumberOfMatchBits: 24
FilterAction: Permit

N

Note  The procedure to define a RIP interface filter is identical to the procedure described above. A
RIP interface filter applies only to a specific interface (specified by the ripInterface attribute)
instead of applying to every RIP-enabled interface on the network element.

RIP interface filters take precedence over RIP global filters.

1.6 Miscellaneous

This section describes OSPF and DHCP.

7.6.1 Open Shortest Path First

The open shortest path first (OSPF) is a link state routing protocol (unlike RIP which is distance vector
routing protocol). Configuring the network element to run OSPF can be performed through three basic
steps:

Step1  Configure one or several OSPF areas.
Step2  Configuring the OSPF interfaces.
Step3  Enable OSPF on the network element.

1.6.1.1 Supported OSPF Areas: Transit and Stub Areas

Three OPSF area types are currently defined by the standards:

e Transit areas (including the backbone area 0.0.0.0) defined in OSPF version 2 (RFC2328). Transit
areas accept intra-area, inter-area, and external routes.

e Stub areas defined in OSPF version 2 (RFC2328). Stub areas come in two flavours: they can either
accept intra-area, inter-area, and default routes, or only intra-area and default routes. Stub areas
which propagate only intra-area and default routes within the area are sometimes referred to as
totally-stub areas.

e Not-so-stubby areas (NSSA) defined in OSPF NSSA option (RFC1587). NSSAs are a hybrid
between transit and stub areas. They can import a few external routes into the area via an
autonomous system border router (ASBR) present in the area.

The network element currently supports only transit and stub areas. In addition, it is currently not
possible to configure a stub area to import only intra-are and default routes, that means it is not possible
to configure an area as a totally-stub area.
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1.6.1.2 Configuring an OSPF Area

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

To configure a new OSPF area follow this Steps:

Click on the ONS 15305 or ONS 15302 managed object, and then on the IP managed object in the
topology browser.

Click on the OSPF attribute, and then on the OspfArea attribute in the attribute window.
Click Add.

Set the arealD attribute.

Set the importAsExternal and metric attributes as required.

Click Save.

N

Note  Setting the importAsExternal attribute to importAsExternal define a transit area, while setting
the importAsExternal attribute to importNoExternal define a stub area.

N

Note  The metric attribute is only relevant for stub areas, that means when the attribute
importAsExternal is set to importNoExternal.

1.6.1.3 Configuring an OSPF Interface

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

To configure an OSPF interface:

Click on the ONS 15305 or ONS 15302 managed object, and then on the IP managed object in the
topology browser.

Click on the OSPF attribute, and then on the OspfInterface attribute in the attribute window.
Identify the OSPF interface to configure via its IP address listed under the interfaceIpAddress attribute.

Set the areald attribute to the area to which you want to attach the interface. Note that the area must
have been previously defined, 7.6.1.2 Configuring an OSPF Area, page 7-38.

Set the interfaceType attribute to the required type, and make sure that the ospfEnable attribute is set
to Enabled (this is the default value).

Edit the helloInterval, metricValue, authentificationType, authentificationKey, transitDelay,
routerDeadInterval, polllnterval, retransmissionInterval, and priority attributes if required.

Click Save.

1.6.1.4 Enabling OSPF on the Network Element

To enable OSPF globally:
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Step 2
Step 3
Step 4

1.6.2 DHCP

762 pHce W

Click on the ONS 15305 or ONS 15302 managed object, and then on the IP managed object in the
topology browser.

Click on the OSPF attribute in the attribute window.
Set the ospfEnable attribute to enabled.
Click Save.

The network element can be configured as a DHCP server (ONS 15305 > IP >DHCP >dhcpServerEnable
set to enable) or as a DHCP relay (ONS 15305> IP > DHCP > dhcpServerEnable set to disable).

If the network element is configured to relay DHCP requests, the IP address of the next DHCP server
must be configured by setting the ONS 15305 > IP > DHCP > nextServerIpAddress attribute.

If the network element is configured as a DHCP server, the user can configure the ranges of available IP
addresses for every IP interface on the network element, “7.6.2.1 Configure the Range of IP Addresses
for the DHCP Server” section on page 7-39. In addition, by using DHCP manual allocation mechanism,
the user can define the IP address to be allocated to a host based on its MAC address and optionally its
name, “7.6.2.2 Configure the DHCP Server for Manual Allocation” section on page 7-39.

1.6.2.1 Configure the Range of IP Addresses for the DHCP Server

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7

Configure the range of IP addresses.

Click on the ONS 15305 managed object, and then on the IP managed object in the topology browser.
Click on the DHCP attribute, and then on the dhcpAddressRange attribute in the attribute window.
Click Add.

Set the interfaceIpAddress attribute to the IP address of the network element on which the range of IP
address shall be available.

Set the ipAddressFrom and ipAddressTo attributes to the first and the last IP address allocated for the
range respectively.

Edit the leaseTime, defaultRouter, and probeEnable attributes as required.
Click Save.

~

Note  The range of available IP addresses [ipAddressFrom; ipAddressTo] must be on the same subnet
as the IP address of the interface (interfacelpAddress) on which the range applies.
If you want to allocate IP address permanently, that means to use the automatic allocation mode
of DHCP, the leaseTime attribute must be set to -1.

7.6.2.2 Configure the DHCP Server for Manual Allocation

Configure an IP address for manual allocation.
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Step1  Click on the ONS 15305 managed object, and then on the IP managed object in the topology browser.
Step2  Click on the DHCP attribute, and then on the dhcpAllocation attribute in the attribute window.
Step3  Click Add.
Step4  Set the ipAddress attribute to the IP address to be allocated via the manual allocation mode of DHCP.
Step5  Set the mechanism attribute to manual.
Step 6 Edit the macAddress, hostName, defaultRouter, configurationServerIpAddress, and
configurationFileName attributes as required.
Step7  Click Save.

N

Note  Tomatch any incoming MAC address, the macAddress attribute must be to “00:00:00:00:00:00”.
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Performance Management

8.1 Introduction

This chapter describes the presentation of Performance Management (PM) data as they occur on the
network element. The PM data available on the network element:

¢ (.826 performance data for the SDH paths and section termination points.
— G.826 on Multiplex Section (MS), Regeneration Section (RS), Virtual Containers (VC).
— Non-intrusive monitors on AU’s and TUs cross- connected through the network element.
e Values of the various counters.
¢ RMON.

PM data can be monitored from the Management Tree. You can read the registered PM data on the
network element, get it presented in performance management data tables. The file can be read, copied
and/or edited in any tool, for instance MS Excel. It is possible to clear all PM data on the network
element, see “Logs (Alarm Logs, Performance Data Logs)” on page -32.

8.1.1 Definitions

According to G.826 PM data, the following definitions are used:
e Errored second (ES)
— A one second period with one or more errored blocks or at least one defect.
e Severely errored second (SES)
— A one second period which contains >= 30% errored blocks or at least one defect
e Background block error (BBE)
— An errored block not occurring as a part of an SES
e Unavailable seconds (UAS)

— A period of unavailable time begins at the onset of ten consecutive SES events. These ten
seconds are considered to be part of unavailable time. A new period of available time begins at
the onset of 10 consecutive non-SES events. These ten seconds are considered to be part of
available time. UAS is the number of second of unavailable time.
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This section describes:
e “Present G.826 PM data”

e “View Counters”

8.1.2 Present G.826 PM data

G.826 PM data is available in the network elements under management.

8.1.2.1 Background

The network elements have limited memory for historical data storage, and the oldest data will be
removed in favour of new, current data registered to the network element’.

G.826 specifies the accumulated performance data for 15 minutes and 24 hours periods. The incomplete
data for the current 15 minutes period is also available. This is updated continuously on the network
element. PM data is stored in time series measurement periods (for instance such as the last 15 minutes
and the last 24 hours period) on the network element.

From Management Tree, you can select G.826 PM data for the following managed objects:

Table 8-1 Managed Objects

Parameter Description Objects

RS Regenerator Section near end

MS Multiplex Section near end and far end
VC-3 Virtual Container 3 near end and far end
VC-4 Virtual Container 4 near end and far end
VC-12 Virtual Container 12 near end and far end

¢ None- intrusive monitors on AU’s and TUs

Near End and Far End data apply to all managed object, except for the RS.

1. Time periods and interval may vary between the different network element types.
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Figure 8-1
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8.1.3 View Counters H

With near end and far end data for all managed object except the RS. The managed objects have PM
attributes as defined in the information model, Figure 8-1.

Available time periods are:

15 minutes

24 hours

The system presents current data and historical data. The number of historical stored periods are:

16x15 minutes

1x24 hours

See also “5.4.7 Monitoring PDH Port VC-n Performance” section on page 5-12 and

“5.15.10 Monitoring WAN Port Performance” section on page 5-66.

8.1.3 View Counters

From the Management Tree you can view all managed objects that are monitored objects, for instance:

LAN ports
WAN ports
Bridge

1P

IPM

IPX
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8.1.4 Criteria for Counting Valid-data

Criteria for PM counters: for disabled ports, there is no PM-counting (all BBE, ES, SES, UAS have value
0), valid-data flag not affected (data is set as valid if conditions mentioned below are fulfilled).

For Valid-data flag (used for previous 15-min/24-hour intervals) the following rules apply:

The flag will not be set for any 15-min period (for any levels) if 600 seconds (10 minutes) or less are
counted (since counter-reset or device-reset).

¢ The flag will not be set for any 24-hour period (for any levels) if 20 hours or less are counted (since
counter-reset or device-reset).

e For RS/MS/VC-4 levels the flag will not be set for any 15-min if the STM-n port was not defined at
the beginning of the period (defined meaning that STM-n port was expected in that slot/port
position).

e For RS/MS/VC-4 levels the flag will not be set for any 24-hour period if rule 3) was true for 80
15-min intervals (20 hours) or less.

e For VC-4 level the flag will not be set for any 15-min period if the AUG-1 is not structured as
AUG_AU4_TO_XC or AUG_TUG3x3 at the beginning of the period.

e For VC-4 level the flag will not be set for any 24-hour period if rule 5) was true for 80 15-min
intervals (20 hours) or less.

In all other cases the valid-data flags are set to
e RS-level valid-data: rules 1,2,3,4
e MS-Ilevel valid-data: rules 1,2,3,4
e VC(C-4-level valid-data: rules 1,2,3,4,5,6
e E3-(/VC-3-) valid-data: rules 1,2
e EI1(/VC-12-) valid-data: rules 1,2
e WAN (/VC-12-) valid-data: rules 1,2

8.2 Manage RMON

This section describes management of RMON (Remote Network Monitoring) within a network of Cisco
network elements.

RMON is an IETF standard (RFC 2819) for monitoring the status of a network by activating
probes/monitors at targeted ports in the network, and using RMON clients to collect and present the
status information.

8.2.1 AboUt Rmon Measurements In Cisco Network Elements

With Cisco RMON Management, the user can set up local monitoring devices (probes) at selected
locations in the managed network. The RMON monitors perform data acquisition and local storage.

An RMON monitor can be set up to accumulate information (perform diagnostics and collect statistics)
in local PM buffer, and to log PM associated events or to generate RMON traps to the management
system. To collect information, the management system can either poll the monitors regularly or be
notified by monitor notifications (SNMP traps), triggered by exception conditions.
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8.2.2 RMON Overview

Manage time series measurements on local area networks (LANs) and interconnecting E1/E3 lines from
a central site with RMON. RMON uses monitoring probes to acquire and store measurements. Remote
monitoring according to RMON needs management, and has to be set up specifically.

With RMON management you create RMON monitors, configuring measurement sessions, alarm
conditions, logging and alarm generation, and acquire RMON data views.

¢ Events is used to define event types generated from the device.
e Alarms is used to set up alarm thresholds for RMON monitoring.

e History Control is used to set up the periodic sampling of information from the network element
ports, and to configure RMON probes/ monitors.

e Logs is used to log selected events from RMON Events.

e Statistics contains statistics on each monitored ethernet interface on the network element.

Figure 8-2 RMON - GUI overview
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The following sub- sections explain how to create, configure and inspect RMON monitor(s):
e “Create RMON History Monitor(s)”.
e “Create RMON Event Monitor”.
e “View RMON Data”.

8.2.3 Create RMON Event Monitor

This section describes how to create an RMON Event Monitor as follows:
¢ “Define RMON Event Types”.
e “Configure an RMON Event Monitor”
— “Define A Monitor Source”

— “Define detection criteria”
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8.2.3.1 Define RMON Event Types

Set RMON event types prior to configuring RMON Event Monitors. Events are defined as entries in the
RMON Event Table. You can choose between the following alternatives:

e Generate log entries (to RMON Logs)
e Generate RMON traps (to Event Trace, Notification List)

¢ A combination of Log entry and RMON traps
(as illustrated in the following sections)

Step1  Add a new event to RMON Event Table.
Step2  Select event Type (here: Log entry and SNMP trap).

Step3  Enter Community string for communication with intended trap recipient.

Figure 8-3 RMON Events-GUI example
Id | Community Type Owner Description LaskTirne5er
public log-and-trap - | <optional= <optional = a
none
lng

snmp-trap k

log-and-trap

[4 4 » »* RMONEventTable / 141

Step4  Enter an Owner (optional).
Step5  Enter a Description (optional).
Step6  Repeat the procedure for as many event definitions as desired.

Step7  Save event definition.

~

Note  The event Id is used in configuring RMON event monitors.

8.2.4 Configure an RMON Event Monitor

You configure RMON Event Monitor by defining the conditions for event generation from RMON
Alarms. If editing an existing monitor, you select the desired table entry.

8.2.4.1 Define A Monitor Source

Step 1 Select Alarms from RMON attributes.
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Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

Step 8

Figure 8-4
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Figure 8-5 Add Monitor Entry
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Enter an Owner for monitor administration (optional).

Select the port status to be used in detecting the alarm situation from AlarmVariable pull- down list.

Define detection criteria

Set Interval for the periodic check for alarm conditions.

Choose absolute values or delta values from Sample Type if the monitor checks alarm conditions

(difference between last and current sample).

Set the desired alarm Startup conditions:

This attribute defines the i

Alarms are generated if the monitor is in an alarm situation (below falling threshold or above rising

threshold) at startup.

nitial behavior of the monitor:

Alarm Rising Threshold (integer - number of occurrences).
The monitor triggers an event when the counter value rises above this level.

Alarm Falling Threshold (integer - number of occurrences).
The monitor triggers an event when the counter value sinks below this level.

Rising Event cross-reference.
A cross reference to the Event Table that identifies the event that is triggered when the monitor registers
a rising threshold violation.

124589
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Il 825 Create RMON History Monitor(s)

Step 9

Falling Event cross-reference.
A cross reference to the Event Table that identifies the event that is triggered when the monitor registers
a falling threshold violation.

Save RMON event monitor configuration.

The network elements RMON monitor can start generating alarm events for selected ethernet interface.

8.2.5 Create RMON History Monitor(s)

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Note

Sampling interval is as defined by the user. Sampling duration is as granted by the network element. Each
sample contains the full set of RMON counter data associated with the data source.

An RMON historical monitor maintains both a 'current' and a 'historical' list of statistical data. History
Statistics contains the periodical samples from one specific Ethernet interface instance.

Add a monitor for time series measurements in RMON History Control.

Figure 8-6 RMON History Monitor- example
Attribukes - Yiewing children x |
DataSource | Owner Interval | BucketRequestedCount storyStatistics | BucketGrantedCount|
D 4/1 (490 MM:192,168.0,12 3600 50 lgs HistoryStatistics 50
=
h
M 4 » M HistoryControl / Jil ILI E

Specify a LAN/ WAN port as DataSource for desired ethernet interface instance (Port if-index or
BridgePortNumber.)

Enter an Owner (optional).

Set polling parameters for each data sampling:
Poll interval in seconds, or poll duration as number of polls in BucketRequestedCount.

Save RMON monitor configuration.
The network element starts monitoring historical data.

Inspect the poll duration of the RMON monitor from BucketGrantedCount.

The monitored data is based on free-running sets of counters. RMON has no support for detecting
counter overflow.

8.3 View RMON Data

RMON data is available for inspection in several RMON tables within the network element:

Cisco Edge Craft Software Guide
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83.1 View Statistical Data W

e RMON Statistics present statistics for each monitored ethernet interface. See “Inspection Of
Current Statistical Data” on page -9.

e RMON History Statistics present time series of statistics measurements. See “Inspection of
History Statistics Per Port” on page -10.

e RMON Logs contain logged events from each monitored interface.
See “View logged events” on page -10.

e RMON Traps are presented in CiscoEdgeCraft Event Trace view. This information is not stored
on the network element. See “Notification” on page -19.

You can manage several RMON Monitors in the network element at any time.

8.3.1 View Statistical Data

This section describes the following:
e “Inspection Of Current Statistical Data”.
e “Inspection of History Statistics Per Port”.

Presented RMON data can be printed to file.

8.3.1.1 Inspection Of Current Statistical Data

Press RMON in Management Tree.
Select Statistics from RMON attributes.

Figure 8-7 RMON Statistics- GUI overview
Attributes - Viewing children i x |
Id | DataSource Packets... | Pack... | Pack... | TotalPackets | TotalOckets |

IF_, a a a a o o o a
' BroadcastPackets
v Collisions
v CrcalignmentError
v DataSource
v DropEvents

4 4 » pl* Statistics / [ 4] | w Fragments
v Id
 Jabbers

v MulticastPackets

v OversizePackets

v Ciner

v PacketsOfLength1024t01536
v PacketsOfLength128t0255
v PacketsOfLength256ka51 1
v PacketsOfLength512ta01023
v PacketsOfLengthsd

v PacketsOfLengtheStol 27
» Status

v Totaloctets

 TotalPackets

v UndersizePackets

124601

The current statistical information of all monitored interfaces for all monitored ports will be presented.
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W 832 View logged events

Step 3

Customize visible columns from right- click menu (optional).

8.3.1.2 Inspection of History Statistics Per Port

Step1  Select History Control from RMON attributes. RMON statistical time series table view for all history
monitors and to all the ports is presented.
Figure 8-8 Select History Control
1g children x |
DataSource | Owner Interval | BucketRequestedCount | HistoryStatistics | BucketGrantedCount |
0 4/1(49) NM:192.168.0.12 3600 50 lgs Historystatistics 50
M-
h
4 4 ¥ M HistoryControl / 14 [ ] g
Step2  Select the RMON history monitor for LAN/ WAN interface you want to inspect.
Step3  Press History Statistics link to view the RMON statistical time series for that specific port.
Figure 8-9 RMON History statistics - example
children z * |
Fragments Broadcast,.. | MulticastP... | Utilization DropEvents | Undersize... | Crcalignm... | IntervalSt
_||]_ etherHiskoryEntry: 1,72 465976 o o o G144 o 131336450 25921294;'
Il etherHistoryEntry:1.73 1] 1] 1] 1] 34156025 1] 131336450 26281294
_||]_ etherHiskoryEntry: 1,74 597026 o o o 34155605 o 3767104 26641294
_||]_ etherHiskoryEntry: 1,75 34155504 1] 1] 2004 34155445 1] F6366 27001294
Il etherHistoryEntry:1,76 o 1 34155496 o 34155472 o 1 27361294
_||]_ etherHiskoryEntry: 1,77 1] 1] 3862654 2 1] 1] 3863068 27721294
_||]_ etherHiskoryEntry: 1,78 34155750 o 521 o o 5034630 28081294
Il etherHistoryEntry:1,79 1] 5704 1 1] 36866 34155624 33587154 28441294
_||]_ etherHiskoryEntry: 1,50 o 38189238 o o 36866 o 33587112 28801294
_||]_ etherHiskoryEntry: 1,61 1] 3818928 1] 1] 36866 1] 33587112 29161294
_||]_ etherHiskoryEntry: 1,62 o 38189238 o o 36866 o 33587112 29521294
_||]_ etherHiskoryEntry: 1,83 1] 3818928 1] 1] 36866 1] 33587112 29361294
_||]_ etherHistoryEntry: 1,54 o 38189238 o 36866 o 33587112 30241294
_||]_ etherHiskoryEntry: 1,85 1] 3818928 3818925 1] 36866 3 F6366 30601294 =
il etherHistoryEntry:1.586 a 3818923 3818925 a 36866 3 F6B66 30961294 ¥ Q
4 4 » M HistoryStatistics / |4 | » o

8.3.2 View logged events

How to view logged events:

8.3.2.1 Inspection of the Event Log

Step 1

If the event monitor is configured to log events locally, you can inspect this in the RMON Logs.

Select Logs from RMON attributes.

All events logged by all monitors within the selected network node will be presented.
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832 View logged events

Figure 8-10 RMON Logs-view

Attribubes wving children :
Id Ewent Time Description

There are no items in this view

124600

4 4 » M RMONLog / 4] Ix]

8.3.2.2 Inspection of the Event Log

Inspect events filtered for a specific LAN/ WAN port.

Step 1 Select desired RMON monitor from RMON Alarms.
Step2  Open RMON Event logs from Rising Event and/ or Falling events.

Figure 8-11 Alarm monitor- example

=
| DataSource | Startup | RisingEventIndex | RisingEwent | FallingEventInde:x | FallingEvent | Yalue J

3L risingCrFalingalarm 4 ok RMOMEvent 4 gy RMOMEvert 0

124591

A filtered table view of the Event Log will be presented, containing all events associated by the selected
monitor. All logged events are presented with timestamp and description fields.

Figure 8-12 RMON Event log to alarm monitor-view

Values
I1d mRisingEvent.aIarmEntry:4
G ity
Description
LastTimeSent
DOwner
Type

124890

8.3.2.3 Delete RMON Monitor

Step 1 Select desired monitor (Alarms or History) in the relevant RMON table.
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W 832 View logged events

Step2  Press Delete.

RMON monitor (and any RMON event definitions) is removed in from the network element.

RMON data presentation is closed on your desktop. When deleting RMON monitors, the associated log
table entries (History Statistics, Event Log entries) are removed automatically.
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Question 1

Question 2

Question 3

Troubleshooting and FAQ

Question one handles troubleshooting and FAQ from Chapter 4, “General Management”.
Question two to four handle troubleshooting and FAQ from Chapter 5, “Traffic Port Management”.

Question six to eleven handle troubleshooting and FAQ from Chapter 7, “Layer 2 Configuration”.

Q. How can I configure the Slot for another module type?

A. When the Slot Expected Module attribute is set to a specific module type, the Managed Objects for
the expected module type are created in ONS 15305. Likewise, when the Expected Module is
already set to a module type and we want to configure the Slot for a different module type, the
Managed Objects for the configured module will be deleted before the Managed Objects for the new
module type can be created.

In order to avoid unintentional traffic breaks, ONS 15305 checks whether the existing configured
module is involved in cross-connections, carrying management traffic or is used for synchronization
purposes.

Q. Why should I set the Path Trace Identifier attributes?

A. You do not have to set the Path Trace Identifier attributes, but it is a very useful tool for checking
the connectivity of complex networks. Basically a Path Trace Identifier is inserted at the beginning
of a path and extracted at the end of a path. By setting Path Trace Transmitted to a logical value, for
example BONN-3-21 you can easily see if this value is received on the other side of the network.
If you enter a value for the Path Trace Expected value and enable Path Trace, a TIM alarm will be
triggered if the received value is different from the transmitted value.

Q. What is a WAN port?

A. WAN ports perform the mapping between a traditional Lan Port and the SDH network. The WAN
port is an internal interface in ONS 15305.
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Question 4

Q. Why does a WAN port have 50 channels when I can achieve the maximum capacity of 100 Mbit/s
using 47 channels?

A. The WAN port is mapping the ethernet packets into VC12 containers. Each VC12 container always
carry 2.16 Mbit/s. However, the mapping process requires some overhead. The overhead will vary
with the actual PDU type mapped into the VC12 channels. This means that the bit rate at the Ethernet
interface is a bit less than the bit rate of the VC-12 channel. With a certain type of PDUs, 100Mbit/s
is achieved using only 47 channels, while some PDUs may require 50.

Question 5

Q. Why is the Mac multicast feature not available in Cisco Edge Craft?

A. Toenable MAC multicast, the user must make sure that the maximum number of VLANSs is less than
4000. This is because the maximum number of multicast entries allowed in the network element is
fixed by the following equation:

Figure 9-1 VLAN calculation

89199

(max number multicast entries) = 4000 — (max number VLANSs)

Therefore, if the maximum number of VLANSs is greater than 4000, no resources can be allocated
for MAC multicast entries, and the MAC multicast feature is then disabled.

The maximum number of VLANS is set via the vlanMaxEntriesAfterReset attribute (under
Bridge->VlanType). If this attribute is edited, the network element must be reset before the new
value becomes effective.

Question 6

Q. Why is the STP per VLAN (or STP per Device) attribute not available in Cisco Edge Craft?

A. Either the stpPerDevice or the stpPerVlan attribute is available in the Cisco Edge Craft, but both
attributes are not available simultaneously. The attribute stpType under Bridge > spanningTree
decides which attribute is available. When the value of the stpType attribute is '‘perDevice', the
stpPerDevice attribute is available, and the stpPerVlan attribute is not. Reciprocally, when the value
of the stpType attribute is 'perVLAN', the stpPerVLAN attribute is available, and the stpPerDevice
attribute is not.

The attributes stpPerDevice and stpPerVLAN allows the user to control the spanning tree
process(es) on the network element. The network element can either run one single spanning tree
for the whole network element, or one spanning tree per VLAN. The stpType attribute is used to
indicate which type of spanning tree protocol (per device or per VLN) is currently running. To
modify the current type, set the stpTypeAfterReset attribute (under Bridge > spanningTree) to the
desired value, and reset the network element.
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Question 7

Question 8

Q. How many VLAN does the network element support?

A. The maximum number of VLANSs supported by the network element is configurable by the user, and
is indicated by the vlanMaxEntries attribute (under Bridge > VlanType).The maximum number of
VLANS can be set to a new value via the vlanMaxEntriesAfterReset attribute (under Bridge >
VlanType). If this attribute is edited, the network element must be reset before the new value
becomes effective. Note that the network element cannot support more than 4000 VLANS.

Q. What is the VLAN ID?

A. IEEE 802.1Q standardizes a scheme for adding additional information, known as VLAN tag, to layer
2 frames in order for a switch to know which VLAN an incoming frame is intended for, and the
priority of the frame. The VLAN tag is a two-byte field containing 3 bits for indicating the priority
of the frame, 12 bits for indicating the VLAN ID, and 1 bit indicating whether the addresses are in
canonical format, Figure 9-2.

S

Note In the standard (IEEE 802.1Q), layer 2 frames carrying both VLAN identification and priority
information in a tag are referred to as VLAN tagged frames. Layer 2 frames carrying priority
information, but no VLAN identification information are referred to as priority tagged frames.

Figure 9-2 IEEE 802.1Q Tag header (VLAN tag)

2 hytes

. WLAN (D (12 hits)
ke
b
A
5

¥

&
hY
ks

CFI {1 bit)

k]
K

|
N | Priority (3 bits)

e

The priority field is interpreted as a binary number, and therefore capable of representing eight
priority levels, O through 7. The use and interpretation of this field is defined in ISO/IEC 15802-3.

The canonical format indicator (CFI) is a single bit flag value. CFI reset indicates that all MAC
address information that may be present in the MAC data carried by the frame is in canonical format.

The VLAN identifier (VLAN ID) field uniquely identifies the VLAN to which the frame belongs.
The VLAN ID is encoded as an unsigned binary number. The user can associate any value in the
range 1-4095 to a VLAN ID. The value null is reserved for priority-tagged frames, and the value
4096 (FFF in hexadecimal) is reserved for implementation use.

~

Note  Priority tagged frames are layer 2 frames carrying priority information, but no VLAN
identification information.
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Question 9

Q. How to choose the maximum number of GVRP VLAN?

A. The generic attribute registration protocol (GARP) protocol is a general-purpose protocol that
registers any network connectivity or membership-style information. GARP defines a set of devices
interested in a given network attribute, such as VLAN or multicast address.

The GARP VLAN registration protocol (GVRP) protocol is specifically provided for automatic
distribution of VLAN membership information among VLAN-aware bridges. GVRP allows
VLAN-aware bridges to automatically learn VLANSs to bridge ports mapping, without having to
individually configure each bridge, and to register VLAN membership.

To minimize the memory requirements when running the GVRP protocol, two proprietary tuning
variables have been added to the standard variables: gvrpVlanMaxEntries and
gvrpVlanMaxEntriesAfterReset which control the number of GVRP VLANSs allowed to participate
in GVRP operation. The maximum number of GVRP VLANSs includes all the VLANSs participating
in GVRP operation regardless if they are static or dynamic.

The following should be considered when specifying the maximum number of VLAN participating
in GVRP by setting the gvrpVlanMaxEntriesAfterReset attribute:

e The default maximum number of GVRP VLANSs is equal to 0 because of the memory
restrictions.

e The maximum number of VLANSs (managed through the bridge> vlanType >
max VlanEntriesAfterReset attribute) limits the maximum number of GVRP VLANSs.

e To ensure the correct operation of the GVRP protocol, users are advised to set the maximum
number of GVRP VLANSs equal to a value which significantly exceeds the sum of:

The number of all static VLANSs both currently configured and expected to be configured.

The number of all dynamic VLANS participating in GVRP both currently configured (initial number
of dynamic GVRP VLANSs is 0) and expected to be configured.

In creasing the value of maximum number of GVRP VLANSs to value beyond the sum, allows users
to run GVRP, and not reset the device to receive a larger amount of GVRP VLANSs. For example, if
3 VLANSs exist and another two VLANSs are expected to be configured as a result of VLAN static or
dynamic registration, set the maximum number of GVRP VLANSs after reset to 10.

Adjust the maximum number of VLAN and GVRP entries

Step 1 Click Properties in the VLAN Settings window.
Step2  The appearing dialog allows you to adjust the maximum number of VLAN and GVRP entries.
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Figure 9-3 Adjustment of VLAN/GVRP entries

YLAN/G¥RP entries

This dialog lets you adjust the maximurn number of YLAN and
GYRP entries.

Maximumn entries |

| I
WLAN J 3201

|
GYRP
| — I ! T | N

Entries available for MAC Multicast: 799

Ok Cancel

Apply

fuic == =)

~

Note

To enable GVRP, ensure that the amount of maximum amount of VLANSs is less than 4000
(check the bridge > vlanType > maxVlanEntries attribute).

Question 10

Q. How to represent a set of ports with an octet string?

A. When an octet string is used to represent a set of ports, each octet within the string specifies a set of
eight ports, with the first octet specifying ports 1 through 8, the second octet specifying ports 9
through 16, etc. Within each octet, the most significant bit represents the lowest numbered port, and
the least significant bit represents the highest numbered port, Figure 9-4. Each port of the bridge is
then represented by a single bit within the octet string. If the bit has a value of 1 then the port is
included in the set of ports, and the port is not included if the bit has a value of 0.

Figure 9-4 Definition of a set of ports through an octet string
Mot Sigrificant Bit ILeast Significant Bt | Mast Sionifcant Bt | Least Sigrificant Bt |
imsey I(LSB) iMsey ! isey !
L B
: 1 J
— Octet 1 L . j} Octet 2 >
\ o W Y
- d &
EAN I I & A A
I T 1 T I T 1 T
] ] ] ] ] ] ] ]
I I I I I I I I
L : o 3 )
IR I 3
i 08 & B SR T | 2.
£ X B B 5 EE 2
Pl . : g
4 & & 4 4 & 0§ 5 2

Table 9-1 presents two examples of octet strings and their corresponding sets of ports.

Table 9-1 Octet string and corresponding set of ports

Octet String

Binary Representation

Set of port(s)

52

0101 0010

port #2, port #4, and port #7

Oc 01

0000 1100 0000 0001

port #5, port #6 and port #16
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Question 11

Q. What are the Common UDP Ports?

A. The common UDP ports are described in Figure 9-5.

Figure 9-5 Common UDP Ports
UDP Port # Acronym Application
7 TIME Time
42 NAMESERVER Hast Name Server
43 MICMAME Whals
53 DOMAIN Damain Mame Sarver
67 BOOTPS Bootstrap Protocol Server
it} BOOTPC Bootstrap Protocel Client
69 TFTR Trivial File Transfer
m SUNRPC Sun Microsystems Rpe
123 NTP Hletwork time
137 MetBinsNameaServica NT Sarver to Station Connections
138 NetBiosDatagramServics HT Sarver to Station Connections
139 NetBios SessionService NT Server to Station Connections
161 SNMP Simple Metwark Management
162 SNMP Simple Matwork Management Traps
513 Unix Rwho Dazman
514 syslog System Log
525 timed Tima Dasmon

0013

Q. What are the different types of Link State Advertisements?

A. The different link types are listed in Table 9-2.

Table 9-2 Link state type (according to RFC2328, Appendix A.4.1)

Link State (LS) Type Description

1 Router-LSAs

2 Network-LSAs

3 Summary-LSAs (IP network)
4 Summary-LSAs (ASBR)

5 AS-external-LSAs
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A

ADM Add/drop multiplexer

AIS Alarm indication signal

APS Automatic protection switching
ARP address resolution protocol
ASBR Autonomous system border router
AU-x Administrator Unit - x

B

BBE Background block error

BER Bit error rate

C

CBKLM Addressing schema for data container
CFI Canonical format indicator

CPE Customer premises environment
CTP Connection termination port
CTS Clear to send

D

DNU Do not use

DEG Degraded signal effect

DCC Data communications channel

[ 78-xxxxx-xx
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DCN Data communications network

DHCP Dynamic host control protocol

E

EMS Element management system

ETS European Telecommunications Standard

ETSI European Telecommunications Standards Institute
ES Errored seconds

F

FCC Federal Communications Commission

G

GARP Generic attribute registration protocol

GUI Graphical user interface

GwW Gateway

GVRP Generic attribute registration protocol VLAN registration protocol
H

HTML Hypertext markup language

|

IANA Internet assigned numbers authorit

ID Identifier

IEC International Electrotechnical Commission

IEEE Institute of Electrical and Electronics Engineers
IF-DN-0101-R1 Network and service forum (NSIE) standard for IP over DCC
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ISDN

ISO

ITU

ITU-T

L

L11S
L21S
LAP-D
LAN
LED
LLC
LL2/LL3
Log4j

Los

MAC
Mbps
MHz
MIB
MO
MS

MSP

Internet group management protocol
Internet Protocol

Internetwork packet exchange protocol
Intermediate system

Integrated services digital network
International standard organization
International Telecommunications Union

International Telecommunications Union, Telecommunication standards sector

Layer 1 intermediate system

Layer 2intermediate system

Link access procedure on the D channel
Local area network

Light emitting diode

Logical link control layer

Local loop 2/3

Tool for logging from jakarta.apache.org

Loss of signal

Medium access

Megabits per second

Megahertz

Management information base
Managed Objects
Multiplex section

Multiplex section protection

[ 78-xx00-xx
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NC

NE

NET

NMS

NSAP

NSSA

o
ONS
ONSCLI

OSPF

PC

PDH

PIM

PIM-DM

PM

PPP

PRC

not connected

Network element

Network

Network management system
Network Service Access Point

Not-so-stubby areas

Optical networking system
Optical networking system command line interface

open shortest path first

Personal Computer

Plesiochronous digital hierarchy (ITU-T Rec. G.702)
Protocol independent multicast

Protocol independent multicast - Dense mode
Performance monitoring

Point-to -point protocol

Primary reference clock
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Q

QL Quality Level

aLm Quality Level minimum

R

RFC Request for comments

RIP Routing information protocol

RJ-45 Registered jack #45 (8-pin)

RS Layer Regenerator section layer

RSTP Rapid spanning tree protocol

RMON Remote monitoring

Rx Receive

S

SAP Server advertisment protocol

SASE Stand alone synchronization equipment
SEC SDH equipment clock

SES Severely errored second

SDH Synchronous digital hierarchy

SNAP Subnetwork access protocol

SNC Sub-network connection

SNC/I Sub-network connection inherent monitoring
SNC/N Sub-network connection on-intrusive monitoring
SNMP Simple network management protocol
SNTP Simple network timing protocol

SSuU Synchronisation supply units

SSM Synchronisation status message

[ 78-xxxxx-xx
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STM Synchronous transport module
STP Spanning tree protocol

T

TAC Technical Assistance Center
TCP/IP Transmission Control Protocol/Internet Protocol
Trib Tributary

TFTP Trivial File Transport Protocol
TP Termination point

TU Tributary unit

Tx Transmit

U

UAS Unavailable seconds

URL Uniform Resource Locator (Internet address, including specific document location)
\'"/

VC-x Virtual container

VLAN Virtual local area network

W

WTR Wait to restore

WAN Wide area network

www World Wide Web

X

XC Cross connect
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