CHAPTER 8

Tutorial

This chapter provides a quick way to become familiar with the main Cisco IPeXchange
Monitor features. The entire tutorial should take about 15 minutes. It has the following
sections:

Getting Started

Looking at Connections
Looking at Site Access Controls
Creating a Sample Schedule
Creating a Sample Address List
Adding a Sample User

Adding a Sample Group

Deleting the Sample Entries

You should work through each section in order.

Note Because of software limitations, you often cannot use the web browser Back or
Forward button to navigate between windows. Instead, you can use the links and buttons at
the bottom of certain windows to navigate through monitor windows.
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Getting Started

Getting Started

To start the tutorial, follow these steps:
Step 1 Start the monitor and log in.

See the chapter “Starting and Exiting the Cisco IPeXchange Monitor” for more
information.

The main monitor window (also called “home”) appears.
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Getting Started

E0=—————— Netscape: |Pelichange Monitor BE
= 4

o | o | By & | ¥ 2| 8| =& @ N

Back |Forward| Horme Reload | Images Open Frint Find Stop 3 )

Go To: |http F fIPe¥change—Gateway /
What's New? | “What's Coal? | Handbook | Net Search | Met Directorg| Software |

Access Manager

Diagnostics

Artalioand faarnet b onass
[PeXchange Monitor is the management center for your [FX-to-1F gateway.
Access Manager maintains lists of users and groups and restricts aceess to TCP/IP
services. Access can be permitted or dented by time of day, by type of service, or by
address.

A Snapshot lets you view information on the entire set of connections or detals
about a particular connection on the [PeX{change gateway.

Diagnostics iz where vou start and stop logging for troubleshooting the IPeXchange
pateway.

To change the supervizor password, click here.

el =AE

MMZ5580

The main monitor window shows the three main features of the monitor: access
control, snapshots for monitoring connections, and diagnostics for tracing the
Cisco IPeXchange Internet Gateway. It also has a link for changing the monitor

supervisor password.
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Getting Started

Step 2 Click Access Manager.

The Access Manager window appears.

Metscape: Access Manager

e [] -
I G | ¥ | 2 Fid &
Back |Forward| Horme Reload | Images Open Print Find Stop
Go To: |http ¥ IPerchange—Gateway /bin f custams Pprofmgr
What's New ? | What's Cool? | Handbook | Met Search | MNet Directoru| Software |

PeXchange Monitor - sy peses ST

Schedules
Address Lists

Access Controls

Site Access
Specify everone's defanlt access.
Group Access

244 and delete roups; specify group access contols,
User Info

244 and delete vsers; view a vSer's access contols.

Templates

Schedules

Wiew, modify, or create schedules for ime-based access confrol.
Address Lists

Create and manage lists of addresses for location-based access control.

HetWare Users:

Downloading the names of vsers and groups from the Hovell Bindersy
saves vou from having 10 type them in manvally,

Dowdoad How

Home | Snapshot | Disgnostics

Mhi2495
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Looking at Connections

The monitor provides two ways to control access to the Internet: site and group
access controls. Unless they are a member of a group, users have access according
to the site access control profile. In addition, users that have not been entered into
the monitor are also subject to site access controls.

Timesaver You can save time by taking the users and groups directly from the NetWare

* Bindery instead of entering them manually. The group and user information is added to any
information already present in the monitor. If you want to control access according to
specific times or address lists, you need to define schedules and address lists.

Caution  If you delete one or more users from a NetWare group in the monitor, then

A download the NetWare groups and users again, the users are moved back into the group. If
possible, your NetWare groups should match your monitor groups to avoid this problem.
For example, if in the monitor you delete a user FRED from a the NetWare group ENG,
FRED will be added back to the group if you download again. However, if in the monitor
you add FRED to the NetWare group SALES, Fred will stay in SALES if you download
again.

Step 3 To download groups and users from NetWare, click Download Now.

Now that you have users entered into the monitor, you can look at connections.

Looking at Connections

To look at information about the current connections through the gateway, follow these
steps:

Step 1 Click Snapshot.

The monitor collects information about the connections through the gateway, then
the Snapshot window appears.
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Looking at Connections

Ele—————————————————— MNetscape: Snapshot
e ] c:
o | o | f & | B 2 4 @
Back |Forward| Homme Reload | Images Open Frint Find Stop
Go To: |http ./ {IPerchange-Gateway|/bin/customs 7snapshot
‘What's New?l What's Coo1?| Handboak | Met Search | Met Directorg| Software |

Snapshot

Snapshot Time A6 14:4:36
Total Kilobytes In 62
Total Kilohytes Cut - &

Bort By| 1Taer I

|Kiluhyms In |iilobyms 01n| User |IP Address |Purt |Cunne|:u'nn Start Time | Details

|41 |2 |BRUCE |123.45.6?.89 |ftp |4.'1?.'96 12:23:44 | — |
19 3 CHERTL [321.54.76.95 [htp  |4117/96 12:25:12 — ]
1 0 CHERTL [321.54.76.98 |htp | 4/17/96 12:25:12 —]
|1 |1 |SUNIL |111.22.33.44 |te]:met |4.'1?.'96 1225111 (=l

()

Home | Access Manager | Disgnostics

M251a

L3l =H ]

Following are the meanings of the fields:
Kilobytes In. The kilobytes transferred from the Internet location to the IPX user.

Kilobytes Out. The kilobytes transferred from the IPX user to the Internet
location.

User. The login user name of the user.

IP Address. The destination IP address that the user has connected to on the
Internet or TCP/IP network.
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Looking at Connections

Step 2

Port. The destination IP port, such as FTP, for the connection.

Connection Start Time The time the connection started.

Details. Click an arrow to get more details about a connection.

Whenever you click a Snapshot link in another window, a new snapshot is taken.

While you are viewing the Snapshot window, it is not automatically updated. To
display the most current data, click Refresh.

In the Sort By pull-down menu, choose User. Then click Refresh.

A new snapshot is taken, and the list is sorted by the new method.

S[I=————— Metscape: Snapshot
e ] -
o fry G | ¥ | 2 4
Back |Forward| Home Reload | Images Open Frint Find Stop
Go Tao: |http -/ #IPetchange-Gatew ay| bin/ custams #snapshot
What's New?l What's Coo]?| Handboak | Met Search | Met Directorg| Software |

Snapshot

Snapshot Time 411796 14:4:36
Totel Kilohstes In 62
Total Kilobwtes Out &

Bort Byl zer

Filobytes In |Ki]nhynes Out| User |IP Address Port (Connection Start Time | Details
41 |2 ERUCE (123.45.67.89 [fip  |4'17/96 12:23:44 —)I
19 |3 |CHERYL |321.54.?6.98 |hrtp |4.'1?.'9612:25:12 (=1
1 0 CHERTL (331.54.76.95 [hup |41 796 12:25:12 —>]
1 1 SUMNIL  [111.22.33.44 [telnet 4117196 12:25:11 —)I
(Few
Home | Access Manager | Diagnostics o
0o
[}
IS5 =HEE
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Looking at Connections

Step 3 To get more information about one connection, click an arrow in a Details column.

A window appears.

SlI=—————— Metscape: Snapshots Details =———
o E] 2
<o i € | ¥ | 2 54 N
Back |Forward| Home Reload | Images Open Frint Find Stop

Ga Ta: |http :# fIPe¥change-Gatew ay Sbinfcustoms Psnapshot
“what ‘s Mew | “what’s Conl? | Handbook | Met Search | Met Directorg| Software

Snapshot Details

Foapshot Time; 4156 13:39:50

Tser: BRUCE
Connecton $tarted: 4796 12:23:44
To IP &ddress: 123.45.67.899

From IPXE Address:  IPE Hethab. 45.0d.67:Hode#0.21 af db.ec.10

Cratewray SocketID: 144
IPX Connection ID: 123

Filabstes In: 41
Kilobwtes Out; z
Total Kilobytes: 43

[ Done ][ Refresh ][ Help ]

MMZE17

i 7] =2[=

Following are the meanings of the fields:

Snapshot Time The time the snapshot of connections was taken.
User. The login user name of the user.

Connection Started The time the connection started.

To IP Address The destination IP address the user has connected to on the
Internet or TCP/IP network.

From IPX Address. The IPX address that the user has originated the connection
from.
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Looking at Site Access Controls

Gateway Socket ID The socket identifier on the gateway that is used for the
connection.

IPX Connection ID. The IPX connection identifier on the gateway that is used for
the connection.

Kilobytes In. The kilobytes transferred from the Internet location to the IPX user.

Kilobytes Out. The kilobytes transferred from the IPX user to the Internet
location.

Total Kilobytes. The total kilobytes transferred through the gateway for this
connection.

To display the most current data, click Refresh.
Step 4 Click Done.

Next, you will look at access controls for the site.

Looking at Site Access Controls

Follow these steps:
Step 1 Click Access Manager.

The Access Manager window appears.
Step 2 Click Site Access.

The Site Access window appears.
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Looking at Site Access Controls

SO=———————— Netscape: Site Access Summary
e | .
<o iy & | W 2= 74
Back |Forward| Home Reload | Images Open Print Find Stop
Go To: |http A IPe¥change—Gatew ay Sbin f custorns ?sitpfsum
‘What's New?| wWhat's Coo]?| Handbook | Met Search | Met Directorg| Software |

Site Access

) Allnw eonnections for @fpoms.
Ports W Allow @ etthe selected ports.
O Allnw cufethe aelected ports.

Additional port numbers:

" Allow connectons at gdhours.
Schedule (O Allow aff farthe houss in the selected schedule. | weeldays 7-6 |
@ Allow awfsthe hours in the selected achedule.

Address ) Allnw eonnections to @8%ddeases.
Lot () allow 4 Aevthe addreases in the selected list. | COIp infranet |
L (@ Allow custhe addresses fn the selected list.

MMZS46

=gl =H ]

If you have not specified your site access controls yet or you want to change them,
you can do so now. Remember that if you change the controls, the change takes
affect immediately for the gateway.

Following are the meanings of the different Ports access control options:
Allow connections for all ports This option does not restrict port access.

Allow all but the selected ports This option denies access to the ports you have
selected in the list and have typed in the Additional port numbers field.
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Looking at Site Access Controls

Step 3

Allow only the selected ports This option allows access to the ports you have
selected in the list and have typed in the Additional port numbers field only.

Shift-click to select multiple items in the list. Delimit port numbers with a space
or comma (,).

Following are the meanings of the different Schedule access control options:
Allow connections at all times This option does not restrict access by time.

Allow all but the times in the selected scheduld his option denies access at the
times in the schedule selected in the pull-down menu.

Allow only the times in the selected schedul@his option allows access only at
the times in the schedule selected in the pull-down menu.

Following are the meanings of the different Address List access control options:

Allow connections to all addressesThis option does not restrict access by
location.

Allow all but the addresses in the selected lisThis option denies access to the
locations in the address list selected in the pull-down menu.

Allow only the addresses in the selected lisThis option allows access to only
the locations in the address list selected in the pull-down menu. For example, you
could create an intranet of corporate addresses only.

If you want to change the site access controls, click OK to accept the changes. To
undo all the changes since you last clicked OK, click Reset.

You stay in the Site Access window.

You will now create a schedule.

Tutorial 3-11



Creating a Sample Schedule

Creating a Sample Schedule

Follow these steps:
Step 1 Click Schedules.

The Schedules window appears.

Netscape: Schedules

e £l e
Go | o | £y & | ¥ | 2 4 € N
Back |Forward| Home Reload | Images Open Print Find Stop
Go To: |http 4 f IPe¥ehange-Gatew ay /bin/oustoms Fschedsum
“what's Mew | “what's Conl? | Handbook | Met Search | Met Directory | Software |

Schedules

Helect a schedule:
| weekdays 7-6 I

[ Drisplay Detedls ] [ Hew ] [ Delete ] [ Help ]

Cuprrent schedule: weekdays 7-6

[ Day | Stwart Time | End Time
‘ Monday | 7:00 AN ‘ 6:00 P
Tuesday .00 AN 6:00 P
Wednesday 7:00 AT 6:00 PIL
Thursday 7.00 AN 6:00 PII
Friday 7:00 AN 6:00 PTT

i 7] =Fl |

&
NIMZ545

If you have not yet entered any schedule names, the following window appears
instead.
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Creating a Sample Schedule

Netscape: Schedules

o o

Back |Forward| Home

@ |

Reload | Images

o e
i
Open

Stop

What's New? | What's Cool?

| Handbook | MNet Search

Go Tao: |http # FIPe¥change-Gatew ay Jbin/customs Pschedsum

Met Directorg| Software

Schedules

Hewr

There are not et any schedules for this site. To create a schedule, click on Hewr. After wou've specified
the name of & schedule, »ou can define the howrs in it

Home | Access Manager | Address Lists | Group Access | User Info | Site Access

=gl

w22 [E

Step 2 Click New to add a new schedule.

The New Schedule window appears.

M2 4

Metscape: New Schedule

oo By

Back |Forward| Home

€ |

Reload | Images

o
T
Open

Frint

o3

Find

Stop

What's New? | hat's Cool? |

Gao To: |http 4/ IPe¥change—Gatew ay /bin fcustams Fachedsum

Handbook | Met Search | Met Directorg| Softwrare

New Schedule

Schedule name: |

=2[E]

MMZ512
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Creating a Sample Schedule

Step 3 TypeSample Schedule  in the Schedule name field.
A name can contain any ASCII characters and spaces.
Step 4 Click OK to add the schedule.

The Schedules window appears. Sample Schedule appears in the pull-down menu.

SlI=————— Netscape: Schedules =—————[71=
e 2
‘e iy & | W | 2 7 N
EBack |Forward| Horme Reload | Images Open Frint Find Stop

Go To: |http -/ FIPeichange-Gatew ay|/bin fcustormns Pchednew
Wwhat's New? | “what’s Coal? | Handbook | Met Search | Met Directorg| Softwrare

Schedules

felect a schedule:
[ ample fchedule |

[ Display Detils | [ Hew | [ Delewe | [ Help |

Current schedvle; Sample Schedule

There are not et any howrs in the schedule. Click on Define Hours 1 add 1o the list.

Home | Access Manager | Address Lists | Group Access | Usex Info | Site Access

NIESE

| orf=g] Document: Dene. E?IPJ-

Now you will specify times for the schedule.
Step 5 Click Define Hours to define the times in a schedule.

A window appears.
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Creating a Sample Schedule

Netscape: Define Hours in Schedule

e E] e
e o & | ¥ | 2 )
Back |Forward| Home RFeload | Images Open Frint Find Stop
Go Tao: |http 4 fIPe¥ehange-Gatew ay Mbin/ customs Fsehedsum
‘what s New? | “what’s Coal? | Handbook | Met Search | Met Directory | Software

Define Schedule

Schedule Mame: Sample Schedule

- Day Start Time End Time
[] | sunday [ swrtof dsy [ End of day
[1 | Monday [ swrtof day [ End of day
LI | Tuesday [ swrtofdsy [ End of dsy
L] | Wednesday | [ grnofday [ End of dsy
I | Thursday [ swrtofdsy [ End of dsy
[l | Frday [ swrtofdsy [ End of dsy
[] | Saturday [ srtof day [ End of day

=gl

Tutorial
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Creating a Sample Schedule

Step 6 For each day of the week you want to include, click the check box to select it. Then
choose a Start Time and End Time from the pull-down menus.

You can make your Sample Schedule look like the following schedule:

MNetscape: Define Hours in Schedule

EAEEEE N

Forward| Home Reload | Images Qpen Pt Find Stop
Go Tao: |http # FIPe¥change-Gatew ay Sbin/customs Pschedsum
‘what s New? | “what’s Coal? | Handbook | Met Search | Met Directory | Software
Define Schedule
#chedule Mame: Sample Schedule
| Day | Start Time | End Time
[ | Sunday [ swrtof day | | [ Endofaay |
] | Monday [ 7ooam | | [ 7ooem |
[ | Tuesday [ 7ooam | | [ 7ooem |
[ | Wednesday | [ 7qgam | | [ 7ooem |
[l | Thursday [ 7ooam | | [ 7ooem |
[l | Friday [ 7ooam | | [ Endofday |
[ | Saturday [ stertof day | | [ Endofday |
g
=gl =HEE

Note that selecting Start of Day and End of Day specifies an entire 24-hour day.
12:00 AM is the same as Start of Day.
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Creating a Sample Schedule

Step 7 Click OK to accept the changes.

The Schedules window appears.

Netscape: Schedules =o———————

5o [ 5
<o 1 & | ¥ | 2 G ML
Back |Forward| Home Reload | Imnages Open Print Find Stop
Go To: |http ./ ¢ IPe¥change-Gateway Jbin Aeustoms 7scheddet
What's Mew | ‘What's Coal? | Handbook | Met Search | Net Directory | Software |

Schedules

Select a schedule:
[ Sample Schedule |

[Display Details ][ Hew ] [ Delete ][ Help ]

Current schedule: Sample Schedule

[ Day | StrtTime | End Time
‘ Monday ‘ 700 AM | 7:00 PTIT
Tuesday 700 AN 700 P
Wednesdazy 700 AN 700 P
Thursday 700 A 700 PM

Friday 700 AN End of day

MM=551

== =6

Note that when you select a different schedule from the pull-down menu, the times
do not automatically appear in the Schedules window. To display the times, click
Display Details.

Now you will create an address list.
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Creating a Sample Address List

Creating a Sample Address List

Follow these steps:
Step 1 Click Address Lists.

The Address Lists window appears.

Netscape: Address Lists

e 2
<ae Trr & | W 2= 54
Back |Forward| Homme Reload | Images Open Frint Find Stop

Go To: |http W A IPerehange-Gatew ay Sbin/d custorns Paddrlzurm
‘What's Mew? | “What's Coal? | Handboak | Met Search | Met Directorg| Software |

Address Lists

felect an address list:
[ hanished sites |

[ Display Details ] [ Hewr ] [ copy ] [ Delete ] [ Help ]

Current list: banished sites

o mdsanthoopy. com, www. nogood. com, www. slingy, com I

M2541

=3l (= ]

If you have not yet entered any address list names, the following window appears
instead.
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Creating a Sample Address List

Step 2

Metscape: Address Lists

e ] 2
o frr & | ® | 2|5 | @
Back |Forward| Home Reload | Images Open Frint Find Stop
Go To: |http 1/ fIPe¥change-Gateway /bin/customs Paddrlsum
What s Mew ? | What's Coal? | Handbook | MNet Search | Net Directory | Software

Address Lists

Hewr

There are not wet any address lists for this zite. To create an address list, click on Mew. After won'se
apecified the name of a list, o0 can define its contents.

Hoine | Access Manager | Schedules | Group Access | User Info | Site Access

(=1
i
] EREE
Click New to add a new address list.
The New Address List window appears.
= Netscape: New Address List
e oy | G| H | 22 6%
Back |Forward| Home Reload | Images Open Print Find Stop
Go To: |http A IPe¥change—Gatew ay Sbin # custorns ?addrlsurn
‘What's New?| What's Cool? | Handbook | Met Search | Met Directorg| Software |
List name: |
&
&
0T SR
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Creating a Sample Address List

Step 3 TypeSample Address List in the List name field.
A name can contain any ASCII characters and spaces.
Step 4 Click OK to add the list.

The Address Lists window appears. Sample Address List appears in the pull-down

menu.
S[I=————— Metscape: Rddress Lists
e ] -
o fry G | ¥ | 2 4
Back |Forward| Home Reload | Images Open Frint Find Stop
Go Tao: |http ¥ fIPerchange-Gatew ay /bind customs Paddrnew
What s Mew ? | What's Cool? | Handboak | Met Search | Met Directorg| Software |

Address Lists

felect an address lst:
[ sample Address List |

[ Drizplay Dietails ] [ Hewr ] [ Copw ] [ Dielete ] [ Help ]

Cureent list: Sample Address List

There are not et any addresses in the list. Click on Define Contents to fill the list

Home | Access Manager | Schedules | Group Access | User Info | Site Access

M2 49

=3l =H ]

You will now specify addresses.
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Creating a Sample Address List

Step 5 Click Define Contents to define the addresses in a list.

The Define Address List Contents window appears.

S[I=———————= Netscape: Define Address List Contents c"a—7"—=—
o A & | § | 22 )

Back |Forward| Home Reload | Images Open Print Find Stop

Go To: |http 4 fIPerehange-Gatew ay /bin/ customs Faddrlsum
What's New? | “What's Coal? | Handbook | Met Search | Met Directorg| Software |

Define Address List Contents

Current List: Sample Address List

7]
I
IP Address or Host Hame
]
3
('}
201 =F

Step 6 To add a site to the list, type an IP address or host name in the IP Address or Host
Name field, then click the left-pointing arrow.

Remember that an IP address is made of four integers separated by a period—for
example, 123.45.67.89 is a valid IP address. Use a comma (,) to delimit multiple
entries.
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Creating a Sample Address List

You can make your address list look like the following:

=l Netscape: Define Address List Contents EE
e ] =
G | oo | £y & | ¥ | 2 i G N.
Back |Forward| Home Reload | Images Open Frint Find Stop
Ga Ta: |http # fIPe¥shange-Gatew ay Jbind custormns 7addridef
w’hat’sNew?l What’sCoo]?| Handbook: | Met Search |NetD1’rectorg| Software |
i
JE FNhf: I :

Crprent Lizt; Sample Address List

123.45.6.7 e
www . cisco. com [ |

I
IP Addyess or Host Hame

Ll

gl

Al

s

=l
NIZ535
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Creating a Sample Address List

Step 7 Click Done to accept the changes.

The Address Lists window appears.

Netscape: Address Lists ="ir————"——

<50 | & | %™ | 2|8 | M

Back |Forward| Home Reload | Images Qpen Frint Find Stop -

Go Tao: |http # fIPerchange-Gatew ay Mbindcustoms Faddridef
‘what s New? | “what’s Coal? | Handbook | Met Search | Met Directorg| Software

Address Lists

Helect an address list:
[ gample Address List |

[ Dizplay Details } [ Hewr ] [ Copy } [ Delete ] [ Help }

Churrent list; Sample Address List

| 123.45.6.7, wwrw.cidon. com |

Home | Access Manager | Schedules | Group Access | Uzer Info | Bite Access

MZS40

== =26

You can also copy an existing list to start a new list.

Note that when you select a different address list from the pull-down menu, the
locations do not automatically appear in the Address Lists window. To display
locations, click Display Details.

You will now add a user.
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Adding a Sample User

Adding a Sample User

Follow these steps:
Step 1 Click User Info.

The User Info window appears.

SM=————— Netscape: User Info ————
e |
Back |Forward| Home Reload | Images Open Print Find Stop
Go To: |http A IPe¥change—Gatew ay S oustorns Pusrpfaunn
What's Mew? | What's Cool? | Handbook | Met Search | Met Directorg| Software |

User Info

Zelect a uzer:

BERUCE

[ Display Details ] [ Define Group Memberships ] [ Hewr ] [ Delete ] [ Help ]

Access for BRUCE as a member of the ENGINEERS group:
Ports: all
Schedule; all but weekdays V-6
Address List:  all but banished sites

Home | &ccess Manager | Schedules | Address Listz | Sroup Accezs | Site Access

Mmz549

=gl =F

If you have not yet entered any user names, the following window appears instead.
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Adding a Sample User

Step 2

MNetscape: User Info

e 2
e | ooy | £y G | W 2| 2| m @
Back |Forward| Home Reload | Images Open Frint Find Stop
Go To: |http A FIPe¥change-Gatew ay Sbin/ custorns Pusr pfaunn
What's Mew? | “What's Coal? | Handbook | Met Search | Met Directorg| Software |

User Info

There are not et any weers defined for thiz site. To create nzers, do one of the following:

& Retumn 1o the Access Manager page and dowmnload the list from MetWWare.
o Click on Mew 10 manually enter one 0 MOre USeT 0AMEs.

Home | Access Manager | Schedules | Address Lists | Gooup Access | Site Access

L3l

MM2522

=23

Click New to add a new user.

The following window appears.

Tutorial 3-25



Adding a Sample User

= Netscape:New lser=——————— |

Go | ob | Y| @& | W | 2| & | @ | O

Back |Forward| Horme Reload | Images Open Print Find Stop

Go To: |http # fIPe¥change—Gatew ay /bin f custams Fusrpfsum
What's New?| What’s Coal? | Handbook | Met Search | MNet Directoru| Software |

New User

User name: |

MM2E22

=gl =F]

Step 3 TypeSample User in the User name field.
A name can contain any ASCII characters and spaces.
Step 4 Click OK to add the user.

The User Info window appears. The Sample User appears in the Select a user
pull-down menu.
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Adding a Sample User

Metscape: User Info

o By & | | 2|8 | & | O

Forward| Home Reload | Images Qpen Frint Find Stop

Go Tao: |http # fIPerchange-Gatew ay Sbin/ customns Fusrpfnew
‘what s New? | “what’s Coal? | Handbook | Met Search | Met Directorg| Software |

User Info

felect a user

Bample Usex

[ Dizplay Details } [ Define Group Memberships ] [ Hewr } [ Delete } [ Help }

User Sample User has the following access as a member of the site:
Ports: all but http
Schedule: weekdazs 7-6
Address List,  corp infranet

Hoine | Access Manager | Schedules | Address Lists | Group Access | Site Access

=gl

A new user is not a member of any group and is governed by site access controls.
You will now define a new group and add Sample User to it.
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Adding a Sample Group

Adding a Sample Group

Follow these steps:

Step1 Click Group Access.

The Group Access window appears.

Netscape: Group Access Summary

e E] 2
o frt G| 9 | 2 54
Back |Forward| Home Reload | Images Open Print Find Stop
Ga Ta: |http :# fIPe¥change-Gatew ay /bin/customs Pgrppfsum
What's Mew ? | YWhat's Conl? | Handbook | Met Search | Met Directory | Software

Group Access

Helect a group:
| EMGIMEERING |

[ Display Deteils | [ Define Membess | [ Mew | [ Delete | [ Help |

Current group: ENGINEERING

email |47
ftp
. gopher
) Allow commections for @fports. Bbtp
FPorts 0 Allow aff devthe zelected ports. news ||
) Allow cuefsthe selected ports. telnet [1F
AAdditonal port numbers:
0 Allow commectons af &fhonrs.
Schedule ( Allow @ fuwhe hours in the selected achedule. [ neser
) Allow anfsthe hovrs in the selected achedule.
Address 3 Allnw commections 1o @8ddreases.
List @) Allow @ Sutthe addresses in the selected list. hanished sites
L ) Allow anfthe addresses in the selected list
Home | Access Manager | Schedules | Address Lists | User Info | Site Access
] =2
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Adding a Sample Group

If you have not yet entered any group names, the following window appears
instead.

Netscape: Group Access Summary

e 2
<ae Trr & | W 2= 54
Back |Forward| Homme Reload | Images Open Frint Find Stop
Go To: |http A A IPe¥ehange-Gatew ay Sbin/ custorns Pgrppfaunn
‘What's Mew? | “What's Coal? | Handboak | Met Search | Met Directorg| Software |

Group Access

There are not et any groups defined for this site. To create groups, do one of the following:

& Retumn 1o the Access Manager page and dowmnload the list from MetWWare.
o Click on Mewr to manmally enter one 0 m0re group names

Cmnee won' e downloaded or created a grovp name, wou'll be able 10 specify the group's access contols.

Home | Acceszs Manager | Schedules | Address Lists | User Info | Site Access

MO0

gl = ]
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Adding a Sample Group

Step 2 Click New to add a new group.

The following window appears.

SI=———————————————— Netstape: New Grolp =—"————————
Go | o | &y & | ¥ | 22 4 @

Back |Forward| Homme Reload | Images Open Frint Find Stop

Go To: |http A fIPerehange-Gatew ay Sbin/ customns Fgrppfsum
‘What's Mew? | “What's Coal? | Handboak | Met Search | Met Directorg| Software |

New Group

GIoup name: |

MMZ2423

WE72] =F ]

Step 3 TypeSample Group in the Group name field.
A name can contain any ASCII characters and spaces.
Step 4 Click OK to add the group.

The Group Access window appears. Sample Group appears in the Select a group
pull-down menu.
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Adding a Sample Group

Netscape: Group Access Summary

o ] 3
Ao it & | ¥ | 2 74
Back |Forward| Homne Reload | Images Open Print Find Stop
Go To: |http ./ ¢ IPe¥change-Gateway Abin/customs Pgrppfnew
What's Mew | What's Cool? | Handbook | Met Search | Met Directory | Software |

Group Access

Selecta gronp:
| Sample Group

[ Display Details ] [ Define IMembers ][ Hew ] [ Delete ][ Help ]

Crurrent group: Sample Group

email (47
ftp 1

q her
%) Allow comnections for @4ports. gzzp

Forts 1 Allow @ fervthe selected ponts. news ||
() Allow cuifrthe selected ports. telnet [+
Additionsl port numbers:

W Allow cotmections at efhonrs.
Schedule () Allow af ferthe howss in the selected schedule. | Sampls Schedule |
0 Allow cuyfFthe hones in the selected schedunle.

Address @) Allow connections 10 afaddresaes.
) &llow aff derrthe addreszes in the selected list. | Sample Address List I

List 0 Allow cuyvthe addreszes in the zelected list,
Home | Access Manager | Schedules | Address Lists | User Info | Bite Access -
8
Tl =REE

A new group has no members, and the default access control is unrestricted access.
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Adding a Sample Group

Step 5 Click Define Members.

The Define the Members of a Group window appears.

MNetscape: Define Members of a Group

o 7

= El 2
@ | B |2 |8 | @
Back |Forward| Home Reload | Images Open Frint Find Stop
Go Ta: |http # fIPe¥change—Gatew ay Sbind custams 7grppfsum
Wwhat's New? | What’s Coal? | Handbook | Met Search | Met Directorg| Software |

Define the Members of a Group

Group: Sample Group

Group Members

]

L]

All Other Tsers

ANYEODY £
ERICE |
CHEFYL

ET

LATRENCE
LORT

EUHTL
Sample User

]

=]
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Adding a Sample Group

Step 6 Add Sample User to the Group Members list.

Select Sample User in the All Other Users list, and click the left-pointing arrow to
move the user to the Group Members list.

=————— Metscape: Define Members of a broup =iF——

e | @ | W 2 lﬁ

o)
Eack Horne Reload | Images Open Find

Fatward

Frint Stop

Go To: |http A M IPerehange—Gatew ay Sbind custorns Pgrppfdef
‘What's New?| What's Cool? | Handbook | Met Search | Met Directorg| Software |

Define the Members of a Group

Goup; Sample Group

Group Members All Other Users
Sample User |47 ANYEODY |43
| ERIUCE |
CHEEYL
ED
LATEERCE
LOEI
=] |5
[—I
] ]
=
%
[
IS SHEE

Note When you move a user, the change takes effect immediately. You cannot undo the
operation, except to move the user name back to its original position.

Sample User has been added to Sample Group. Sample User is now no longer
subject to site access controls, but is governed by the Sample Group access
controls.
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Adding a Sample Group

Step 7 Click Done to return to the Group Access window.
Step 8 Select the access control options you want.

You can make your group access controls look like the following window:

Netscape: Group Access Summary

<50 B & | %™ | 2| & |6

Back |Forward| Home RFeload | Images Open Frint Find Stop

Go Tao: |http 4 fIPe¥ehange-Gatew ay /bin/ customns Fgrppfsum
‘what s New? | “what’s Coal? | Handbook | Met Search | Met Directorg| Software

Group Access

Select a gronp:
| Sample Group

[ Display Details | [ Define Members | [ Mew | [ Delets | [ Help

Curent group: Sample Group

@ Allow connections for @4ports.
Forts 0 Allow @ ferthe selected poris.
0 Allow cuzfsthe zelected poris.

AAd1moms] port nurmbers:

TS

@ Al connectons at afhones.
Schedule () Al @ forthe howss in the selected scheduls, | Sample Scheduls |
0 allow cufethe homes in the selected acheduls.

Address @) Allow connections to afaddresses.
3 Allow @ borihe sddresses in the selected list, | Sample Address List

List 0 Allow cuzfsthe addresses in the zelected List,
Home | Access Manager | Schedules | Address Lists | User Info | Site Access
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Deleting the Sample Entries

Step 9

Click OK to accept the changes.

The Group Access window remains open. Clicking Reset returns the window back
to the settings since the last time you clicked OK.

One user can be a member of more than one group. The permissions of all groups
are combined to form the permissions for a user. The most liberal permissions
apply. For example, if a user is a member of two groups, and during normal work
hours one group allows access to internal IP addresses only while the other group
allows FTP connections to all IP addresses, the user can use FTP to connect to any
IP address during work hours.

Note that when you select the group from the Select a group pull-down menu, the
group access controls do not automatically appear in the Group Access window.
To display the group access controls, click Display Details.

You will now delete the Sample information you just entered.

Deleting the Sample Entries

Follow these steps:

Step 1
Step 2

Step 3
Step 4

Step 5

Make sure Sample Group is selected in the Select a group pull-down menu.
Click Delete to delete the group.

The group no longer appears in the pull-down menu. (Note that clicking Reset
does not undo a deletion.)

Click User Info.

Select Sample User from the Select a user pull-down menu. Then click Display
Details.

Note that the user is no longer a member of any group. That means the user is now
governed by site access controls. When you delete groups, the access controls
change for any group members.

Click Delete to delete the user.

The user no longer appears in the pull-down menu.
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Deleting the Sample Entries

Step 6

Step 7
Step 8

Step 9

Step 10
Step 11

Click Schedules.

The Schedules window appears.

Select Sample Schedule from the pull-down menu.
Click Delete to delete the schedule.

The schedule no longer appears in the pull-down menu. Remember that if you
delete a schedule that the site or one or more groups use, the access controls
default to permitting all times.

Click Address Lists.

The Address Lists window appears.

Select Sample Address List from the pull-down menu.
Click Delete to delete the address list.

The address list no longer appears in the pull-down menu. Remember that if you
delete an address list that the site or one or more groups use, the access controls
default to permitting all locations.

You have now completed the tutorial.
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