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Preface

This section discusses the following:
» Document Objectives, page ix
» Audience, page ix
- Document Organization, page x
- Document Conventions, page x
- Related Documentation, page xii
- Obtaining Documentation, page xiv.
- Obtaining Technical Assistance, page xv

Document Objectives

Audience

This document serves as a software installation and configuration guide describing detailed
configuration management alternatives for the Cisco AS5800 universal access server. The guide
provides a conceptual framework for Cisco AS5800 network connectivity and coversfive primary levels
of network management: commissioning, operations, administration, maintenance and provisioning.
Administrators can use this document as a reference and procedures manual and quickly commission the
system to take a call and subsequently deploy diverse task-oriented protocol settings to engage all
networking capabilities. This guide references features described in the Cisco 10S configuration guides
and command references. Refer to those documents for additional information.

This publication includes basic software configuration to enable users to get their systems running as
quickly as possible. However, this document does not include extensive software configuration
instructions enabling users to customizetheir Cisco AS5800 access servers. For moreinclusive software
configuration, refer to the Cisco 10S configuration guides and command references, and in thisguideto
the documents listed in the “Related Documentation” section on page xii, and the “For More
Information” section on page Xxiv.

| poc-7810814=
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I Document Organization

This guide isintended primarily for the following audiences:

Customers with technical networking background and experience
Customers who support dial-in users

System administrators who are familiar with the fundamentals of router-based internetworking, but
who may not be familiar with Cisco 10S software

System administrators who are responsible for installing and configuring internetworking
equipment, and who are familiar with Cisco |0S software

Document Organization

This document describes software installation, configuration, and troubleshooting instructions, which
areincluded in the following chapters and appendices:

Chapter 1, “Introduction” provides a functional profile of Cisco AS5800; a hardware and network
topology review; Cisco |0S software fundamentals; basic startup, boot, and setup script previews,
and deployment and operation strategies.

Chapter 2, “Commissioning” provides formal functional inauguration of the equipment, through
systematic software configurations, to initially engage the system for data/voice call processing.

Chapter 3, “Operations” provides routine operations to configure router interfaces.

Chapter 4, “Administration” describes management protocols and Network Access Server (NAS)
security and control functionality with AAA and RADIUS servers.

Chapter 5, “Maintenance” provides replacement, debugging, and troubleshooting procedures.

Chapter 6, “Provisioning” describes basic hardware and service provision considerations such as
system environment requirements, physical infrastructure checklists, | P service considerations, and
system upgrade procedures.

Appendix A, “Advanced Quick Reference” provides command line configurations for the advanced
user and system administrator who need to rapidly modify system functionality or enhance system
performance.

The glossary at the end provides useful Cisco AS5800-related terminology definitions.

Document Conventions

N

Note

This publication uses the following conventions to display instructions and information.

The Cisco AS5800 universal access server uses a two-bar (/) command syntax to identify
component (also known as* shelf”), interface, and port locations (shelf/slot/port). The shelf
identification number is the first number identified in the two-bar command syntax.

Interactive exampl es showing prompts (AS5800( confi g- 1 i ne) #) are used in procedures to show exactly
what the prompt should look like when you enter a command, and what happens after you enter a
command. Examples showing sample output from a show running-config or show star tup-config
(without prompts) command are included in the configuration sections.

Jl_ Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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S

Note

FiAY

Document Conventions W

Means reader take note. Notes contain helpful suggestions or references to materials not
contained in this manual.

Caution

2]

Means reader be careful. In this situation, you might do something that could result in
equipment damage or loss of data.

Timesaver

Jo

Tips

M eans the action described saves time. You can save time by performing the action
described in the paragraph.

M eans the following information will help you solve a problem.

Safety Warnings

-

Warning

Safety warnings appear throughout this publication in procedures that, if performed incorrectly, may
harm you. A warning symbol precedes each warning statement. To see translations of safety warnings
pertaining to the Cisco A S5800, refer to Cisco AS5800 Universal Access Server Regulatory Compliance
and Safety Information, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs _serv/as5800/5800rcns.htm

This warning symbol means danger. You are in a situation that could cause bodily injury.
Before you work on any equipment, be aware of the hazards involved with electrical
circuitry and be familiar with standard practices for preventing accidents. To see
translations of the warnings that appear in this publication, refer to the Regulatory
Compliance and Safety Information document that accompanied this device.

Waarschuwing Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk
letsel kan veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de
bij elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van standaard maatregel en
om ongel ukken te voorkomen. Voor vertalingen van de waarschuwingen die in deze publicatie
verschijnen, kunt u het document Regulatory Compliance and Safety Information (Informatie over
naleving van veiligheids- en andere voorschriften) raadplegen dat bij dit toestel isingesloten.

Varoitus Tama varoitusmerkki merkitsee vaaraa. Olet tilanteessa, joka voi johtaa ruumiinvammaan.
Ennen kuin tydskentel et minkaan laitteiston parissa, ota selvaa sdhkokytkentoihin liittyvistd vaaroistaja
tavanomai sista onnettomuuksien ehkaisykeinoista. Téssé julkaisussa esiintyvien varoitusten kdannokset
|8ydéat laitteen mukana olevasta Regulatory Compliance and Safety I nformation -kirjasesta (méaardysten
noudattaminen ja tietoa turvallisuudesta).

Attention Ce symbole d'avertissement indique un danger. VVous vous trouvez dans une situation
pouvant causer des blessures ou des dommages corporels. Avant de travailler sur un éguipement, soyez
conscient des dangers posés par les circuits électriques et familiarisez-vous avec les procédures
couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions

d’ avertissements figurant dans cette publication, consultez |le document Regulatory Compliance and
Safety Information (Conformité aux réglements et consignes de sécurité) qui accompagne cet appareil.

| Dpoc-7810814=
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M Related Documentation

Warnung Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu einer
Korperverletzung fihren konnte. Bevor Sie mit der Arbeit an irgendeinem Gerét beginnen, seien Sie sich
der mit elektrischen Stromkreisen verbundenen Gefahren und der Standardpraktiken zur Vermeidung
von Unféllen bewuft. Ubersetzungen der in dieser Veréffentlichung enthaltenen Warnhinweise finden
Sie im Dokument Regulatory Compliance and Safety Information (Informationen zu behérdlichen
Vorschriften und Sicherheit), das zusammen mit diesem Gerét geliefert wurde.

Avvertenza Questo simbolo di avvertenzaindica un pericolo. La situazione potrebbe causare infortuni
alle persone. Primadi lavorare su qualsiasi apparecchiatura, occorre conoscere i pericoli relativi ai
circuiti elettrici ed essere a corrente delle pratiche standard per la prevenzione di incidenti. La
traduzione delle avvertenze riportate in questa pubblicazione si trova nel documento Regulatory
Compliance and Safety Information (Conformita alle norme e informazioni sulla sicurezza) che
accompagna questo dispositivo.

Advarsel Dette varselsymbolet betyr fare. Du befinner deg i en situasjon som kan fare til personskade.
Far du utfegrer arbeid pa utstyr, ma du vare oppmerksom pa de faremomentene som elektriske kretser
innebaerer, samt gjare deg kjent med vanlig praksis nér det gjelder a unnga ulykker. Hvis du vil se
oversettel ser av de advarslene som finnes i denne publikasjonen, kan du se i dokumentet Regul atory
Compliance and Safety Information (Overholdelse av forskrifter og sikkerhetsinformasjon) som ble
levert med denne enheten.

Aviso Este simbolo de aviso indica perigo. Encontra-se huma situacdo que | he podera causar danos
fisicos. Antes de comegar atrabalhar com qual quer equipamento, familiarize-se com os perigos
relacionados com circuitos el éctricos, e com quaisquer préticas comuns que possam prevenir possiveis
acidentes. Para ver as traducdes dos avisos que constam desta publicagdo, consulte o documento
Regulatory Compliance and Safety Information (Informacéo de Seguranca e Disposi¢des Reguladoras)
gue acompanha este dispositivo.

jAdvertencia! Este simbolo de aviso significapeligro. Existe riesgo parasu integridad fisica. Antes
de manipular cual quier equipo, considerar los riesgos que entrafiala corriente eléctricay familiarizarse
con los procedimientos estandar de prevencién de accidentes. Para ver unatraduccion de las
advertencias que aparecen en esta publicacion, consultar el documento titulado Regulatory Compliance
and Safety Information (Informacién sobre seguridad y conformidad con las disposiciones
reglamentarias) que se acompafia con este dispositivo.

Varning! Denna varningssymbol signalerar fara. Du befinner digi en situation som kan leda till
personskada. Innan du utfor arbete p& nagon utrustning maste du vara medveten om farorna med
elkretsar och kénnatill vanligt forfarande for att forebygga skador. Se férklaringar av de varningar som
forkommer i denna publikation i dokumentet Regulatory Compliance and Safety Infor mation
(Efterréttelse av foreskrifter och sékerhetsinformation), vilket medféljer denna anordning.

Related Documentation

The Cisco AS5800 comprisesthe Cisco 5814 dial shelf, the Cisco 7206 router shelf, and an optional AC
power supply. You might want to install multiple Cisco AS5800 Universal Access Servers at your site.
To help you manage multiple systems, the Cisco 3640 system controller network management systemis
available to provide local data gathering and monitoring functions for multiple hardware platforms
within a single point of presence (POP).

The Cisco 3640 system controller includes the Cisco 3640 router running Cisco 10S software. The
system controller can be installed at aremote facility so users can access multiple systems through a
console port or Web interface. System administrators can download software configurations to any
Cisco AS5800 using Simple Network Management Protocol (SNMP) or Telnet. The system controller
monitors Cisco equipment to provide performance data collection, accounting data collection, and

logging.

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
“. poc-7810814= |



| Preface

Related Documentation

Note  Anasynchronous card needsto be installed in the Cisco 3640 to use it as a remote console

Server.

The Cisco AS5800 and the Cisco 3640 system controller network management system are available to
help you manage your dial POP site efficiently and effectively. Each of these products is supported by

documentation available on the Cisco.com website.

2]

Timesaver  Verify that you have access to the documents listed in Table 1. These documents are
available on the Cisco.com website.

Table 1 Cisco AS5800 Universal Access Server—Related Documents

Cisco Product

Document Title

Cisco AS5800

Read Me First

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning
Guide (this book)

Cisco AS5800 Universal Access Server Dial Shelf Card Guide
Cisco AS5800 Universal Access Server Hardware Installation Guide

Cisco AS5800 Universal Access Server Regulatory Compliance and Safety
Information

Configuration notes, updates, and release notes

Cisco 7206 router shelf

Cisco 7206 Installation and Configuration Guide
Cisco 7200 Series Port Adapter Hardware Configuration Guidelines

Regulatory Compliance and Safety Information for the Cisco 7200 Series
Routers

Configuration notes, updates, and release notes

Cisco 5814 dial shelf

Configuration notes, updates, and release notes

System controller

Read Me First

Cisco 3640 System Controller Installation and Configuration Guide
Cisco 3640 Router Installation and Configuration Guide
Configuration notes, updates, and release notes

Network management system

Configuration notes, updates, and release notes

Cisco |OS software

Various documents available online at
http://www.cisco.com/univercd/cc/td/doc/product/software/index.htm

Cisco marketing tools

Cisco Information Packet
Cisco Product Catalog

Internetworking Solutions Guide

Cisco AS5x00 Case Sudy for Basic IP Modem Services
Cisco AAA Implementation Case Study

| Dpoc-7810814=
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For More Information

The Cisco 10S software running your Cisco AS5800 includes extensive features and functionality. For
information about configuring Cisco AS5800, use the following resources:

» For Cisco AS5800 universal access server hardware installation and maintenance information, refer
to the Cisco AS5800 Access Server Hardware Installation Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/as5800/hw_inst/index.htm.

» For information about the trunk cards, modem cards, and VVoice over I P cards used in the Cisco 5814
dial shelf, refer to the Cisco AS5800 Universal Access Server Dial Shelf Card Guide, available
online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/ass800/hw_inst/index.htm.

» For international agency compliance, safety, and statutory information for wide-area network
(WAN) interfaces for the Cisco AS5800 universal access server, refer to Cisco AS5800 Universal
Access Server Regulatory Compliance and Safety Information, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/as5800/5800rcns.htm.

Obtaining Documentation

The following sections provide sources for obtaining documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at the following websites:
» http://www.cisco.com
» http://www-china.cisco.com

- http://www-europe.cisco.com

Documentation CD-ROM

Cisco documentation and additional literature are available in a CD-ROM package, which ships
with your product. The Documentation CD-ROM is updated monthly and may be more current than
printed documentation. The CD-ROM package is available as a single unit or as an annual subscription.

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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Obtaining Technical Assistance

Ordering Documentation

Cisco documentation is available in the following ways:

- Registered Cisco Direct Customers can order Cisco product documentation from the Networking
Products MarketPl ace at
http://www.cisco.com/cgi-bin/order/order_root.pl

» Registered Cisco.com users can order the Documentation CD-ROM through the online Subscription
Store at
http://www.cisco.com/go/subscription

» Nonregistered CCO userscan order documentation through alocal account representative by calling
Cisco corporate headquarters (California, USA) at 408 526-7208 or, in North America, by calling
800 553-NETS(6387).

Documentation Feedback

If you are reading Cisco product documentation on the World Wide Web, you can submit technical
comments el ectronically. Click Feedback in the toolbar and select Documentation. After you complete
the form, click Submit to send it to Cisco.

You can e-mail your comments to bug-doc@cisco.com.

To submit your comments by mail, for your convenience many documents contain a response card
behind the front cover. Otherwise, you can mail your comments to the following address:

Cisco Systems, Inc.

Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partners can
obtain documentation, troubleshooting tips, and sampl e configurationsfrom online tools. For Cisco.com
registered users, additional troubleshooting tools are available from the TAC website.

Cisco.com is the foundation of asuite of interactive, networked services that provides immediate, open
access to Cisco information and resources at anytime, from anywhere in the world. This highly
integrated Internet application is a powerful, easy-to-use tool for doing business with Cisco.

Cisco.com provides a broad range of features and services to help customers and partners streamline
business processes and improve productivity. Through Cisco.com, you can find information about Cisco
and our networking solutions, services, and programs. In addition, you can resolve technical issueswith
online technical support, download and test software packages, and order Cisco learning materials and
merchandise. Valuable online skill assessment, training, and certification programs are also available.
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Customers and partners can self-register on Cisco.com to obtain additional personalized information and
services. Registered users can order products, check on the status of an order, access technical support,
and view benefits specific to their relationships with Cisco.

To access Cisco.com, go to the following website:
http://www.cisco.com

Technical Assistance Center

The Cisco TAC websiteis available to all customers who need technical assistance with a Cisco product
or technology that is under warranty or covered by a maintenance contract.

Contacting TAC by Using the Cisco TAC Website

If you have a priority level 3 (P3) or priority level 4 (P4) problem, contact TAC by going to the TAC
website:
http://www.cisco.com/tac

P3 and P4 level problems are defined as follows:

» P3—Your network performance is degraded. Network functionality isnoticeably impaired, but most
busi ness operations continue.

» P4—You need information or assistance on Cisco product capabilities, product installation, or basic
product configuration.

In each of the above cases, use the Cisco TAC website to quickly find answers to your questions.

To register for Cisco.com, go to the following website:
http://www.cisco.com/register/

If you cannot resolve your technical issue by using the TAC online resources, Cisco.com registered users
can open a case online by using the TAC Case Open tool at the following website:
http://www.cisco.com/tac/caseopen

Contacting TAC by Telephone

If you have a priority level 1(P1) or priority level 2 (P2) problem, contact TAC by telephone and
immediately open acase. To obtain adirectory of toll-free numbersfor your country, go to the following
website:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

P1 and P2 level problems are defined as follows:

» P1—Your production network is down, causing a critical impact to business operationsif serviceis
not restored quickly. No workaround is available.

» P2—Your production network is severely degraded, affecting significant aspects of your business
operations. No workaround is available.
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Documentation Feedback

If you are reading Cisco product documentation on the World Wide Web, you can submit technical
comments electronically. Click Feedback in the toolbar and select Documentation. After you complete
the form, click Submit to send it to Cisco.

You can e-mail your comments to bug-doc@cisco.com.

To submit your comments by mail, for your convenience many documents contain a response card
behind the front cover. Otherwise, you can mail your comments to the following address:

Cisco Systems, Inc.

Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate and value your comments.
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CHAPTER 1

Introduction

The Cisco AS5800 universal access server isthelatest entry into Cisco’s award-winning A S5x00 series
of universal access servers, and provides the highest concentration of modem and integrated services
digital network (ISDN) terminations available in asingle remote access concentrator product. The Cisco
AS5800 is specifically designed to meet the demands of large service providers such as post, telephone,
and telegraphs (PTTs), regional Bell operating companies (RBOCS), interexchange carriers (1XCs), and
large Internet service providers (1SPs). The Cisco AS5800 complies with Network Equipment-Building
System (NEBS) Level 3 requirements as defined by Telcordia Technol ogies SR-3580, and European
requirements are defined by the European Telecommunication Standards I nstitute (ETSI). Cisco offers
afull spectrum of lifecycle-focused support solutions that are complementary to the Cisco AS5800.
Further, the Cisco AS5800 voice gateway enables highly scalable deployment of toll-quality voice and
fax service over packet networks.

Thisintroductory chapter providesabrief profile and review of the Cisco AS5800 hardware components
and functionality, signal and data throughput logic, access server management flow, and Cisco |10S
software, aswell as an information map to this guide.

Cisco AS5800 Functional Profile

The Cisco AS5800 is a high-density, ISDN and modem WAN aggregation system that provides both
digital and analog call termination. It isintended to be used in service-provider dial point-of-presence
(PoP) or centralized-enterprise dial environments. The dial-shelf feature cards and the host router shelf
communicate over a nonblocking interconnect that supports 100-M bps full-duplex service.

The Cisco AS5800 supports high density dial aggregation and integrates with Cisco AS5200 and
Cisco AS5300 access servers for scaling your service provider network. The Cisco AS5800 also
supports high availability of service through online insertion and removal (OIR) capabilities, and
redundant power supplies that are hot swappable. All active components within the dial-shelf chassis
support OIR, which allows components to be removed or replaced while the system is powered on.
Feature cards can be busi ed-out through the software to avoid loss of calls.

The Cisco AS5800 includes a Cisco 5814 dial shelf and a Cisco 7206 router shelf. If you are installing
multiple access servers, a system controller is available, which provides a“single system” view of
multiple POPs.

The system controller for the Cisco AS5800 includes the Cisco 3640 router running Cisco |0S software.
The system controller can be installed at a remote facility so that you can access multiple systems
through a console port or Web interface. It is also possible to download software configurations to any
Cisco AS5800 using Simple Network Management Protocol (SNMP) or a Telnet connection using the
TFTP protocols. The system controller also provides performance monitoring and accounting data
collection and logging.
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Note

In addition to the system controller, a network management system (CiscoWorks) with a graphical user
interface (GUI) runs on a UNIX SPARC station and includes a database management system, polling
engine, trap management, and map integration.

The dial shelf containsingress interfaces (CT1/CEL/PRI) that terminate ISDN and modem calls, and
break out individual calls (DS0s) from the appropriate telco services. Digital or ISDN calls are
terminated onboard the trunk card HDL C controllers, and analog calls are sent to modem resources on
the modem cards. As aresult, any DS0O can be mapped to any HDL C controller or modem module.You
can install multiple ingress interface cards of similar or different types. This enables you to configure
your systems as fully operative, port redundant, or card redundant, depending on your needs.

Trunk cards and modem cards are tied together across a time division multiplexing (TDM) bus on the
dial-shelf backplane. The backplane TDM bus transmits and receives PCM-encoded analog data to and
from the modem cards. Then the dial shelf and the router shelf exchange framed packetsviaaproprietary
interconnect cable for further processing.

The dial shelf also contains a DSC card that provides clock and power control to the dial-shelf feature
cards. Each dial-shelf controller card contains a block of logic referred to as the common logic and
system clocks. This block generates the backplane Stratum-4 compliant 4-MHz and 8-KHz clocks used
for interface timing and for the TDM bus data movement. The common logic can use avariety of sources
to generate the system timing, including an E1 or T1 input signal from the BNC connector on the
dial-shelf controller card front panel. The clock source can also be telco office timing units (BITS
clocking) extracted from the network ingress interfaces.

On the DSC card, only one common logic is active at any one time, which isidentified by the CLK
(clock) LED on the DSC card front panel. The active common logic is user selectable and isindependent
from each dial-shelf controller card. Thisensuresthat, if aDSC card needsreplacing or if the slave DSC
card becomes master, clocking remains stable. The selected common logic should not be changed during
normal operation, unless related hardware failure is suspected or diagnosed.

Software support for redundant DSC cards will be available soon.

The Cisco 7206 router shelf supports call signaling for PRI interfaces; packet processing, and routing;
and all commonly used high-speed LAN and WAN interfaces including Fast Ethernet (FE),
Asynchronous Transfer Mode (ATM), High-Speed Serial Interface (HSSI), and Fiber Distributed Data
Interface (FDDI). These interfaces are supported by common port adapters that are configured on the
Cisco 7206 router shelf.

You can install and upgrade software remotely, without affecting current system operation. You can also
upload and download configuration files remotely, without affecting current system operation. Remote
access is enabled by using SNMP, a Telnet session to a consol e port on the router shelf, the World Wide
Web (WWW) interface, or the optional system controller network management system.

The Cisco AS5800 can dynamically adjust any port to support any user configuration. Individual users
can be authenticated as they connect to the system by use of one or more authentication servers using

RADIUS and TACACS+ authentication protocols. Primary and backup authentication servers can define
user authentication parameters viauser domain and the number called. User profileinformation can also
be configured to include time of day, number of simultaneous sessions, and number of B channels used.

A remote LAN user can connect to the Cisco AS5800 via an ISDN line or asynchronous serial
connection, be authenticated, and establish a session. In addition to dynamic or static address
assignments, this connection requires the traditional Cisco 10S software support for different routing
protocols on different ports simultaneously, with virtually no impact on service provider routing tables.

A dial wholesale customer can connect to a Cisco AS5800, and tunnel PPP packet information to aretail
service provider using dial virtual private network (dial VPN).
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Cisco AS5800 Hardware Review

Dial Shelf

The Cisco AS5800 consists of two primary system components, the Cisco 5814 dial shelf (DS) and the
Cisco 7206 router shelf (RS).

For detailed Cisco 7206 router-shelf hardware specifications and functionality, refer to the following
documents:

» Cisco 7200 VXR Installation and Configuration Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/core/7200vx/72vxicg/

» Cisco AS5800 Access Server Hardware Installation Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/ass800/hw _inst/

For detailed Cisco 5814 dial-shelf hardware specifications and functionality, refer to the following
documents:

» Cisco AS5800 Access Server Hardware Installation Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/ass800/hw _inst/

» Cisco AS5800 Universal Access Server Dial Shelf Card Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/ass800/hw _inst/

The Cisco 5814 dial shelf (DS) houses three primary types of circuit cards or boards. Two of these circuit
cards, commonly referred to as Feature Module (FM) are trunk cards and modems. They support online
insertion and removal (OIR), a feature that permits dynamic replacement without interrupting system
activity. These CEL/T1/T3 trunk cards and DMM modem carriers provide the ingress (signal input)
interfaces for the Cisco AS5800. The third circuit card type is the dial-shelf controller (DSC) card that
provides dial-shelf chassis control and management interfaces.

Dial-Shelf Controller

Router Shelf

The Cisco AS5800 dial-shelf controller (DSC) card is located in slots 13 or 14 on the dial -shelf
backplane interconnect bus (BIC). It manages all interfaces through the dial shelf, serves as the dial
shelf’s direct interface to the router shelf, and facilitates the TDM Bus Clock. The DSC card contains
two PC card slots that hold the internal flash (bootflash).

The Cisco 7206 serves as the host router for the Cisco AS5800 and conducts all route/packet route
processing functionality of carrying data between the dial shelf and an external network. Full Cisco 10S
software functionality is provided on the router shelf. Major components of the Cisco 7206 router shelf
are the network processing engine (NPE), dial-shelf interconnect port adaptor (DSI-PA), and the egress
interfaces (PAS).

The Cisco 7206 router shelf resides in a standard C7206 chassis, holds the Cisco AS5800's system
configuration, performs all Cisco AS5800 routing functions, supports NPE-400, and provides the
Cisco AS5800’s egress (signal output) interfaces.
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Note A virtual console can be opened from the RS to any feature card (including the DSC).

System Architecture

The Cisco AS5800 system architecture consists of backplane bus connections that provide
communications between the dial shelf and the host router shelf, monitor system environment
conditions, and transmit clock/frame pulses to feature/DS controller cards.

For detailed Cisco 7206 router-shelf functionality and hardware specifications refer to the following
documents:

» Cisco 7200 VXR Installation and Configuration Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/core/7200vx/72vxicg/

» Cisco AS5800 Access Server Hardware Installation Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/as5800/hw _inst/

ROM Monitor

This section describes the Cisco AS5800 ROM monitors on the Cisco 7206 router shelf and the
Cisco 5814 dial shelf. ROM monitor is the first software to run when the Cisco AS5800 is powered-up
or reset.

The router-shelf ROM monitor operates like a regular Cisco 7206 router ROM monitor. For more
information on basic router usage, refer to the Cisco 7206 Installation and Configuration Guide,
available online at

http://www.cisco.com/univercd/cc/td/doc/product/core/ 7206/ 7206ig/ .

The dial-shelf ROM monitor islocated on dial-shelf controller cards installed in dial-shelf chassis slots
12 and 13. The dial-shelf ROM monitor is configured to autoboot during system power-up or reset. It
always attempts to boot from the first image on Flash memory devices in the following sequence:

- PCMCIA slot 0
e PCMCIA slot1
- Boot Flash memory

Note  During a normal system boot, PCMCIA slots 0 and 1 should remain empty to allow the
default image on the boot Flash memory to boot the system.

To boot the system from an image other than the default image, copy the image used to boot as the first
fileon aPCMCIA Flash memory card and insert the Flash memory card into PCMCIA slot O or 1. Reload
the dial-shelf controller, which will cause the system to override the default image and reboot the system
from the PCMCIA Flash memory card.
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Figure 1-1 shows the topology devices used to build dialup access environments.

S

Note

Figure 1-1

|

ﬁ

A——"
Clients

Network Topology Elements

Network element

j management server

—— & (NTP, Syslog, SNMP)

] Analog lines PRI lines @ AAA
. ——

vy
Modems a7
Cisco AS5850
with integrated
modems

DNS
server

]
Internet s
firewall

33166

Corporate users and | SPs may have identical network topologies:

Remote clients use analog modems to access the | P backbone through the PSTN.

A Cisco AS5800 NAS is used as a point-of-presence (POP) to terminate modem calls and
Point-to-Point Protocol (PPP) sessions.

PRI lines are used to provide high throughput (64K) for digital and analog calls. In general, T1lines
can be ISDN PRIs or channelized T1s.

A network element management server maintains and monitors the Cisco AS5800 by using the
Network Time Protocol (NTP), system logs (syslog), and the Simple Network M anagement Protocol
(SNMP).

A remote AAA server performs basic user authentication. Corporate users and | SPs can use
TACACS+ or RADIUS.

A default gateway forwards packets to the IP intranet and Internet.
An Internet firewall is used to protect the | P intranet from intruders and hackers.
A router provides connectivity between the access subnet and the | P backbone.

For the latest Cisco 10S features and bug fixes, the Cisco AS5800 is upgraded to Cisco AS5800
12.0(4) XL or 12.0(5)T releases.

Use a mature Cisco | OS release whenever possible.
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Configuration Design Parameters

Before Cisco AS5800 equipment is deployed at your site, define the following configuration design

parameters:
IP subnetting and address strategy

» Device parameters
» Network dial plan

Figure 1-2  IP Subnetting Diagram
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Uses private RFC 1918 IP addresses. For more information, refer to the Best Current

Note
Practice memo available online at

http://www.ietf.org/rfc/rfc1918.txt

IP Subnetting Plan
The following list describes | P subnetting plan considerations. | dentify network names, assigned

subnets, and descriptions.

1. Headquarters block (172.22.0.0/17)
— The headquarters portion of the class-B IP address block for the corporate user or ISP.

— Thetop half of 172.22.0.0 isthe IP address pool for the incoming remote-node modem users.
The lower half of 172.22.0.0 is reserved for the devices inside the corporate or |SP network.

Remotes block (172.22.128.0/17)

2.
— The upper half of 172.22.0.0 is reserved for remote networks.
3. Headquarters-access (172.22.66.0/26)
— The headquarters access Ethernet subnet. All access devices are directly connected to this

subnet.
— If additional access servers and POP-management devices are needed, they are assigned to this

IP subnet. This approach simplifies network design.
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4. NAS loopback 0 (172.22.99.0/24)

— ldentifieswith a unique and stable | P address. One unique | P address from a common block of
addresses is assigned to each device in the IP network. This technique facilitates
security-filtering easy for the network operations center (NOC).

— One class C subnet used for device identification can support 254 distinct devices with unique
loopback addresses.

5. NAS loopback 1 (172.22.90.0/24)

— Hostsapool of IP addresses for the remote nodes. In this way, one route instead of 254 routes
is summarized and propagated to the backbone.

S

Note  Setting up Interior Gateway Protocols (IGP) such as OSPF and EIGRP is outside the scope
of this document.

Device Parameters

The following list describes device parameter considerations.
1. Router host names
— 5800-NAS
2. Interface Ethernet O
— 172.22.66.23 255.255.255.0
3. Interface loopback O
— 172.22.99.1 255.255.255.255
4. Interface loopback 1
— 172.22.90.1 255.255.255.0
5. IPlocal address pool
— 5800-NAS = 172.22.90.2 through 172.22.90.254
6. Primary and secondary name servers
- 172.22.11.10
- 172.22.12.11
7. Default gateway
- 172.22.66.1
8. IP domain names
— Corporate or ISP
9. Network element management server (NTP, SNMP, syslog)
- 172.22.66.18
10. SNMP community strings
— Read only (RO) = poptarts
— Read write (RW) = pixysticks
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Dial Plan

The following list describes dial plan setup considerations.

1. PRI telephone numbers assigned to the T1 trunks. One number is used for testing new modem
firmware and the other for isolating debugs for specific users.

— 4085551234
— 4085556789
2. ISDN PRI switch type
- BESS
3. Username and password for sending test calls into the NAS
— username = user

— password = user-pw

Cisco 10S Software Fundamentals

Cisco 10S software provides the capability to configure a Cisco A S5800 using command-line interface
(CLI) commands.

Use the following helpful reminders when configuring your Cisco 10S software:
» Usethe question mark (?) and arrow keys to help enter commands.
» Note that each command mode restricts you to a set of commands.
- Enter the keyword no before a command to disable a feature; for example, no ip routing.
- Save configuration changes to NVRAM so they are not lost in a system reload or power outage.

» Usethe forward slash (/) command syntax to identify shelf components, interfaces, and port
locations (shelf/slot/port). The shelf identification number is the first number identified in the
two-bar command syntax.

N

Note  Cisco |OS softwareis feature specific and licensed on an “asis” basis without
warranty of any kind, either expressed or implied. The version of Cisco 10S
software used in this manual varies depending on configuration requisites for
presentation purposes, and should not be construed as the Cisco 10S software
version of choice for your system or internetwork environment. Consult your
Cisco sales representative regarding your Cisco | OS requirements.

User Interface Command Modes

Cisco routers are configured from user interfaces, known as ports, which provide hardware connectivity.
They are accessed from the console port on a router or Telnet into a router interface from another host.
Typical interfaces are Serial 0 (S0), Serial 1 (S1), and Ethernet 0 (EQ). Token Ring interfaces are
referenced as (T0) and FDDI interfaces use (FO).
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Command Modes

When using the CLI, a command interpreter, called EXEC, is employed by the operating system to
translate any command and execute its operation. This command interpreter has two access modes, user
and privileged, which provide security to the respective command levels. Each command mode restricts
you to a subset of mode-specific commands.

User mode provides restricted access and limits router configuration or troubleshooting. At this level,
miscellaneous functionality is performed, such as viewing system information, obtaining basic router
status, changing terminal settings, or establishing remote device connectivity.

Privileged mode includes user mode functionality and provides unrestricted access. It isused exclusively
for router configuration, debugging, setting operating system (OS) parameters, and retrieving detailed
router status information.

There are many modes of configuration within privileged mode that determine the type of configuration
desired, such as interface configuration (5800- 1(confi g-i f)#), line configuration

(5800- 1(confi g-1ine)#), and controller configuration (5800- 1( confi g-control | er)#). Each
configuration command mode restricts you to a subset of mode specific commands.

In the following command sequence, command prompts are automatically modified to reflect command
mode changes. A manual carriage return is implied at the end of each lineitem.

5800- 1> enabl e

5800- 1# configure term na

5800-1(config)# interface ethernet 0/0/0
5800-1(config-if)# line 0/0/0

5800-1(config-line)# controller t1 0/0/0
5800-1(config-control ler)# exit

5800-1(config)# exit

5800- 1#

YSYS- 5- CONFI G_I : Configured from consol e by consol e
5800- 1#

The last message is an exampl e of a system response. Press Enter to get the 5800- 1# prompt.

Table 1-1 listscommon configuration modes. Configure global parametersin global configuration mode,
interface parameters in interface configuration mode, and line parameters in line configuration mode.

Table -1 Common Command Modes

Command Mode

Prompt Access Method Escape Method

User EXEC

5800- 1> Login. Use the exit or logout
command to |leave the
command line interface.

Privileged EXEC

5800- 1# From user EXEC mode, enter the |Use the disable command to
enable command. escape back to user EXEC
mode. Use the exit or logout
command to leave the
command line interface.

Global configuration

5800-1(config)# From privileged EXEC mode, Use the exit or end (Ctrl-Z)
enter the configure ter minal command to escape to
command. privileged EXEC mode.
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Table 1-1

Common Command Modes (continued)

Command Mode

Prompt

Access Method

Escape Method

Interface
configuration

5800- 1(config-if)#

Enter the interface type and
number command, such as
interface ethernet 0/0/0.

Use the exit command to
escape to global configuration
mode. Use the end (Ctrl-2)
command to escape directly to
privileged EXEC mode.

Line configuration

5800-1(config-line)#

Enter the line start-number
end-number command, such as
line 0/0/1 0/0/48.

Use the exit command to
escape to global configuration
mode. Use the end (Ctrl-Z)
command to escape directly to
privileged EXEC mode.

Controller
configuration

5800- 1(config-control ) #

Enter the controller name and
number command, such as
controller t1 0/0/0.

Use the exit command to
escape to global configuration
mode. Use the end (Ctrl-Z)
command to escape directly to
privileged EXEC mode.

Context-Sensitive Help

Note

Note

Context-sensitive help is available at any command prompt. Enter a question mark (?) for alist of
complete command names, semantics, and command mode command syntax. Use arrow keys at
command prompts to scroll through previous mode-specific commands for display.

Cycle through mode-specific commands at a mode-specific prompt.

- For alist of available commands, enter a question mark.

5800-1> ?

- To complete a command, enter known characters followed by a question mark (no space).

5800-1> s?

- For alist of command variables, enter the command followed by a space and a question mark.

5800- 1> show ?

For more information about working with the user interface in the Cisco 10S software, refer to the
document entitled Configuration Fundamentals Configuration Guide for your Cisco 10S software
release, available from the Cisco.com website.

You can press Ctrl-Z in any mode to immediately return to enable mode (58004) , instead
of entering exit, which returns you to the previous mode.
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Saving Configurations

Step 1

Step 2

To prevent losing the Cisco AS5800 configuration, save it to NVRAM using the following steps.

Enter the enable command and password. You are in privileged EXEC mode when the prompt changes
t0 5800- 1#.
5800- 1> enabl e

Password: password
5800- 1#

S

Note  PressCtrl-Z toreturnto privileged EXEC mode. Any subsequent system response
message is normal and does not indicate an error.

Execute the copy running-config star tup-config command to save configuration changes to
nonvolatile random-access memory (NVRAM) so configuration data will not be lost during a system
reload, power cycle, or outage.

5800- 1# copy runni ng-config startup-config
Bui I di ng configuration...
The following message and prompt appears after a successful configuration copy.

[X]
5800- 1#

Undoing a Command

To undo a command or disable afeature, enter the keyword no before the command; for example, noip
routing.

Basic Cisco AS5800 Start Up

This section describes how to start up your Cisco AS5800 and configure it using the prompt-driven setup
script.

All Cisco AS5800 interfaces are configured by connecting aterminal station or PC to the Cisco 7206
router-shelf console port. This console port is located on the I/O controller front panel, as shown in
Figure 1-3.

| Dpoc-7810814=

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide



Chapter1 Introduction |

M Basic Cisco AS5800 Start Up

Figure 1-3  Cisco 7206 Router-Shelf Console Port
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To customize your Cisco AS5800 software configuration, you should be familiar with Cisco 10S
software. Review the “Cisco 10S Software Fundamentals” section on page 1-8 to familiarize yourself
with the command-line interface (CLI) commands, then continue with the “Commissioning” chapter for
initial step-by-step configuration instructions.

Your Cisco AS5800 requires multiple Cisco | OS software images.

1. Router-shelf image—Cisco | OS software image (c5800-p4-mz) supporting Cisco AS5800
router-shelf functionality, and bundled trunk card and modem card images

2. Router-shelf boot image—Boot helper image (c7200-boot-mz) for Cisco 7206 router shelf

3. Dial-shelf controller image—With boot helper image (dsc-c5800-mz) for Cisco 5814 dial-shelf
feature cards

4. Dial-shelf feature board image—Cisco 5814 dial-shelf feature card image (das-c5800-m.ucode)
bundled into the router-shelf image

Although four Cisco |0S software images are required, only three software images (Items 1-3) require
part numbers for ordering.

The dial-shelf controller image can be upgraded by copying the new image onto a Personal Computer
Memory Card International Association (PCMCIA) Flash memory card on the dial-shelf controller card;
however, you will soon be able to upgrade the dial-shelf controller image from the network.

Figure 1-4 and Figure 1-5 show arack-mounted Cisco AS5800 hardware components that require
configuration or software monitoring.
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Figure 1-4  Cisco AS5800 Universal Access Server—Front View
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Figure 1-5 Cisco AS5800 Universal Access Server—Rear View
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Cisco AS5800 First-Time Boot

When you power ON your Cisco AS5800, it goes through the following boot sequence:

1.

A power-on self-test diagnostics program verifies basic operation of the CPU, memory, and
interfaces.

The system bootstrap software executes and searches for a valid Cisco 10S software image. The
Cisco | OS software source image is determined by the configuration register setting. The
factory-default setting for the configuration register is 0x2102, which indicates that the router
should attempt to load a Cisco |0S software image from Flash memory or over the network
(depending on boot configuration commands).

If, after five attempts (if netbooting) or one attempt (for a Flash memory boot), a valid Cisco 10S
software image is not found in Flash memory, the router reverts to boot the ROM mode, which is
used to install or upgrade a Cisco 10S software image.

If avalid Cisco |0S software image is found, the router searches for avalid configuration file.

If avalid configuration fileisnot found in nonvolatile random-access memory (NVRAM), therouter
runs the setup script (also called the system configuration dial og), which enables you to configure
your software manually. For normal router operation, you must have avalid Cisco 10S software
image in Flash memory and a configuration filein NVRAM.

Cisco AS5800 Boot Process

The system boot process consists of two-stages. When the system isfirst powered on, the trunk cards
and modem cards must receive asmall image from the dial-shelf controller card, which is then launched
by the ROM monitor. This allows the feature cards the ability to “talk” to the dial-shelf controller card
and download the bootloader program. Communication is then made on the backplane, that allows each
feature cards to talk with the router shelf the Cisco 10S software image. All cards download the

bootl oader image simultaneously, which then allows them to “talk” across the proprietary Fast Ethernet
connection and request theimage needed for each card. A hello messageisexchanged between the router
shelf and the dial shelf.

Because of this two-step boot process, when you first power ON your system, you might not see the
feature card LEDs light immediately.

Dial-Shelf Booting

The dial shelf boots up independently from the router shelf. The dial-shelf controller card (DSC) is the
first component to boot up. It is set for autobooting from internal Flash memory. If, however, aPCMCIA
Flash memory card is present, the DSC tries to first boot from the card, beginning with slot 0.
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Using the Setup Script

The setup script is designed to provide you with the minimum requirements needed to get your router
running. The setup script enables your system controller to “talk” to the network. You can then configure
your system using command-line interface (CL1) commands, or by downloading a predetermined site
configuration file.

Before you power ON your Cisco AS5800 and begin using the setup script, verify that you have:

« Connected the console cableto the Cisco 7206 router-shelf console port, which islocated on the |/O
controller front panel

» Configured your PC terminal emulation program for 9600 baud, 8 data bits, no parity, and 2 stop bits
» Noted the IP address of your Ethernet interface

- Noted the set of available |P addresses to be assigned to dial-in IP clients

- Noted the host name

» Noted the ISDN switch types, framing types, and T1 or E1 line codes

- Noted passwords (see the “Passwords” section on page 1-17)

After you verify the information noted above, perform the configuration steps. Continue with the
“Setup-Script Initial Configuration” section on page 1-17.

Running the Setup Script

Step 1

Step 2

Step 3

You can run the setup script from the command line at any time using the setup command. The following
commands help enable the setup command from the privileged EXEC mode.

Enter the enable command.
5800> enabl e

Enter your password. You are in privileged EXEC mode when the prompt changes to 5800#.

Password: password
5800#

Enter the setup command and press Return. Thiswill initialize the system configuration dialog as
described in the previous section “ Setup-Script Initial Configuration.”

5800# setup

Jl_ Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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Passwords

Several passwords are used when configuring your Cisco 10S software. Passwords are used to identify
user authorization and permission rights, virtual terminal configuration, and network management
software initialization. M ost passwords can use the same notation.

You need the following types of passwords when configuring Cisco 10S software:
» Enable password—A nonencrypted and, therefore, less secure password.

» Enable secret password—A very secure, encrypted password that is used in place of the enable
password. Because many privileged-level EXEC commands are used to set operating parameters,
we recommend that you use the enable secret password to prevent unauthorized use.

N
Note  The enable password and enable secret password should be different. In both

cases, you cannot use a number as the first character. Spaces are valid
characters, but only when following valid characters; lead spaces are ignored.

= Virtual console password—Enables terminal emulation.

Setup-Script Initial Configuration

When the system isbooted for thefirst time, NVRAM is blank. Because of this, the system software will
automatically ask if you want to enter the setup script (system configuration dialog). After you have a
configuration, run the setup script again to change it.

The first step isto power ON your Cisco AS5800. The power switch islocated on the Cisco 7206
router-shelf rear panel. Be sure to power on the power entry modules (PEMs), which can be accessed
from the Cisco 5814 dial-shelf rear panel. If you are using the optional AC-input power shelf, you also
need to power on the AC-input power supplies.

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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N,
Note  The messages vary, depending on the Cisco |0S software release and feature set you

selected. The screen displays in this section are for reference only and might not exactly
reflect the messages on your console.

System Boot strap, Version 12.x(19990210: 195103) [12.0XE 105],
Copyright (c) 19xx-20xx by cisco Systens, I|nc.
C7200 platformw th 262144 Kbytes of nmin nenory

Sel f deconpressing the inage :

HHHHHHHFHFHH AR AR AR AR AR PR R AR PR R AR R A
BRHHHH T HH AT TR [ K]
Sel f deconpressing the inage : ¢

HHHHHFAHAHA AR AR FHR

HHHHHAHAHHA AR AR FHR

HEHHH AT [ OK]
Restricted Rights Legend

Use, duplication, or disclosure by the Governnent is subject to restrictions as set forth
in subparagraph (c) of the Commercial Conputer Software - Restricted Rights clause at FAR
sec. 52.227-19 and subparagraph (c¢) (1) (ii) of the Rights in Technical Data and Conputer
Sof tware cl ause at DFARS sec. 252.227-7013.

cisco Systens, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco Internetwork Operating System Software 10S (tnm) 5800 Software (C5800-P4-M,
Copyright (c) 1986-2000 by cisco Systens, Inc.
Conpi l ed Fri 21-Jan-00 07:57 by |Inmge text-base: 0x60008900, data-base: 0x6150C000

ci sco 7206VXR (NPE400) processor (revision B) with 253952K/40960K bytes of menory.
Processor board I D 15376291 R7000 CPU at 262Mhz, |nplenmentation 39, Rev 1.0, 256KB L2,
2048KB L3 Cache6 sl ot VXR mdplane, Version 2.0

Last reset from power-on

X. 25 software, Version 3.0.0.

Bri dgi ng software.

Super LAT software (copyright 1990 by Meridian Technol ogy Corp).
Prinmary Rate | SDN software, Version 1.1.

8 Ethernet/| EEE 802.3 interface(s)

1 FastEthernet/| EEE 802.3 interface(s)

4 Serial network interface(s)

288 terminal |ine(s)

12 Channelized T1/ PRl port(s)

125K bytes of non-volatile configuration nenory.

16384K bytes of Flash PCMCIA card at slot O (Sector size 128K).
4096K bytes of Flash internal SI MM (Sector size 256K).
Bui | di ng configuration...

[

Bui | di ng configuration...

SETUP: new interface Ethernet0/3/0 placed in "shutdown" state
SETUP: new interface Ethernet0/3/1 placed in "shutdown" state
SETUP: new interface Ethernet0/3/2 placed in "shutdown" state
SETUP: new interface Ethernet0/3/3 placed in "shutdown" state
SETUP: new interface Ethernet0/3/4 placed in "shutdown" state
SETUP: new interface Ethernet0/3/5 placed in "shutdown" state
SETUP: new interface Ethernet0/3/6 placed in "shutdown" state
SETUP: new interface Ethernet0/3/7 placed in "shutdown" state

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
m. poc-7810814= |



| Chapter1 Introduction

Note

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Using the Setup Script Il

Press RETURN to get started!

The system then asks if you would like to enter the system configuration dialog. Answer yes and
configure your software using the system configuration dialog.

If you make a mistake, you can exit and run the system configuration dialog again. Press
Ctrl-c, and type setup at the enable mode prompt (5800#).

Enter yes at the following prompt if you are ready to continue with the system configuration dialog. If
you enter no at this prompt, the system software will return you to the router prompt.

Continue with configuration dialog? [yes/no]: yes

Enter the router-shelf identification number, followed by a dial-shelf identification number. Substitute
the default values shown with any numeric value between 0 and 9999.

Basic management setup configures only enough connectivity for management of the system, extended
setup will ask you to configure each interface on the system

Router Shelf-1D [0]:
Dial Shelf-1D [1]:

S

Note  The Cisco AS5800 uses a “two-bar” (/) command syntax to identify component
(also known as “shelf”), interface, and port locations (shelf/slot/port). The shelf
identification number will be the first number to be identified in the two-bar
command syntax.

Determine whether you want to enter basic management setup configuration and respond to the prompt.

Woul d you like to enter basic managenent setup? [yes/no]: yes
Configuring global paraneters:

)
Note  Thisexample assumes you want to enter the basic management setup

configuration. Extended configuration information is explained in Chapter 2
“Operations”.

Enter the router host name. Substitute your own router host name for the one shown.

Enter host nane: 5800-1

Enter the enable secret password. The enable secret password is a one-way coded secret used instead of
the enable password when it exists. Substitute your own enable secret password for the one shown.
Enter enabl e secret [<Use current secret>]: shhhh

Enter the enable password. The enable password is used when there is no enable secret and when using
ol der software and some boot images.

Enter enabl e password [public]: guesswho

Enter the virtual terminal password. Substitute your own virtual terminal password for the one shown.

Enter virtual term nal password: shhhhl
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Step 8

Step 9

Step 10

Step 11

Note

If you plan to use a system controller network management system through which you can administer
your Cisco AS5800, enter yes to the following prompt, then enter substitute your own IP address and
system controller password when prompted.

Configure System Managenent? [yes/no]: yes

System Controller |IP address: 10.10.1.1
System Control |l er password: cisco

The system controller supports the Simple Network Management Protocol (SNMP); enter yes at the
prompt. The community string is used by the system controller to communicate with its managed
shelves. You need to determine a password for this function; the default password is public.

Configure SNVP Network Managenent? [yes]:
Community string [public]:
Enter the interface information used to connect to the system controller at the prompt.

Enter interface name used to connect to the management network fromthe above interface
sunmary: Ethernet0/1/0

The system then displays current interface summary information, as shown in Table 1-1, that will help
you configure your available egress interfaces.

Configuring interface EthernetO/1/0:
Configure IP on this interface? [no]:

Table 1-2  Current Interface Summary

Interface IP-Address OK?! Method Status Protocol
Fast Et hernet 0/ 0/ 0 unassi gned NO unset down down

Et her net 0/ 1/ 0 10.10.1. 12 YES set up up

Et hernet0/ 1/ 1 unassi gned NO unset down down

Et hernet 0/ 1/ 2 unassi gned NO unset down down

Et hernet 0/ 1/ 3 unassi gned NO unset down down

1. Any interface listed with OK? value “NO” does not have avalid configuration.

2. The | P address shown requires configuration by the user; it is not a default
configuration.

If you change a shelf-1D number, you must perform areload before the new shelf-1D is
saved in NVRAM. Use the show ver sion command after you have changed a shelf-1D and
performed a reload.
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After you enter the interface used to connect to the management network, the system software will
automatically display the command script that was just created.

The follow ng configuration conmand script was created
host name 5800- 1

enabl e secret 5 $1$g74v$J87e3eDZdhOwWW R7m4ELY/

enabl e password shhhh

line vty 0 4

password al waysup

syscon address 10.10.1.1 cisco

snnp-server comunity public

|

no ip routing

!

interface FastEthernet0/0/0
shut down

no i p address

!

interface Ethernet0/1/0
no shut down

no i p address

!

interface Ethernet0/1/1
shut down

no i p address

!

interface Ethernet0/1/2
shut down

no i p address

!

interface Ethernet0/1/3
shut down

no i p address

!

end

Verify that the command script just created is correct and enter yes at the prompt if you want to save the
configuration. If you enter no at the prompt, you will need to repeat the steps described in Table 1-1 until
the desired configuration file is achieved.

[0] Go back to the 1 0S conmand pronpt without saving configuration
[1] Return back to setup without saving this configuration

[2] Save this configuration to NVRAM and exit

Selecting choice number [2] builds the configuration into NVRAM as follows:

Bui | di ng configuration..
Use the enabl ed node 'configure' command to nodify this configuration

5800#
*Dec 23 12:48:58: 9% NK-3-UPDOMN: Interface Ethernet0/1/0, changed state to up

Press Return to display the privileged EXEC router prompt.
5800#

You have just completed a basic Cisco AS5800 startup configuration; however, you will probably need
to customize this configuration to further meet your site’s requirements.
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Deployment and Operation Strategy

The following steps describe and suggest arecommended deployment and operation task strategy for the
Cisco AS5800 that serves as a functional task flow for this Guide.

Stepl  Cisco AS5800 Introduction
» Network topology and equipment selection
» Configuration design parameters
» Subnetting plan
- Dia plan
Step2  Cisco AS5800 Provisioning
» Setting up modem services
- Dia planning design
» Network service definition
Step3  Cisco AS5800 Commissioning
» Cisco AS5800 basic hardware architecture and setup
- Supporting EXEC terminal shell services and login prompts for modem clients
- Enabling trunk controllers and IP setup
» Configuring Cisco |OS software, serial interfaces, modems and lines
Step4  Cisco AS5800 Operations
» Understanding and troubleshooting basic modem connectivity
» Optimizing modem connect speeds
Step5  Cisco AS5800 Administration

» Enablingthe NTP, SNM P, and Syslog management protocols as part of commissioning adial access
service

» PPP authentication for local AAA.
« [P Control Protocol (IPCP) options
» Link Control Protocol (LCP) options
» PPP autosel ect
- Testing asynchronous PPP connections.
Step6  Cisco AS5800 Maintenance
- Managing modem firmware
» Configuring modems by using modem autoconfigure
» Gathering and viewing call statistics
Step7  Advanced Operational Configurations of Functional Components.
- Egressinterface
- Loopback interface
» Routing protocol

- Ingressinterface

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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- Linesignaling

« D-channels (ISDN)

« AAA

» Modem pools

e TTY line

- Asyncinterface

- Diad interface

» [P address pools

» Virtual template

- SGBP

- VPDN

- SNMP

- Virtual profiles

e Multilink virtual templates
« V.120 support

« VoIP

» Global parameters

» Other configuration considerations
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CHAPTER 2

Commissioning

Whether you are a corporate end user or a competitive Internet service provider (ISP), you have
purchased a Cisco AS5800 network access server (NAS) to provide dialup services that facilitate
accessibility for remote or roaming personnel, or Internet admission to consumers for e-mail,
e-commerce, and web browsing.

This chapter details Cisco AS5800 commissioning, or the formal functional setup of the equipment,
through systematic software configurations, to initially prepare the system for data/voice call
processing.

In our discussion, local-based authentication is used. After the Cisco AS5800 hardwareis
commissioned, PPP is configured and tested as described in“ Configuring PPP and Authentication”
section on page 3-25.

Note A AAA RADIUS server isrecommended. AAA Radius server discussions are available in
the “ Configuring RADIUS” section on page 4-14.

Commissioning the Cisco AS5800 Hardware

This section describes configuring the Cisco A S5800 hardware to support terminal EXEC shell services
and log in prompts for client modems, and includes the following:

- Understanding the Basic Hardware Architecture, page 2-2

- Task 1. Verifying Basic Setup, page 2-5

» Task 2. Configuring Basic Cisco |0S Software, page 2-22

» Task 3. Enabling the T3/T1 Controllers, page 2-26

- Task 4. Configuring the Serial Interfaces, page 2-31

» Task 5. Configuring Modems and Lines, page 2-33

» Task 6. Enabling IP Basic Setup, page 2-35

» Task 7. Testing Asynchronous EXEC Shell Connections, page 2-36
- Task 8. Confirming the Final Running Configuration, page 2-39

S

Note  For adescription of terminal EXEC shell services, see the“ Task 7. Testing Asynchronous
EXEC Shell Connections” section on page 2-36.
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Understanding the Basic Hardware Archi

To build an access network using the Cisco AS5800, it is necessary to understand:

e The Cisco 7206 router shelf
« The Cisco 5814 dial shelf

» Call-processing components

Cisco 7206 Router Shelf and Cisco 5814 Dial Shelf

The Cisco AS5800 access server contains:

tecture

» A Cisco 7206 router shelf (egress interface). It connects to the I P backbone.

» A Cisco 5814 dial shelf (ingress interface). It connects
Figure 2-1 shows the Cisco A S5800 system architecture.

PC modem

to the PSTN.

Figure 2-1 Cisco AS5800 System Architecture
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Note  The Cisco IOS software uses a three-element notation to specify interface and port
locations: shelf/slot/port.

The Cisco 7206 router shelf contains the following:

Port adapters. In the exampl e, the Cisco 7206 uses Fast Ethernet (FE) 0/1/0 to connect to the IP
backbone.

A dia-shelf interconnect (DSI) port adapter. In the example, the adapter is located at 0/2/0.

The Cisco 7206 communicates with the Cisco 5814 dial shelf through an external dial-shelf
interconnect cable. The cable connects from the DSI port adapter to the dial-shelf controller
(DSC) card.

The Dial Shelf Interconnect Protocol (DSIP) enables communication between the Cisco 7206
and the Cisco 5814.

Service adapters (for example, compression and encryption).
By default, ashelf ID of 0 isassigned to the router shelf.

The Cisco 5814 dial shelf contains the following:

Dial-shelf controller (DSC) cards. They fit in slots 12 or 13 only. If you have one DSC card,
slot 12 is recommended. One DSC card is used in the example.

The DSC card contains its own Cisco |10S software image. For maintenance purposes only, the
card can be accessed through its consol e port and Ethernet interface. No | P packets originating
from any trunk or modem cards go out this Ethernet interface.

T3/T1/E3/EL cards. They connect to the PSTN and fit in slots 0 through 5 only. Slots 0 and 1
are recommended. In the example, one T3 trunk card is located at 1/0/0.

Modem/voice cards. They fit in slots 0 through 11. In the example, nine modem cards are
installed. The first modem card isin slot 2. The line-modem range is 1/2/00 to 1/10/143.

By default, ashelf ID of 1 isassigned to the dial shelf.

The Cisco SC3640 system controller is an external management subsystem. It interfaces with the
Cisco 7206 and provides the following functions:

SNMP and syslog offloading
Out-of-band consol e access

Call-Processing Components

As shown in Figure 2-2, the following components process a call:

Client modems and ISDN routers dial in to the access server through the PSTN.

Asynchronous PPP calls (analog) connect to modems inside the access server.

Each modem inside the access server provides acorresponding TTY lineand asynchronousinterface
for terminating character and packet mode services.

Asynchronous interfaces clone their configurations from a group-async interface.

Synchronous PPP calls (digital) connect to serial interface channels (for example, S1/0/0:0:0
and S1/0/0:0:1).

Synchronous interfaces clone their configurations from a dialer interface.

| Dpoc-7810814=

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide



Chapter 2

Commissioning |

I Understanding the Basic Hardware Architecture

Figure 2-2  Cisco AS5800 Call-Processing Components
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One asynchronous PPP call requires:
- (1) T1 DSO channel
e (1) channel inaTDM bus
* (1) integrated modem
e (1) TTY line
= (1) asynchronous interface
One synchronous PPP call requires:
- (1) T1 DSO channel
e (1) serid interface channel

Tips  Synchronous PPP calls require HDL C resources. Each T3 trunk card is limited to
256 HDLC resources. T1 trunk cards do not have HDLC resource limitations.
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Task 1. Verifying Basic Setup

Verify that basic system components are functioning:
- Analyzing the System Boot Dialog, page 2-5
» Matching the Cisco 10S Software Images, page 2-8
= Inspecting the Dial Shelf, page 2-9
- Using DSIP, page 2-12
« Checking the Initial Running-Config, page 2-14
» Exploring the Cisco 10S File System, page 2-16
- Investigating Memory Usage, page 2-19
- Verifying CPU Utilization, page 2-21

Analyzing the System Boot Dialog

To view the boot sequence through aterminal session, you must have a consol e connection to the access
server before it powers up.

PiAN

Caution  Alwayspower up the dial shelf beforetherouter shelf. The DSC card checksthedial shelf’s
inventory, which requires extra time. After two minutes, power up the router shelf. The
router shelf depends on the DSC card for the dial shelf’s inventory report.

The following boot sequence occurs. Event numbers and comments are inserted in the example to
describe the boot sequence.

System Boot strap, Version x.Xx
Copyright (c) 20xx by cisco Systens, Inc.
C7200 processor with 131072 Kbytes of nmin nenory

Sel f deconpressing the inage :

HHHHHHAHAHH AR AR AR R AR AR AR A

# [ OK]

%°A- 2- UNDEFPA: Undefined Port Adaptor type 106 in bay 2

Y8YS- 4- CONFI G_NEWER: Configurations fromversion 12.x may not be correctly understood.

% R- 3- SEATED: Insert/renoval failed (slot 2), check card seating

% R- 3- SEATED: Insert/renoval failed (slot 2), check card

seat i ngCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe
CCCCCCCCCCCCCCCCCCCCCCCCCCCOCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe
CCCCCCCCCCCCCCCCCCCCCCCCCCCOCCCCCeee

Read 7314384 bytes fromfile slot0:c5800-p4-ne.120-4. XL1. bin

Sel f deconpressing the inage :

HHHHHAHAHH AR

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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» In the previous segment, the NAS decompresses the system boot image, tests the NVRAM for
validity, and decompresses the Cisco |OS software image.

Sometimes boot images do not support hardware cards. Sample error messages look like this:

9%PA- 2- UNDEFPA: Undefined Port Adapter
%0 R- 3- SEATED: Insert/renoval failed

Ignore these messages and do not ignore error messages that appear after the Cisco 10S software
image decompresses.

Restricted Rights Legend

Use, duplication, or disclosure by the Government is

subj ect to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts cl ause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Conputer
Sof tware cl ause at DFARS sec. 252.227-7013.

cisco Systens, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco Internetwork Operating System Software 10S (tm) 5800 Software (C5800-P4-M,
Version 12.x

TAC: Homre: SW | OS: Specials for info

Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi |l ed Thu 12- Aug-99 13:16 by ayeh

I mage text-base: 0x60008900, data-base: 0x611A6000

cisco 7206 (NPE400) processor with 114688K/ 16384K bytes of nenory.
R5000 CPU at 200Mhz, |nplenentation 35, Rev 2.1, 512KB L2 Cache
6 slot mdplane, Version x

Last reset from power-on

X. 25 software, Version 3.0.0.

Bri dgi ng software.

Super LAT software (copyright 1990 by Meridi an Technol ogy Corp).
1 FastEthernet/| EEE 802.3 interface(s)

1296 term nal line(s)

1 Channelized T3 port(s)

125K bytes of non-volatile configuration nenory.

4096K byt es of packet SRAM nenory.

20480K bytes of Flash PCMCIA card at slot O (Sector size 128K).
4096K bytes of Flash internal SI MM (Sector size 256K).

- Thefollowing components are detected:
— Cisco |OSrelease
— Available memory
— Availableinterfaces

Note If ahardware card is not recognized, verify that you are running the optimum version of
Cisco | OS software. Refer to the hardware-software compatibility matrix available online
at
http://cco-sj-1.cisco.com/cgi-bin/front.x/Support/HW SWmatrix/hwswmatrix.cgi

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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The following system message and prompt appears.

--- System Configuration Dialog ---
Woul d you like to enter the initial configuration dialog? [yes/no]: no

Because the NAS has never been configured, the Cisco |OS software cannot find a startup-config
file. In this example, the Cisco 10S software is configured manually. The automatic setup script is
not used.

00: 00: 52: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 12 Succeeded
00: 00: 53: %OSC_REDUNDANCY- 3-BI CLI NK: Switching to DSC 12
00: 00: 56: %OSC_REDUNDANCY- 3-BI CLI NK: Link to active DSC up

00: 02: 05: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 0 Succeeded
00: 02: 06: %OS| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 2 Succeeded
00: 02: 06: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 3 Succeeded
00: 02: 06: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 4 Succeeded
00: 02: 06: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 5 Succeeded
00: 02: 06: %OS| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 6 Succeeded
00: 02: 06: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 7 Succeeded
00: 02: 06: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 8 Succeeded
00: 02: 06: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 9 Succeeded
00: 02: 06: %OS| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 10 Succeeded

Press RETURN to get started!

5800>

By using DSIP, the router shelf detects the state of each card in the dial shelf.

Depending on the number of cardsin the dial shelf, there is a delay of 60 to 120 seconds before the
“DSIP Hello” messages are displayed on your terminal session.

After powering up the Cisco AS5800, enter the show environment command. Verify that there are
no critical grounding, heating, or power problems. The following shows an operating environment.

5800- NAS> show envi r onnent
Al'l measured val ues are nornal
5800- NAS> show environnent al |
Power Suppli es:
Power supply 1 is enpty.
Power supply 2 is Zytek AC Power Supply. Unit is on.

Tenper ature readings:
chassis inlet measured at 25C/ 77F
chassis outlet 1 neasured at 27C 80F
chassis outlet 2 neasured at 33C/ 91F
chassis outlet 3 nmeasured at 41C/ 105F

Vol t age readi ngs:
+3.45 V nmeasured at +3.49 V
+5.15 V nmeasured at +5.21 V
+12.15 neasured at +12.34 V
-11.95 neasured at -11.81 V

Envm stats saved 1 tinme(s) since rel oad
5800- NAS>
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Matching the Cisco 10S Software Images

The dial shelf and router shelf run separate Cisco 10S software images:

- Both images must be from the same Cisco 10S release. They must match. Cisco 10S Release
12.0(4)XL 1 isused in this example.

» Therouter shelf’simageisin the Cisco 7206s Flash memory. It begins with “¢5800.” The dial
shelf’simage is in the DSC card. It begins with “dsc.”

On the router shelf, check the Cisco 10S software image, uptime, and restart reason:

5800# show version

Cisco Internetwork Operating System Software 10S (tm) 5800 Software (C5800-P4-M, Version
12. x

TAC: Home: SW | OS: Specials for info

Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi |l ed Thu 12- Aug-99 13:16 by ayeh

I rage text-base: 0x60008900, data-base: 0x611A6000

ROM Syst em Boot strap, Version xCA,
BOOTFLASH: 7200 Software (C7200-BOOT-M, Version x

Router uptine is 2 mnutes
System returned to ROM by rel oad
Systemimage file is "slot0:c5800-p4-ne. 120- 4. XL1. bi n"

cisco 7206 (NPE400) processor with 114688K/ 16384K bytes of nenory.
R5000 CPU at 200Mhz, |nplenentation 35, Rev 2.1, 512KB L2 Cache
6 slot mdplane, Version x

Last reset from power-on

X. 25 software, Version 3.0.0.

Bri dgi ng software.

Super LAT software (copyright 1990 by Meridi an Technol ogy Corp).
1 FastEthernet/| EEE 802.3 interface(s)

1296 term nal |ine(s)

1 Channelized T3 port(s)

125K bytes of non-volatile configuration nenory.

4096K byt es of packet SRAM nenory.

20480K bytes of Flash PCMCIA card at slot O (Sector size 128K).
4096K bytes of Flash internal SI MV (Sector size 256K).
Configuration register is 0x2102

Table 2-1 describes the significant output fields in the previous display:

Table 2-1  Show Version Command Field Descriptions

Field Description

5800 Software (C5800-P4-M, Cisco |OS software version.
Version 12.x

Router uptime is 2 ninutes Reports the router’s uptime. Watch for unscheduled reloads.

System returned to ROM by Describes why the access server last reloaded. If the field displays
rel oad “power-on,” apower interruption caused the reload.

Systemimage file is The Cisco 7206 router shelf booted from the external PCMCIA
"sl ot 0: ¢5800- p4-ne. 120- 4. XL1 |F|ash card at slot O.

.bin"

The router shelf does not have internal Flash memory. If the
PCMCIA Flash card is missing, the router shelf will not boot.
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On the dial shelf, check the Cisco 10S software image, uptime, and restart reason. If you do not have a
physical console connection to the dial shelf, enter the execute-on slot [12 | 13] show ver sion command.
The DSC can bein slot 12 or 13.

5800# execute-on slot 12 show version

DA- Sl ot 12>

Cisco Internetwork Operating System Software 1 0OS (tm) 5800 Software (C5800-DSC-M, Version
12. x

TAC: Home: SW | OS: Specials for info

Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi |l ed Thu 12- Aug-99 18:48 by ayeh

I rage text-base: 0x600088F0, data-base: 0x60520000

ROM System Bootstrap, Version xAA
ROM 5800 Software (C5800-DSC-M, Version xAA2

DA-Sl ot 12 uptine is 20 hours, 38 mnutes
System returned to ROM by rel oad
Systemimage file is "slot0:dsc-c5800-nz. 120-4. XL1. bi n"

cisco ¢5800 (R4K) processor w th 24576K/ 8192K bytes of menory.
R4700 CPU at 150Mhz, Inplenentation 33, Rev 1.0, 512KB L2 Cache
Last reset from power-on

1 Ethernet/| EEE 802.3 interface(s)

2 Dial Shelf Interconnect(DSI) FE interface(s)

123K bytes of non-volatile configuration nenory.

8192K bytes of Flash PCMCIA card at slot O (Sector size 128K).
4096K bytes of Flash internal SI MM (Sector size 256K).
Configuration register is 0x2102

Inspecting the Dial Shelf

Verify that feature cards are up (T3, T1, E3, E1, modem, or voice):
5800# show di al - shel f

Sl ot Boar d CPU DRAM 1/ O Menory State El apsed
Type Util Total (free) Total (free) Ti me

0 CT3 0% 0% 21598976( 81% 8388608( 41% Up 00: 01: 35
2 Moden(DW) 20% 20% 46764800( 86% 16777216( 74% Up 00: 01: 35
3 Moden( DW) 0% 0% 46764800( 86% 16777216( 74% Up 00: 01: 35
4 Modem(DMV) 20% 20% 46764800( 86% 16777216( 74% Up 00: 01: 35
5 Modem(DMV) 20% 20% 46764800( 86% 16777216( 74% Up 00: 01: 35
6 Moden(DW) 40% 40% 46764800( 86% 16777216( 74% Up 00: 01: 35
7 Moden(DW) 40% 40% 46764800( 86% 16777216( 74% Up 00: 01: 35
8 Modem(DMV) 35% 35% 46764800( 86% 16777216( 74% Up 00: 01: 35
9 Moden( DW) 0% 0% 46764800( 86% 16777216( 74% Up 00: 01: 35
10 Moden(DW) 20% 20% 46764800( 86% 16777216( 74% Up 00: 01: 34
12 DSC 0% 0% 19097792( 79% 8388608( 66% Up 00: 02: 49
Di al shelf set for auto boot
5800#

- Always power up the dial shelf before the router shelf. Allow two to three minutesfor the DSC card
to take an inventory of the dial shelf.

- If the DSC card goesdown after the feature cards are up, the system will still function properly. This
event will not bring down the system. However, online insertion and removal (OIR) will not work.

» Possibledial-shelf statesinclude: unknown, down, resetting, booting, and up. The “Up” state means
that the card can communicate with the router shelf.
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Step 2
Step 3
Step 4

Note

Note

I Task 1. Verifying Basic Setup
- Each modem card contains its own DRAM memory. Double-density modem modules (DMM)
require at least 64 MB of memory with Cisco |OS Release 12.0. Hex modem modules (HM M)
require at least 32 MB with Cisco 10S Release 11.3. Each card performsits own call processing.
- A fully populated DMM card contains 144 modems. The dial shelf in the example contains
1296 modems.
» A normal CPU utilization range for modem cards is between 20 to 40 percent.
DSC Troubleshooting Tips

If the DSC card does not come up, perform the following troubleshooting steps. If the DSC card never
comes up, the feature cards in the dial shelf cannot communicate with the router shelf.

Look for LED lights on the DSC card. If the lights are off, try reseating the card.

Verify that the DSI port adapter on the Cisco 7206 is inserted correctly.

Verify that the cable between the DSI port adapter and the DSC card is connected correctly.
From the Cisco 7206, verify that the DSI-Fast Ethernet interface and line protocol are up:

5800> show ds

DSl - Fastethernet0/2/0 is up, line protocol is up
Hardware i s DEC21140A, address is 0030.f2f5.1438 (bia 0030.f2f5.1438)
MIU 0 bytes, BW 100000 Kbit, DLY 100 usec

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)
Ful | - dupl ex, 100Mo/s, 100BaseTX/ FX
ARP type: ARPA, ARP Tineout 04:00:00
Last input 00:00: 00, output 00:00: 00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Qut put queue 0/40, 0 drops; input queue 0/75, O drops
5 mnute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

Thefollowing exampl e shows a dial -shelf interconnection that changes state to up after the
DSC card reloads. Loss of DSIP Keepalive messages indicate no communication between
the router shelf and dial shelf. After DSIP Hello messages succeed, the Fast Ethernet
DSI-Tx 0 and DSI-Rx 1 change their state to up. Until these interfaces are up, the router
shelf and dial shelf cannot communicate. No debug commands are used to create these
consol e messages; however, the terminal monitor command is reguired to view messages.

5800#

00: 04: 29: %S| PPF- 5- DS_KEEPAL| VE_LGCSS: DSI P Keepal i ve Loss fromshelf 1 slot 12
00: 05: 12: %OS| PPF-5-DS_HELLG DSIP Hello fromshelf 1 slot 12 Succeeded

00: 05: 18: 9%l AL12- 3- MSG.

00: 00: 03: 9%l NK- 3- UPDOMN: | nterface DSl - Tx- Fast Et hernet 0, changed state to up
00: 00: 03: 9%l NK- 3- UPDOMN: | nterface DSl - Rx-FastEt hernetl, changed state to up
00: 00: 03: 9%l NK-3- UPDOMN: I nterface Ethernet0, changed state to up

5800#

Verify that console logging is disabled. Enter the show logging command. If logging is
enabled, the access server might intermittently freeze up as soon as the consol e port gets
overloaded with log messages. Enter the no logging console command.
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The following messages appear on the console-terminal session after the DSC card is physically
removed from slot 12 and re-inserted. Approximately 120 seconds el apse before all these messages

appear.

5800>

04: 41: 42: 9OSC_REDUNDANCY- 3-BI CLI NK: Link to active DSC down

04:42:13: 9% SDN- 6- LAYER2DOMNN: Layer 2 for Interface Sel/0/0:4:23, TElI 0 changed to down
04: 42: 14: 9OSC_REDUNDANCY- 3-BI CLI NK: Link to active DSC up

04: 42: 36: 9YOSI PPF-5- DS_KEEPALI VE_LCSS: DSI P Keepal i ve Loss fromshelf 1 slot 2
04: 42: 36: 9OS| PPF-5- DS_KEEPAL| VE_LGCSS: DSI P Keepal ive Loss fromshelf 1 slot 3
04: 42: 46: 9OS| PPF- 5- DS_KEEPAL| VE_LCSS: DSI P Keepal i ve Loss fromshelf 1 slot O
04: 42: 46: 9OS| PPF- 5- DS_KEEPAL| VE_LCSS: DSI P Keepal i ve Loss fromshelf 1 slot 12

04: 42:53: 9%OS| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 12 Succeeded
04: 44:59: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 0 Succeeded
04: 45: 02: 9%OS| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 2 Succeeded
04: 45: 03: %S| PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 3 Succeeded
5800>

The following boot sequence occurs in the previous example:
a. The DSC card takes 32 seconds to boot up. Afterwards, the card checks the dial shelf’sinventory.

b. Thedial shelf exchanges hardware inventory information with the router shelf. After the exchange,
the router shelf instructs the DSC card to load the appropriate boot images into the feature cards.

c. More than two minutes elapse before the DSC card detectsthe first “DSIP Hello” message from the
first feature card (in shelf 1 slot 0). If the DSC card never comes up, the feature cards in the dial
shelf cannot communicate with the router shelf.

d. Therouter shelf gives the feature cards the appropriate images.

If the DSC card is still down, the card might have an incorrect Cisco |0S software image, or the Flash
card is missing (ROM monitor mode). Open a physical console connection to the DSC card, copy an
image into boot Flash memory, and re-initialize the system.

For advanced troubleshooting measures after the DSC card is up, open a virtual-consol e session to the
DSC card (DA-Slot12). To end the session, enter Ctrl C three times:

5800# dsip console slave 12
Trying Dial shelf slot 12 ...
Enteri ng CONSOLE for slot 12
Type "~"CrC'C' to end this session

DA- Sl ot 12>
DA- Sl ot 12#
DA- Sl ot 12#
DA- Sl ot 12#
Terminate NIP | O session? [confirn]

[ Connection to Dial shelf slot 12 closed by |ocal host]
5800#

Caution

The router shelf provides the DSC card with the required configuration. Do not change the
DSIP settings in the DSC card configuration.
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Feature-Card Troubleshooting Tips

Using DSIP

If the show dial-shelf command reports that feature cards are booting for extended periods of time, start
debugging from the router shelf by using the following commands:

debug dsip transport
debug dsip trace
show dsi

- Debug dsip transport shows the registered MAC address sent from each feature board.
- Debug dsip trace displays detailed DSIP Hello and Keepalive messages.
- Debug dsip boot shows if the router shelf is sending the boot image to the feature cards.

The router shelf communicates with the dial shelf using:
- Fast Ethernet interconnect cable
- Dia Shelf Interconnect Protocol (DSIP)

For the DSIP command reference and other system management functions, refer to Dial and System
Management Commands for the Cisco AS5800, available online at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113aa/113aa_2/58cfeats/c5800ua
s.htm

To understand how DSIP functions, enter commands from the following bullet list:

- Verify that the connection between the router shelf and dial shelf is up. The DSI-Fast Ethernet
interface is located at 0/2/0 in the Cisco 7206. Note that the output from the show dsi command is
different from the show dsip command.

5800- NAS# show ds

DSl - Fastethernet0/2/0 is up, line protocol is up
Hardware i s DEC21140A, address is 00d0. d342.4c¢38 (bia 00d0. d342. 4c38)
MIU 0 bytes, BW 100000 Kbit, DLY 100 usec

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)
Ful | - dupl ex, 100Mo/s, 100BaseTX/ FX
ARP type: ARPA, ARP Tineout 04:00:00
Last input 00:00: 00, output 00:00: 00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Qut put queue 0/40, O drops; input queue 0/75, O drops
5 mnute input rate 0 bits/sec, 0 packets/sec
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» Verify that each feature card’'s MAC address is registered by DSIP. Unregistered cards cannot
communicate with the system. Shelf 0 is the router shelf (master). Shelf 1 isthe dial shelf (slave).

5800# show dsip transport

DSI P transport statistics:

IPC : input nsgs=4309, bytes=509139; output nmsgs=4308, bytes=291468
total consunmed ipc nsgs=2133; total freed ipc msgs = 2133
transmt contexts in use = 13, free = 243, zonbie = 0, invalid =0
ipc getnsg failures = 0, ipc tineouts=0
core getbuffer failures=0, api getbuffer failures=0
dsip test nsgs rcvd = 0, sent = 0

CNTL : input nmsgs=20927, bytes=738902; output nsgs=20350, bytes=29816080
getbuffer failures=0

DATA : input nsgs=1076, bytes=38736; output nsgs=0, bytes=0

DSIP Private Buffer Pool Hits =0

DSI P regi stered addresses:

Shel fO : Master: 00dO. d342.4c38, Status=local

Shelf1 : Slot0 : 0090. bf 52. 4e00, Status=renote

Shelf1 : Slot2 : 0090. bf52.4e10, Status=renote

Shelf1 : Slot3 : 0090. bf52.4e18, Status=renote

Shel f1 : Slot4 : 0090. bf 52. 420, Status=renote

Shelf1 : Slot5 : 0090. bf 52. 428, Status=renote

Shelf1 : Slot6 : 0090. bf52.4e30, Status=renote

Shelf1 : Slot7 : 0090. bf52.4e38, Status=renote

Shelf1 : Slot8 : 0090. bf 52. 4e40, Status=renote

Shel f1 : Slot9 : 0090. bf 52. 4e48, Status=renote

Shel f1 : Slot10: 0090. bf 52. 4e50, Status=renote

Shel f1 : Slot12: 0090. bf 52. 4e60, Status=renote

5800#

» Verify that al feature cards are running DSIP versions that are compatible with the router shelf:

5800# show dsip version

DSI P version information:

Local DSIP major version = 5, m nor version = 2

Al feature cards are running DSIP versions conpatible with router shelf
Local clients registered versions:

Client Nare Maj or Version M nor Version
Consol e 5 2

Cl ock 2 1

Mbdem 0 0

Logger No version No version
TDM No version No version
Trunk No version No version
Async data No version No version
VA CE 0 0

Di al shel f 1 1

Envi r onnent No version No version
FI LESYS No version No version
DSC Red. U 0 1

Split DS No version No version
DSI P Test No version No version

M smat ched renote client versions:

Note  Thiscommand also reports mismatched Cisco |0S software versions. No mismatches exist
in this example.
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Checking the Initial Running-Config

Step 1

The Cisco |0S software creates an initial running configuration. To familiarize yourself with default

settings, inspect the software configuration as follows:

Display the configuration on the Cisco 7206 router shelf:

5800# show runni ng-config
Bui | di ng configuration..

Current configuration
!
version 12.x
service timestanps debug uptinme
service timestanps | og uptinme
no service password-encryption
!
host nane Rout er
!
!
shelf-id O router-shelf
shelf-id 1 dial-shelf
!
!
resour ce- pool disable
!
modem pool Defaul t
pool -range 1/2/0-1/10/143
!

!

spe 1/2/0 1/10/11

firmmare ios-bundl ed default
modem recovery action none
i p subnet-zero

!

isdn voice-call-failure 0

!

!

controller T3 1/0/0
cabl el ength 224

!

!

process-max-ti me 200

!

interface FastEthernet0/1/0
no i p address

no i p directed-broadcast
shut down
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interface G oup-AsyncO
no i p address
no i p directed-broadcast
group-range 1/2/00 1/10/143
|
ip classless
no ip http server
|
|
line con O
transport input none
line aux O
line vty 0 4
l'ine 1/2/00 1/10/ 143
nmodem | nQut
no modem | og rs232
|
end

Task 1. Verifying Basic Setup W

Without connecting to the DSC, display the configuration on the Cisco 5814 dial shelf:

5800# execute-on slot 12 show running-config

DA- Sl ot 12#
Bui | di ng configuration..

Current configuration

!

version 12.x

service config

no service pad

service timestanps debug uptinme
service timestanps | og uptime
no servi ce password-encryption
!

host name DA- Sl ot 12

!

!

i p subnet-zero

!

!

process-max-ti me 200

!

nterface EthernetO

no i p address

no i p directed-broadcast
shut down

!

no ip http server

ip classless

!

!

line con O

transport input none
line vty 0 4

!

end
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Exploring the Cisco I0S File System

Familiarize yourself with the file system and memory storage areas. The Cisco 10S file system provides
aconsolidated interface to:

« The Flash memory file system
» The network file system (TFTP, rcp, and FTP)

» Any other endpoint for reading or writing data (such as NVRAM, modem firmware, the running
configuration, ROM, raw system memory, Xmodem, and Flash load helper log).

Figure 2-3 shows the memory locations inside the Cisco AS5800.

Figure 2-3  Cisco AS5800 Memory Locations
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CPU | _ . :
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Processor || . :
Router% ; memory ﬁ sl ot 1: ‘ |
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Packet I/O 7% boot f1 ash: ‘
memory }
ﬁ nvram ‘ ﬁ
ﬁ dscl12-sl ot 0: ‘ < Dial shelf
: interconnect
4 dscl12-sl ot 1 ‘ cable
Dial 1
shelf
ﬁdsclz- boot f | ash: ‘ ‘
ﬁ dscl12-nvram ‘ M

Table 2-2 describes the memory locations shown in Figure 2-3.

Table 2-2  Memory Location Descriptions

Component Description

CPU (NPE400) Central processing unit.

Processor memory The Cisco |OS software image isinitially read out of Flash memory,
decompressed, and loaded into processor memory (also known as main
memory).

Routing tables, call control blocks, and other data structures are also stored
here.

Packet 1/0 memory Packets are temporarily stored in I/O memory.
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Table 2-2  Memory Location Descriptions (continued)

Component Description

slotO: flash: PCMCIA Flash memory cards in the router shelf. They store Cisco 10S
slot1: software images, modem firmware/portware, and custom web pages.
bootflash: Flash memory on the Cisco 7206's motherboard.

nvram: Nonvolatile configuration memory.

dsc12-slotO: PCMCIA Flash memory cardsin the DSC card.

dscl2-slotl:

dsc12-bootflash: Flash memory on DSC card’s motherboard.

dscl2-nvram: Nonvolatile configuration memory in the DSC card.

To verify the file system, enter commands from the following bullet list:

o

View the different file storage areas and file management functions. Additionally, verify that you
have everything you ordered from manufacturing, such as Flash memory. The asterisk (*) indicates
the current directory.

5800# show file systens
File Systemns:

Si ze(b) Free(b) Type Flags Prefixes
- - flash rw diskO:
- - flash rw diskl:
- - opaque rw  null:
- - opaque rw system
- - net wor k rw tftp:
129016 128277 nvram rw nvram
* 20578304 13263792 flash rw slotO: flash:
- - flash rw slotl:
3407872 1286636 flash rw bootflash:
- - opaque wo | ex:
- - net wor k rw rcp:
- - net wor k rw  pram
- - net wor k rw ftp:
7995392 5825440 flash rw dscl2-slotO:
- - flash rw dscl2-slot1l:
3407872 1575412 flash rw dscl2-bootflash:
126968 126968 nvram rw dscl2-nvram
5800#

Display the objects in the system memory directory:
5800# dir system
Directory of system/

2 dr-x 0
1 -rw 787

<no date>
<no date>

nmenory
runni ng-config

No space informati on avail abl e
5800#

Tips

Remember to include the trailing colon (:) in the dir commands.

| Dpoc-7810814=
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= Inspect the Flash memory on the router and dial shelves. Both images must have matching
Cisco |OS release number. In this example, both images are from Cisco 10S Release 12.0(4)XL1.
As the chassis boots up, the images are copied, decompressed, and |oaded into DRAM memory.

5800# pwd

sl ot O:

5800# dir

Directory of slotO:/

1 -rw 7314384 Sep 13 1999 20:03:41 ¢5800-p4-nz.120-4. XL1. bin
20578304 bytes total (13263792 bytes free)
5800#

5800# dir dscl2-slotO:
Directory of dscl2-slotO:/

1 -rw 2169824 Sep 13 1999 20:28:53 dsc-c5800-nz. 120-4. XL1. bin
7995392 bytes total (5825440 bytes free)
5800#

 Inspect the bootFlash on both shelves:

5800# dir bootfl ash:
Directory of bootflash:/

1 -rw 2121108 Jan 01 2000 00:00:48 c7200-boot-ne. 111-24. CC

3407872 bytes total (1286636 bytes free)
Rout er

5800# dir dscl2-bootfl ash:

Directory of dscl2-bootflash:/

1 -rw 2169824 Nov 18 1999 22:18:30 dsc-c5800-nz.120-4. XL1. bin

3407872 bytes total (1237920 bytes free)

o

Fps Keep a backup copy of the dial shelf’s image in boot Flash. Someone may take PCMCIA
Flash cards without notification. The dial shelf does not have its own connection to the IP
backbone for image upgrade purposes.

The squeeze command is required to remove deleted files:

5800- NAS# pwd

dsc12-bootfl ash:/

5800- NAS# del ete dsc-c5800-ne. 113-9. AA2

Del ete filenane [dsc-c5800-nz.113-9. AA2] ?

Del ete dsc12-boot fl ash: dsc-c5800-nez. 113-9. AA2? [confirm
5800- NAS# squeeze dscl2-bootfl ash:

Al deleted files will be renmoved. Continue? [confirm
Squeeze operation may take a while. Continue? [confirni

DA- Sl ot 12#
Al deleted files will be renmoved. Continue? [confirm
Squeeze operation may take a while. Continue? [confirni

Squeeze of bootflash conplete
Squeeze of dscl2-bootflash conplete
5800- NAS#
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= Inspect the NVRAM memory on the router and dial shelves. Three files are present:
— Theinitial boot or startup-config.

— The private-config is a secure file that supports encryption technologies. It is not user
accessible.

— The underlying-config is the version of the startup-config that is stored in NVRAM.

5800# dir nvram
Directory of nvram/

1 -rw 739 <no date> startup-config

2 ---- 24 <no date> private-config

3 -rw 739 <no date> underlying-config
129016 bytes total (128277 bytes free)
5800#

5800# dir dscl2-nvram
Directory of dscl2-nvram/

1 -rw 0 <no date> startup-config

2 ---- 0 <no date> private-config

3 -rw 0 <no date> underlying-config
126968 bytes total (126968 bytes free)
5800#

Investigating Memory Usage

Step 1

PiAN

Use the show memory summary command to:
» Determine how memory is used for different processor and 1/0 memory processes.
- ldentify memory fragmentation and memory leaks.

— Memory leaks—Memory that is not rel eased back to the processor. Memory leaks are indicated
by steady decreases of free memory. However, the preferred way to track memory leaksisto
monitor the FreeMem variable in the OID MIB.

— Memory fragmentation—Indicated by the largest block of memory not being equal to the free
block. Fragmentation increases as the numbers grow further apart.

To inspect and cal culate memory usage compl ete the following steps:

Display the memory statusreport. Note that the largest-memory block is close to the free-memory block,
which is good. There is no fragmentation.

5800- NAS# show nenory summrary
Head Tot al (b) Used(b) Free(b) Lowest(b) Largest(b)
Processor 6164D4E0 94055200 42346480 51708720 50435436 51592056
I/O 7000000 16777216 6433400 10343816 10343816 10343772
PCI  4B000000 4194304 618584 3575720 3575720 3575676

Caution

If you enter the show memory summary command with the terminal length 0 command
enabled you will produce many screens of output which might interrupt your session.
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Step 2

Step 3

Table 2-3 describes the significant fields in the previous display:

Table 2-3  Show Memory Summary Output Field Descriptions

Field Description

Processor Processor memory. The Cisco 10S software image is initially read out of Flash
memory, decompressed, and placed in main memory. Routing tables and call control
blocks are also stored in main memory.

/0 Packets are temporarily stored in /O memory.

Head Hexadecimal address of the head of the memory allocation chain.

Total (b) Summary of used bytes plus free bytes.

Used(b) Total number of bytes currently used for routing tables and call-processing
components.

Free(b) Total number of free bytes. The free memory size should be close to the largest block
available.

Lowest(b) Smallest amount of free memory since last boot.

Largest(b) Size of largest available free block. Whenever the largest available block is equal to
the free block, there is no fragmentation.

Convert bytes to megabytes (MB):

» Total processor memory = 9,4055,200 bytes = 89.7 MB

» Used processor memory = 42,346,480 bytes = 40.4 MB

» Free processor memory = 51,708,720 bytes = 49.3 MB
Total memory (89.7 MB) = Used memory (40.4 MB) + free memory (49.3 MB)
Do some useful memory calculations:

Total Processor = Total RAM - Cisco | OS software (use the show version command to get the MB
assigned for all of Cisco |OS software + Processor)

cisco 7206 (NPE400) processor with 114688K/ 16384K bytes of nenory.

114688 KB / (1024 KB / MB) =112.0 MB

16384 KB = 16 MB

112 MB + 16 MB = 128 MB (what you purchased).
)

Note 112.0 MB - 89.7 MB = 22.3 MB. This means that 22.3 MB are not available for
processor memory.
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Verifying CPU Utilization

High utilization causes network performance problems. Knowing when the router is running at over 50%
utilizationis critical because the router might start dropping packetsif an unexpected traffic burst comes
through or if OSPF gets recalculated. Fast switching reduces CPU utilization.

5800# show processes cpu

CPU utilization for five seconds: 20% 6% one mnute: 31% five mnutes: 19%
PID Runtine(ns) Invoked uSecs 5Sec 1M n 5Mn TTY Process

1 144208 1526300 94  0.00% 0.00% 0.00% O Load Meter
2 118732 19749060 6 0.24% 0.12% 0.08% O OSPF Hello
3 42752544 2699659 15836 3.75% 0.87% 0.62% 0 Check heaps
4 7260 30062 241 0.00% 0.00% 0.00% O Pool Manager
5 0 2 0 0.00% 0.00% 0.00% O Tiners
6 1472 494101 2 0.00% 0.00% 0.00% O Serial Background
7 49424 7631216 6 0.00% 0.00% 0.00% O EnvMdn
8 0 1 0 0.00% 0.00% 0.00% O OR Handler
9 13368616 3217631 4154 0.32% 0.57% 0.42% O ARP Input
10 18932 533419 35 0.00% 0.00% 0.00% O DDR Tinmners
11 116 4 29000 0.00% 0.00% 0.00% O Entity MB API

Look at the top line of the output. If you see utilization at the top of the display over 50%, inspect the
columns 5Sec, 1IMin, and 5Min. Find the process that uses the most CPU power. For an idle chassis,
numbers larger than two percent indicate a problem.

Table 2-4 describes the significant output fields in the previous example:

Table 2-4  CPU Utilization Display Fields

Field Description

CPU utilization for five seconds: The first % number isthe CPU utilization for the last 5.0

2% 0% seconds. The second % number is the percentage of CPU
time spent at the packet-based interrupt level.

one mnute: 1% CPU utilization for the last minute.

five minutes: 14% CPU utilization for the last 5.0 minutes.

Whenever memory cannot be allocated to a process request (a memory leak), a console error message
appears:

Sep 14 11:30:33.339 EDT: %8YS-2- MALLOCFAI L: Menory allocation of 19960
bytes failed from 0x603D530C, pool Processor, alignnment 0

-Process= "Exec", ipl= 0, pid= 48

- Traceback= 603D8610 603DAA70 603D5314 603D5AF0 60373054 60371474 603C33DC
603C3538 603C4378 60371934 603586B8 60358A10 6037C12C 6037ClE4 60372E9C
6037EDEC

To identify the problem, inspect the first few output lines of the show memory summary command and
show processor memory command.
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Task 2. Configuring Basic Cisco I0S Software

Apply a basic-running configuration to the NAS:
» Configuring the Host Name, Enable Secret Password, and Time Stamps, page 2-22
- Configuring Local AAA Security, page 2-23
» Setting Up aLog In Banner, page 2-24
- Configuring Basic IP, page 2-25

o

Fps Periodically save the configuration by using the copy running-config startup-config
command.

Configuring the Host Name, Enable Secret Password, and Time Stamps

Assign a host name to the NAS, specify an enable secret password, and turn on time stamps:
» A host name allows you to distinguish between different network devices.
» A secret enable password allows you to prevent unauthorized configuration changes.
- Encrypted passwords in the configuration file add greater security to the NAS.

- Time stamps help you trace debug output for testing connections. Not knowing exactly when an
event occurs prevents you from tracing debug output for testing conditions.

Stepl  Enter the following commands in global configuration mode:

host nane 5800- NAS

enabl e secret Yyourpassword

servi ce password-encryption

service tinestanps debug datetine nsec
service tinestanps |og dateti me nsec

S

Note Do not use the enable password command.

Step2  Log in with the enable secret password. The show privilege command shows the current security
privilege level.

5800- NAS# di sabl e

5800- NAS> enabl e

Passwor d:

5800- NAS# show privil ege
Current privilege level is 15
5800- NAS#
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Configuring Local AAA Security

Step 1

FiAY

Configure AAA to perform login authentication by using the local username database. The login
keyword authenticates EXEC shell users. Additionally, configure PPP authentication to use the local
database if the session was not already authenticated by login.

AAA isthe Cisco 10S software security model used on all Cisco devices. AAA provides the primary
framework through which you set up access control on the NAS.

In this basic discussion, the same authentication method is used on all interfaces. AAA is set up to use
the local database configured on the NAS. Thislocal database is created with the username
configuration commands.

Create alocal login username database in global configuration mode. In this example,
the administrator’s username is admin. The remote client’s login username is dude.

usernane admi n password adminpasshere

usernane dude password passhere
!

C

aution

Step 2

This prevents you from getting locked out of the NAS. If you get locked out, you must
reboot the device and perform password recovery.

Configure local AAA security in global configuration mode. You must enter the aaa new-model
command before the other two authentication commands.

!

aaa new nodel

aaa authentication login default |ocal

aaa authentication ppp default if-needed |ocal
!

Table 2-5 describes the configuration:

Table 2-5 Local AAA Commands

Command Purpose

aaa new-model Initiates the AAA access control system. This
command immediately locks down login and PPP
authentication.

aaa authentication login default local Configures AAA to perform login authentication
by using the local username database. The login
keyword authenticates EXEC shell users.

aaa authentication ppp default if-needed local |Configures PPP authentication to use the local
database if the session was not already
authenticated by login.
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Step3  Log in with your username and password:
5800- NAS# | ogi n

User Access Verification

User nane: adm n
Passwor d:

5800- NAS#

A successful login means that your local username worksonany TTY or VTY line. Do not disconnect
your session until you can log in.

Setting Up a Log In Banner

Create alogin banner. However, do not tell users what device they are connecting to until after they log
in. Providing device sensitive information can tempt unauthorized users to hack into the system.

Stepl  Create the banner:

5800- NAS(confi g)# banner |ogin |

Enter TEXT nessage. End with the character '|'.
This is a secured device.

Unaut hori zed use is prohibited by |aw.

I

5800- NAS( confi g) #°Z

5800- NAS#

Step2  Test the banner:

5800- NAS#
5800- NAS# | ogi n

This is a secured device.
Unaut hori zed use is prohibited by |aw.

User Access Verification

User nane: adm n
Passwor d:

5800- NAS#
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Configuring Basic IP

To configure a basic dial access service:

» Configure two loopback interfaces.

- Bring up one Fast Ethernet interface.

- Add an IProute to the default gateway.
Follow this procedure:

Stepl  Assign the IP addresses, and create an |P route to the default gateway.
|

interface LoopbackO

ip address 172.22.99.1 255. 255. 255. 255
!

interface Loopbackl

ip address 172.22.90.1 255.255.255.0
[

interface FastEthernet0/1/0

ip address 172.22.66.23 255. 255. 255.0
|

iproute 0.0.0.0 0.0.0.0 172.22.66.1
!

The loopback interfaces are used for the following reasons:

- Interface loopback O:ldentifies the router with a unique and stable IP address for network
management purposes. One | P address from a common address block is assigned to each network
device. Thistechnique enablesthe network operations center (NOC) to more easily perform security
filtering. One class C subnet, that was used to identify devices, can support 254 distinct nodes with
unique loopback | P addresses.

- Interface loopback 1:Hosts a pool of 1P addresses for the remote nodes. In this way, onerouteis
summarized and propagated to the backbone instead of 254 host routes.

Step2  Verify that the Fast Ethernet interface is up. Ping the default gateway.
5800- NAS# ping 172.22.66.1

Type escape sequence to abort.
Sending 5, 100-byte | CWP Echos to 172.22.66.1, tineout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ns

5800- NAS#

This step verifies that you have IP connectivity with another device on the subnet. If the ping succeeds
to the default gateway, try pinging the DNS server in your backbone. Make sure the backbone is
configured to get to the access server; otherwise, the ping will not work. Configure the backbone routers
to support the routes to the networks you are using.

S
Note  An 80% ping-successrate is normal for the first time you ping an external device.

The NAS does not yet have an address resolution protocol (ARP) entry for the
external device. A 100% successrate is achieved the next time you ping the device.
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Task 3. Enabling the T3/T1 Controllers

Step 1

Configure the settings for the T3/T1 controllers. They must match the telco’s settings on the telephone
switch. Mismatched settings cause problems; sometimes these problems are not detected for along time.

Figure 2-4 displays the logical controller components inside a Cisco AS5800. The figure shows that a
T3 trunk card requires T1 and T3 controller configuration settings. In the figure, only the fourth
controller is configured. There are a total of 28 T1 controllers to configure.

Figure 2-4  Matching Controller Settings

Cisco AS5800

Tl
controller

T3

' controller i
PSTN : :
: D % controller t1 1/0/0:4
T3trunk | ! framing esf

pri-group timeslots 1-24

controller T3 1/0/0
framing m23
t1 4 controller

Define the ISDN PRI switch type. In the example, the T1 trunks are not using channel associated
signaling (CAS).
|

isdn switch-type primary-ni
!

There are two ways to define the switch type:

- Under the individual serial-D channels. A different switch type can be defined for each PRI trunk.
See the “ Task 4. Configuring the Serial Interfaces” section on page 2-31.

« Globally across all PRI trunks. All trunks use the same switch type.

~

Note  For T1 CAStrunks, no ISDN switch typeis configured.
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Step2  Configure the T3 controller. There are 28 T1 controllersin one T3. In this example, only the fourth
controller is configured. The t1 4 controller command automatically creates the logical controllers
controller t1 1/0/0:4. The number of logical T1 controllers should match the number of Tl PRI lines
coming into your T3.
|
controller T3 1/0/0

fram ng nR3
cabl el ength 0

tl 4 controller
!

Step3  Configure the corresponding T1 controllers:

!
controller t1 1/0/0:4
fram ng esf

pri-group tinmeslots 1-24
!

After the controllers are correctly configured, the following cards and interfaces change state:

00: 01: 59: ACONTROLLER- 5- UPDOMN: Control ler T3 1/0/0, changed state to up

00: 02: 01: ACONTROLLER- 5- UPDOMN: Control ler T1 1/0/0:4, changed state to up

00: 02: 02: %Ol AL12- 3- MG

07: 08: 54: 9YOSCCLOCK- 3- SW TCH3: C ock npving to NORMAL from HOLDOVER, selected clock is on
slot 0 port 4 1line O

00: 02: 05: 9% SDN- 6- LAYER2DOMNN: Layer 2 for Interface Sel/0/0:4:23, TElI 0 changedto down
00: 02: 21: 98 SDN- 6- LAYER2UP: Layer 2 for Interface Sel/0/0:4:23, TEl 0 changed to up

5800- NAS>
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Table 2-6 describes some of the T3 and T1-controller concepts that are applied in the previous steps.

Table 2-6  Controller Terms and Descriptions

Concept

Description

Framing type

Defines the control bits and data bits.

For T3s, Cisco supports:
» M23—M23 multiplexer framing (default)
e C-bit—C-hit parity framing

For T1s, Cisco supports:

- ESF—Extended super frame. Required for 64 KB operation on DS0s. ESF requires 2k-framing bits
for synchronization. The remaining 6k is used for error detection, CRC, and data link monitoring.
ESF is recommended for PRI configurations.

« SF—Super frame. SF (D4) is used in channel bank robbed bit signalling (RBS) configurations. The
in-band signaling occurs within the 6th and 12th frames. SF uses the framing bit for frame
synchronization. SF is not recommended for PRI configurations.

Line code type

An encoding method used to allow synchronous data to be transmitted in a compatible format. Common
line codes are RZ (return to zero), NRZ (non-return to zero), B8ZS, AMI, and HDB3.

» AMI—Alternate mark inversion. Signal transitions are referenced by abinary 1 (mark). AMI isused
onolder T1 circuits. B8ZS is more reliable than AMI.

» B8ZS—Most popular line-code scheme used in North America. To maintain clock synchronization,
B8ZS replaces string 8 binary 0s with variations. B8ZS is more reliable than AMI, and it should be
used with PRI configurations.

Clock source

Refers to both timing and synchronization of the T1 carrier. Timing is encoded within the transmitted
data signal, and it ensures synchronization throughout the network.

Clocks are prioritized by slot number (slot O to slot 5). The highest priority clock is selected from the
card in slot 0. If this clock fails, the highest priority clock from the card in slot 1 becomes the default
clock, and so forth.

Timeslot
assignment

Timeslots are assigned to channels. For T1 PRI scenarios, all 24 T1 timeslots are assigned as ISDN PRI
channels. After timeslots are assigned by the pri-group command, D-channel serial interfaces are
automatically created in the configuration file (for example S1/0/0:0:23, S1/0/0:1:23, and so on).
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Step 5

Tips
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Verify that the controllers are up and no alarms or errors are detected. Error counters are recorded over
a 24-hour period in 15-minute intervals. In the display output, focus on the data in the current interval .

5800- NAS# show controller t3
T3 1/0/0 is up.
Appl i que type is Channelized T3
No al arns det ect ed.
FEAC code received: No code is being received
Framing is M3, Line Code is B3ZS, C ock Source is Internal
Data in current interval (201 seconds el apsed):
0 Line Code Violations, 0 P-bit Coding Violation
0 C-bit Coding Violation, O P-bit Err Secs
0 P-bit Severely Err Secs, 0 Severely Err Framing Secs
0 Unavail abl e Secs, 0 Line Errored Secs
0 C-bit Errored Secs, 0 C-bit Severely Errored Secs
Total Data (last 1 15 minute intervals):
30664 Line Code Violations, 49191 P-bit Coding Violation,
47967 C-bit Coding Violation, O P-bit Err Secs,
0 P-bit Severely Err Secs, 0 Severely Err Framing Secs,
2 Unavail able Secs, 0 Line Errored Secs,
10 C-bit Errored Secs, 10 C-bit Severely Errored Secs
5800- NAS#
5800- NAS# show controller T1 1/0/0: 4
T1 1/0/0:4 is up.
Applique type is Channelized T1
Cabl el ength is short
No al arns det ect ed.
Fram ng is ESF, Line Code is AM, C ock Source is Line.
Data in current interval (240 seconds el apsed):
0 Line Code Violations, 0 Path Code Violations
0 Slip Secs, 0 Fr Loss Secs, O Line Err Secs, 0 Degraded M ns
0 Errored Secs, 0 Bursty Err Secs, 0 Severely Err Secs, 0 Unavail Secs
Data in Interval 1:
0 Line Code Violations, 8 Path Code Violations
11 Slip Secs, 26 Fr Loss Secs, 0 Line Err Secs, 0 Degraded M ns
0 Errored Secs, 0 Bursty Err Secs, 0 Severely Err Secs, 26 Unavail Secs
Total Data (last 1 15 minute intervals):
0 Line Code Violations, 8 Path Code Viol ations,
11 Slip Secs, 26 Fr Loss Secs, 0 Line Err Secs, 0 Degraded M ns,
0 Errored Secs, 0 Bursty Err Secs, 0 Severely Err Secs, 26 Unavail Secs
5800- NAS#

After each controller is correctly set up, clear the counters and look for ongoing line violations and
errors. To do this, enter the clear counter s command followed by the show counters command:

clear counters t1 1/0/0:4
show counters t1 1/0/0: 4

In the display output, focus on the datain the current interval. Error counters stop increasing when the
controller is configured correctly.

The clear counterscommand does not reset or bring down the controller. The T1 stays up.
Only the counters are cleared.
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From the reference point of the NAS, Table 2-7 provides alist of T1 alarm conditions and descriptions.

Table 2-7  Alarm Conditions

Alarm

Description

CRC Errors

Occur only in ESF format when a CRC bit has an error.

Excessive CRC Error Indication (ECRCEI)  |Reported in ESF format when 32 of any 33 consecutive CRCs are in error.

Out of Frame (OOF)

Occurs when the framing pattern for aT1 line has been lost, and data cannot
be extracted. Thisisared alarm. In SF and ESF formats, OOF occurs when
any two of four consecutive frame-synchronization bits are in error.

Loss of Signal (LOS)

Occurs when 175 consecutive Os are detected in the MC. Thisisared alarm.
The signal is recovered if the density of 1sreaches 12.5%. The recovery
happens when four 1s are received within a 32-bit period.

Remote Frame Alarm (RHEA) Indicates that an OOF framing pattern occurred at the remote end. Thisisa
yellow alarm.
Alarm Indication Signal (AlS) Indicates to the remote end al oss of the received signal. Thisisablue alarm.

AIlS occurs when a stream of 1sis received.

L oopback

Indicates that aremotely initiated |loopback (from the network) isin progress.

Errored Seconds

Depending on the framing format, indicates OOF conditions, frame slip
conditions, or error events.

For SF, errored seconds reports the number of seconds the frame was in the
OOF or slip condition. For ESF, errored seconds reports error eventsin

seconds.
Bursty Errored Seconds Reports CRC error conditions in seconds (ESF format only).
Severely Errored Seconds Reports error events or frame slip conditions in seconds.

Step 6

Step 7

For more information about controllers, see the information on channelized E1 and channelized T1 setup
commands in Dial-In Port Setup, available online at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/dial_r/drprtl/index.htm

Verify that individual serial D channels are created. B channels S1/0/0:4:0 through S1/0/0:4:22 are
rotary members (dialers) of the signaling D channel S1/0/0:4:23.

5800- NAS# show ip interface brief | inc :23
Serial 1/0/0: 4: 23 unassi gned YES NVRAM up up
5800- NAS#

Additionally, enter the show interface S1/0/0:4:23 command to verify the serial interface.
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Task 4. Configuring the Serial Interfaces

Configure the serial D channels to route incoming voice calls from the PSTN to the integrated modems.
Thebehavior of the B channelsiscontrolled by the D channels configuration instructions. The D channel

Step 1

isthe signaling channel.

Task 4. Configuring the Serial Interfaces W

Table 2-8 describes the relationship between T1 controllers and serial interfaces.

- After timeslots are assigned by the pri-group command, D-channel serial interfaces are
automatically created in the configuration file (for example, S1/0/0:0:23, S1/0/0:1:23, and so on).

» Individual B-channel serial interfaces are created as rotary members (dialers) of their signaling
D-channels (for example, S1/0/0:0:0 through S1/0/0:0:22). The D-channel interface functions like
adialer for all the 23 B-channels using the controller.

» AnISDN switch type defined on the global level isautomatically propagated to the serial D-channel
interface level. However, a switch type defined on the serial-interface level overrides a switch type
defined on the global level.

Table 2-8  Controller-to-Channel Relationships

T1 Controllers

D Channels

B Channels

Controller T1 1/0/0:0

Interface serial 1/0/0:0:23

$1/0/0:0:0 through S1/0/0:0:22

Controller T1 1/0/0:1

Interface serial 1/0/0:1:23

S1/0/0:1:0 through S1/0/0:1:22

Controller T1 1/0/0:2

Interface serial 1/0/0:2:23

S1/0/0:2:0 through S1/0/0:2:22

Controller T1 1/0/0:3

Interface serial 1/0/0:3:23

$1/0/0:3:0 through S1/0/0:3:22

Controller T1 1/0/0:4

Interface serial 1/0/0:4:23

S1/0/0:4:0 through S1/0/0:4:22

Apply the isdn incoming-voice modem command to each D-channel serial interface. In this example,
one interface is configured.

interface Serial 1/0/0: 4: 23
i sdn i ncom ng-voi ce nodem
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Step 2

Verify that ISDN is functioning properly, and the serial channels are up:

Check the ISDN status. Confirm that Layer 1 reports ACTIVE, and the display field
MULTIPLE_FRAME_ESTABLISHED appears at Layer 2. For PRI lines, the terminal endpoint
identifier (TEl) isaways 0. The Layer 3 status reports no active calls.

5800- NAS# show i sdn status
G obal | SDN Switchtype = prinary-ni
| SDN Serial 1/0/0:4:23 interface
dsl 0, interface | SDN Switchtype = primary-ni
Layer 1 Status:
ACTI VE
Layer 2 Status:

TEl =0, Ces =1, SAPI = 0, State = MILTI PLE_FRAME_ESTABL| SHED

Layer 3 Status:

0 Active Layer 3 Call(s)
Activated dsl 0 CCBs = 0
The Free Channel Mask: 0x807FFFFF
Total Allocated |ISDN CCBs = 0

- Look at the status of the DSO channels. In this example, 23 DSOs are idle. The 24th channel is

reserved for PRI D-channel signaling.

5800- NAS# show i sdn service

PRI Channel Statistics:

| SDN Sel/0/0: 4: 23, Channel [1-24]
Configured Isdn Interface (dsl) O

Channel State (0=Idle 1=Propose 2=Busy 3=Reserved 4=Restart 5=Mai nt_Pend)

0000000O0O0O0O0OO0OO0OOOOOOOOOOOO 3
Service State (0=lnservice 1=Maint 2=Cut of servi ce)
000000OO0OOOOOOOOOOOOOOOOO
5800- NAS#

Step3  Test the configuration by sending a POTS call into the Cisco AS5800 network access server (NAS). If
the modem answers (you hear modem squelch), the configuration works. In Figure 2-5, a different

telephone number is associated with each end of the connection.
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Figure 2-5 Sending a POTs Telephone Call to a NAS
‘

Telephone
switch

POTS

PRI

=N ANI
E 444-1234

AN

DNIS
555-1234

Standard POTS

@ telephone
=

Network gateway receiving
analog call

33184

N
Note  The debug I SDN q931 command (with logging console enabled) displays
incoming call information on the monitor.

- Inthecalled party number isthedial number identification service (DNIS). It identifiesthe directory
number assigned to the Cisco AS5800's PRI trunks. In Figure 2-5, the telephone dialed 555-1234.

» Inthe calling part number is the automatic identification number (ANI). It identifies the directory
number assigned to the device that initiates the call. In this example, the telephone line is assigned
444-1234.

Task 5. Configuring Modems and Lines

Modems and lines are configured after:
» The serial channels are operational
» POTS telephone calls are successfully routed to the modems

Each modem is mapped to a dedicated asynchronous line inside the NAS. After the modem inout
command is applied to the lines, the NAS is ready to accept modem calls.

AAA security is applied to the lines by the aaa new-model command and aaa authentication login
default local command. AAA performslogin authentication by using the local username database. The
login keyword authenticates EXEC shell users.

Note  The modem speed (115200 bps) and hardware flow control are the defaults for integrated
modems.
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Stepl  Configure modem control (DCD/DTR) for incoming and outgoing modem calls:

line 1/2/00 1/10/143
nmodem | nQut
!

N

Note  The no modem log rs232 command limits the size of the show modem log
command’s output.

Step2  Familiarize yourself with the modem-numbering scheme for the Cisco AS5800. Modems use the
shelf/slot/port notation.

5800- NAS# show npdem

Codes:

* - Modem has an active call

- Back-to-Back test in progress

- Modemis being Reset

- Downl oad request is pending and nodem cannot be used for taking calls
Downl oad i n progress

- Modemis marked bad and cannot be used for taking calls

- Modemis either busied out or shut-down

- DSP software downl oad is required for achieving K56fl ex connections

- Upgrade request is pending

—oocwooT U
.

Avg Hol d Inc calls Qut calls Busi ed Fai | ed No Succ
Mim Ti me Succ Fai | Succ Fai | Qut Di al Answer  Pct
1/2/00 00: 00: 00 0 0 0 0 0 0 0 0%
1/2/01 00: 00: 00 0 0 0 0 0 0 0 0%
1/2/02 00: 00: 00 0 0 0 0 0 0 0 0%
1/2/03 00: 00: 00 0 0 0 0 0 0 0 0%
1/2/04 00: 00: 00 0 0 0 0 0 0 0 0%

Step3  Choose a specific modem and inspect the modem-to-TTY line association. TTY lines are simulated
EIA/TIA-232 ports. In this example, TTY 432 is associated with modem 1/2/00.
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TTY line numbers map to specific slots. Each slot is hard coded with 144 TTY lines. In the example, the
first modem card isin slot—that is, slot 0 and slot 1 do not contain modem cards.

5800- NAS# show npdem 1/ 2/ 00
Mim Typ St at us

1/2/00 (n/fa) ldle 0/0

G Duration RTS CTS DCD DTR

1 00:00:00 RTS CTS noDCD DTR

Mbdem 1/ 2/ 00, Cisco M CA nodem (Managed), Asyncl/2/00, TTY432

Firmvare Rev: 2.6.2.0
Modem config: | ncomi ng and Qutgoi ng
Protocol: (n/a), Conpression: (n/a)

Managenent config: Status polling
RX signals: 0 dBm

Last clearing of "show noden counters never
0 incom ng conpletes, O incomng failures
out goi ng conpl etes, 0 outgoing failures
failed dial attenpts, 0 ring no answers, O busied outs
no dial tones, O dial tinmeouts, O watchdog tineouts
no carriers, 0 link failures, O resets, O recover oob
recover nodem O current fail count
protocol tineouts, O protocol errors, O |ost events

[eNeoNeNeNoNoel

Task 6. Enabling IP Basic Setup

Step 1

Step 2

Tune IP routing behavior and domain-name services for EXEC shell users by completing the following
steps:

Optimize IP routing functions. Enter the following commands in global configuration mode:

i p subnet-zero
no i p source-route
ip classless

Table 2-9 describes the previous commands:

Table 2-9  IP Routing Commands

Command Purpose
Specifies that 172.22.0.0 is a valid subnet.

Tightens security by ensuring that | P-header packets cannot define their own
paths through the access server.

ip subnet-zero

no ip source-route

ip classless Turns off traditional IP network class distinctions in the router [Class-A,

Class-B, Class-C].

Enter domain-name service global configuration commands to support EXEC shell users:

i p domai n-1 ookup

p host aurora 172.22.100.9
p donmi n-nane the. doc

p name-server 172.22.11.10
p name-server 172.22.12.10
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Table 2-10 describes the previous commands:

Table 2-10 Domain-Name Commands

Command Purpose

ip domain-lookup Enables | P domain-name lookups.

ip host aurora 172.22.100.9 Creates a local name-to-address map. This map is useful when the
NAS is not entered in a DNS server.

ip domain-name the.doc Tellsthe NAS how to qualify DNS look ups. In this example,
the.doc is appended to the end of each name that is looked up.

ip name-server 172.22.11.10 Specifies the primary and secondary name servers. They are used
for mapping names to | P addresses.

ip name-server 172.22.12.10

Task 7. Testing Asynchronous EXEC Shell Connections

This task verifies that the following components are working:
» Physical asynchronous data path
» Basic modem links
» Basic IP functionality to support EXEC shell sessions
The Cisco |0S software provides a command-line interface (CLI) called the EXEC.
The EXEC:
« Can be accessed by dialing in with a modem
- Provides access to terminal EXEC shell services (no PPP) to do the following:
— Modify configuration files
— Change passwords
— Troubleshoot possible problems including modem connections
— Access other network resources by using Telnet

During this task, some administrators try to make complex services function such as PPP-based Web

browsing. Do not jump ahead. Many other elements still need to be configured (for example, PPP and
IPCP). The asynchronous-shell test ensures that the EXECs log in prompt can be accessed by a client
modem. Taking a layered approach to building a network isolates problems and saves time.

Note  The Cisco AS5800 is designed to process PPP sessions. To support high ratios of
EXEC-shell users or V.120 users, work with your support team.

Stepl  Locateaclient PC, client modem, and analog line. From the client PC, open a terminal emulation
program (such as Hyper Terminal, not dialup networking) and connect to the client modem. Figure 2-6
shows the network environment for this test.
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Figure 2-6  Test Environment
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Task 7. Testing Asynchronous EXEC Shell Connections 1l
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Step2  From aterminal-emulation program, test the EIA/T1A-232 connection to the client modem. Enter the

at command. The modem sends an OK return message.

at
XK

Step3  Dial the PRI telephone number assigned to the NAS (5551234). After the modem successfully connects,

aconnect message appears.

at dt 5551234
CONNECT 28800 V42bis

Fps Many modems support the a/ command, which recalls the last AT command. The ath
command hangs up a modem call. The atdl command dials the last telephone number.

Step4  Log into the EXEC session:

This is a secured device.

Unaut hori zed use is prohibited by |aw.

User Access Verification

User nane: theuser
Passwor d:

5800- NAS>
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Step 5 Determine upon which line the call landed. The following example showsthat TTY line 436 accepted
the call. The call has been up and active for 20 seconds.
5800- NAS# show cal |l er
Active Idle

Li ne User Servi ce Ti me Ti me

con 0 admi n TTY 00: 13:43 00: 00: 00

tty 436 t heuser TTY 00: 00: 20 00: 00: 08
5800- NAS# show cal |l er user theuser

User: dude, line tty 436, service TTY

Active tine 00:00:34, Idle tine 00:00: 09
Ti meout s: Absolute Idle Idle
Sessi on Exec
Linmts: - - 00: 10: 00
Di sconnect in: - - 00: 09: 50

TTY: Line 1/2/04

DSO: (slot/unit/channel)=0/4/2

Status: Ready, Active, No Exit Banner

Capabilities: Hardware Flowcontrol |n, Hardware Fl owcontrol Qut

Modem Cal | out, Modem Rl is CD

Modem St ate: Ready
5800- NAS#
N
Note  The show caller command is added to Cisco IOS Release 11.3 AA and 12.0 T. If

your software rel ease does not support this command, use the show user
command.
Step6  Test the IP functionality to support shell sessions. From the NAS, Telnet to another device in your

network.
5800- NAS> tel net 172.22.66. 26
Trying 172.22.66.26 ... QOpen

User Access Verification

User nane: adnmin
Passwor d:

5800- NAS>
5800- NAS> tel net aurora
Transl ating "aurora"...domain server (172.22.11.10) [K]

Trying aurora.cisco.com (172.22.2.2)... Open

SunCS 5.6

I ogi n: theuser

Passwor d:

Last login: Wed Oct 6 08:57:46 from dhcp-aus-163-236
Sun M crosystens |nc. SunCs 5.6 Generi c August
aur or a%

1997
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Task 8. Confirming the Final Running Configuration

After you complete the tasks in this section, the final running configuration looks like this:

5800- NAS# show runni ng-config
Bui I di ng configuration...

Current configuration:

!

version 12.x

servi ce tinestanps debug datetine nsec
service tinestanps | og dateti me nsec
servi ce password-encryption

!

host nane 5800- NAS

!

aaa new nodel

aaa authentication login default |ocal

aaa authentication ppp default if-needed |ocal
enabl e secret 5 $1%$gq. d$nZw . El nV/ QONE9U. wZ3D/

!
usernane adm n password 7 105B1D1A0A12
usernane dude password 7 111C0D061817
!
!
!
!
shelf-id O router-shelf
shelf-id 1 dial-shelf
!
!
!
resour ce- pool disable
!
modem pool Defaul t
pool -range 1/2/0-1/10/143
|

!
spe 1/2/0 1/10/ 11

firmwvare ios-bundl ed default
nodem recovery acti on none
i p subnet-zero
no i p source-route
ip host aurora 172.22.100.9
i p domai n-nane the. doc
i p nane-server 172.22.11.10
p nane-server 172.22.12.11

isdn switch-type primry-ni
isdn voice-call-failure O
!

!

controller T3 1/0/0

fram ng n23

cabl el ength 0

tl 4 controller

!

controller T1 1/0/0: 4
fram ng esf

pri-group tineslots 1-24
!

!
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voi ce-port 1/0/0:4:D
!
!
process-max-ti me 200
|

nt erf ace LoopbackO
ip address 172.22.99.1 255. 255. 255. 255
no i p directed-broadcast

nt erface Loopbackl
ip address 172.22.90.1 255. 255.255.0
no i p directed-broadcast

nterface FastEthernet0/1/0
i p address 172.22.66.23 255. 255.255.0
no i p directed-broadcast

nterface Serial1/0/0: 4: 23
no i p address

no i p directed-broadcast
isdn switch-type primary-n
i sdn i ncom ng-voi ce npdem
no cdp enabl e

nterface G oup-AsyncO

no i p address

no i p directed-broadcast
group-range 1/2/00 1/10/ 143
|

ip classless

iproute 0.0.0.0 0.0.0.0 172.22.66.1
no ip http server

|

!

banner login ~C
This is a secured device
Unaut hori zed use is prohibited by |aw.
~C

!

line con O

transport input none

line aux O

line vty 0 4

l'ine 1/2/00 1/10/ 143
nmodem | nQut

no nmodem | og rs232

|
end
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Operations

This chapter details Cisco AS5800 routine operations performed on a daily basis to configure router
interfaces.

In our discussion, local-based authentication is used. After the Cisco AS5800 hardware is
commissioned, PPP is configured and tested as described in the section “ Configuring PPP and
Authentication” on page 25.

Verifying Modem Performance

This section describes how to verify and test modem performance on a Cisco AS5800 by using an EXEC
terminal shell service.

The following sections are provided:
- Background on Asynchronous Data Communications, page 3-1
» Understanding Modem Modulation Standards, page 3-7
» Initiating a Modem Loopback Test Call, page 3-9
» Initiating and Inspecting a V.90 Test Call, page 3-17

An EXEC terminal shell service tests modem performance (lower layers) independently of PPP (and
higher layers). A terminal-shell service test gets quick test results in a simple environment.

For information on how to manage modem poolsand collect call statistics, see the“Modem Management
Operations” section on page 3-40.

Background on Asynchronous Data Communications

Understanding how EIA/TIA-232 states function with the Cisco 10S software helps you test and
troubleshoot modem connections:

» Async DataComm Model, page 3-2

» Logical Packet and Circuit Components of a NAS, page 3-2
» EIA/TIA-232in Cisco 10S Software, page 3-4

» Cisco |OS Line-Side Inspection, page 3-6
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Async DataComm Model

Figure 3-1 shows how traditional DTE-to-DCE relationships map to a Cisco network access server
(NAS). Dataterminal equipment (DTE) uses data communication equipment (DCE) to send data over
the PSTN.

In the context of EIA/TIA-232 and Cisco |OS software:
« TheDTE istheclient PC and the Cisco IOSTTY lines.
« The DCE isthe client modem and the modem inside the NAS.

» The dashed line between the DCEs is the modem carrier running on top of the voiceband circuit
through the PSTN. EIA/TIA-232 (whether physical or logical) is used on the DTE lines, not on the
DCE link.

- ThePSTN circuit runs through the circuit-switched half of the NAS.

Figure 3-1 A Standard Dialup Connection

Inside a Cisco
network access server

I0S line (DTE) 1

DI DTE link i i l
=, 4 @ (O ey orein gSE
DTE DCE PSTN DCE u
(Client PC) (Client modem) (NAS modem)

DTE 3
(Cisco IOS line) ;

Physical 1 Virtual
RS-232 cable } RS-232 interface

Logical Packet and Circuit Components of a NAS

The NAS functions as a gateway between two different networks:
» A circuit-switched network (for example, the PSTN)
» A packet-switched network (for example, the Internet)

The NAS s half acircuit switch and half apacket switch (router). EIA/TIA-232 signaling on the lineis
displayed by the show line command and debug modem command. Figure 3-2 shows the modem access
connectivity path.
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Figure 3-2 Modem Access Connectivity Path
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To understand the general call-processing sequence, match the following numbered list with the
numbers shown in Figure 3-2:

1. 64K DSO circuits extend from the NAS modems, through the internal TDM CSM bus, and through
the circuit network (PSTN).

2. The NAS modems demodul ate digital streams into analog-voiceband modulation. The virtual
EIA/TIA-232 interface connects the modems (DCE) to the TTY lines.

3. TheTTY lines are mapped into asynchronous interfaces. Interfaces are Cisco 10S software objects
that move packets. TTY linesfunction at Layer 1. Interfaces function at Layer 2 and Layer 3.

4. The packets are delivered into the I P network.
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EIA/TIA-232 in Cisco 10S Software

The Cisco |0S software variation of asynchronous EIA/TIA-232 is shown in Figure 3-3. The variation
exists between the Cisco 10S line (DTE) and the NAS modem (DCE).

- Six EIA/TIA-232 pins exist between each NAS modem and Cisco 10S line. One or more grounding
wires also exist on physical EIA/TIA-232 lines; however, these wires do not convey signaling.

- Each pin controls adifferent EIA/TIA-232 signal.
- Thearrowsin Figure 3-3 indicate the signal transmission direction.
Figure 3-3  Cisco 10S EIA/TIA-232
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network access server

TxD
RxD
RTS
CTS
DTR

o 0 0 0 0 DSR_DCD

RI

A

A

Y

DCE DTE
(NAS modem) (10S line)

Tips  In Figure 3-3, notice that the DSR signal is the DCD signal for the modem. In the scheme
of Cisco |0S software, the DCD pin on the DCE is strapped to the DSR pin on the
Cisco |0S DTE side. What the Cisco 10S software calls DSR isnot DSR; itis DCD. The
DCE’s actual DSR pin and ring ignore (RI) pin are ignored by the Cisco 10S software.

Table 3-1 describes how Cisco uses its EIA/TIA-232 pins. The signal direction in the tableis from the
perspective of the DTE (10S line):

- Datasignas (TxD, RxD)
» Hardware flow control signals (RTS, CTS)
- Modem signals (DTR, DSR, DCD, RI)
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Table 3-1  EIA/TIA-232 Signal State Behavior
Signal Signal Direction Purpose
Transmit Data (TxD) _ DTE transmits datato DCE.
(Output)
Receive Data (RxD) <— DCE transmits received datato DTE.
(Input)
Request To Send (RTS) _ DTE uses the RTS output signal to indicate if it can receive
(Output) characters into the Rx input buffer®.
The DCE should not send data to the DTE when DTR input is low
(no RTS).
Clear To Send (CTYS) <— DCE signalsto DTE that it can continue to accept data into its
(Input) buffers.
DCE asserts CTS only if the DCE is able to accept data.
Data Terminal Ready (DTR) _ DTE signals to DCE that it can continue to accept data into its
(Output) buffers.
DTE asserts RTS only if the DTE is able to accept data.
Data Carrier Detect (DCD) <— DCE indicatesto DTE that a call is established with a remote
(Input) modem. Dropping DCD terminates the session.

DCD will be up on the DCE only if the DCE has achieved data
mode with its peer DCE (client modem).

1. Thename RTSisillogical with the function (able to receive) due to historical reasons.
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Cisco I0S Line-Side Inspection

To display the current modem-hardware states applied to a specific Cisco |0S line, enter the show line
tty number command. The states of each logical EIA/TIA-232 pin change according to line conditions

and modem events.

The following shows a line-side inspection of theidle state for TTY line 1:

5800- NAS#show line tty 1

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se

| 1 TTY - inout - - - 2

Line 1, Location:"", Type:""

Length: 24 lines, Wdth:80 col ums

Status: No Exit Banner

Capabilities: Hardware Flowcontrol |n, Hardware Fl owcontrol

I ntegrated Modem
Mbdem state: I dl e

nmoden( sl ot/ port)=1/0, state=lIDLE

dsx1(sl ot/ unit/channel ) =NONE, st atus=VDEV_STATUS_UNLOCKED
Mbdem har dwar e state: CTS noDSR DTR RTS

Speci al Chars:Escape Hold Stop Start Disconnect Activation

ANX none - - none
Ti meout s: I dl e EXEC I dl e Session Modem Answer  Sessi on
00: 10: 00 never
I dl e Session Di sconnect Warning
never
Logi n- sequence User Response
00: 00: 30
Aut osel ect Initial Wit
not set

Mbdem type i s unknown.

Session limt is not set.

Time since activation:never

Editing is enabl ed.

Hi story is enabled, history size is 10.
DNS resol ution in show commands i s enabl ed
Ful | user help is disabled

Qut
Mbdem Cal | out, Modem Rl is CD, Line usable as async interface

I nt

Di spat ch
not set

Al lowed transports are pad telnet rlogin v120 |apb-ta. Preferred is telnet.

No out put characters are padded
No speci al data dispatching characters
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Table 3-2 describes some of the significant fields shown in the previous example:

Table 3-2  Show TTY Line Field Descriptions

Field Description

Capabi lities Describes different aspects of the line:

» Theflowcontrol hardware command displays as “Hardware Flowcontrol In, Hardware
Flowcontrol Out.”

» Themodem inout command displays as “modem callout.”

» Thetext “Line usable as async interface” means there is an “interface async N” that
correspondsto “line N.”

e Thetext “Modem RI is CD” displays for historical reasons.

Mbdem state Displays the current status of the modem.
Possible values include:
e 1dle—Modem is ready for incoming and outgoing calls.
» Conn—Modem is connected to a remote host.
- Busy—Modem is out of service and not available for calls.
- D L—Modem is downloading firmware.

» Bad—Modem isin an inoperable state, which is manually configured by the modem bad
command.

» Bad*—During initial power-up testing, the modem startup-test command automatically put
the modem in an inoperabl e state.

* Reset—Modem isin reset mode.
« Bad FW—The downloaded modem firmware is not usable.
Modem Hardware state |Displaysthe EIA/TIA-232 signal state status.

CTSand no DSR areincoming signals. DTR and RTS are outgoing signals. NoD SR means that no
call iscurrently connected.

Understanding Modem Modulation Standards

To optimize modem connect speeds, you must understand the basic modem modulation standards.
This section provides the basic rules for achieving maximum V.34 and V.90 modulation speeds:

- V.34 Basic Rules, page 3-7
» V.90 Basic Rules, page 3-8

V.34 Basic Rules
V.34 modulation should work on any land-line voiceband circuit. V.34 supports speeds ranging from
2400 to 33600 bps.
Speed is afunction of:
» The amount of usable spectrum across the channel (for example, 2400 to 3429 Hz)
» Thesignal to noise ratio (SNR)
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To achieve 33600 bps, the channel must deliver:
= A response from 244 to 3674 Hz
- A SNR of 38 dB or better
In practice, toll-quality voiceband circuits support V.34 at speeds of 21600 to 33600 bps.
The following six items reduce the achieved V.34 speed:
1. Robbed-bit signaling links in the circuit, which reduce SNR.

2. Extraanalog-to-digital conversions. For example, nonintegrated or universal subscriber line
concentrators (SLCs) reduce bandwidth and SNR.

3. Load coilson the local loop, which reduce bandwidth.
4. Long local loops, which reduce bandwidth and SNR.
5. Thefollowing electrical disturbances in the house wiring, which reduce SNR:
— Crosstalk from two lines in the same quad cable
— Corroded connectors
— Bridge-tapped lines running parallel to fluorescent lights
— Flat silver-satin cables running parallel to power cables
— Extraelectrical equipment sharing the same power jack as the modem

6. Voiceband circuits that pass through sub-64k coding, such as a cellular or 32K ADPCM link.
With 32k ADMCM, the speed is typically 9600 to 16800 bps.

V.90 Basic Rules
Many circuit components work together to deliver V.90 modulation. See Figure 3-4.

Figure 3-4 V.90 Network Components
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Here are the V.90 basic rules:

» Select recommended modem code. The following are reliable V.90 releases at the time of this
publication:

— MICA Portware Version 2.6.2.0
— Microcom Firmware Version 5.2.1.0

The latest modem code is posted on CCO at the following URL:
http://www.cisco.com/kobayashi/sw-center/sw-access.shtml

» Run aCisco |OS release that is compatible with V.90. Table 3-3 shows the V.90 supported
Cisco |OS releases at the time of this publication.
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Table 3-3 V.90 Supported Cisco I0OS Releases

Chassis Modem Type Cisco 10S Release
Cisco AS5800 MICA 11.3(6+)AA
12.0(1+)T

- Exactly onedigital to analog conversion must exist in the circuit. The digital line must connect into
adigital switch, not a channel bank. V.90 requires PRI (64k clear-channel DS0s). Channel banks
destroy V.90 by adding additional analog-to-digital conversions. Telcos occasionally refer to
channel banks as line-side services. Digital switches are sometimes referred to as trunk-side
services. Figure 3-5 shows this.

Figure 3-5 No Channel Banks for V.90

© B -

Trunk side service

Digital switch NAS
-‘ WU IIIIII‘ I .
- ]

Digital switch Channel bank NAS

Line side service

» Inthelocal loop, |ess than three miles of twisted-pair copper line with no load coilsisideal. Load
coilslimit frequencies (passband). V.90 requires a 3000 Hz passhand. A circuit that does not deliver
a 3200 Hz passhand will most likely not deliver V.90. Load coils are common in long loopsin
North America (at the 3.5 mile mark).

- Sometimesthe PSTN switch fabric is extended by a digital carrier. It is then converted to anal og by
aSLC. This setup complies with V.90. The digital-to-analog conversion is moved closer to the
subscriber. However, non-integrated or universal SLCs do not comply to V.90.

« Usearecommended V.90 client modem.

- Electrical house wiring sometimes causes V.90 trainup to fail. For details, see the “V.34 Basic
Rules” section on page 3-7.

Initiating a Modem Loopback Test Call

Test the access server’s ability to initiate and terminate a modem call. Similar to sending a ping to the
next-hop router, thistest verifies basic connectivity for modem operations. Successfully performing this
test gives you a strong indication that remote clients should be able to dial into the NAS. Figure 3-6
shows this test.

After completing this test, dial into the EXEC from a client PC and a client modem (no PPP).
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Note

Step 1

Step 2

Step 3

Figure 3-6 Initiating and Terminating a Modem Call on the Same NAS
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When calling between two digital modems, you will not achieve V.90. V.90 requires one
digital and one analog modem.

From aworkstation, open two Telnet sessions into the NAS. One Telnet session is used to simulate the
client. The other session is used to administer and run the debugs. In this way, the debug messages will
not be scrambled into the loopback screen display.

Configure the lines to support dial in, dial out, and outbound Telnet connections:

!
line 1/2/00 1/3/143
nodem i nout

transport input telnet
!

From the administrative Telnet session, turn on the appropriate debug commands. Older software might
require the debug modem csm command.

5800- NAS#debug i sdn q931

| SDN Q@31 packets debugging is on

5800- NAS#debug csm nodem

Modem Managenent Cal |l Switching Modul e debugging is on
5800- NAS#debug npdem

Modem control / process activati on debugging is on

5800- NAS#show debug

General OCs:

Modem control / process activati on debugging is on
CSM Mbdem

Modem Managenent Call Switching Mddul e debugging is on
| SDN:

| SDN Q@31 packets debugging is on
| SDN Q@31 packets debug DSLs. (On/OFf/No DSL: 1/0/-)
DSL 0 --> 31

Mbdem Managenent :
Modem Managenent Cal |l Switching Mddul e debugging is on

5800- NAS#
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For channel associated signaling (CAS), robbed bit signaling (RBS), and R2, usethedebug
cas command. If this command is not included in your software, use the modem-mgmt
csm debug-rbs command; however, the service internal command is required.

5800- NAS( confi g) #servi ce internal
5800- NAS( conf i g) #end
5800- NAS#npdem ngnt csm debug-r bs

At the time of this publication, the Cisco AS5800 does not support the debug cas command or
modem-mgmt csm debug-rbs command. As a workaround, compl ete the following steps:
a. Determine the slot positions of each card. Enter the show dial-shelf command.

b. Access the trunk card’s console port. Enter the dsip console slave X command where X is the slot
of the card that you want to perform debugging on.

c. Enter the command debug trunk cas port port-number timeslots range.

Ensure that your EXEC session receives logging and debug output from the NAS:

5800- NAS#| oggi ng consol e

From the client Telnet session, Telnet into one of the idle modems (not in use). To do this, Telnet to an

IP address on the NAS (Ethernet or Loopback) followed by 2000 plusaTTY line number. This example
Telnetsto TTY line 1 (2001).

5800- NAS#t el net 172.22. 66. 23 2001
Trying 172.22.66.23, 2001 ... Open

S

Note  Thisstep isalso known as a reverse Telnet.

For a Cisco AS5800, create an arbitrary IP host followed by a reverse Telnet. Use the show modem
shelf/slot/port command to determine which modem is associated with which TTY line. The following
example Telnetsto TTY 500, which maps to modem 1/2/68.

5800- NAS#show nodem 1/ 2/ 68
Mim Typ St at us Tx/ Rx G Duration RIS CIS DCD DIR

1/2/68 V.90 Idle 37333/31200 1 00:01:05 RTS CTS noDCD DTR

Mbdem 1/ 2/ 68, Cisco M CA nodem ( Managed), Asyncl/2/68, TTY500
Firmvare Rev: 2.6.2.0

5800- NAS(confi g)#i p host npd500 2500 172.22.66. 23
5800- NAS(confi g) #°Z

5800- NAS#t el net npd500

Trying nod500 (172.22.66.23, 2500)... Qpen
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Step 6

Step 7

Step 8

Step 9

Log in from the client Telnet session. The Cisco 10S software sends out a username-password prompt.

This is a secured device.
Unaut hori zed use is prohibited by |aw.

User Access Verification

User nane: admi n
Passwor d:

Sep 23 05:04:58.047: TTYO: pause tiner type 1 (OK)

Sep 23 05:04:58.051: TTY1l: asserting DIR

Sep 23 05:04:58.051: TTY1l: set tiner type 10, 30 seconds
Sep 23 05:05:03.583: TTY1l: set tiner type 10, 30 seconds

Enter the at command to test connectivity to the NAS modem. The modem reports an “OK” return
message.

at
XK

Dial the PRI phone number assigned to the NAS (in this example, 5551234). A connect string appears
when the modem connects.

at dt 5551234
CONNECT 33600 /V. 42/ V. 42bi s

In this example:

» Modulation connect speed = 33600 bps. Expect to get a maximum of 33600 bps if you use a
PRI line. If you use RBS, expect to get a maximum of 31200 bps.

- Error correction = V.42
- Data compression = V.42bis
From the administrative Telnet session, inspect the debug output:

000434: *May 2 23:01:39.507 UTC: | SDN Sel/0/0:23: RX <- SETUP pd = 8 callrefB
000435: *May 2 23:01:39.507 UTC Bearer Capability i = Ox9090A2

000436: *May 2 23:01:39.507 UTC Channel 1D i = 0xA98381

000437: *May 2 23:01:39.507 UTC Progress Ind i = 0x8083 - Origination
000438: *May 2 23:01:39.507 UTC Calling Party Number i = 0x2183, '408'
000439: *May 2 23:01:39.507 UTC Called Party Number i = O0xCl, '324193
000440: *May 2 23:01:39.511 UTC. allocate slot 2 and port 12 is allocated
000441: *May 2 23:01:39.511 UTC: | SDN Sel/0/0:23: TX -> CALL_PROC pd = 8 calB
000442: *May 2 23:01:39.511 UTC Channel 1D i = 0xA98381

000443: *May 2 23:01:39.511 UTC: CSMv(2/12) c(T1 1/0/0:0): CSM EVENT_FROM | SD.
000444: *May 2 23:01:39.511 UTC: CSMv(2/12) c(T1 1/0/0:0): CSM PROC_IDLE: ev.
000445: *Mpay 2 23:01:39.511 UTC: | SDN Sel/0/0:23: TX -> ALERTING pd = 8 callB
000446: *May 2 23:01:39.539 UTC: CSM v(2/12) c(T1 1/0/0:0): CSM PROC IC2_RING .
000447: *May 2 23:01:39.539 UTC: | SDN Sel/0/0:23: TX -> CONNECT pd = 8 callrB
000448: *May 2 23:01:39.563 UTC. | SDN Sel/0/0:23: RX <- CONNECT_ACK pd = 8 c¢B
000449: *May 2 23:01:39.563 UTC: | SDN Sel/0/0:23: CALL_PROGRESS: CALL_CONNECTEO
000450: *May 2 23:01:39.563 UTC: CSM v(2/12) c(T1 1/0/0:0): CSM EVENT_FROM | SD.
000451: *May 2 23:01:39.563 UTC: CSM v(2/12) c(T1 1/0/0:0): CSM PROC | C6_WAIT_.
000452: *May 2 23:01:57.778 UTC: TTY1/2/12: DSR came up

000453: *May 2 23:01:57.778 UTC. ttyl/2/12: NMbdem | DLE->(unknown)

000454: *Mpy 2 23:01:57.778 UTC. TTY1/2/12: EXEC creation

000455: *May 2 23:01:57.778 UTC. TTY1/2/12: create tinmer type 1, 600 seconds
000456: *May 2 23:02:05.462 UTC. TTY1/2/12: set timer type 10, 30 seconds
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Note  You must have the logging consol e feature turned on to view this output on the screen.

The bearer capability 0x8090A 2 indicates an analog voice call. Alternative bearer services include 64K
data calls, which are indicated by 0x8890. The calling party number is 408 (also known as ANI). The
called party number is 5551234 (also known as DNIS). The debug q931 command shows the call
coming into the NAS over ISDN.

*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

P RRPRRPRPR R R

1

00:
00:
00:
00:
00:
00:
00:
00:
00:

34:47.867: VDEV_ALLOCATE: 1/2 is allocated from pool System def- Moo
34:47.867: csm get _vdev_for_isdn_call:fax_call =0

34:47.867: EVENT_FROM_ | SDN: (001A): DEV_I NCALL at slot 1 and port 2
34:47.867: CSM_PROC_| DLE: CSM_EVENT_| SDN_CALL at slot 1, port 2
34:47.867: M ca Mden(1/2): Configure(0x1l = 0x0)

34:47.867: M ca Mden(1/2): Configure(0x23 = 0x0)

34:47.867: M ca Mdden(1/2):Call Setup

34:47.867: Enter csm.connect_pri_vdev function

34:47.867: csm connect _pri _vdev:tdm al |l ocate_bp_ts() call

BP TS all ocated at bp_streanD, bp_Ch5, vdev_comopn 0x610378B0

*Jan 1 00
*Jan 1 00
avail abl e
*Jan 1 00
*Jan 1 00
*Jan 1 00
*Jan 1 00
*Jan 1 00
*Jan 1 00
ces=0x1 bc
*Jan 1 00
*Jan 1 00
port 2
*Jan 1 00
*Jan 1 00
*Jan 1 00
bchan=0x16
*Jan

*Jan

port O
*Jan

:34:47.883: | SDN Se0: 23: RX <- ALERTING pd = 8 callref = 0x8004
1 34:47. 883: Progress Ind i = 0x8288 - In-band info or appropriate now

34:48.019: M ca Mbdenm(1/2): State Transition to Call Setup

34:48.019: M ca Moden(1/2): Went of f hook

34:48. 019: CSM_PRCC | C2_RI NG CSM _EVENT_MODEM OFFHOOK at slot 1, port 2
34:48.019: 1 SDN Se0: 23: TX -> CONNECT pd = 8 callref = 0x8053
34:48.047:1 SDN Se0: 23: RX <- CONNECT_ACK pd = 8 callref = 0x0053

34: 48. 047: EVENT_FROM _| SDN: : dchan_i db=0x6149A144, cal | _i d=0x1A,

han=0x0, event=0x4, cause=0x0

34: 48. 047: EVENT_FROM | SDN: (001A) : DEV_CONNECTED at slot 1 and port 2

34:48. 047: CSM_PRCC | C4_WAI T_FOR_CARRI ER: CSM_EVENT_| SDN_CONNECTED at slot 1

34:48.047: M ca Mden(1/2):Link Initiate

34:48. 047: 1 SDN Se0: 23: RX <- CONNECT pd = 8 callref = 0x8004

34: 48. 047: EVENT_FROM | SDN: : dchan_i db=0x6149A144, cal | _i d=0x8005, ces=0x1
event =0x4, cause=0x0

1 00: 34: 48. 047: EVENT_FROM | SDN: ( 8005) : DEV_CONNECTED at slot 1 and port O
1 00: 34: 48. 047: CSM_PROC_OC5_WAI T_FOR_CARRI ER: CSM_EVENT_| SDN_CONNECTED at sl ot 1,

1 00: 34:48.051: 1 SDN Se0: 23: TX -> CONNECT_ACK pd = 8 callref = 0x0004

MICA modem 1/2 goes offhook and receivesthe call. The debug modem csm command shows the call
getting switched over to a modem.

*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

PR RPRRRRR

00:
00:
00:
00:
00:
00:
00:

34:49.159: M ca Mbden(1/2):State Transition to Connect
34:53.903: M ca Mbden(1/2):State Transition to Link
35:02.851: M ca Mden(1/2):State Transition to Trai nup
35:04.531: M ca Mden(1/2): State Transition to EC Negotiating
35:04.711: M ca Moden(1/2): State Transition to Steady State
35:04. 755: TTY3: DSR cane up

35: 04. 755: tty3: Modem | DLE- >( unknown)

| Dpoc-7810814=

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide



Chapter 3 Operations |

Jl_ Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide

Verifying Modem Performance

Step 10

Inspect the different modem trainup phases. The modem goes from Connect to Steady State in
15 seconds. The debug modem csm command displays the trainup phases. The debug modem
command displays the logical EIA/TIA-232 transition message “DSR came up.”

*Jan 1 00:35:04.759: TTY3: EXEC creati on

*Jan 1 00:35:04.759: TTY3:set tinmer type 10, 30 seconds

*Jan 1 00:35:08.915: TTY3: Aut osel ect (2) sanple 61 <----------cmomumo-- a
*Jan 1 00:35:09.187: TTY3: Autosel ect (2) sanple 6164 <----------mummu-- d
*Jan 1 00:35:09. 459: TTY3: Aut osel ect (2) sanple 61646D <--------------- m
*Jan 1 00:35:09. 459: TTY3: Aut osel ect (2) sanple 61646D69 <-------------

*Jan 1 00:35:09.715: TTY3: Aut osel ect (2) sanpl e 646D696E <------------- n
*Jan 1 00:35:09. 715: TTY3: Aut osel ect (2) sanpl e 6D696EOD <------------- <cr>

Decode the incoming character-byte stream for an EXEC shell login (no PPP). In this example, match
the username “admin” to the character stream: 616D696EOD = admin carriage return.

The Cisco |0S samples four packets at a time. It searches for a header that matches one of your
autoselect styles. The debug modem command generates the autoselect debug output.

*Jan 1 00:35:09.715:TTY3:set tinmer type 10, 30 seconds

*Jan 1 00:35:11.331: TTY3: Aut osel ect (2) sanple [suppressed--line is not echoing]
*Jan 1 00:35:11.667: TTY3: Aut osel ect (2) sanple [suppressed--line is not echoing]
*Jan 1 00:35:11.987: TTY3: Aut osel ect (2) sanple [suppressed--line is not echoing]
*Jan 1 00:35:11.987: TTY3: Aut osel ect (2) sanple [suppressed--line is not echoing]
*Jan 1 00:35:11.987: TTY3: Aut osel ect (2) sanple [suppressed--line is not echoing]
*Jan 1 00:35:12.339: TTY3: Aut osel ect (2) sanple [suppressed--line is not echoing]

*Jan 1 00:35:12.391: TTY3:create tinmer type 1, 600 seconds
5800- NAS>

Type 10 isthe login timer. The timeout is 30 seconds. The user’s EXEC-shell login password is
suppressed.

Identify who islogged in. TTY line 3 corresponds to modem 1/2. Use the show terminal command to
see which modem is assigned to the TTY line.

5800- NAS> show user

Li ne User Host (s) Idl e Location
3 tty 3 admn ide 0
* 98 vty 0 joe 172.22.66.1 0 leftfield. corporate.com
Interface User Mode I dl e Peer Address

d. Program the termina window not to pause in the middie of a screen display. To adjust the display
output on a Cisco AS5800, enter the ter minal length O command instead.

5800- NAS> term nal |length O
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Generate traffic across the modem link. Force the answering modem (in the NAS) to send a data stream
to the client modem. The data stream generated by the show modem log command is about 1 MB.
The data should scroll freely for one or two minutes.

5800- NAS> show nodem | og

doc-rtr58-01#sh nodem | og
Modem 1/ 2/ 00 Events Log:

3w2d :Startup event: M CA Hex nodem ( Managed)
Modem firmvare = 0.7.3.7

2w2d : Modem St ate event:
St ate: Term nate

2w2d : Modem St ate event:
State:ldle

Modem 1/ 2/ 01 Events Log:

3w2d :Startup event: M CA Hex nodem ( Managed)
Modem firmvare = 0.7.3.7

2w2d : Modem St ate event:
St ate: Termi nate

2w2d : Modem St ate event:
State:ldle

Modem 1/ 2/ 02 Events Log:

3w2d :Startup event: M CA Hex nodem ( Managed)
Modem firmvare = 0.7.3.7

2w2d : Modem St ate event:
St ate: Termi nate

2w2d : Modem St ate event:
State:ldle

Look at the modem’s operational statistics and verify that you have acceptable speed, line shape, and
throughput. In this example, modem 1/2 accepts the call.

If you do not have a scroll bar in your Telnet application, limit terminal length to 24 lines to see all the
command output.

If you are using Microcom modems, enter the modem at-mode slot/port command followed by the
at@el command.

5800- NAS> show npdem oper ati onal -status 1/2/00
Mbdem( 1/ 2/ 00) Operati onal - St at us:

Paraneter #0 Di sconnect Reason Info: (0x0)
Type (=0 ): <unknown>

Class (=0 ): Oher

Reason (=0 ): no disconnect has yet occurred
Paraneter #1 Connect Protocol: LAP-M
Paraneter #2 Conpression: V.42bis both
Paraneter #3 EC Retransm ssion Count: O
Paraneter #4 Self Test Error Count: O
Paraneter #5 Call Tiner: 597 secs
Paraneter #6 Total Retrains: O
Paraneter #7 Sq Value: 4
Paraneter #8 Connected Standard: V.34+
Paraneter #9 TX Bit Rate: 33600, 33600
Par ameter #11 TX, Synmbol Rate: 3429, 3429
Paramet er #13 TX, Carrier Frequency: 1959, 1959
Paramet er #15 TX, Trellis Coding: 16, 16
Par amet er #16 TX, Preemphasi s I ndex: 0, O
Parameter #17 TX, Constell ati on Shaping: Of, OFf
Paramet er #18 TX, Nonl i near Encoding: Of, Of
Parameter #19 TX, Precoding: Of, Of
Paramet er #20 TX, Xmt Level Reduction: 0, 0 dBm
Paraneter #21 Signal Noise Ratio: 41 dB

RRARIRIARZ
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Par amet er #22 Receive Level: -12 dBm

Par amet er #23 Frequency Offset: 0 Hz

Par anet er #24 Phase Jitter Frequency: 0 Hz

Par anet er #25 Phase Jitter Level: O degrees

Par amet er #26 Far End Echo Level: -52 dBm

Par amet er #27 Phase Roll: 31 degrees

Par amet er #28 Round Trip Delay: 1 nsecs

Paraneter #30 Characters transmtted, received: 70966, 80
Par anet er #32 Characters received BAD: 2

Par amet er #33 PPP/ SLI P packets transmtted, received: 0, 0O
Par anet er #35 PPP/ SLI P packets received (BAD/ ABORTED): O
Par amet er #36 EC packets transmtted, received OK 269, 61
Par anet er #38 EC packets (Received BAD/ ABORTED): O

Par anet er #39 Robbed Bit Signalling (RBS) pattern: 0O
Paraneter #40 Digital Pad: None, Digital Pad Conpensation: None
Li ne Shape:

Table 3-4 describes the significant parameters in the previous example. For a complete command
reference description, refer to Modem Management Commands, available online at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/dial_r/drprtl/

Table 3-4  Operational Parameter Descriptions for a Loopback Test Call

Parameter Description

Paranmeter #1 Connect Protocol: LAP-M LAP-M isthe connection protocol.

Parameter #6 Total Retrains: O The modem has no retrain counts.

Par aneter #8 Connected Standard: V. 34+ The modem connects at V.34.

Parameter #9 TX, RX Bit Rate: 33600, 33600 The receive and transmit bit rate is 33600 bps, which is the fastest

possible V.34 speed. You will never attain V.90 with this test.
MICA-to-MICA calls default to V.34 modulation. V.90 requires
one analog modem.

Parameter #11 TX, RX Symbol Rate: 3429, 3429 The transmit and receive symbol rate is 3429. To achieve 33600
bps, you must have a 3429 Hz passband.
Paraneter #21 Signal Noise Ratio: 41 dB The signal to noise ratio is 41 dB.
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Table 3-4  Operational Parameter Descriptions for a Loopback Test Call (continued)

Parameter Description

Parameter #26 Far End Echo Level: -52 dBm Use thisfield to detect a near-end digital -to-analog conversion. For
this test, an acceptable value is less than -55 dB.

If you see ahigh level of far end echo (-55 or higher), a
digital-to-analog conversion probably exists between the NAS and
the switch. This conversion severely impairs modem performance.

Paranmeter #30 Characters transnitted, received: |The number of characters transmitted and received by the modem.
70966, 80

Li ne shape: A line shape is the frequency-response graph of the channel.

"""""""""""""""" For this modem loopback test call, there should be no rolloff (even
ey at the highest frequency). High-end rolloff is characteristic of an
* anal og-to-digital conversion (not good).

"""""""""""""""""" A flat vertical line shape is an ideal V.90 line shape. ISDN uses a
"""""""""""""""""" * 64K B clear channel. No statistical roll off should exist at the low
................................. * end or the high end of the spectrum. The spectrum hasa 'Y and X
................................ * axis.

The Y axis (vertical) represents frequencies from 150 Hz (top of
chart) to 3750 Hz (bottom of chart) in 150 Hz steps. A flat spectrum
plot is best, it isavailable for V.34, V.90, and K56FIex.

The X axis (horizontal) represents a normal amplitude. The graph
identifies nulls, bandwidth, and distortion (irregular shape).

Step 13 Turn off all debug commands:

5800- NAS# undebug al |
Al'l possi bl e debuggi ng has been turned of f

Initiating and Inspecting a V.90 Test Call

Before you let usersdial in to the NAS, initiate and inspect a V.90 test call. V.90 call performanceis
heavily dependent upon the telco’s network topology. There are many variables.

M ost modem manufactures have unique AT command sets. The AT commands used in the fol lowing
procedure may not be supported by your modem. For more information, refer to the following:

+ Modem manuals, available online at
http://56k.com/links/Modem_Manuals/

- Modemsite.com’s troubleshooting website, available at
http://808hi.com/56k/troubl el.htm

Stepl  Locateaclient PC, client modem, and an analog line.
Step2  Test your EIA/TIA-232 connection to the client modem:

at
XK
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Step3  Verify that the modem is running the recommended firmware version. The following example shows a
U.S. Robotics 56K fax external modem running V.4.11.2. Compare the firmware version with the
version that is posted on the modem vendor’s website.

The ati3 and ati7 modem firmware commands are commonly used and are shown below:

ati 3
U.S. Robotics 56K FAX EXT V4.11.2

XK

ati 7
Configuration Profile...

Product type US/ Canada Ext er nal
Product ID: 00568602

Opti ons V32bi s, V. 34+, x2, V. 90
Fax Options Class 1/Cass 2.0

Li ne Options Caller ID, Distinctive Ring
Cl ock Freq 92. OMhz

EPROM 256k

RAM 32k

FLASH dat e 6/ 3/ 98

FLASH rev 4.11.2

DSP date 6/ 3/ 98

DSP rev 4.11.2

XK

Step4  Verify that the modem is configured correctly. Enter the ati4 (USR) or at& v (Conexant) command.
To reset the modem to the factory defaults, enter the at& f, at& f1, or at& f2 command.

ati4
U. S. Robotics 56K FAX EXT Settings...

BO E1 F1 ML Q@ VI X1 YO
BAUD=38400 PARI TY=N WORDLEN=8
DI AL=TONE ON HOOX  C D=0

&A1 &B1 &Cl1 &D2 &30 &HO &0 &KO
&vd  &NO &PO &R1 &S0 &T5 &UO  &Y1

S00=000 S01=000 S02=043 S03=013 S04=010 S05=008 S06=002
S07=060 S08=002 S09=006 S10=014 S11=070 S12=050 S13=000
S15=000 $S16=000 S18=000 S19=000 S21=010 S22=017 S23=019
S25=005 S27=000 S28=008 S29=020 S30=000 S31=128 S32=002
S33=000 S34=000 S35=000 S36=014S38=000 S39=000 S40=001
S41=000 S42=000

LAST DI ALED #: T14085551234
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Step 5

Step 6

Step 7

Verifying Modem Performance W

Dial the access server’s telephone number, log in, and access the EXEC shell. The client modem is
connected at 48000 bps in this example.

at dt 14085551234
CONNECT 48000/ARQ

This is a secured device.
Unaut hori zed use is prohibited by |aw.

User Access Verification

User nane: user
Passwor d:

5800- NAS>

Inspect your call on the access server. In the example, the call landed on TTY line 1. The call has been
up for 36 seconds.

5800- NAS> show cal | er

Active Idle
Li ne User Servi ce Ti me Ti me
vty 0 - VTY 00: 07: 46 00: 00: 00

5800- NAS> show cal | er

N

Note  Theshow caller command issupported in Cisco IOS Release 11.3 AA and 12.0 T.
Use the show user command if your software does not support the show caller
command.

Inspect the physical terminal line that received the call. In the example, the call landed on modem 1/0.

5800- NAS> show t er mi nal
Line 1/2/10, Location: "", Type: ""
Length: 24 lines, Wdth: 80 col ums
Status: PSI Enabl ed, Ready, Active, No Exit Banner
Capabilities: Hardware Flowcontrol |n, Hardware Fl owcontrol Qut
Modem Cal | out, Modem Rl is CD
Mbdem st at e: Ready
Modem hardware state: CTS DSR DTR RTS
moden¥1l/ 2/ 10, vdev_stat e(0x00000000) =CSM OC_STATE, bchan_nun=(T1 1/0/0:0)
vdev_st at us(0x00000001) : VDEV_STATUS_ACTI VE_CALL.

Group codes: 0
Special Chars: Escape Hold Stop Start Disconnect Activation
ANX none - - none
Ti neout s: I dl e EXEC I dl e Session Mbdem Answer  Sessi on Di spatch
00: 10: 00 never none not set
I dl e Session Di sconnect Warning
never
Logi n- sequence User Response
00: 00: 30
Aut osel ect Initial Wit
not set

| Dpoc-7810814=
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Step 8

Step 9

Step 10

Mbdem type i s unknown.

Session limt is not set.

Tinme since activation: 00:12:24

Editing is enabl ed.

Hi story is enabled, history size is 10.

DNS resolution in show commands i s enabl ed

Full user help is disabled

Allowed transports are lat pad v120 telnet rlogin dsipcon. Preferred is lat.
No output characters are padded

No special data dispatching characters

Program the display window so it does not pause in the middle of a screen display:
5800- NAS> term nal |length O

Generate traffic across the modem link. Perform a lightweight stress test between the modems to
generate meaningful modem-performance statistics.

5800- NAS> show nodem | og
Modem 1/ 2/ 00 Events Log:

3w4d :Startup event: M CA Hex nodem ( Managed)
Modem firmvare = 2.7.1.0

3wdd :RS232 event: noRTS, noDTR, CTS, noDCD

3wdd :RS232 event: noRTS, DIR, CTS, noDCD

The output generated by the show modem log command sends a large data stream across the modem
link - about 1 MB of data. The data should scroll freely for one or two minutes.

Inspect the NAS modem that answered the call, and verify that it has acceptable connect speed,
throughput, and line shape. This example examines MICA modem 1/0. If you have Microcom modems,
enter the modem at-mode slot/port command followed by the at @el command.

5800- NAS> show npdem oper ati onal -status 1/2/00
Mbdem( 1/ 2/ 00) Operati onal - St at us:

Paraneter #0 Di sconnect Reason Info: (0x0)

Type (=0 ): <unknown>

Class (=0 ): Oher

Reason (=0 ): no disconnect has yet occurred
Parameter #1 Connect Protocol: LAP-M
Par amet er #2 Conpression: None
Paraneter #3 EC Retransmi ssion Count: 2
Paraneter #4 Self Test Error Count: O
Paraneter #5 Call Tiner: 118 secs
Paraneter #6 Total Retrains: O
Parameter #7 Sq Value: 3
Paraneter #8 Connected Standard: V.90
Parameter #9 TX, Bit Rate: 48000, 28800
Parameter #11 TX, Synmbol Rate: 8000, 3200
Paramet er #13 TX, Carrier Frequency: 0, 1920
Paramet er #15 TX, Trellis Coding: 0, 16
Parameter #16 TX, Preenphasis Index: 0, 6
Parameter #17 TX, Constel | ati on Shaping: Of, O f
Paramet er #18 TX, Nonl i near Encoding: Of, Of
Parameter #19 TX, Precoding: Of, Of
Par amet er #20 TX, Xmit Level Reduction: 0, 0 dBm
Par amet er #21 Signal Noise Ratio: 36 dB
Par amet er #22 Receive Level: -19 dBm
Par amet er #23 Frequency Offset: 0 Hz
Par anet er #24 Phase Jitter Frequency: 0 Hz
Par amet er #25 Phase Jitter Level: O degrees

RIRERIRRZ
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Par amet er #26 Far End Echo Level: -37 dBm

Par amet er #27 Phase Roll: 0 degrees

Par amet er #28 Round Trip Del ay: 23 nsecs

Paraneter #30 Characters transmtted, received: 67109, 43
Par anet er #32 Characters received BAD: 0

Par amet er #33 PPP/ SLI P packets transmtted, received: 0, O
Par anet er #35 PPP/ SLI P packets received (BAD/ ABORTED): O
Par anet er #36 EC packets transmtted, received OK 565, 43
Par amet er #38 EC packets (Recei ved BAD/ ABORTED): 2

Par anet er #39 Robbed Bit Signalling (RBS) pattern: 0
Paraneter #40 Digital Pad: 6.0 dB, Digital Pad Conpensation: None
Li ne Shape:

R T

Table 3-5 describes the significant output fields (bold font) in the previous example:

Table 3-5

Show Modem Operational-Status Field Descriptions

Parameter

Description

Par amet er #6 Total Retrains: O

Total retrains and speed shifts for the current connection. There are
no retrains.

Par amet er #8 Connected Standard: V.90

V.90 modulation is negotiated.

Standard connect protocol which can be V.21, Bell03, V.22, V.22bis,
Bell212, V.23, V.32, V.32bis, V.32terbo, V.34, V.34+, K56Flex, or
V.90.

Parameter #9 TX, RX Bit Rate: 48000, 28800

The transmit speed (TX) is 48000 bps. The receive speed (RX) is
28800 bps.

TX isthe bit rate from the local DCE (NAS modem) to the remote
DCE (client modem). RX isthe bit rate from the remote DCE to the
local DCE. V.90 uplink speed tends to be lower than V.34 uplink
speed.

Par amet er #21 Signal Noise Ratio: 36 dB

The signal to noiseratio (SNR) is 36 dB. (40 dB is a perfect SNR.

MICA measures the SNR in the signal band. The SNR value ranges
from 0 to 70 dB, and it changes in 1 dB steps.

A 28.8 kbps connection requires a SNR of about 37 dB. SNRs lower
than 37 dB reduce the quality of the connection.

A 33.6 kbps connection requires a SNR of about 38 to 39 dB.

| Dpoc-7810814=

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide



Chapter 3 Operations |

I Verifying Modem Performance

Table 3-5 Show Modem Operational-Status Field Descriptions (continued)

Parameter

Description

Par anet er 30

Characters transmtted, received: 67109, 43

67109 characters are transmitted by the NAS modem to the client
modem over the synchronous/asynchronous connection.

Li ne shape:

A line shape is the frequency-response graph of the channel.

A flat vertical line shapeisan ideal V.90 line shape. ISDN uses a
64-kb clear channel. No statistical roll off should exist at the low end
or the high end of the spectrum. The spectrum hasaY and X axis.

The Y axis (vertical) represents frequencies from 150 Hz (top of
chart) to

3750 Hz (bottom of chart) in 150 Hz steps. A flat spectrum plot is
best, it is available for V.34, V.90, and K56F|ex.

The X axis (horizontal) represents a normal amplitude. The graph
identifies nulls, bandwidth, and distortion (irregular shape).

Step 11  Enter the +++ command to jump back to the client modem and examine client-side performance
statistics. The modem connection to the NAS is not dropped.

5800- NAS>+++
X
at
X

In the example, the client modem reports both “OK” messages. The +++ modem-escape sequence is
similar to arouter’s Tel net-escape mode (Shift + Ctrl + 6 + x). See Figure 3-7.

Figure 3-7  Using Modem-Escape Mode to View Client-Side Modem Statistics

+++ enables the client PC
to communicate directly
to the client modem

Client PC

Client modem

The connection to
the NAS is still up
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Step 12  Enter the ati6 command to display, among other things, the receive and transmit-carrier speeds.
Compare the displayed information with the output from the show modem oper ational-status
command.

If ati6 is not supported by your modem, try at& v1. For additional client report statistics,
enable Windows modemlog.txt or ppplog.txt files.

ati 6
U. S. Robotics 56K FAX EXT Link Diagnostics...

Chars sent 98 Chars Received 104701
Chars | ost 0

Cctets sent 354 Cctets Received 104701
Bl ocks sent 95 Bl ocks Recei ved 914
Bl ocks resent 4

Ret rai ns Request ed 0 Retrai ns G anted 0
Li ne Reversals 0 Bl ers 0
Li nk Ti meouts 0 Li nk Naks 1
Dat a Conpression NONE

Equal i zati on Long

Fal | back Enabl ed

Pr ot ocol LAPM

Speed 48000/ 28800

V.90 Peak Speed 48000

Current Call 00: 04: 46

Online

K

Tips  For adetailed explanation of this command, refer to Modemsite.com’s website at
http://808hi.com/56k/diag3com.htm
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Step 13

Inspect frequency levels (dB) and other diagnostic functions. The following AT commands display the
client modem’s view of the frequency response. The display is a companion to the output of the show
modem oper ational-status command (see Step 9).

atyll

Freq Level (dB)
150 24
300 23
450 22
600 22
750 22
900 22
1050 22
1200 22
1350 22
1500 22
1650 22
1800 23
1950 23
2100 23
2250 23
2400 23
2550 23
2700 23
2850 23
3000 23
3150 23
3300 24
3450 25
3600 27
3750 31
ati 11

U. S. Robotics 56K FAX EXT Link D agnostics..

Modul at i on

Carrier Freq (Hz)
Synmbol Rate

Trellis Code

Nonl i near Encodi ng
Precodi ng

Shapi ng

Pr eemphasi s (-dB)
Recv/ Xmit Level (-dBm
Near Echo Loss (dB)
Far Echo Loss (dB)
Carrier Ofset (Hz)
Round Trip Delay (msec)
Timng Ofset (ppm
SNR (dB)
Speed Shifts Up/ Down
Status :

(64

V. 90

None/ 1920
8000/ 3200
None/ 64S- 4D
None/ ON
None/ ON

ON/ ON

6/ 2

19/ 10

7

0

NONE

24

1638

48. 1

0/0

uu, 5,13Y,19.4,-15,1N,0,51.1,7.3
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Configuring PPP and Authentication

(Optional) To return to online mode and the router prompt, enter the ato command. After your enter this
command, however, the +++ escape sequence is still in the EXEC session’s input buffer. If you press
the carriage return (<CR>), you will receive an error about +++ being an unknown command.

To clear the input buffer, type Ctrl U after the ato command.

ato

% Unknown conmmand or conputer nanme, or unable to find conputer address
5800- NAS>

Configuring PPP and Authentication

This section describes how to configure the Cisco AS5800 for PPP and local authentication.
The following sections are provided:
- Configuring PPP Authentication for Local AAA, page 3-25
» Configuring IPCP Options, page 3-26
- Configuring LCP Options, page 3-27
- Enabling PPP Autosel ect, page 3-28
» Testing Asynchronous PPP Connections, page 3-29
» Inspecting Active Call States, page 3-34
- Confirming the Final Running Configuration, page 3-38
After local authentication is verified, use TACACS+ and a remote authentication server or RADIUS.

Configuring PPP Authentication for Local AAA

Step 1

-

Warning

Step 2

Configure AAA to perform log in authentication by using the local username database. The login
keyword authenticates EXEC terminal shell users. Additionally, configure PPP authentication to use the
local database if the session was not already authenticated by login.

Create alocal log in username database in global configuration mode. In this example, admin is used for
the administrator and the remote client’s login password is user.

!

usernane adm n password admi npass

usernane theuser password theuserpass
!

This step also prevents you from getting locked out of the NAS. If you get locked out, you
must reboot the device and perform password recovery.

Configure local AAA security in global configuration mode. You must enter the aaa new-model
command before the other two authentication commands.

!

aaa new nodel

aaa authentication login default |ocal

aaa authentication ppp default if-needed |ocal
!
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Step 3

PiAY

Log in with your username and password:
5800- NAS# | ogi n
This is a secured device.

Unaut hori zed use is prohibited by |aw.

User Access Verification
User nane: theuser
Passwor d:

5800- NAS#

Caution

A successful login means that your local username will work onany TTY or VTY line. Do
not disconnect your session until you can log in. (If you get locked out, you will need to
perform password recovery by rebooting the device.)

Configuring IPCP Options

o

Tips

Step 1

Step 2

Create a pool of IP addresses to assign to the PC clients dialing in. As the clients connect, they request
IP addresses from the NAS.

Remote ISDN LANSs and remote nodes are primarily differentiated by an IP addressing
scheme. Remote LANS can appear as remote nodes by using port address translation
(PAT).

Define the local IP address pool and DNS servers:
|

ip local pool addr-pool 172.22.90.2 172.22.90. 254
|

async-bootp dns-server 172.30.10.1 172.30.10.2
!

For clients using server-assigned addressing (if there are any) you must specify primary and secondary
DNS servers. The clients send config-requests to the NAS if the clients are configured to receive NAS
assigned WINS and DNS servers.

N
Note  RFC 1877 describes DNS and NBNS servers. The domain name must also be
configured on the client.

Verify that the |P address pool was created:
5800- NAS# show i p | ocal pool

Pool Begi n End Free In use
addr - pool 172.22.90.2 172.22.90. 254 253 0
5800- NAS#
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Configuring LCP Options

The group-async interfaceis atemplate that control sthe configuration of all the asynchronousinterfaces
inthe NAS.

Asynchronous interfaces:

» Arelinesthat can runin PPP mode
» Use the same number as its corresponding line

- Save you time and configuration file size by configuring the asynchronous interfaces as a
group-async
The client PPP framing must match the Cisco 10S interface. Figure 3-8 shows this concept.

Figure 3-8 Modem Dialup PPP Framing

CJ

"l RS-232 POTS PRI — )
A— Async PPP m‘

Client Client ﬁ

PC modem Cisco AS5x00
group-async

33187

The following group-async configuration applies to asynchronous interfaces 1/2/00 through 1/10/143:

nterface G oup-AsyncO

i p unnunbered Fast Et hernet0/1/0
encapsul ati on ppp

async node interactive

ppp authentication chap pap

peer default ip address pool addr-pool
no cdp enabl e

no i p directed-broadcast

group-range 1/2/00 1/10/143

Table 3-6 describes the previous configuration snippet in more detail :

Table 3-6  Interface Group Async Command Descriptions

Command Purpose

i p unnunbered Fast Et hernet0/1/0 Conserves |P address space by configuring the
asynchronous interfaces as unnumbered.

encapsul ation ppp Enables PPP.

async node interactive Configures interactive mode on the asynchronous

interfaces. Interactive means that users can dial in and get
to a shell or PPP session on that line.

ppp authentication chap pap Enables CHAP and PAP authentication on the interface
during LCP negotiation. The NAS first requests to
authenticate with CHAP. If CHAP isrejected by the remote
client (modem), then PAP authentication is requested.
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Table 3-6  Interface Group Async Command Descriptions (continued)

Command Purpose

peer default ip address pool Assigns dial-in client IP addresses from the pool named
addr - pool addr-pool .

no cdp enabl e Disables the Cisco discovery protocol.

no ip directed-broadcast Prevents | P directed broadcasts.

group-range 1/2/00 1/10/143 Specifiestherange of asynchronousinterfacestoincludein

the group, which isusually equal to the number of modems
you havein the NAS.

(The session may pause for several secondswhen you issue
this command.)

Enabling PPP Autoselect

Enable remote PPP users to dial in, bypass the EXEC facility, and automatically start PPP on the line.

!
l'ine 1/2/00 1/10/143
aut osel ect during-1ogin

aut osel ect ppp
!

These two autoselect commands:
» Provide the transparent launching of shell and PPP services on the same lines.

» Circumvent the need to alert the NAS by pressing the return key. Older versions of Cisco I0S
software did not have this feature and required the peer to hit return before the username was

displayed.
)
Note  Theautoselect during-login command displays the username:password prompt after
modems connect.
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Testing Asynchronous PPP Connections

Before you troubleshoot PPP negotiation or AAA authentication, you need to understand what a
successful PPP and AAA debug sequence looks like. In thisway, you can save time and effort when
comparing a successful debug session against a faulty completed debug sequence.

Successful PPP Negotiation Debug

The following steps describe how to initiate a PPP test call and interpret a successful debug sequence.

Stepl  Enter the appropriate debug commands:

5800- NAS# debug ppp aut hentication
PPP aut henti cation debugging is on
5800- NAS# debug aaa aut hentication
AAA Aut henti cation debugging is on
5800- NAS# show debug

General CS:
AAA Aut henti cation debugging is on
PPP:

PPP aut henti cation debugging is on

Step2  Make sure that your EXEC session receives logging and debug output:
5800- NAS# | oggi ng consol e

Step3  Fromtheclient, send atest call into the NAS by using dialup networking. Figure 3-9 shows an example
Windows dialup networking display.

Figure 3-9  Windows Dialup Networking
S 1%

235
Er’;?.i Wil PP modem. .

Lt Fures |dJ|:|-:

Pm | ......

P b, |5551 2304
Dlizlirg from ||'|--|-l.l..|:-.||:-| ll Diisl Piopeatia: |

Lot | Larid |
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Step4  Goto the NASterminal screen to observe and interpret the debug output messages. As the call enters
the NAS, debug output is created.

When examining PPP between two remote peers:
a. First check to seeif DSR came up.
b. Verify that both sides get through LCP negotiation. If they do, check authentication.
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c. After authentication succeeds, check |PCP negotiation.
d. If no debug output appears, troubleshoot ISDN Q.931. Use the debug isdn q931 command.

Given the debug commands entered in Step 1, the following debug output should be generated by the
call:

*Sep 24 13:05:49.052: AAA: parse nanme=ttyl1l/2/09 idb type=10 tty=441

*Sep 24 13:05:49.052: AAA: nane=ttyl/2/09 flags=0x1D type=4 shel f=0 slot=1 adapter=2
port=9 channel =0

*Sep 24 13:05:49.052: AAA: parse nane=Serial 1/0/0:4:21 idb type=12 tty=-1

*Sep 24 13:05:49.052: AAA: nane=Serial 1/0/0: 4: 21 fl ags=0x5D type=1 shel f=0 slot=1
adapt er=0 port=4 channel =21

In this example, the call enters the NAS on channel 1/0/0:4:21. This channel maps to the 21st DSO
channel of the 4th PRI line of a CT3 card. Eventually the call terminates on modem 441.

*Sep 24 13:05:49.052: AAA/ MEMORY: create_user (0x63E8FB70) user='' ruser='"' port
="ttyl/2/09" rem addr='4089548211/51121" authen_type=ASCI| service=LOd N priv=1

*Sep 24 13:05:49.052: AAA/ AUTHEN START (1586904428): port="ttyl/2/09" list="" ac
tion=LOd N servi ce=LOd N

*Sep 24 13:05:49.052: AAA/ AUTHEN START (1586904428): using "default" Iist

*Sep 24 13:05:49.052: AAA/ AUTHEN START (1586904428): Met hod=LOCAL*Sep 24 13: 05: 49. 052
AAA/ AUTHEN (1586904428): status = GETUSER

*Sep 24 13:05:49.072: AAA/ AUTHEN ABORT: (1586904428) because Autosel ected.

*Sep 24 13:05:49.072: AAA/ MEMORY: free_user (Ox63E8FB70) user='' ruser='"' port='

An authentication start packet issent by AAA, and it searches the local username database as the default
authentication method.

ttyl/2/ 09" rem addr='4089548211/51121" authen_type=ASClI| service=LOG N priv=1
*Sep 24 13:05:51.076: Asl1l/2/09 PPP: Treating connection as a dedicated |ine
*Sep 24 13:05:55.272: Asl/2/09 PPP: Phase is AUTHENTI CATING by this end

*Sep 24 13:05:55.404: Asl1/2/09 PAP: | AUTH-REQid 1 len 20 from "theuser"
*Sep 24 13:05:55.404: Asl1/2/09 PAP: Authenticating peer theuser

PPP is allowed to start on the interface. The client sends an authentication request called theuser. PAP
authentication is used.

*Sep 24 13:05:55.404: AAA: parse nanme=Asyncl/2/09 idb type=10 tty=441

*Sep 24 13:05:55.404: AAA: nanme=Asyncl/2/09 flags=0x1D type=4 shel f=0 sl ot=1 adapter=2
port=9 channel =0

*Sep 24 13:05:55.404: AAA: parse nane=Serial 1/0/0:4:21 idb type=12 tty=-1

*Sep 24 13:05:55.404: AAA: nane=Serial 1/0/0: 4: 21 fl ags=0x5D type=1 shel f=0 slot=1
adapt er=0 port=4 channel =21

*Sep 24 13:05:55.404: AAA/ MEMORY: create_user (0x63E8FB70) user='theuser’
ruser=""port="Asyncl/2/09" rem addr='4089548211/51121" authen_type=PAP servi ce=PPP priv=1
*Sep 24 13:05:55.404: AAAN AUTHEN START (693233173): port='"Asyncl/2/09" list=""
action=LOG N servi ce=PPP

*Sep 24 13:05:55.404: AAA AUTHEN START (693233173): using "default" |ist

*Sep 24 13:05:55.404: AAA AUTHEN (693233173): status = UNKNOWN

*Sep 24 13:05:55.404: AAA AUTHEN START (693233173): Met hod=LOCAL

*Sep 24 13:05:55.404: AAA AUTHEN (693233173): status = PASS

*Sep 24 13:05:55.404: As1/2/09 PAP: O AUTHACK id 1 len 5

The example above shows that local authentication was successful .
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Failed PPP Negotiation Debugging and Troubleshooting

Failed authentication is acommon occurrence. Misconfigured or mismatched user names and passwords
create error messages in debug output.

The following exampl e shows that the username maddog does not have permission to dial into the NAS.
The NA S does not have alocal username configured for this user. To fix the problem, use the username
name passwor d password command to add the username to the local AAA database in the NAS:

*Sep 24 13:11:28.964: AAA/ MEMORY: create_user (0x63E43558) user='maddog' ruser=""'
port="Asyncl/2/ 10" rem addr='4089548211/51121" authen_type=PAP servi ce=PPP priv=1

*Sep 24 13:11:28.964: AAA/ AUTHEN START (3281080218): port='Asyncl/2/10'
list=""action=LOd N servi ce=PPP

*Sep 24 13:11:28.964: AAA/ AUTHEN START (3281080218): using "default" Iist

*Sep 24 13:11:28.964: AAA/ AUTHEN (3281080218): status = UNKNOWN

*Sep 24 13:11:28.964: AAA/ AUTHEN START (3281080218): Met hod=LOCAL

*Sep 24 13:11:28.964: AAA/ AUTHEN (3281080218): User not found, end of nethod Ii st

*Sep 24 13:11:28.964: AAA/ AUTHEN (3281080218): status = FAIL

*Sep 24 13:11:28.964: Asl/2/10 PAP: O AUTH-NAK id 1 len 32 nsg is "Password validation
failure"

*Sep 24 13:11:28.964: AAA/ MEMORY: free_user (0x63E43558) user='naddog’
ruser=""port="Asyncl/ 2/ 10" rem addr='4089548211/51121" authen_type=PAP servi ce=PPP priv=1

The following example shows an invalid password. Notice that the same error messages are used for
username failure—" Password validation failure.”

*Sep 24 13:13:59.032: AAA/ MEMORY: create_user (0x63E9846C) user='user'
ruser=""port="Asyncl/2/11' rem addr='4089548211/51121" aut hen_type=PAP servi ce=PPP priv=1
*Sep 24 13:13:59.032: AAA/ AUTHEN START (3032205297): port="'Asyncl/2/11'
list=""action=LOG N servi ce=PPP

*Sep 24 13:13:59.032: AAA/ AUTHEN START (3032205297): using "default" Iist

*Sep 24 13:13:59.032: AAA/ AUTHEN (3032205297): status = UNKNOAN

*Sep 24 13:13:59.032: AAA/ AUTHEN START (3032205297): Met hod=LOCAL

*Sep 24 13:13:59.032: AAA/ AUTHEN (3032205297): status = FAIL

*Sep 24 13:13:59.032: As1/2/11 PAP: O AUTH-NAK id 1 len 32 nsg is "Password validation
failure"

*Sep 24 13:13:59.036: AAA/ MEMORY: free_user (0x63E9846C) user='user' ruser=''
port="Asyncl/2/11'" rem addr='4089548211/51121" aut hen_type=PAP servi ce=PPP priv=1

Troubleshooting Flow Diagrams

Figure 3-10 provides a flowchart for troubleshooting the following three PPP layers:
» Physical layer

» Link Control Protocol (LCP) and authentication layer

» Network Control Protocol (NCP) layer

| Dpoc-7810814=
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Figure 3-10 Troubleshooting Flow Chart for PPP and Authentication

User dials in

Do the
modems
connect?

debug modem
debug modem csm
show modem log

Yes Physical layer

Y

LCP
negotiation

Did it
succeed?

debug ppp error
debug ppp negotiation

Authentication
negotiation
Y
Did it No _|debug ppp authentication
succeed? debug aaa authentication
Yes LCP layer
y NCP layer
Network layer
configuration
(IPCP)

Did it
succeed?

debug ppp negotiation
debug aaa authorization

Enter the show caller
command to inspect
the user's session.

33181

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide

DOC-7810814=



| Chapter3 Operations

Configuring PPP and Authentication 1l

L CP negotiation is a series of L CP packets exchanged between PPP peers to negotiate a set of options
and option values when sending data. The LCP negotiation is actually two separate dial ogs between two
PPP peers (Peerl and Peer 2):

Peer 1 and Peer 2 do not have to use the same set of LCP options. When a PPP peer sends its initial
Configure-Request, the response is any of the following:

» A Configure-Nack because one or more options have unacceptabl e val ues.
- A Configure-Reject because one or more of the options are unknown or not negotiable.
» A Configure-Ack because all of the options have acceptable values.

When a PPP peer receives a Configure-Nack or Configure-Reject in response to its Configure-Request,
it sends a new Configure-Request with modified options or option values. When a Configure-Ack is
received, the PPP peer isready to send data.

Figure 3-11 shows an example L CP negotiation process for Peer 1 using the fictional options W, X, Y,
Z. Additionally, Figure 3-11 shows Peer 1 sending datato Peer 2 only. Separate L CP negotiation must
be configured so that Peer 2 can send data back to Peer 1. Very often, the L CP packets for both Peer 1
and Peer 2 are intermixed during the connection process (that is, Peer 1 is configuring the way it sends
data at the same time as Peer 2.).

Figure 3-11 LCP Layer Negotiations

Peer 1 Peer 2
_n Configure-Request: W, X=100, Y=0, Z

>

Configure-Reject: Z E_

<
<

>

_a Configure-Request: W, X=100, Y=0

<
<

Configure-Nack: X=200 n_

>

_B Configure-Request: W, X=200, Y=0

Configure-Ack: W, X=200, Y=0 n_

<
<
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Figure 3-11 shows that:

» Peer 1 sends a Configure-Request requesting option W, option X set to 100, option Y set to 0, and
option Z. (Options W and Z are flag options.)

» Peer 2 does not understand option Z so it sends a Configure-Reject containing option Z.

» Peer 1 sends a new Configure-Request packet requesting option W, option X set to 100, and option
Y set to 0.

» Peer 2 prefers that option X be set to 200 so it sends a Configure-Nack containing option X and its
preferred value.

» Peer 1 sends a new Configure-Request packet requesting option W, option X set to 200, and option
Y set to 0.

» Peer 2 sends a Configure-Ack.

Each time Peer 1 sends a new Configure-Request, it changes the Identifier value in the LCP header so
that Configure-Requests can be matched with their responses.
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Inspecting Active Call States

After a basic PPP modem call comes into the NAS, you should use some show commands to inspect
several active call statistics. If you try to use the client’s web browser after the modems connect, you
will test DNS, IP, and other functions. If your test fails, try pinging the DNS server from the device that
dialedin.

Show Caller Statistics

The show caller command is used to:
« View individual users and consumed resources on the NAS.

» Inspect active call statistics for large pools of connections. (Debug commands produce too much
output and tax the CPU too heavily.)

- Display the absolute and idle times for each user. The current values for both of these settings are
displayed on the TTY line and the asynchronous interface. Users that have been idle for
unacceptably long periods of time can be easily identified. By using thisinformation, you can define
timeout policies and multiple grades of services for different users.

The show caller command has many options:
5800- NAS# show cal l er ?

full Provi de expanded cal |l er information

interface Provide information on one interface

ip Di splay I P information

l'ine Provide infornation on one |ine

timeouts Di splay session and idle limts and di sconnect tinme
user Di splay infornmation for a particular user

| Qutput nmodifiers
<Cr>

5800- NAS# show cal |l er

Active Idle
Li ne User Servi ce Ti me Ti me
vty 0 adm n VTY 00: 54: 39 00: 00: 00
tty 441 t heuser Async 00: 00: 15 00: 00: 00
As1/2/ 09 t heuser PPP 00: 00: 08 00: 00: 00
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5800-
User:

Ti meout s:

TTY: Line 1/2/09,
Locati on:
DSO0:
St at us:

Capabilities:

Modem St at e:
User:

Ti meout s:

PPP: LCP Cpen,

| P

Count s:

Configuring PPP and Authentication 1l

NAS# show cal | er user theuser

theuser, line tty 441,
Active tine 00:01: 24,

servi ce Async

Idle time 00:01: 05

Absolute Idle Idle
Sessi on Exec

Limts: - - 00: 10: 00

Di sconnect in: - - -

runni ng PPP on As1/2/09

PPP: 192.168.10.4

(slot/unit/channel)=0/4/21

Ready, Active, No Exit Banner,

HW PPP Support Active,

Async Interface Active
Mbdem Det ect ed
Har dwar e Fl omcontrol In, Hardware Fl owcontrol
Mbdem Cal | out, Mbdem Rl is CD,
Li ne usabl e as async interface,
Ready, Mbdem Confi gured

Qut

Mbdem Aut oconfi gure

theuser, line Asl/2/09,
Active tinme 00:01:17,

servi ce PPP

Idle tine 00:01:05
Absolute Idle

Limts: - -

Di sconnect in: - -

PAP (<- AAA), |PCP

172.22.66.23, renpnte 172.22.90.2

30 packets input, 1640 bytes, 0 no buffer
1 input errors, 1 CRC, O frane, O overrun
14 packets output, 290 bytes, O underruns
0 output errors, 0 collisions, O interface resets

Local

In the previous example, notice that one call uses the following system resources:
 TTY line 441
» Asynchronous interface 1/2/09 (shelf/slot/port)
- DSO0 channel nhumber 0/4/21
- Modem 1/2/09

Note

Different data is presented at each layer of the connection. Understanding the roles of the

layersis very useful for troubleshooting purposes. The show caller user “username”
detailed command displays detailed L CP negotiated parameters.

Table 3-7 describes some of the significant display output fields of the show caller user command:

Table 3-7  Show Caller User Command Descriptions

Field Description

User: theuser, line tty 441, service Async |ActiveuseronlineTTY 441. Theoutputfieldsare
very similar to the show line command.

DSO: (sl ot/unit/channel)=0/4/21 The DSO0 channel used by the call.

User:

admn, line Asl1l/2/09, service PPP

Active user on asynchronousinterface 1/2/09. The
timeouts working on the PPP layer are displayed,
which are different from the TTY line timeouts.
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Table 3-7  Show Caller User Command Descriptions (continued)

Field Description

PPP: LCP Open, CHAP (<- AAA), IPCP Superficial information about what isopen in PPP.
The field “(<- AAA)" is somewhat misleading.
Local authentication is also from AAA.

For more detailed |PCP information, enter the
show caller user detail command.

I P: Local 172.22.66.23, renpte 172.22.90.2 |The IP addresses on each end of the link. These
values are only displayed on the output for the
asynchronous interface.

Count s: Counters from the show interface async 1/2/09
command output.

Fast Switching and Route Caching Statistics

Step 1

Inspect fast-switching and route-caching performance statistics for the call. Incoming asynchronous
calls can be fast switched. However, some features disable fast switching.

Inspect the queuing characteristics of the asynchronous interface. Notice that the queuing strategy is
first-in-first-out (fifo).

5800- NAS# show i nterface async 1/2/02

Asyncl/2/02 is up, line protocol is up

moden¥1l/ 2/ 02, vdev_stat e(0x00000000) =CSM OC_STATE, bchan_nun=(T1 1/0/0: 4: 6)
vdev_st at us(0x00000001) : VDEV_STATUS_ACTI VE_CALL.

Hardware is Async Seria
Interface is unnunbered. Using address of FastEthernet0/1/0 (172.22.66.23)
MrU 1500 bytes, BW9 Kbit, DLY 100000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set, keepalive not set
DTR is pul sed for 5 seconds on reset
LCP Open
Open: | PCP
Last input 00:00: 00, output 00:00: 00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Qut put queue 0/10, O drops; input queue 1/10, O drops
5 mnute input rate 0 bits/sec, 1 packets/sec
5 minute output rate O bits/sec, 1 packets/sec
1683 packets input, 112764 bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, O giants, O throttles
1 input errors, 1 CRC, O frane, O overrun, O ignored, O abort
1626 packets output, 108235 bytes, 0 underruns
0 output errors, O collisions, O interface resets
0 output buffer failures, 0 output buffers swapped out
O carrier transitions
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Inspect the | P settings of the interface. Notice that | P fast switching is disabled, because TCP/IP header
compression is enabled. Turn off TCP/IP header compress to enable fast switching. Enter the no ip tcp
header-compression command on the asynchronous interface.

5800- NAS# show ip int async 1/2/02
Asyncl/2/02 is up, line protocol is up
Interface is unnunbered. Using address of FastEthernet0/1/0 (172.22.66.23)
Broadcast address is 255.255. 255. 255
Peer address is 172.22.90.2
MIU i s 1500 bytes
Hel per address is not set
Di rected broadcast forwarding is enabl ed
Qut goi ng access list is not set
I nbound access list is not set
Proxy ARP is enabl ed
Security level is default
Split horizon is enabled
ICMP redirects are al ways sent
| CVMP unreachabl es are al ways sent
| CVP mask replies are never sent
I P fast switching is disabled
IP fast switching on the same interface is disabled
IP nmulticast fast switching is enabl ed
Rout er Di scovery is disabled
| P out put packet accounting is disabled
| P access violation accounting is disabled
TCP/ | P header conpression is enabled and conpressing
RTP/ | P header conpression is disabled
Probe proxy nane replies are disabled
Gat eway Discovery is disabled
Policy routing is disabled
Net wor k address translation is disabled

Look at the fast-switching cache in action. Notice that only packets destined to the Fast Ethernet
interface are currently cached.

5800- NAS# show i p cache

IP routing cache 3 entries, 560 bytes
109 adds, 106 invalidates, 3 refcounts

M nimuminvalidation interval 2 seconds, nmaxi muminterval 5 seconds
quiet interval 3 seconds, threshold O requests

Invalidation rate O in last second, 0 in last 3 seconds

Last full cache invalidation occurred 22:17:01 ago

Prefix/Length Age Interface Next Hop

172.61.0.0/ 16 15:13:22 FastEthernet0/1 172.22.66.1
172.22.67.67/ 32 00: 06: 10 FastEthernet0/1 172.22.67.2
172.22.68.67/ 32 00: 06: 09 FastEthernet0/1 172.22.68.3

5800- NAS# show i nterface async 1/2/02 stat
Asyncl/ 2/ 02
Swi tching path Pkts In Chars In Pkts Qut Chars Cut

Processor 909 57050 1022 67918
Rout e cache 155 14260 0 0
Tot al 1064 71310 1022 6791
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2]

Timesaver

For moreinformation on thiscommand, refer to Cisco 10S Switching Commands, available

online at

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/switch_r/

Confirming the Final Running Configuration

After you complete the tasksin this section, the Cisco AS5800 final running configuration looks like the

following example:

5800- NAS# show runni ng-config
Bui I di ng configuration...

Current configuration:

!

version 12.x

servi ce tinestanps debug datetine nsec
service tinestanps |og dateti me nsec

servi ce password-encryption

!

host nane 5800- NAS

!

aaa new nodel

aaa authentication login default |ocal

aaa authentication ppp default if-needed |ocal
enabl e secret 5 $1$LKgL$t gi 19XvWh7f | d7JG 55p01
!

usernane theuser password 7 045802150C2E
usernane adm n password 7 044E1F050024

shelf-id O router-shelf
shelf-id 1 dial-shelf

|

|

|

resour ce- pool disable

|

nodem pool Defaul t

pool -range 1/2/0-1/10/143
|

!

spe 1/2/0 1/10/11

firmwvare ios-bundl ed defaul t
nmodem recovery action none
i p subnet-zero

no i p source-route

ip host aurora 172.22.100.9
i p domai n-nane the. doc

i p nane-server 172.22.11.10

ip nane-server 172.22.12.11
!
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async-bootp dns-server 172.30.10.1 172.30.10.2
isdn switch-type primary-n
i sdn voice-call-failure 0
!

!

controller T3 1/0/0
fram ng nR3

cabl el ength 0

tl 4 controller

!

controller T1 1/0/0: 4

fram ng esf

pri-group tinmeslots 1-24
!

!
voi ce-port 1/0/0:4:D

!

|

process-nax-time 200

|

nt erface LoopbackO
ip address 172.22.99.1 255.255. 255. 255
no i p directed-broadcast

nt erface Loopbackl
ip address 172.22.90.1 255.255.255.0
no i p directed-broadcast

nterface FastEthernet0/1/0
ip address 172.22.66.23 255. 255.255.0
no i p directed-broadcast

nterface Serial 1/0/0: 4: 23
no i p address

no i p directed-broadcast
isdn switch-type primary-n
i sdn i ncom ng-voi ce npdem
no cdp enabl e

nterface G oup-AsyncO

i p unnunbered Fast Et hernet0/1/0

no ip directed-broadcast
encapsul ati on ppp

async node interactive

peer default ip address pool addr-poo
no cdp enabl e

ppp aut hentication chap pap
group-range 1/2/00 1/10/143

|

ip local pool addr-pool 172.22.90.2 172.22.90.254
ip classless

iproute 0.0.0.0 0.0.0.0 172.22.66.1
no ip http server

|

!

banner login ~C

AS5800 Austin

| SP's Dial Access Server

~C

!

line con O

transport input none

line aux O

transport input telnet

Configuring PPP and Authentication
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line vty 0 4

l'ine 1/2/00 1/10/143

aut osel ect during-1ogin
aut osel ect ppp

nmodem | nQut

no nodem | og rs232
!

end

Modem Management Operations

This section describes how to manage the modems on a Cisco A S5800 by using the Cisco 10S software.
The following sections are provided:

- Managing Modem Firmware, page 3-41

» Configuring Modems Using Modem Autoconfigure, page 3-48

» Gathering and Viewing Call Statistics, page 3-49

In this discussion relative tasks are performed to manage modem operations of network access servers
(NAS).

For information on how to verify modem performance, see the “ Verifying Modem Performance” section
on page 3-1.

Table 3-8 provides alist of terms for this section.

Table 3-8 List of Terms

Term Description

DSP Digital Signal Processor (DSP). The processor that does the modulating and
demodulating. The modem modulation protocols, such as V.34 and V.90, that run in
the DSP.

Firmware! Name for Microcom modem code.

MICA module |[MICA modem card containing 6 (HMM) or 12 (DMM) modems.

Portware Name for MICA modem code.

SPE Service Processing Element (SPE). A SPE unit is defined as the smallest software

downloadable unit.

For Microcom, an SPE is an individual modem. For MICA, SPE is either 6 or 12
modems, depending on whether the MICA module is single or double density.

ucode Short for microcode. Microcode in a Cisco NAS s code that gets loaded into a card,
anditistypically bundled with the Cisco | OS softwareimage. (In general, Cisco does
not refer to modem code microcode.)

1. Examples and text that refer to both MICA and Microcom modems use the term firmware (not portware).
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The following documents are related to modem management operations:

- Cisco |OS Release 12.0 Dial Solutions Configuration Guide, chapter on managing modems,
available online at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/

- Cisco |OSRelease 12.0 Dial Solutions Command Reference, dialer on dial-in port setup and, within
that, on modem-management commands, available online at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/dial_r/

» Firmware and Portware Information, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/fwpwinfo/index.htm

Managing Modem Firmware

Inspecting and upgrading modem firmware is a fundamental part of commissioning a NAS. Cisco posts
new firmware versions on CCO for you to download via FTP. For more information, go to the Cisco
Software Center at the following URL:

http://www.cisco.com/kobayashi/sw-center/sw-access.shtml

A specific architecture surrounds integrated modem technology. I ntegrated modems get their modem
firmware from afile that is stored in one of three places:

- Bundled into the Cisco 10S software
- Stored in Flash memory
- Stored in bootFlash memory

The modem looks first for its firmware inside the bundled Cisco 10S software image. The modem does
not look outside the bundled image unless you manually change the configuration settings by using the
copy source modem command or spe command.
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Inspecting Modem Firmware

Before you upgrade modem firmware for MICA or Microcom modems, you should perform the

following tasks:

Stepl  Determine the version of firmware that is currently loaded in each modem (for example, 2.6.2.0).

5800- NAS# show nodem ver si on

Mbdem Range
1/2/00
1/ 2/ 12
1/ 2/ 24
1/ 2/ 36
1/2/ 48
1/ 2/ 60
1/ 2/ 72
1/2/ 84
1/ 2/ 96

1/2/108
1/2/120
1/ 2/ 132
1/ 3/ 00
1/3/12
1/ 3/ 24
1/ 3/ 36
1/ 3/ 48
1/ 3/ 60
1/3/72
1/ 3/ 84
1/ 3/ 96

1/2/11
1/2/ 23
1/2/ 35
1/ 2/ 47
1/2/59
172/ 71
1/2/ 83
1/ 2/ 95
1/ 2/ 107
1/2/119
1/2/131
1/ 2/ 143
1/3/11
1/3/ 23
1/3/ 35
1/ 3/ 47
1/3/59
1/3/71
1/3/ 83
1/ 3/ 95
1/ 3/ 107

Modul e

=
O~NO P, WNPOPOOVONOOUIA, WNEFE O

Fi rmnvare Rev
2.

NN NRNORNDNNNNDNDNDNNNDDD
R e R S S R R R S

6.

NNNDNDNDNDNDNDNDNDNDDND
OC0O0000000O00O0O0O0O0OO0OO OO

0

Upgr ade

Step2  Find the version of firmware that is bundled with the Cisco 10S software. The Cisco AS5800 supports
the show modem bundled-firmwar e command which replaces the show modem map command that
displays the region of NVRAM that identifies where the modems get their firmware at bootup.

as5800- RS- 1# show nodem bundl ed-firmnar e

Li st of bundled nodem firmiare i mages by sl ot

Slot 4
2.6.2.0
Slot 5
2.6.2.0
Slot 6
2.6.2.0
Slot 7
2.6.2.0
Slot 8
2.6.2.0

Step3  Inspect the directory that stores the bundled firmware files. The files are loaded into the system main

memory through the system:/ucode directory.
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In the following example, two versions of firmware are found: mica_port_firmware and
microcom_firmware. The file mica_board _firmware is not user upgradeable.

5800- NAS# dir system ucode
Directory of system/ucode/

14 -r-- 516060 <no date> m ca_board_firmare
15 -r-- 375525 <no date> mica_port_firnmware
16 -r-- 381284 <no date> m crocomfirnmuare

No space informati on avail abl e

Step4  Look at the existing contents of Flash/bootFlash for the following reasons:
» Determine what firmware versions you already have.
- Determineif your Flash/bootFlash is read-only or read/write.
- Determineif you have enough free space.

The commands show flash and show bootflash are supported in any version of Cisco 10S software.
The commands dir flash: and dir bootflash: are supported in Cisco 10S Release 12.0T.

AS5800- 1# show fl ash

System fl ash directory:
File Length Nane/ st at us
1 6436752 ¢5800-is-nz.120-5.5. T
2 392241 m ca- nodem pw. 2. 7. 1. 0. bin
[ 6829124 bytes used, 9948092 avail able, 16777216 total]
16384K bytes of processor board System flash (Read/ Wite)

AS5800- 1# show boot fl ash

Boot flash directory:
File Length Nane/ st at us
1 1220196 ¢5800-boot-nz. 120-3. bin
2 375525 m ca- nodem pw. 2. 6. 1. 0. bin
3 381540 m ca- nodem pw. 2. 6. 2. 0. bin
[1977456 bytes used, 2216848 avail abl e, 4194304 total]
4096K bytes of processor board Boot flash (Read/ Wite)

Filenames are arbitrary and are not necessarily indicative of their contents. If there is not enough free
space on Flash or bootFlash to store the desired file, then you need to:

a. Copy the existing files that you want to keep onto a TFTP server.

b. Erase the Flash memory.

c. Copy the desired files into Flash memory.

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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Upgrading Modem Firmware

Cisco regularly enhances modem DSP code to improve modem performance. To obtain the latest DSP
code, upgrade the NAS modem firmware.

Figure 3-12 summarizes the firmware upgrade procedure.

Figure 3-12 Modem Firmware Download Operation Example

Mica-modem-pw.Xx.X.X.X.

(portware file)
N N

>

A—) & Legend
TFTP
server @ Download the portware

from CCOto a TFTP
server or directly into
the NAS.

@ Map the portware to
the modems.

Internal view
of a NAS

33175

Stepl  Read the latest modem release notes about modem and firmware information on CCO. Understand the

latest enhancements and bug fixes before you download code. Refer to the latest rel ease notes, avail able
online at

http://www.cisco.com/univercd/cc/td/doc/product/access/fwpwinfo/index.htm

Step2  Download the latest firmware from CCO to the NAS Flash or bootFlash memory. Depending on which
Cisco 10S software you are running, there are two ways you can get the latest firmware from CCO into
the NAS Flash or bootFlash. Table 3-8 describes these two methods.

Table 3-9  Firmware Copy Commands

Cisco 10S

Software Release Command Purpose

12.0T and later copy ftp Copy afiledirectly from CCO into Flash memory,
without staging it at alocal TFTP server.

11.3 and later copy tftp: {flash: | bootflash:} Copy from a TFTP server.

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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Step 3

Step 4

Step 5

Modem Management Operations

The following exampl e uses the copy ftp command. The file mica-modem-pw.2.7.1.0.binis copied from
ftp.cisco.com to the bootFlash. Be sure to specify your own CCO username and password in the
command line (as indicated in the example).

5800- NAS# ping ftp.cisco.com

Type escape sequence to abort.
Sendi ng 5, 100-byte | CWP Echos to 192.31.7.171, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns
5800- NAS#
5800- NAS#copy ftp:// CCOUSERNAME: CCOPASSWORD@ t p. doc. com ci sco/ access/ nodens/ mi ca/
m ca- nodem pw. 2. 7. 1. 0. bi n bootfl ash:
Destination filenane [m ca-nodem pw. 2.7.1.0.bin]? <cr>
Accessing ftp:// CCOUSERNAME: CCOPASSWORD@ t p. doc. cond ci sco/ access/ nodens/ m ca/
m ca-nmodem pw. 2. 7.1.0.bin...Translating "ftp.cisco.coni...donain
server (171.70.24.56) [ K]

Erase bootfl ash: before copying? [confirnin

Loadi ng ci sco/ access/ nodens/ m ca/ m ca- nrodem pw. 2. 7. 1. 0. bin
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

[OK - 392241/ 1024 byt es]

Verifying checksum.. OK (0x6638)
392241 bytes copied in 5.940 secs (78448 bytes/sec)
5800- NAS#

Verify that the new firmware isin Flash or bootFlash memory. The unbundled firmware file is
mica-modem-pw.2.7.1.0.bin in this example.

5800- NAS# dir flash:
Directory of flash:/

1 -rw 4583276 <no date> C5800-1S-M.113-9_AA

2 -rw 4675992 <no date> ¢5800-js-ne.112-18.P.bin
3 -rw 392241 <no date> mica-nodempw 2.7.1.0.bin
4 -rw 5947548 <no date> ¢5800-is-ne.120-4.X1

5 -rw 4339 <no date> startup-config.12.0(4)X 1

16777216 bytes total (1173496 bytes free)

(Optional) Enable the modem fir mwar e-download command to watch the modem mapping operation
take place:

5800- NAS# nodem fi r mnar e- downl oad
Modem Fi r nwar e- Downl oad debuggi ng is on

Map the new firmware to the modems.

For MICA modems, firmware is mapped to entire modem modules (6 or 12 modem-module boundaries;
not individual modems). For Microcom modems, firmware is mapped to one or more individual
modems. The rule requiring that all modemsin a MICA module run the same code is an architectural
requirement.
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Depending on which Cisco |OS release isloaded in the NAS, there are two commands that you can use.
Table 3-10 describes these two commands.

Table 3-10 Modem Mapping Commands

Cisco 10S
Software Release Command Notes
12.0(5)T and later spe An SPE unit is defined as the smallest software downloadable unit. For

Microcom, an SPE is an individual modem.

For MICA, an SPE is either 6 or 12 modems, depending on whether the
MICA module is single or double density.

Before Release
12.0(5)T

copy source nodem Replace the source variable with either flash or bootflash.

The following MICA example uses the spe command. The numbers 1/0 1/7 refer to modem module
numbers O through 7 in slot 1. These numbers do not refer to specific modem numbers (for example,
slot/port for Microcom modems). In this example, 48 modems are upgraded (8 SPE x 6 modems per
module = 48 modems).

5800- NAS# configure term nal

Enter configuration comands,
5800- NAS(config)# spe 1/0 1/7
5800- NAS(confi g-spe)# firmware | ocation flash: m ca-nmdem pw. 2.7.1.0.bin
5800- NAS( confi g-spe) #
*Jan 23 11:14:48.702:
*Jan 23 11:14:48.702:
*Jan 23 11:14:48.702:
*Jan 23 11:14:48.702:
*Jan 23 11:14:48.702:
*Jan 23 11:14:48.702:
*Jan 23 11:15:03. 042:
*Jan 23 11:15:03. 042:
*Jan 23 11:15:03. 042:
*Jan 23 11:15:03. 042:
*Jan 23 11:15:03. 042:
*Jan 23 11:15:03. 042:
*Jan 23 11:15:03. 046:
*Jan 23 11:15:03. 046:
*Jan 23 11:15:03. 046:
*Jan 23 11:15:03. 050:
*Jan 23 11:15:03. 050:
*Jan 23 11:15:03. 050:
*Jan 23 11:15:17.394:
*Jan 23 11:15:17.394:
*Jan 23 11:15:17.394:
*Jan 23 11:15:17.394:
*Jan 23 11:15:17.394:
*Jan 23 11:15:17.394:

one per line. End with CNTL/Z

9%VODEM 5- DL_START:
9%VODEM 5- DL_START:
9%VODEM 5- DL_START:
9%VODEM 5- DL_START:
9%ODEM 5- DL_START:
9%VODEM 5- DL_START:
9%VODEM 5- DL_ GOOD:
9%VODEM 5- DL_ GOOD:
9%VIODEM 5- DL_ GOOD:
9%VODEM 5- DL_ GOOD:
9%VODEM 5- DL_ GOOD:
9%VODEM 5- DL_ GOOD:
9%VODEM 5- DL_START:
9%ODEM 5- DL_START:
9%/ODEM 5- DL_START:
9%/ODEM 5- DL_START:
9%/ODEM 5- DL_START:
9%ODEM 5- DL_START:
9%VODEM 5- DL_ GOOD:
9%VODEM 5- DL_ GOOD:
9%VODEM 5- DL_ GOOD:
9%VODEM 5- DL_GOOD:
9%VODEM 5- DL_GOOD:
9%VODEM 5- DL_GOOD:

Mbdem (1/0) started firmware downl oad
Mbdem (1/1) started firmware downl oad
Mbdem (1/2) started firmware downl oad
Mbdem (1/3) started firmware downl oad
Mbdem (1/4) started firmware downl oad
Mbdem (1/5) started firmware downl oad
Mbdem (1/0) conpleted firmvare downl oad:
Mbdem (1/1) conpleted firmvare downl oad:
Modem (1/2) conpleted firnware downl oad:
Mbdem (1/3) conpleted firmvare downl oad:
Mbdem (1/4) conpleted firnmwvare downl oad:
Mbdem (1/5) conpleted firmwvare downl oad:
Mbdem (1/6) started firmware downl oad
Mbdem (1/7) started firmwvare downl oad
Mbdem (1/8) started firmware downl oad
Mbdem (1/9) started firmwvare downl oad
Mbdem (1/10) started firmaare downl oad
Mbdem (1/11) started firmaare downl oad
Mbdem (1/6) conpleted firmvare downl oad:
Mbdem (1/7) conpleted firmwvare downl oad:
Mbdem (1/8) conpleted firmwvare downl oad:
Mbdem (1/9) conpleted firmvare downl oad:
Mbdem (1/10) conpl eted firnmware downl oad
Mbdem (1/11) conpl eted firnmware downl oad

an . 16: 43. : - : em conpleted firmare downl oa
*J 23 11:16:43.482: 9%VODEM 5- DL_GOCD: Mod 1/ 47 npl d fi downl oad

In this example, the specified SPE range gets updated with new firmware in batches of six modems at a
time. If double density modems were installed, batches of 12 modems would be updated.
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N,

Note  The SPE range 1/0 to 1/7 is mapped to firmware 2.7.1.0. However, SPE range 2/0
through 2/7 is still mapped to the firmware that is bundled with the Cisco 10S
software.

!

spe 1/0 1/7

firmvare | ocation flash:nmca-nmodempw. 2.7.1.0.bin
spe 2/0 2/7

firmvare | ocation system/ucode/ mca_port_firmare
!

The following MICA example is for the copy source modem command. Unlike the spe command, the
numbers 1/0-1/5 refer to specific modem numbers (slot/port). The busyout keyword will gracefully busy
out the modems if the modems are off hook.

ci sco# copy bootfl ash nbdem

Source filename []? mica-nodem pw. 2.6.2.0.bin

Mbdem Nunmbers (<slot>/<port> | group <nunber> | all)? 1/0-1/5
Type of service [busyout/reboot/recovery] busyout

Al'l ow copy of "bootflash: m ca-mbdem pw. 2. 6.2.0.bin" to nodens? [yes/no]yes
5800#

2d05h: 9%VODEM 5- DL_START: Modem (1/0) started firmware downl oad
2d05h: 9%VODEM 5- DL_START: Modem (1/1) started firmware downl oad
2d05h: 9%VODEM 5- DL_START: Modem (1/2) started firmware downl oad
2d05h: 9%VODEM 5- DL_START: Modem (1/3) started firmware downl oad
2d05h: 9%VODEM 5- DL_START: Modem (1/4) started firmware downl oad
2d05h: 9%VODEM 5- DL_START: Modem (1/5) started firmwvare downl oad
2d05h: 9%VODEM 5- DL_GOOD: Mbdem (1/0) conpleted firmvare downl oad:
2d05h: 9%VODEM 5- DL_GOOD: Mbdem (1/1) conpleted firnware downl oad:
2d05h: 9%VODEM 5- DL_GOOD: Mbdem (1/2) conpleted firnware downl oad:
2d05h: 9%VODEM 5- DL_GOOD: Mbdem (1/3) conpleted firmwvare downl oad:
2d05h: 9%VODEM 5- DL_GOCD: Mbdem (1/4) conpleted firmvare downl oad:
2d05h: 9%VODEM 5- DL_GOOD: Mbdem (1/5) conpleted firmwvare downl oad:

Verify that the new firmware was successfully mapped to the modems.
In the following example:
» SPE 1/0 applies to modems 1/0 through 1/5.
» SPE 1/1 applies to modem 1/6 through 1/11, and so on.
- The MICA modules 0 through 7 in slot 1 are running Version 2.7.1.0 (not 2.6.2.0).

- All the modemsin slot 2 are still running version 2.6.2.0, which is bundled into the Cisco 10S
software image (see the field |0S-Default).

as5800- RS- 1# show nmodem bundl ed-firmaar e
Li st of bundl ed nodem firmware i mages by sl ot
Slot 4
2.6.2.0
Slot 5
2.6.2.0
Slot 6
2.6.2.0
Slot 7
2.6.2.0
Slot 8
2.6.2.0
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Configuring Modems Using Modem Autoconfigure

This section describes how to apply a new modem capability (modemcap) to an integrated modem. A
modemcap is a database of setup strings that is used by the modem autoconfigure function to change a
modem’s default settings.

M odemcaps have many applications:

A modem’s default settings are not optimal. For example, a modem function that you want is not
enabled by default.

Two separate modem pools need to be set up in the NAS to perform two different tasks. For
exampl e, one pool supports V.90. The other pool has a maximum speed set at 26400 bps to support
older modems.

A specialized application is required. For example, a NAS supporting a point-of-sale (POS)
application such as a charge card reader. A modemcap is required that will tune the modem for a
fast trainup time at the expense of having a slower connect speed.

Always use a modemcap (even if you only want the modem’s default settings). To display the
modemcaps that are built into the Cisco 10S software, enter the show modemcap command.
Modemcaps are configured on a per modem basis. They are not configured on a per modem module or
service processing element (SPE) basis.

Basic Rules for Modem Autoconfigure

The following list describes the basic rules:

Never use the modem autoconfigure discovery command. Applying specific modemcaps reduces
therisk of error.

Always use the modem autoconfigur e type modem-name command. This command improves your
modem’s performance.

The modem autoconfigure type mica command can be used to reset any integrated modem (not
only MICA), back to its factory defaults. The keyword mica is a built-in modemcap that only
functions as & F (return to defaults).

When you use the modem autoconfigure command, be sure that any script reset function is
removed. A script reset is redundant and possibly harmful.

A script reset is achat script that is applied to aline when the line resets. The modem autoconfigure
function is applied when the system starts up, not just when the line resets.

When creating a modemcap, ignore all the strange and confusing fields. Put your modem init string
into the MSC (Miscellaneous) field:

— Alwaysstart your init string with & F (or, for third party modems, with the preferred & F1, & F2,
etc.)

— Never put an &W into an init string. An & W can wear out the EPROM on modems where this
isnot ano op (that is, a statement or operation that does nothing).

— For MICA modems, always be sure that &D2 (not & D3) isin effect.
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Modem Autoconfigure K56Flex Example

Step 1

Step 2

Step 3

Step 4

The following modem-autoconfigure string disables V.8bis/K56Flex. The string & F& D2s53=0 is
applied to two MICA modems. Disabling V.8bis reduces trainup time by about two seconds, and it
prevents trainup problems with older client modems.

Watch the modem autoconfigure function run, so you can see if there are any typosin the modem string:

5800- NAS# debug confnodem
Mbodem Confi gurati on Dat abase debugging is on
5800- NAS# show debug
Mbodem Aut oconfi g:

Modem Confi gurati on Dat abase debugging is on
5800- NAS# term nal nonitor

Remove any previous modem autoconfigure entry:

5800- NAS# configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
5800- NAS(confi g)# no nodentap entry m ca-noKfl ex

% Mbdentap entry 'mca-noKflex' does not exist

Add the new entry:
5800- NAS(confi g)# nodentap edit nica-noKflex msc &&D2s53=0

Apply the new entry to the specified lines. Re-enter the modem autoconfigure command each timeyou
change a modemcap. Modem-autoconfigure strings are not applied to busy modems. Modem strings are
applied after modems disconnect.

5800- NAS(config)# line 1 2

5800- NAS(confi g-1ine)# nodem aut oconfigure type mnica-noKfl ex

5800- NAS(confi g-1ine)#

Oct 25 19:46:06.960 PDT: TTY1l: detection speed (115200) response ---OK---

Oct 25 19:46:06.960 PDT: TTY1l: Mddem command: - - AT&F&D2s53=0- -
Oct 25 19:46:06.960 PDT: TTY2: detection speed (115200) response ---OK---
Oct 25 19:46:06.960 PDT: TTY2: Mddem command: - - AT&F&D2s53=0- -

Oct 25 19:46:09.520 PDT: TTY1l: Mdem configuration succeeded
Oct 25 19:46:09.520 PDT: TTY1l: Detected nbdem speed 115200
Cct 25 19:46:09.520 PDT: TTY1l: Done with nodem configuration
Oct 25 19:46:09.520 PDT: TTY2: Mbdem configuration succeeded
Cct 25 19:46:09.520 PDT: TTY

5800- NAS(confi g-1ine)#

If you want to reset the modem to its factory defaults, do not simply remove the modem autoconfigure
command. Rather, replace it with another modem autoconfigur e type name command where nameis a
modemcap whose only action is & F. (Inrecent Cisco 10S software releases, the built-in mica modemcap
entry will do this.)

Gathering and Viewing Call Statistics

Making sure that your modems are connecting at the correct connections speeds is an important aspect
of managing modems. This section details the following methods for gathering and viewing modem
performance statistics:

« Using the Cisco |OS EXEC (CLI)
» Using Modem Call-Record Terse
- Using SNMP
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S

Note  If you detect low connection speeds across all the modems, you may have a faulty

channelized T1/E1 or ISDN PRI line connection.

Using the Cisco 10S EXEC (CLI)

The Cisco 10S software command line interface (CLI) contains many modem management show
commands. Use these commands to gather and view modem statistics. This section provides a bulleted

list detailing some of the most useful commands.

Stepl  List show modem command options:
AS5800- 1# show nodem ?

<0- 1439> First Modem TTY Number

bundl ed-firnware Bundl ed nodem firmmvare i nformation for all
call-stats Calling statistics for all system nodens
cal I tracker Cal | Tracker nodem i nformation

config Modem confi gurati on

connect - speeds Connection speeds for all system npdens
csm CSM nodem i nf or mati on

group Mbdem group i nformation

| og Modem event | og

operational -status Mdem operational status

sunmary Summary statistics for all system nodens
t est Modem t est | og

versi on Version information for all system nodens
xlylz First Shelf/Slot/Port for Internal

| Qut put nodifiers
<Cr>

Step2  Display a summary of the modem call statistics:
5800- NAS# show npdem sunmary

Incomng calls Qutgoing calls Busi ed
Usage Succ Fail Avail Succ Fail Avail Qut
43% 60005 4678 25 3 11 0

Table 3-11 describes some of the significant fields in the previous example.

Table 3-11 Show Modem Summary Field Descriptions

modem sl ots

Succ
Pct .
92%

Field Description

Succ 60005 60,005 calls successfully trained up. The Cisco |0S software saw “DSR” go high

(still does not mean that PPP negotiated successfully).

Fail 4678 4,678 calls came into the modem, the modem went offhook, but the modem did not

train up.

Succ Pct. 92% |The overall success percentage is 92%.

No Ans 8 Eight calls came into the modem but the modem did not go offhook (CPU was too

of the total calls).

busy). Unlessyou misconfigured the NAS, this counter should be very low (under 1%
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Step3  Display the disconnect reasons for the modems that trained up:
5800- NAS# show npdem cal | -stats 0
dial-in/dial-out call statistics
conpress retrain lostCarr userHgup rntLink trainup hostDrop wdogTi nr
Mim # % # % # % # % # % # % # % # %
Total 237 916 413 124 9999 1064 8496 0

dial-out call statistics

noCarr noDitone busy abort dial Strg autolLgon dial Tout rmntHgup
Mim # % # % # % # % # % # % # % # %
Total 1715 0 0 0 0 0 0 0

Table 3-12 describes some of the significant fields in the previous example.

Table 3-12 Show Modem Call-Status Field Descriptions

Field Description

rmtLink 9999 |RmtLink isthe most common disconnect reason. RmtLink means that the modem
trained up, error correction was negotiated, and the client DTE decided to hang up.
All the call-stat counters do not go higher than 9999.

host Dr op HostDrop (or dtrDrop) means the Cisco 10S software (DTE) informed the modem to
terminate the call. For example:

- ldletimeouts

= Absolute timeouts

» Authentication failures
- PPP negotiation failures

» The Cisco |OS software learns from the telephone switch that the DSO was
disconnected.

Besides the “hostDrop” message, all other disconnect reasons are not good. If the call trained up without
EC, then the peer modem will probably not communicate an orderly disconnect with the Cisco |0S
software. For example, the messages “lostCarr” or “retrain” might be displayed even though the peer
DTE voluntarily disconnected. The collective total of disconnect reasons should be less than 10% of the
total number of calls.
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Step4  Look at detailed disconnect reasons for individual modems:

5800- NAS# show npdem cal | -stats
dial-in/dial-out call statistics

conpress retrain lostCarr userHgup rntLink trainup hostDrop wdogTinr

Mim # % # % # % # % # % # % # % # %
1/0 5 2 23 2 7 1 2 1 971 2 20 1 176 2 0 0
*1/1 8 3 18 1 12 2 6 4 949 2 29 2 167 1 0 0
1/2 3 1 14 1 8 1 2 1 954 2 26 2 180 2 0 0
* 1/3 4 1 19 2 9 2 1 0 927 2 21 1 202 2 0 0
* 1/4 1 0 20 2 10 2 2 1 961 2 23 2 192 2 0 0
1/5 2 0 19 2 10 2 4 3 893 1 30 2 182 2 0 0
1/6 4 1 20 2 10 2 3 2 778 1 21 1 140 1 0 0
* 17 6 2 21 2 7 1 1 0 915 2 25 2 176 2 0 0
* 1/8 5 2 21 2 7 1 2 1 1019 2 28 2 159 1 0 0
1/9 3 1 10 1 8 1 2 1 939 2 22 2 191 2 0 0
1/ 10 1 0 29 3 9 2 1 0 918 2 28 2 194 2 0 0
1711 2 0 27 2 9 2 4 3 981 2 27 2 174 2 0 0
* 1/12 7 2 21 2 10 2 5 4 966 2 24 2 182 2 0 0
1/13 6 2 21 2 10 2 1 0 977 2 32 3 168 1 0 0

Step5  Display a summary of the range of connect speeds. Specify the top speed of interest followed by a 0.
This example displaystheinitial connect speedsin each direction (transmit and receive) for the range of
speeds that go up to 56K. No connections happened at 56000 bps. The transmit speed with the highest
hit counter is 48K (9161 hits). The receive-connect speeds are all zeros because V.90 is a transmit only
speed.

5800- NAS# show npdem connect - speeds 56000 0
transmt connect speeds

Mim 48000 49333 50000 50667 52000 53333 54000 54667 56000 TotCnt
Tot 9161 5047 1454 3291 813 1427 0 25 0 60012
Tot % 15 8 2 5 1 2 0 0 0

receive connect speeds

Mim 48000 49333 50000 50667 52000 53333 54000 54667 56000 TotCnt
Tot 0 0 0 0 0 0 0 0 0 60012
Tot % 0 0 0 0 0 0 0 0 0

Step6  Inspect therange of speeds bel ow 56000 bps (38667 to 46667). This isthe distribution of speeds of PCM
users (Kflex users and V.90 users). Compare this output with the previous example. The peak speed is
at 48K, which had 9,161 hits—15% of all callers.

5800- NAS# show npdem connect - speeds 46666 0
transmt connect speeds

Mim 38667 40000 41333 42000 42667 44000 45333 46000 46667 TotCnt
Tot 349 192 700 221 780 2188 1123 804 693 60011
Tot % 0 0 1 0 1 3 1 1 1

receive connect speeds
Mim 38667 40000 41333 42000 42667 44000 45333 46000 46667 Tot Cnt

Tot 0 0 0 0 0 0 0 0 0 60011
Tot % 0 0 0 0 0 0 0 0 0
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Step 7

Modem Management Operations

Examine the DSO timeslots on each T1 that are used to carry the modem calls. The following example
shows that the telco is distributing calls into this hunt group evenly across the T1s. There are atotal of
29 (20+9) DSOs currently active.

The high-water mark reports the highest number of DSOs that were in use at one time. However, be sure
to inspect the entire dial pool. Entire T1s have been known to remain idle in some hunt groups.

5800- NAS# show controllers t1 call-counters
T1 O:

DSO's Active: 20

DSO's Active High Water Mark: 23

Ti neSl ot Type Total Call s Tot al Durati on
1 pri 6536 3wld
2 pri 6701 2w3d
3 pri 5789 2wod
4 pri 5498 1w2d
5 pri 5497 3d02h
6 pri 5126 7wod
7 pri 4525 6wld
8 pri 4401 5w3d
9 pri 4096 awad

10 pri 3961 3w3d
11 pri 3320 3wod
12 pri 3138 1wad
13 pri 2912 4d05h
14 pri 2486 6w4d
15 pri 2042 5wsd
16 pri 1644 4wsd
17 pri 1413 awid
18 pri 1071 3w3d
19 pri 884 2w4d
20 pri 675 2wod
21 pri 507 1w3d
22 pri 380 lwld
23 pri 263 5d17h
T1 1:

DS0's Active: 9
DSO's Active High Water Mark: 23

Ti meSl ot Type Total Cal | s Tot al Durati on
1 pri 8985 3w2d
2 pri 8650 2w4d
3 pri 8594 1wad
4 pri 7813 4d03h
5 pri 7671 6w3d
6 pri 6955 5wsd
7 pri 6492 4w3d
8 pri 6343 3w4d
9 pri 5668 2w3d

10 pri 5398 6d09h
11 pri 4842 6wed
12 pri 4413 5w3d
13 pri 4050 4wid
14 pri 3339 2wed
15 pri 3019 1w2d
16 pri 2493 1d14h
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17 pri 2104 6wod
18 pri 1664 5wid
19 pri 1395 3wed
20 pri 1094 3w3d
21 pri 811 2wed
22 pri 688 2wod
23 pri 482 1wad

Total DSO's Active Hi gh Water Mark: 46

Using Modem Call-Record Terse

Using SNMP

Starting with Cisco 10S Releases 11.3AA and 12.0T, modem call records can be sent to syslog and
examined to perform statistical analysis.

For example, you can monitor:
» Modulation trends such as V.90 verses V.34
» Call time durations (consistent short connection times on a modem, regular Lost Carrier counts)
» Unavailable user IDs
» PPP negotiation or authentication failures

The following exampl e enables modem call-records and sends the logs to wherever your syslog output
goes, for example:

» To the console—If you do not have the no logging console command enabled.
» Totheterminal line—If you have the terminal monitor command enabled.
» To asyslog host—If you have one configured.

5800- NAS# confi gure term nal
Enter configuration commands, one per line. End with CNTL/Z.
5800- NAS(confi g)# nodem call -record terse

*Jan 1 04:19:50.262: %CALLRECORD- 3-M CA TERSE CALL_REC: DSO sl ot/contr/chan=0/0/0,
sl ot/ port=2/0, call_id=18, userid=(n/a), ip=0.0.0.0, calling=4082329440,

cal | ed=5710945, std=V. 34+, prot=LAP-M conp=V.42bis both, init-rx/tx

b-rat e=26400/ 26400, finl-rx/tx b-rate=26400/26400, rbs=0, d-pad=None, retr=2, sq=3,
snr=25, rx/tx chars=79/94701, bad=0, rx/tx ec=60/204, bad=521, tinme=698,
finl-state=Steady, disc(radius)=(n/a)/(n/a), disc(mdem) =A220 Rx (line to host) data
flushing - not OK/ EC condition - locally detected/received DI SC frane -- normal LAPM
term nation

M odem connect speeds can be graphed using SNMP MIBs. The graph shown in Figure 3-13 was created
with Cisco Access Manager (CAM). The graph describes the modem connect-speed performance
activity of one NAS for one month. The following connect speeds are transmitted by the NAS and
received by the client modem. Most of the calls performed between 28000 and 31200 bps. This NASis
one member of an access stack.

For discussions on enabling management protocols such asNTP, SNMP, and Syslog, refer to Chapter 4,
“Administration.”
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Figure 3-13 Graphed Modem-Connect Speeds for One Month
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CHAPTER I

Administration

This chapter describes management protocols and Network Access Server (NAS) security and control
functionality with AAA and RADIUS servers.

- Remote Monitor (RMON), page 4-1
» Enabling Management Protocols: NTP, SNMP, and Syslog, page 4-2
— Enabling the Network Time Protocol, page 4-3
— Enabling Syslog, page 4-4
— Enabling SNMP, page 4-7
— Disabling the Logging of Access Interfaces, page 4-9
— Confirming the Final Running Configuration, page 4-10
- Local and Remote Server Authentication, page 4-13
— Configuring RADIUS, page 4-14
— Configuring TACACS+, page 4-24

Remote Monitor (RMON)

Remote Monitoring (RMON) is an Internet Engineering Task Force (IETF) monitoring standard
(RFC 1757) that allows console systems and network monitors to exchange statistical and functional
monitoring data, through RMON-compliant console managers and network probes. RMON provides
network administrators with flexibility to satisfy networking demands through console and network
monitoring probes to obtain fault diagnostics, planning, and performance information.

RMON delivers information in nine unique monitoring element groups that provide specific types of
data, which satisfies common network-monitoring requirements. Some RMON groups are dependent
upon others for support, but each is optional so that it is not necessary for vendors to support all groups
within the management information base (MIB). See Table 4-1 for RMON group functions.
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Table 4-1 RMON Groups

RMON Group

Description

Alarm

Periodic statistical sampling from event generated variablesin the probe that compares
configured thresholds.

Events

Controls the generation and notification of events from this device.

Filters

Enables packet matching by equation filtering to form data streams that may be
captured or generate events.

History

Records and stores periodic statistical samples, number of samples, and items sampled
from a network.

Host

Contains statistics associated with each discovered network host.

HostTopN

Creates tables describing hosts that top a list ordered by one of their rate-based
statistics.

Matrix

Stores new conversation statistics detected on source and destination device.

Packet
Capture

Enables packet capturing after it flows through a channel.

Statistics

Contains probe calculated statistics for each interface monitored on device.

Enabling Management Protocols: NTP, SNMP, and Syslog

This section describes how to enable basic management protocols on a Cisco AS5800 as part of adial
access service. It does not however, describe how to integrate the Cisco 10S software with NT or UNIX
servers. Management protocols are described only from the perspective of the Cisco 10S software.

Understanding Network Management Basics

Figure 4-1 shows a logical perspective of how management protocols interact between the Cisco 10S
software (client) and a network element management server. Dashed lines represent different protocols

and functions.

= NTP synchronizes time between network devices.

e The SNMP element manager (EM) receives SNMP traps from the Cisco | OS software. The SNMP
manager uses SNMP to query variables and set configurations.

» The Cisco |0OS software sends |ogging messages to a syslog daemon.
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Figure 4-1 NTP, SNMP and Syslog Interactions
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Table 4-2 provides the RFCs and URL s for the management protocols described in this section.

Table 4-2 Management Protocol RFCs

Management Protocol RFC URL
NTP RFC 1305 http://www.ietf.org/rfc/rfc1305.txt
SNMP RFC 1157 http://www.ietf.org/rfc/rfc1157.txt

For more information about system management, refer to Cisco 10S Release 12.0 Configuration
Fundamentals Configuration Guide and Command Reference, available online at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/index.htm

Enabling the Network Time Protocol

The Network Time Protocol (NTP) provides a common time base for networked routers, servers, and
other devices. A synchronized time enables you to correlate syslog and Cisco 10S debug output to
specific events. For example, you can find call records for specific users within one millisecond.

Comparing logs from various networks is essential for:
- Troubleshooting
» Fault analysis
- Security incident tracking

Without preci setime synchronization between all the variouslogging, management, and AAA functions,
time comparisons are not possible.

| Dpoc-7810814=
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Step 1

Step 2

Step 3

An NTP enabled network usually getsits time from an authoritative time source, such as a Cisco router,
radio clock, or an atomic clock attached to atimeserver. NTP then distributes this time across the
network. NTP is extremely efficient; no more than one packet per minute is necessary to synchronize
two machines to within a millisecond of each another. NTP runs over UDP, which in turn runs over IP.

L ocate an authoritative clock source. For example, you can use a Cisco router or an atomic clock that is
attached to atime server.

Specify the primary NTP server |P address and automatic calendar updates as shown below:
|

nt p updat e- cal endar
ntp server 172.22.66.18 prefer
!

Verify that the clock is synchronized to the NTP server. Inspect the status and time association.

Clock sources are identified by their stratum levels. The following example shows a stratum level five
clock.

5800- NAS# show ntp status

Clock is synchronized, stratumb5, reference is 172.22.66.18

nom nal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision is 2**24

reference tine is BB944312. 4451COE7 (23:11:30.266 PDT Wed Sep 22 1999)

clock offset is 0.5343 nsec, root delay is 13.26 nsec

root dispersion is 18.02 nsec, peer dispersion is 0.09 nsec

5800- NAS#

The following command identifies how often the NAS is polling and updating to the stratum clock.
An asterisk (*) next to the NTP servers | P addressindicates successful synchronization with the stratum
clock.

5800- NAS# show ntp associ ation

addr ess ref clock st when poll reach delay offset di sp
*~172.22.66.18 172.60.8.1 16 46 64 377 1.0 0.53 0.1
* master (synced), # master (unsynced), + selected, - candidate, ~ configured
5800- NAS#

Enabling Syslog

The Cisco |0S software can send syslog messages to one or more element manager servers. Syslog
messages are then collected by a standard UNIX or NT type syslog daemon.

Syslog enables you to:

» Centrally log and analyze configuration events and system error messages such as interface status,
security alerts, environmental conditions, and CPU process overloads.

» Capture client debug output sessions in a real-time scenario.

» Reserve Telnet sessions for making configurations changes and using show commands.
This prevents Telnet sessions from getting cluttered up with debug output.

Figure 4-2 shows the Cisco 10S software sending syslog data to an element manager. Syslog data either
stays in the Cisco 10S software buffer, or is pushed out and written to the element managers hard disk.
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Step 1

Step 2
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Enabling Management Protocols: NTP, SNMP, and Syslog

Figure 4-2  Syslog Messages Written to Hard Disk
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Cisco System’s UNIX syslog format is compatible with 4.3 BSD UNIX.

Enable debug timestamps and include date, time, and milliseconds relative to the local time zone:
!

servi ce tinestanps debug datetine nsec |ocaltime showtinezone

service tinestanps | og datetime nsec |ocaltine showtinmezone
!

Verify that consolelogging isdisabled. If it isenabled, the NAS will intermittently freeze up as soon as
the console port is overloaded with log messages. See the field “1 flushes.” Increments on this number
represents bad logging behavior.

5800- NAS# show | oggi ng

Syslog logging: enabled (0 messages dropped, 1 f 1 ushes, O overruns)
Consol e 1 oggi ng: |evel debugging, 1523 nessages | ogged
Moni tor 1 ogging: |evel debugging, 0 nmessages | ogged
Buf fer |ogging: |evel debugging, 911 nessages | ogged
Trap | ogging: level informational, 44 nessage |ines |ogged

5800- NAS(confi g)# no | oggi ng consol e
5800- NAS(config)# "Z
5800- NAS# show | oggi ng
Sysl og | oggi ng: enabled (0 nessages dropped, 1 flushes, 0 overruns)
Consol e | 0oggi ng: di sabl ed
Moni tor |1 ogging: |evel debugging, O nmessages | ogged
Buf fer | ogging: |evel debugging, 912 nessages | ogged
Trap | ogging: level informational, 45 nmessage |ines |ogged

Caution

Not entering the no logging console command might cause CPU interrupts, dropped
packets, denial of service events, and router lock up.
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Step3  Specify the logging configuration:
|

| oggi ng 172.22. 66. 18

| oggi ng buffered 10000 debuggi ng
| oggi ng trap debuggi ng

!

Table 4-3 describes the commands in the previous configuration fragment.

Table 4-3  Syslog Commands

Command Purpose

| oggi ng 172.22. 66. 18 Specifies the syslog servers | P address.

I oggi ng buffered 10000 debugging |Setstheinternal log buffer to 10,000 bytes for debug output
(newer messages overwrite older messages).

l'ogging trap debugging Allows logging up to the debug level (all 8 levels) for all
messages sent to the syslog server.

If you are working with multiple network access servers, assign a different logging facility tag to each
server. Syslog information can be collected and sorted into different files on the syslog server.

For example:
- Assignlocalto NASL
- Assignloca2 to NAS2
- Assignloca 3 to NAS3

Assigning a different tag to each device enables you to intelligently sort and view syslog messages:

!
logging facility local7
!

Step4  Verify that local buffered logging is working:

5800- NAS# show | oggi ng
Sysl og | 0oggi ng: enabled (0 nessages dropped, O flushes, 0 overruns)
Consol e | oggi ng: di sabl ed
Moni tor 1 ogging: |evel debugging, 0 messages | ogged
Buf fer | ogging: |evel debugging, 2 nessages | ogged
Trap | ogging: |evel debugging, 53 message |ines |ogged
Logging to 172.22.66.18, 2 nmessage |ines |ogged

Log Buffer (10000 bytes)
Sep 26 16:32:02.848 PDT: %B5YS-5-CONFI G |: Configured fromconsole by adnmin on consol e

Sep 26 16:33:16.069 PDT: %BYS-5-CONFI G |: Configured fromconsole by adnmin on consol e
5800- NAS#
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Enabling SNMP

The SNMP traps generated by Cisco routers provide:
» Potentially harmful environmental conditions
» Processor status
« Port status
e Security issues

The Cisco |0S software generates SNM P traps based on the features that the Cisco 10S software
supports.

Figure 4-3 shows the interactions and timing of the SNMP protocol between the EM (SNM P manager)
and the NAS (SNMP agent). Traps are unsolicited messages sent from the NAS to the EM. Four
functions of SNMP include: trap, get request, get next, and set request.

Figure 4-3  SNMP Event Interaction and Timing
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Note  For alisting of all SNMP traps supported by Cisco, refer to Cisco 10S SNMP Traps
Supported and How to Configure Them, available online at
http://www.cisco.com/warp/public/477/SNM P/snmp_traps.html
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Table 4-4

Step 1
SNMP community strings:

|

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

cont act

conmuni t
conmmuni t

snnp-server enable t
!

access-list 5 permt
access-list 5 permt
access-list 8 permt
access-list 8 permt

Configure the Cisco 10S software to support basic SNMP functions. Access lists 5 and 8 are used for

The read only (RO) community string is called “poptarts.” It uses access list 8 as afilter.
The read write (RW) community string is called “pixysticks.” It uses access list 5 as a filter.

adm n user @ he. doc

| ocati on 5800- NAS- cor por ate

y poptarts RO 8
y pixysticks RW5

host 172.22.66.18 maddog
trap-source LoopbackO

raps snnp

172.22.67.1
0.0.0.1 172.22.68. 20
172.22.67.1
0.0.0.1 172.22.68. 20

Table 4-4 describes commands in the previous configuration fragment.

SNMP Commands

Command

Purpose

snnp- server

contact adm n user @ he. doc

Specifies a contact name to notify whenever a MIB problems occurs.

snnp- server

| ocati on 5800- NAS- cor porate

Specifies a geographic location name for the router.

snnp- server

comunity poptarts RO 8

Assigns aread only (RO) community string. Only queries and get requests
can be performed.

The community string (poptarts) allows polling but no configuration
changes. Without the correct community string on both machines, SNMP
will not let you do the authorization to get or set the request.

snnp- server

communi ty pixysticks RW5

Assigns aread write (RW) community string.

This community string (pixysticks) enables configuration changes to be
performed. For example, you can shut down an interface, download a
configuration file, or change a password.

snnp- server

host 172.22.66.18 naddog

I dentifies the | P address of the SNMP host followed by a password.

snnp- server

trap-source LoopbackO

Associates SNMP traps with a loopback interface. In this way, an Ethernet
shutdown will not disrupt SNM P management flow.

snnp- server

enabl e traps

Enables traps for unsolicited notifications for configuration changes,
environmental variables, and device conditions.

access-li st
access-li st

172.22.67.1
172.22.67.1

5 permt
8 permt

Permits access from a single element management server.

access-list
access-li st

0.0.0.1 172.22.68. 20
0.0.0.1 172.22.68.20

5 permt
8 permt

Permits access from a block of addresses at your network operations center.
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Caution

Step 2

If you are not using SNMP, make sure to turn it off. Never use a configuration that uses
“public” or “private” as community strings—these strings are well known in the industry
and are common defaults on hardware. These strings are open invitations to attacks,

regardlessif you use filters.

Monitor SNMP input and output statistics. For example, display a real-time view of who is polling the

NAS for statistics and how often.
Excessive polling will:
« Consume much of the CPU resources
» Cause packets to be dropped
e Crashthe NAS

5800- NAS# show snnp

Chassis: 11811596

Contact: admi n user @ he. doc

Locati on: 5800- NAS- cor porat e

0 SNWP packets input

Bad SNMP version errors
Unknown community nane

Il egal operation for comrunity nane supplied
Encoding errors

Nunmber of requested vari abl es
Nunmber of altered variables
Get -request PDUs

Get - next PDUs

Set -request PDUs

0 SNWP packets out put

Too big errors (Maxi mum packet size 1500)
No such name errors

Bad val ues errors

General errors

Response PDUs

Trap PDUs

[eNeoNeNelNoNoNoeNoNe)

[eNeloNeNolNo)

SNWP | oggi ng: enabl ed

Logging to 172.22.66.18.162, 0/10, O sent, O dropped.

5800- NAS#

Disabling the Logging of Access Interfaces

Limit the amount of output logged from the group-async interface and ISDN D channels. Carefully
choose the data sources for system management purposes. AAA accounting and the modem-call record
terse feature provides the best data set for analyzing ISDN remote node device activity.

Link status up-down events and SNMP trap signals:

» Occur regularly on access interfaces. Dialer interfaces going up and down is normal behavior and

does not indicate a problem.

» Should not be logged or sent to a management server.
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The following configuration fragment disables logging on access interfaces:

nterface Serial 0:23
no | ogging event |ink-status
no snnp trap |link-status

nterface Serial 1:23
no | ogging event |ink-status
no snnp trap |link-status

nterface Serial 2:23
no | ogging event |ink-status
no snnp trap |link-status

nterface Serial 3:23
no | ogging event |ink-status
no snnp trap |link-status

nterface G oup-Async 1
no | ogging event |ink-status
no snnp trap |link-status

Confirming the Final Running Configuration

Thefollowing is an example of the Cisco A S5800 running configuration with Cisco 10S Release 12.0(4)
XL1installed.

5800- NAS# show runni ng-config
Bui I di ng configuration...

Current configuration

!

version 12.x

service tinestanps debug datetine nsec |ocaltime showtinezone
service tinestanps | og datetime nsec |ocaltine showtinmezone
servi ce password-encryption

|

host nane 5800- NAS

!

| oggi ng buffered 10000 debuggi ng

no | oggi ng consol e

aaa new nodel

aaa authentication login default |ocal

aaa authentication ppp default if-needed |ocal
enabl e secret 5 $1$LKgL$t gi 19XvW7f 1 d7JG 55p01
!

user name dude password 7 045802150C2E
usernane adm n password 7 044E1F050024

!

!

!

shelf-id O router-shelf

shelf-id 1 dial-shelf

!

!

!
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resour ce- pool disable

!

modem pool Defaul t

pool -range 1/2/0-1/10/143
|

|
spe 1/2/0 1/10/11
firmwvare ios-bundl ed default
nmodem recovery action none
i p subnet-zero
no i p source-route
i p host guessme 172.22.100.9
i p domai n-nane the. net
i p name-server 172.22.11.10
i p nane-server 172.22.12.11
|
async-bootp dns-server 172.30.10.1 172.30.10.2
isdn switch-type primary-n
i sdn voice-call-failure 0
|
|
controller T3 1/0/0
fram ng nR3
cabl el ength 0
tl 4 controller
|
controller T1 1/0/0: 4
fram ng esf
pri-group timeslots 1-24
|
|
voi ce-port 1/0/0:4: D
|
|
process-max-ti me 200
|

nterface LoopbackO
ip address 172.22.99.1 255. 255. 255. 255
no i p directed-broadcast

nt erface Loopbackl
ip address 172.22.90.1 255.255.255.0
no i p directed-broadcast

nterface FastEthernet0/1/0
ip address 172.22.66.23 255.255.255.0
no i p directed-broadcast

nterface Serial1/0/0: 4: 23
no i p address

no i p directed-broadcast
no snnp trap |ink-status
isdn switch-type primry-n
i sdn i ncom ng-voi ce nodem
no cdp enabl e

nterface G oup-AsyncO

i p unnunbered Fast Et hernet0/1/0

no i p directed-broadcast
encapsul ati on ppp

async node interactive

no snnp trap |ink-status

peer default ip address pool addr-poo
no cdp enabl e

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
I boc-7810814= .m



Chapter 4

Administration |

I Enabling Management Protocols: NTP, SNMP, and Syslog

ppp authentication chap pap

group-range 1/2/00 1/10/ 143

!

ip local pool addr-pool 172.22.90.2 172.22.90.254
ip classless

iproute 0.0.0.0 0.0.0.0 172.22.66.1

no ip http server

| oggi ng trap debuggi ng

I ogging 172.

access-li st
access-li st
access-li st
access-li st
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

snnp-server
!

22.66.18

5 permt 172.22.67.1

5 permt 0.0.0.1 172.22.68.20

8 permt 172.22.67.1

8 permt 0.0.0.1 172.22.68.20

engi nel D | ocal 00000009020000D0D3424C1C
comunity poptarts RO 8

communi ty pixysticks RW5
communi ty maddog vi ew vldefault RO
trap-source Loopback0

| ocati on 5800- NAS- Austin

contact adm n dude@ he. net

enabl e traps snnp

enabl e traps isdn call-information
enabl e traps hsrp

enabl e traps config

enable traps entity

enabl e traps envnon

enabl e traps sysl og

enabl e traps rsvp

enabl e traps franme-rel ay

enabl e traps rtr

enable traps dia

enabl e traps dsp card-status
enabl e traps bgp

enabl e traps voi ce poor-qov

host 172.22.66.18 nmaddog

banner login ~C
This is a secured device
Unaut hori zed use is prohibited by |aw

~C

!

line con O
transport
line aux 0O
transport

ine 1/2/00
aut osel ect
aut osel ect

nmodem | nQut

i nput none

i nput tel net
line vty 0 4

1/ 10/ 143
during-1ogin
ppp

no nmodem | og rs232

nt p updat e- cal endar
ntp server 172.22.66.18 prefer

end
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Access Service Security

The Cisco AS5800 is designed to support a security paradigm providing authentication, authorization,
and accounting (AAA) security measures using RADIUS and TACACS+.

» Authentication—requires dial-in users to identify themselves and prove their identity, thus
preventing wrongful accessto lines on your Cisco AS5800, or connecting through the lines directly
to network resources.

- Authorization—prevents users from gaining access to particular services and devices on the
network.

= Accounting—provides records for billing and other needs to determine who is connected to the
network and how long they have been connected. It does not describe how to configure accounting.

This section describes how to configure security using alocal database resident on your Cisco AS5800
or using a remote security database for Terminal Access Controller Access Control System with Cisco
proprietary enhancements (TACACS+) and Remote Authentication Dial-In User Service (RADIUS).
Refer to the “Local and Remote Server Authentication” section on page 4-13 for local and remote
authentication definitions.

Note  This section does not provide a comprehensive security overview. It does not describe how
to completely configure TACACS, Extended TACACS, access lists or RADIUS. It
presents the most commonly used security mechanisms to prevent unauthenticated and
unauthorized access to network resources through a Cisco AS5800. For a comprehensive
overview of Cisco security tools, refer to the security configuration guide in the Cisco 10S
configuration guides and command references documentation.

This section describes the following topics:
- Local and Remote Server Authentication
- Configuring RADIUS
- Configuring TACACS+

Local and Remote Server Authentication

This section describes the differences between local and remote security databases and the basic
authentication process for each. Remote security databases described in this section include Terminal
Access Controller Access Control System with Cisco proprietary enhancements (TACACS+) and
Remote Authentication Dial-1n User Service (RADIUS).

Generally the size of the network and type of corporate security policies and control determine whether
you use alocal or remote security database.

Local Security Database

If you have one or two Cisco AS5800 providing access to your network, store username and password
security information on your Cisco AS5800. Thisis referred to aslocal authentication.
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Remote Security Database

Asyour network expands, you need a centralized security database that provides username and password
information each access server in the network. This centralized security database resides in a security
server.

A centralized security database helps establish consistent remote access policies throughout a
corporation. An example of aremote security database server is the CiscoSecure product from

Cisco Systems. CiscoSecureisaUNIX security daemon, with which the administrator creates a database
that defines the network users and their privileges. CiscoSecure uses a central database that stores user
and group profiles with authentication and authorization information.

The Cisco AS5800 exchanges user authentication information with a TACACS+ or RADIUS database
on the security server by transmitting encrypted TACACS+ or RADIUS packets across the network.

For specific information about the interaction between the security server and the Cisco AS5800, refer
to the security configuration guide in the Cisco 10S configuration guides and command references
documentation.

Configuring RADIUS

This section describes the Remote Authentication Dial-In User (RADIUS) security system, defines its
operation, and identifies appropriate and inappropriate network environments for using RADIUS
technology. RADIUS Configuration Task List, page 4-16 describes how to configure RADIUS with the
authentication, authorization, and accounting (AAA) command set. RADIUS Configuration Examples,
page 4-20 offers two possible implementation scenarios.

This section includes the following topics:
- RADIUS Overview, page 4-14
» RADIUS Operation, page 4-15
- RADIUS Configuration Task List, page 4-16

For a compl ete description of the commands used in this section, refer to information on RADIUS
commands in the security command reference for your Cisco 10S release. To locate documentation of
other commands that appear in this section, use the command reference master index or search online.

RADIUS Overview

RADIUS is adistributed client/server system that secures networks against unauthorized access. In the
Cisco implementation, RADIUS clients run on Cisco routers and send authentication requests to a
central RADIUS server. The server contains all user authentication and network service access
information.

RADIUS is afully open protocol, distributed in source code format, that can be modified to work with
any security system currently available on the market.

Cisco supports RADIUS under its AAA security paradigm. RADIUS can be used with other AAA
security protocols, such as TACACS+, Kerberos, or local username lookup. RADIUS is supported on
all Cisco platforms.

RADIUS has been implemented in a variety of network environments that require high levels of security
while maintaining network access for remote users.
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Use RADIUS in the following network environments that require access security:

Networks with multiple-vendor access servers, each supporting RADIUS. For example, access
servers from several vendors use a single RADIUS server-based security database. In an |P-based
network with multiple vendors access servers, dial-in users are authenticated through a RADIUS
server that has been customized to work with the Kerberos security system.

Turnkey network security environments in which applications support the RADIUS protocol, such
asin an access environment that uses a “smart card” access control system. In one case, RADIUS
has been used with Enigmas security cards to validate users and grant access to network resources.

Networks already using RADIUS. You can add a Cisco router with RADIUS to the network. This
might be the first step when you make a transition to a Terminal Access Controller Access Control
System (TACACS+) server.

Networks in which a user must only access a single service. Using RADIUS, you can control user
accessto asinglehost, to asingle utility such as Telnet, or to asingle protocol such as Point-to-Point
Protocol (PPP). For example, when a user logs in, RADIUS identifies this user as having
authorization to run PPP using | P address10.2.3.4 and the defined access list is started.

Networks that require resource accounting. You can use RADIUS accounting independent of
RADIUS authentication or authorization. The RADIUS accounting functions allow data to be sent
at the start and end of services, indicating the amount of resources (such astime, packets, and bytes
used during the session.

An Internet service provider (ISP) might use a freeware-based version of RADIUS access control
and accounting software to meet special security and billing needs.

RADIUS s not suitable in the following network security situations:

RADIUS Operation

M ultiprotocol access environments. RADIUS does not support the following protocols:
AppleTak Remote Access Protocol (ARAP)

NetB10S Frame Protocol Control Protocol (NBFCP)

NetWare Asynchronous Services Interface (NASI)

X.25 PAD connections

Router-to-router situations. RADIUS does not provide two-way authentication. RADIUS can be
used to authenticate from one Cisco router to athird party router if, other company’srouter requires
RADIUS authentication.

Networks using a variety of services. RADIUS generally binds a user to one service model.

When attempting to log in and authenticate to Cisco AS5800 using RADIUS, the foll owing steps occur:

1.
2.
3.

The user enters a username and password at the corresponding prompts.
The username and encrypted password are sent over the network to the RADIUS server.
The user receives one of the following responses from the RADIUS server:

— ACCEPT - The user is authenticated.

— REJECT - The user is not authenticated and is prompted to reenter the username and password,
or access is denied.

— CHALLENGE - A challengeisissued by the RADIUS server. The challenge collects additional
data from the user.
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— CHANGE PASSWORD - A request isissued by the RADIUS server, asking the user to select
anew password.

The ACCEPT or REJECT response is bundled with additional data that is used for EXEC or network
authorization. You must first complete RADIUS authentication before using RADIUS authorization.
The additional dataincluded with the ACCEPT or REJECT packets consists of the following:

- Servicesthat the user can access, including Telnet, rlogin, local-area transport (LAT) connections,
and PPP, Serial Line Internet Protocol (SLIP), or EXEC services.

» Connection parameters, including the host or client P address, access list, and user timeouts.

RADIUS Configuration Task List

To configure RADIUS on your Cisco AS5800, you must perform the following tasks:

» Usethe aaa new-model global configuration command to enable AAA. AAA must be configured
if you plan to use RADIUS. For more information about using the aaa new-model command, refer
to the “AAA Commands” section on page 4-23.

» Usethe aaa authentication global configuration command to define method lists for RADIUS
authentication. For more information about using the aaa authentication command, refer to the
“Specify RADIUS Authentication” section on page 4-20.

« Useline and interface commands to enabl e the defined method lists to be used. For more
information, refer to the “ Specify RADIUS Authentication” section on page 4-20.

The following configuration tasks are optional:

» Usethe aaa authorization global command to authorize specific user functions. For more
information about using the aaa authorization command, refer to the “ Specify RADIUS
Authorization” section on page 4-20.

» Usethe aaa accounting command to enable accounting for RADIUS connections. For more
information about using the aaa accounting command, refer to the “ Specify RADIUS Accounting”
section on page 4-20.

This section describes how to set up RADIUS for authentication, authorization, and accounting on your
network, and includes the following sections:

- Configure Router to RADIUS Server Communication, page 4-17

- Configure Router to Use Vendor-Specific RADIUS Attributes, page 4-17

» Configure Router for Vendor-Proprietary RADIUS Server Communication, page 4-18

- Configure Router to Query RADIUS Server for Static Routes and |P Addresses, page 4-19
- Configure Router to Expand Network Cisco AS5800 Port Information, page 4-19

» Specify RADIUS Authentication, page 4-20

- Specify RADIUS Authorization, page 4-20

» Specify RADIUS Accounting, page 4-20
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Configure Router to RADIUS Server Communication

The RADIUS host is normally a multi-user system running RADIUS server software from Livingston,
Merit, Microsoft, or another software provider. A RADIUS server and a Cisco router use a shared secret
text string to encrypt passwords and exchange responses.

To configure RADIUS to use the AAA security commands, you must specify the host running the
RADIUS server daemon, and a secret text string that it shares with the router. Use the radius-server
commands to specify the RADIUS server host and a secret text string.

To specify a RADIUS server host and shared secret text string, perform the following tasks in global
configuration mode:

» Specify the IP address or host name of the remote RADIUS server host, and assign authentication
and accounting destination port numbers.

radi us-server host {hostname | ip-address}
[aut h-port port-nunber] [acct-port port-nunber]
» Specify the shared secret text string used between the router and the RADIUS server.

radi us-server key string

To customize communication between the router and the RADIUS server, use the following optional
radius-server global configuration commands:

- Specify the number of times the router transmits each RADIUS request to the server before giving
up (default is three).

radi us-server retransmt retries

» Specify the number of seconds arouter waitsfor areply toaRADIUS request before retransmitting
the request.

radi us-server tinmeout seconds

« Specify the number of minutes a RADIUS server, which is not responding to authentication
requests, is passed over by requests for RADIUS authentication.

radi us-server deadtinme mnutes

Configure Router to Use Vendor-Specific RADIUS Attributes

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific information between the network Cisco AS5800 and the RADIUS server, by using the
vendor-specific attribute (Attribute 26). Vendor-specific attributes (V SAs) allow vendors to support
their own extended attributes not suitable for general use. The Cisco RADIUS implementation supports
one vendor-specific option using the format recommended in the specification. The Cisco vendor-1D is
9, and the supported option has vendor-type 1, which is named “ cisco-avpair.” The value is a string of
the format:

protocol : attribute sep value *

- “Protocol” isavalue of the Cisco “protocol” attribute for a particular type of authorization.

- “Attribute” and “value” are an appropriate attribute/value (AV) pair defined in the Cisco TACACS+
specification

» ‘“sep” is“=" for mandatory attributes and “*” for optional attributes.
This allows the full set of features available for TACACS+ authorization to also be used for RADIUS.
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For example, the following AV pair causes the Cisco “multiple named ip address pools” feature to be
activated during IP authorization (during PPP's IPCP address assignment).

ci sco-avpair= “ip:addr-pool =first”

The following example causes a “NAS Prompt” user to have immediate access to EXEC commands.

cisco-avpair= “shell:priv-1lvl=15"

Other vendors have their own vendor-I1Ds, options, and associated V SAs. For more information about
vendor-1Ds and V SAs, refer to the RADIUS specification RFC 2138, “Remote Authentication Dial-In
User Service (RADIUS),” described in How Does RADIUS Work?, available online at
http://www.cisco.com/warp/public/707/32.html

To configure the NAS to recognize and use V SAs, perform the following task in global configuration
mode:

Enable the network Cisco AS5800 to recognize and use V SAs as defined by RADIUS IETF attribute 26.

radi us-server vsa send [accounting|aut hentication]

For acomplete list of RADIUS attributes or more information about vendor-specific Attribute 26, refer
to the RADIUS Attributes appendix.

Configure Router for Vendor-Proprietary RADIUS Server Communication

Although the IETF draft standard for RADIUS specifies a method for communicating vendor-specific
information between the network Cisco AS5800 and the RADIUS server, some vendors have extended
the RADIUS attribute set in a unique way. Cisco | OS software supports a subset of vendor-proprietary
RADIUS attributes.

To configure RADIUS (whether vendor-proprietary or |ETF draft-compliant), you must specify the host
running the RADIUS server daemon and the secret text string it shares with the Cisco device. You
specify the RADIUS host and secret text string by using the radius-server commands. To identify that
the RADIUS server isusing avendor-proprietary implementation of RADIUS, use the radius-server host
nonstandard command.

Vendor-proprietary attributes will not be supported unless you use the radius-server host non-standard
command.

To specify a vendor-proprietary RADIUS server host and a shared secret text string, perform the
following tasks in global configuration mode.

Specify the |P address or host name of the remote RADIUS server host and identify that it isusing a
vendor-proprietary implementation of RADIUS.

radi us-server host {hostnane |ip-address} non-standard

Specify the shared secret text string used between the router and the vendor-proprietary RADIUS server.
The router and the RADIUS server use this text string to encrypt passwords and exchange responses.

radi us-server key string
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Configure Router to Query RADIUS Server for Static Routes and IP Addresses

Note

Some vendor-proprietary implementations of RADIUS let the user define static routes and | P pool
definitions on the RADIUS server, instead of on each individual Cisco AS5800 in the network. Each
network Cisco AS5800 then queries the RADIUS server for static route and | P pool information.

To have the Cisco AS5800 query the RADIUS server for static routes and |P pool definitions when the
device first starts up, use the following commands in global configuration mode:

radi us-server configure-nas

Because the radius-server configure-nas command is performed when the Cisco router
starts up, it will not take effect until you enter a copy running-config startup-config
command.

Configure Router to Expand Network Cisco AS5800 Port Information

Note

In some situations, PPP or login authentication occurs on an interface different from the interface on
which the call itself comesin. For example, in aV.120 ISDN call, login or PPP authentication occurs on
avirtual asynchronous interface “ttt” but the call itself occurs on one of the channels of the ISDN
interface.

Theradius-server attribute nas-port extended command configures RADIUS to expand the size of
the NAS-Port attribute (RADIUS IETF Attribute 5) field to 32 bits. The upper 16 bits of the NAS-Port
attribute display the type and number of the controlling interface; the lower 16 bitsindicate the interface
undergoing authentication.

To display expanded interface information in the NAS-Port attribute field, perform the following task
in global configuration mode.

Expand the NA S-Port attribute size from 16 to 32 bits to display extended interface information.

radi us-server attribute nas-port extended

This command replaces the deprecated radius-server extended-portnames command.

On platforms with multiple interfaces (ports) per slot, the Cisco RADIUS implementation will not
provide a unique NAS-Port attribute that permits distinguishing between the interfaces. For example, if
adual PRI interfaceisin slot 1, calls on both Serial1/0:1 and Serial1/1:1 will appear as

NAS-Port = 20101. This is dueto the 16-bit field size limitation associated with RADIUS IETF
NAS-port attribute. In this case, replace the NAS-port attribute with a vendor-specific attribute
(RADIUS IETF Attribute 26). The Cisco vendor-ID is 9, and the Cisco-NAS-Port attribute is subtype 2.
Vendor-specific attributes (V SAs) can be turned on by entering the radius-server vsa send command.
The port information in this attribute is provided and configured using the aaa nas port extended
command.

To replace the NAS-Port attribute with RADIUS IETF Attribute 26 and to display extended field
information, use the following commands in global configuration mode.

Enable the network Cisco AS5800 to recognize and use vendor-specific attributes as defined by
RADIUS IETF Attribute 26.

radi us-server vsa send [accounting | authentication]

Expand the size of the VSA NAS-Port field from 16 to 32 bits to display extended interface information.

aaa nas-port extended
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The standard NAS-Port attribute (RADIUS IETF Attribute 5) will continue to be sent. If you do not want
this information to be sent, you can suppress it by using the no radius-server attribute nas-port
command. When this command is configured, the standard NA S-Port attribute will no longer be sent.

Specify RADIUS Authentication

After you have identified the RADIUS server and defined the RADIUS authentication key, you need to
define method lists for RADIUS authentication. Because RADIUS authentication is facilitated through
AAA, you need to enter the aaa authentication command, and specify RADIUS as the authentication
method. For more information, refer to information on configuring authentication in the security
configuration guide for your Cisco | OS release.

Specify RADIUS Authorization

AAA authorization lets you set parameters that restrict users network access. Authorization using
RADIUS provides one method for remote access control, including one-time authorization or
authorization for each service, per-user account list and profile, user group support, and support of 1P,
IPX, ARA, and Telnet. Because RADIUS authorization is facilitated through AAA, you need to issue
the aaa authorization command, specifying RADIUS as the authorization method.

Specify RADIUS Accounting

The AAA accounting feature enables you to track the services users access and the amount of network
resources they consume. Because RADIUS accounting isfacilitated through AAA, you need to issue the
aaa accounting command, specifying RADIUS as the accounting method.

RADIUS Attributes

The network Cisco AS5800 monitors the RADIUS authorization and accounting functions defined by
RADIUS attributes in each user-profile.

Vendor-Proprietary RADIUS Attributes

An Internet Engineering Task Force (IETF) draft standard for RADIUS specifies a method for
communicating vendor-proprietary information between the network Cisco AS5800 and the RADIUS
server. Some vendors, neverthel ess, have extended the RADIUS attribute set in aunique way. Cisco 10S
software supports a subset of vendor-proprietary RADIUS attributes.

RADIUS Configuration Examples

RADIUS configuration examples in this section include the following:
- RADIUS Authentication and Authorization Example, page 4-21
- RADIUS Authentication, Authorization, and Accounting Example, page 4-21
» Vendor-Proprietary RADIUS Configuration Example, page 4-22
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RADIUS Authentication and Authorization Example

The following example shows a router configuration to authenticate and authorize using RADIUS.

aaa authentication |ogin use-radius radius |ocal
aaa authentication ppp user-radius if-needed radius
aaa authorization exec radius

aaa authori zation network radius

These RADIUS authentication and authorization configuration commands are defined as fol lows:

- Theaaaauthentication login use-radius radiuslocal command configures the router to use
RADIUS for authentication at the login prompt. If RADIUS returns an error, the user is
authenticated using the local database. In this example, use-radius is the name of the method list,
which specifies RADIUS and then local authentication.

- Theaaaauthentication ppp user-radiusif-needed radius command configures the Cisco 10S
software to use RADIUS authentication for lines using Point-to-Point Protocol (PPP) with CHAP or
PAP if the user has not already been authorized. If the EXEC facility has authenticated the user,
RADIUSauthentication is not performed. In thisexample, user-radius is the name of the method list
defining RADIUS as the if-needed authentication method.

« Theaaa authorization exec radius command sets the RADIUS information that is used for EXEC
authorization, autocommands, and access lists.

« Theaaaauthorization network radius command sets RADIUS for network authorization, address
assignment, and access lists.

RADIUS Authentication, Authorization, and Accounting Example

The following sample is ageneral configuration using RADIUS with the AAA command set.

radi us-server host 123.45.1.2

radi us-server key nyRaDi USpassWRd

user name root password ALongPassword
aaa authentication ppp dialins radius |oca
aaa authorization network radius |oca
aaa accounting network start-stop radius
aaa authentication |login admns |oca
aaa authorization exec |oca

line 1 16

aut osel ect ppp

aut osel ect during-1ogin

| ogin authentication adm ns
modemri-is-cd

interface group-async 1

encaps ppp

ppp aut hentication pap dialins

The lines in this sample RADIUS authentication, authorization, and accounting configuration are
defined as follows:
» radius-server host defines the IP address of the RADIUS server host.

» radius-server key defines the shared secret text string between the network Cisco AS5800 and the
RADIUS server host.

- aaaauthentication ppp dialinsradiuslocal definesthe authentication method list “dialins,” which
specifies that RADIUS authentication, then (if the RADIUS server does not respond) local
authentication will be used on serial lines using PPP.

» ppp authentication pap dialins applies the “dialins” method list to the lines specified.
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- aaaauthorization network radiuslocal isused to assign an address and other network parameters
to the RADIUS user.

- aaa accounting network start-stop radius tracks PPP usage.

- aaa authentication login adminslocal defines another method list, “admins,” for login
authentication.

» login authentication admins applies the “admins” method list for login authentication.

Vendor-Proprietary RADIUS Configuration Example

The following example is a general configuration using vendor-proprietary RADIUS with the AAA
command set.

radi us-server host al catraz non-standard
radi us-server key nyRaDi USpassWRd

radi us-server configure-nas

user name root password ALongPassword

aaa authentication ppp dialins radius |oca
aaa authorization network radius |oca
aaa accounting network start-stop radius
aaa authentication |login admns |oca

aaa authorization exec |oca

line 1 16

aut osel ect ppp

aut osel ect during-1ogin

I ogi n authentication adnins
modemri-is-cd

interface group-async 1

encaps ppp
ppp aut hentication pap dialins

Thelinesin this example RADIUS AAA configurations are defined as follows:

« radius-server host non-standard defines the name of the RADIUS server host, and identifies that
this RADIUS host uses a vendor-proprietary version of RADIUS.

» radius-server key defines the shared secret text string between the network Cisco AS5800 and the
RADIUS server host.

- radius-server configure-nas defines that the Cisco AS5800 will query the RADIUS server for
static routes and | P pool definitions when the device first starts up.

- aaaauthentication ppp dialinsradiuslocal definesthe authentication method list “dialins,” which
specifies that RADIUS authentication, then (if the RADIUS server does not respond) local
authentication will be used on serial lines using PPP.

» ppp authentication pap dialins applies the “dialins” method list to the lines specified.

- aaaauthorization network radiuslocal isused to assign an address and other network parameters
to the RADIUS user.

- aaa accounting network start-stop radius tracks PPP usage.

- aaa authentication login adminslocal defines another method list, “admins,” for login
authentication.

» login authentication admins applies the “admins’ method list for login authentication.
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RADIUS Cisco I0S Software Support

AAA Commands

RADIUS Commands

The following Cisco |0S software support is available for RADIUS.
1. AAA commands

2. RADIUS commands

3. RADIUS & AAA debug commands

aaa new nodel

aaa authentication | ogin CONSOLE none

aaa authentication login RAD US LI ST radius

aaa authentication |ogin TAC PLUS tacacs+ enabl e

aaa authentication login V.120 none

aaa authentication enable default enable tacacs+

aaa authentication ppp RADIUS_ LI ST if-needed radius

aaa authorization exec RADIUS LI ST radius if-authenticated
aaa authorization exec V.120 none

aaa authorization network default radius if-authenticated
aaa authorization network V.120 radius if-authenticated
aaa authorization network RADI US LI ST if-authenticated radius
aaa accounting suppress null-usernane

aaa accounting del ay-start

aaa accounting exec default start-stop radius

aaa accounting commands O default start-stop radius

aaa accounting network default start-stop radius

aaa accounting connection default start-stop radius

aaa accounting systemdefault start-stop radius

aaa nas port extended

ip radius source-interface subinterface-nane

radi us-server configure-nas

radi us-server dead-tinme mnutes

radi us- server extended-portnanmes (*deprecated)

radi us-server attribute nas-port extended (old)

radi us-server attribute nas-port format {@a|b|c} (new
radi us-server host {hostname | ip} [auth-port port#] [acct-port port#]
radi us-server host {hostname |ip} non-standard

radi us-server host {hostname |ip} ignore

radi us-server host {hostname | ip}

radi us-server key {string}

radi us-server retransmt retries

radi us-server tineout seconds

RADIUS & AAA Debug Commands

debug radius

debug aaa authorization
debug aaa authentication
debug aaa peruser

debug ppp negoti ation
debug ppp authentication
debug isdn 931
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Configuring TACACS+

The following global configuration commands provide basic security and local database configuration.

Stepl  Enable the AAA access control modem that includes TACACS+.
5800- 1(confi g) # aaa new nodel

Step2  Enable AAA authentication method during login.
5800-1(config)# aaa authentication login default I|ocal

Step3  Enable AAA authentication method during login using a methods list.
5800- 1(confi g)# aaa authentication |ogin consol e none

Step4  Enable AAA authentication method for use on serial interfaces running PPP when TACACS+ is used.
5800- 1(confi g)# aaa authentication ppp default if-needed I|ocal

Step5  Enter authorization for username and password.
5800- 1(confi g) # usernane usernane password password

TACACS+ Authentication

Use the AAA facility to authenticate users with either alocal or remote security database. For more
information about alocal and remote security database, refer to the “Local and Remote Server
Authentication” section on page 4-13.

Whether you maintain alocal or remote security database, or use TACACS+ or RADIUS authentication
and authorization, the process of configuring the Cisco AS5800 for these different databases and
protocolsissimilar. The basic process of configuring the Cisco 10S software for authentication requires
the following tasks:

Securing Access to Privileged EXEC and Configuration Mode
Communicating Between the Access and Security Servers
Enabling AAA Globally

Defining Authentication Method Lists

E S

— Issue the aaa authentication Command, page 4-30

— Specify Protocol or Login Authentication, page 4-30

— ldentify aList Name, page 4-30

— Specify the Authentication Method, page 4-31

— Populate the Local Username Database if Necessary, page 4-32
5. Applying Authentication Method Lists, page 4-33
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Securing Access to Privileged EXEC and Configuration Mode

Note

FiAY

Thefirst step isto secure access to privileged EXEC (enable) mode. Enable mode provides access to
configuration mode, which enables any type of configuration change to the Cisco AS5800. To secure
privileged EXEC mode access, use one of the following commands.

- Theenablepassword password command requiresthat network administrators enter a password to access
privileged EXEC mode. Do not provide access to users who are not administrators.

» The enable secret password command specifies a secret password that is encrypted, so that the password
cannot be read when crossing a network. After you issue this command, the encryption cannot be reversed.

The enabl e secret password takes precedence over the enable password when it exists. The same
password cannot be used for both commands. You can view the encrypted version of the enable secret
password using the show running-config or show startup-config commands. (The encrypted version
of the password is noted with * in the following example.)

5800- 1(confi g) # show runni ng-config
Usi ng 1899 out of 126968 bytes
|

Version x AA

!
host name 5800- 1
|

enabl e secret 5 $1$60L4$X2JYOwDcO. kgall 00/ w8/ *

For more information about the enable password and enable secret commands and their
complete syntax, refer to the security command reference for your Cisco 10Sreleasein the
Cisco 10S configuration guides and command references documentation.

Caution

Note

If you use the enable secret command and specify an encryption type, you must enter the
encrypted version of aspecific password. Do not enter the cleartext version of the password
after specifying an encryption type, otherwise you will be locked out of privileged EXEC
(enable) mode. To regain access to privileged EXEC mode, erase the contents of NVRAM
and your entire configuration, and reconfigure the Cisco A S5800.

The enabl e secret password overrides the enable password.

The following global configuration commands provide an encrypted password using enable secret.
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Stepl  Enter thecleartext password used to gain accessto privileged EXEC mode. Do not specify an encryption
type.

5800- 1(confi g)# enabl e secret password
5800-1(config)#

Step2  Typethe exit command to exit out of global configuration mode.

5800- 1(confi g)# exit
5800- 1#

Step3  Enter the show running-config command to view the encrypted version of the cleartext password that
was entered in Step 1. The encrypted password is noted with **.

5800- 1# show runni ng-config
Bui I di ng configuration...

Current configuration:

!

version x AA

! some of the configuration skipped

enabl e secret 5 $1$h7dd$VTNs4. BAf QMUUOLr vwe570* *
! the rest of the configuration skipped

Note  Encryption type 5 isthe only valid encryption type for enabl e secret.

Step4  Type Ctrl-Z to return to privileged EXEC mode.

5800- 1(config)# Cirl-Z
5800- 1#

Step5  Save changes.
5800- 1# copy runni ng-config startup-config

You can also specify additional protection for privileged EXEC mode, including the following:
- Privilege levels for Cisco 10S software commands

- Privileged EXEC passwords for different privilege levels

- Privilege levels for specific lines on the Cisco AS5800

» Encrypt passwords using service passwor d-encryption

For more information about these security tools, refer to the security configuration guide for your
Cisco 10S release in the Cisco 10S configuration guides and command references documentation.

Communicating Between the Access and Security Servers

This section describes the Cisco 10S software commands that enabl e the Cisco A S5800 to communicate
with a security server. This procedure is similar for communicating with TACACS+ and RADIUS
servers, and the following sections describe the process.

If you are using aremote security server for authentication and authorization, you must configure the
security server before performing the tasks described in this section. TACACS+ Security Examples, page
4-38 shows typical TACACS+ and RADIUS server entries corresponding to the Cisco AS5800 security
configurations.

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
m. poc-7810814= |



| Chapter4  Administration

Access Service Security W

Communicating with a TACACS+ Server

Step 1

Step 2

Step 3

Step 4

The following global configuration commands enable communication between the TACACS+ security
(database) server and the Cisco A S5800.

Specify the |P address or the host name of the remote TACACS+ server host. This host istypically a
UNIX or NT system running TACACS+ software.

5800- 1(config)# tacacs-server host {hostnane | ip-address}

Specify a shared secret text string used between the Cisco AS5800 and the TACACS+ server. The
Cisco AS5800 and TACACS+ server use this text string to encrypt passwords and exchange responses.

5800- 1(confi g) # tacacs-server key shared-secret-text-string

Type Ctrl-Z to return to privileged EXEC mode.

5800- 1(config)# Cirl-Z
5800- 1#

Save your changes when ready.
5800- 1# copy runni ng-config startup-config

For example, to enable the remote TACACS+ server to communicate with the Cisco AS5800, enter the
commands as follows:
5800- 1# configure term nal

5800-1(config)# tacacs-server host alcatraz
5800-1(confi g)# tacacs-server key abra2cad

The host name of the TACACS+ server in the previous example is alcatraz. The key in the previous
example (abra2cad) is the encryption key shared between the TACACS+ server and the Cisco AS5800.
Substitute your own TACACS+ server host name and password for those shown.

For more information about these commands, refer to the security command reference for your
Cisco 10S release, which is part of the Cisco 10S configuration guides and command references
documentation.
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Configuring Authentication on a TACACS+ Server

FiAY

On most TACACS+ security servers, there are three ways to authenticate a user for login:

Include a cleartext (DES) password for a user or for ausers group (each user can belong to only one
group). Note that CHAP and global user authentication must be specified in cleartext.

The following is the configuration for global authentication:

user = birdman {global = cleartext “birdman gl obal password”}

To assign different passwords for CHAP, and a normal login, you must enter a string for each user.
Each string must specify the security protocols, state whether the password is cleartext, and specify
if the authentication is performed with a DES card. The following example shows a user aaaa, who
has authentication configured for CHAP and login. The users CHAP password, “ chap password,” is
shown in cleartext and the login password has been encrypted.

user = aaaa

chap = cleartext “chap password”
I ogin des XQ 4892fj k}

Use password (5) files instead of entering the password into the configuration file directly.

The default authentication is to deny authentication. You can change this at the top level of the
configuration file to have the default use passwd(5) file, by issuing the following command:

default authentication = /etc/passwd

Authenticate using an s/key. If you have built and linked in an s/lkey library and compiled
TACACS+ to use the s’key, you can specify that a user be authenticated using the s'key, as shown
in the following example:

user= bbbb {l ogin = skey}
On the Cisco AS5800, configure authentication on al linesincluding the VTY and Console lines by
entering the following commands:

5800- 1# configure term nal
5800- 1(confi g) # aaa new nodel
5800-1(confi g)# aaa authentication |login default tacacs+ enable

Caution

When you issue the aaa authentication login default tacacs+ enable command, you are
specifying that if your TACACS+ server fails to respond (because it is set up incorrectly),
you can log in to the Cisco AS5800 by using your enable password. If you do not have an
enable password set on the Cisco AS5800, you will not be able to log in until you have a
functioning TACACS+ daemon configured with user names and passwords. The enable
password in this case is a last-resort authentication method. You can also specify none as
the last-resort method, which means that no authentication isrequired if all other methods
have failed.
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Enabling AAA Globally

FiAY

To use the AAA security facility in the Cisco |OS software, you must issue the aaa new-model
command from global configuration mode.

When you issue the aaa new-model command, all lines on the Cisco AS5800 receive the implicit
login authentication default method list, and all interfaces with PPP enabled have an implicit
ppp authentication pap default method list applied.

Caution

Note

If you authenticate users by a security server, do not inadvertently lock yourself out of the
Cisco AS5800 ports after you issue the aaa new-model command. Enter line configuration
mode and issue the aaa authentication login default tacacs+ enable global configuration
command. This command specifies that if your TACACS+ (or RADIUS) server is not
functioning properly, you can enter your enable password to log in to the Cisco AS5800.
In general, verify that you have alast-resort access method before you are certain that your
security server is set up and functioning properly. For more information about the

aaa authentication command, refer to the “ Defining Authentication M ethod Lists” section
on page 4-29.

Cisco recommends that you use CHAP authentication with PPP, rather than PAP. CHAP
passwords are encrypted when they cross the network, whereas PAP passwords are
cleartext when they cross the network. The Cisco 10S software selects PAP as the default,
so you must manually select CHAP. The process for specifying CHAP is described in
Applying Authentication Method Lists, page 4-33.

5800- 1# configure term nal
5800- 1(confi g) # aaa new nodel

Defining Authentication Method Lists

After you enable AAA globally on the Cisco AS5800, you need to define authentication method lists,
which you then apply to lines and interfaces. These authentication method lists are security profilesthat
indicate the protocol (PPP) or login and authentication method (TACACS+, RADIUS, or local
authentication).

To define an authentication method list:
1. Issue the aaa authentication command.
2. Specify protocol (PPP) or login authentication.

3. ldentify alist name or default. A list name is any aphanumeric string you choose. You assign
different authentication methods to different named lists.

4. Specify the authentication method. You can specify multiple methods, such as tacacs+, followed by
local if a TACACS+ server is not available on the network.

5. Populate the local username database if you specified local as the authentication method (or one of
the authentication methods). To use alocal username database, you must issue the user name global
configuration command. Refer to the “ Populate the L ocal Username Database if Necessary” section
on page 4-32.

After defining these authentication method lists, apply them to your interfaces (synchronous or
asynchronous) configured for PPP.
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Refer to the “Applying Authentication Method Lists’ section on page 4-33 for information about
applying these lists.

Issue the aaa authentication Command

To define an authentication method list, enter the aaa authentication global configuration command, as
shown in the following example:

5800- 1# configure term nal
5800- 1(confi g)# aaa authentication

Specify Protocol or Login Authentication

Identify a List Name

After you enter aaa authentication, you must specify one of the following dial-in protocols as
applicable for your network:

» If you are enabling dial-in PPP access, specify ppp.
» If you are enabling users to connect to the EXEC facility, specify login.

You can specify only one dial-in protocol per authentication method list; however, you can create
multi ple authentication method lists with each of these options. You must give each list adifferent name,
as described in Identify aList Name, page 4-30.

If you specify the ppp option, the default authentication method for PPP is PAP. For greater security,
specify CHAP. The full command is aaa authentication ppp chap.

For example, if you specify PPP authentication, the configuration looks like this:

5800- 1# configure term nal
5800-1(confi g)# aaa authentication ppp

A list name identifies each authentication list. You can choose either to use the keyword default, or
choose any other name that describes the authentication list. For example, you name it ppp-radiusif you
intend to apply it to interfaces configured for PPP and RADIUS authentication. The list name can be any
alphanumeric string. Use default as the list name for most lines and interfaces, and use different names
on an exception basis.

You can create different authentication method lists and apply them to lines and interfaces selectively.
You can even create a named authentication method list that you do not apply to aline or interface, but
which you intend to apply at some later point, such as when you deploy a new log-in method for users.

After you define alist name, you must identify additional security attributes (such aslocal authentication
versus TACACS+ or RADIUS).

In the following example, the default authentication method list for PPP dial-in clients uses the local
security database:

5800- 1# configure term nal

5800- 1(confi g)# aaa authentication ppp default

In the following example, the PPP authentication method list name is insecure:
5800- 1# configure term nal

5800- 1(confi g)# aaa authentication ppp insecure

In the following example, the login authentication method list name is deveng:

5800- 1# configure term nal
5800- 1(confi g)# aaa authentication |ogin deveng
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Specify the Authentication Method

Step 1
Step 2

Step 3

Step 4

Step 5

2]

After you identify alist name, you must specify an authentication method to identify how userswill be
authenticated. Authentication methods are defined with optional keywords in the aaa authentication
command.

The following global configuration commands configure authentication methods for PPP.

Configure for AAA.

5800- 1( confi g) # aaa new nodel

Create alocal authentication list. Methods include if-needed, krb5, local, none, radius, tacacs+.
5800-1(config)# aaa authentication ppp{default | Iist-nane} methodl [ nmethod2]

Apply the authentication list to aline or set of lines.

5800-1(config)# ppp authentication {chap| pap| chap pap | pap chap} [if-needed]
{default | list-name} [callin]

Type Ctrl-Z to return to privileged EXEC mode.

5800-1(config)# Cirl-Z

5800- 1#

Save your changes when ready.

5800- 1# copy runni ng-config startup-config

The keyword list-name is any character string used to name the list you are creating. The keyword
method refers to the actual method the authentication algorithm tries. The additional methods of
authentication are used only if the previous method returns an error, not if it fails. To specify that the
authentication should succeed even if all methods return an error, specify none as the final method in
the command line.

Timesaver

If you are not sure whether you should use TACACS+ or RADIUS, consider the following:
TACACS+ encrypts the entire payload of packets passed across the network, whereas
RADIUS only encrypts the password when it crosses the network. TACACS+ can query
the security server multiple times, whereas a RADIUS server gives one response only and
is not as flexible regarding per-user authentication and authorization attempts.

You can specify multiple authentication methods for each authentication list. The following
authentication method example for PPP first queries a TACACS+ server, then a RADIUS server, then
the local security database. Multiple authentication methods can be useful if you have multiple types of
security servers on the network, and one or more types of security server do not respond.

5800- 1(confi g)# aaa authentication ppp testbed tacacs+ radius |ocal

If you specify more than one authentication method and the first method (TACACS+ in the previous
example) is not available, the Cisco |0S software attempts to authenticate using the next method (such
as RADIUS). If, in the previous example, the RADIUS server has no information about the user, or if
no RADIUS server can be found, the user is authenticated using the local username database that was
populated with the username command.
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If authentication fails using the first method listed, the Cisco | OS software does not permit access. It
does not attempt to authenticate using the subsequent security methods if the user entered the incorrect
password.

Populate the Local Username Database if Necessary

Note

If you specify local asthe security method, you must specify username profiles for each user who might
log in. An example of specifying local authentication is as follows:

5800- 1(confi g)# aaa authentication |ogin deveng | ocal

This command specifies that anytime a user attempts to log in to aline on an Cisco AS5800, the
Cisco | OS software checks the username database. To create alocal username database, define username
profiles using the username global configuration command.

The following exampl e shows how to use the username command and password:

5800- 1(confi g) # usernane usernane password password

The show running-config command shows the encrypted version of the password, as follows:

5800- 1# show runni ng-config
Bui I di ng configuration...

Current configuration:

!

version x AA

I nost of config omitted

username xxx password 7 0215055500070C294D

The Cisco 10S software adds the encryption type of 7 automatically for passwords. If you
were to manually enter the number 7 to represent an encryption type, you must follow the
7 with the encrypted version of the password. If you specify the number 7, enter a cleartext
password, the user will not have access to the line, interface, or the network the user is
trying to access, and you must reconfigure the users authentication profile.

Authentication Method List Examples

This section includes authentication method list examples for:
» UsersLogging In to the Cisco AS5800
- UsersDialing In Using PPP

Users Logging In to the Cisco AS5800

The following example creates a local authentication list for users logging in to any line on the
Cisco AS5800:

5800-1(config)# aaa authentication login default I|ocal

Thefollowing example specifies|ogin authentication using RADIUS (the RADIUS daemon is polled for
authentication profiles):

5800- 1(confi g)# aaa authentication |ogin default radius

The following exampl e specifies login authentication using TACACS+ (the TACACS+ daemon is
polled for authentication profiles):

5800-1(config)# aaa authentication login default tacacs+
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Users Dialing In Using PPP

The following example creates a TACACS+ authentication list for users connecting to interfaces
configured for dial-in using PPP. The name of the list is marketing. This example specifies that aremote
TACACS+ daemon be used as the security database. If this security database is not available, the
Cisco 10S software then polls the RADIUS daemon. Users are not authenticated if they are already
authenticated ona TTY line.

5800- 1(confi g)# aaa authentication ppp marketing if-needed tacacs+ radius

In this example, default can be substituted for marketing if the administrator wants this list to be the
default list.

Applying Authentication Method Lists

Asdescribed in Defining Authentication Method Lists, page 4-29, the aaa authentication global
configuration command creates authentication method lists or profiles. You apply these authentication
method liststo lines or interfaces by issuing the login authentication or ppp authentication command,
as described in Table 4-5.

Table 4-5 Line and Interface Authentication Method Lists

Interface and Line Port to Which Listls |Corresponding Global
Command Action Applied Configuration Command
login authentication Logs directly in to the Cisco AS5800 |Consoleportor VTY |aaa authentication login
lines
ppp authentication® Uses PPP to access |P or IPX network |Interface aaa authentication ppp
resources

1. If youissued the ppp authentication command, you must specify either CHAP or PAP authentication. PAP is enabled by default, but Cisco recommends
that you use CHAP because CHAP is more secure. For more information, refer to the security configuration guide for your Cisco |0S release, which is
part of the Cisco |OS configuration guides and command references documentation.

You can create more than one authentication list or profile for login and protocol authentication and
apply them to different lines or interfaces. The following examples show the line or interface
authentication commands that correspond to the aaa authentication global configuration command.

Login Authentication Example

The following example shows the default log-in authentication list applied to the console port and the
default virtual terminal (VTY) lines on the Cisco A S5800:

5800-1(config)# aaa authentication login default I|ocal
5800-1(config)# line console O

5800-1(config-line)# login authentication default
5800-1(config-line)# line vty 0 69
5800-1(config-line)# login authentication default
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In the following example, the login authentication list named rtp2-office, which uses RADIUS
authentication, is created. It is applied to all 54 lines on an configured with a channelized T1 PRI card,
including the console (CTY) port, the 48 physical asynchronous (TTY) lines, the auxiliary (AUX) port,
and 69 virtual terminal (VTY) lines:

5800- 1(confi g)# aaa authentication login rtp2-office radius

5800-1(config)# line O 118
5800-1(config-line)# |l ogin authentication rtp2-office

The following sample output shows lines and their status on the Cisco A S5800.
5800- 1# show |ine

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns
* 0 CTY - - - - - 0 0 0/0
I 1 TTY 115200/115200 - inout - - - 0 0 0/0
I 2 TTY 115200/ 115200 - inout - - - 0 0 0/0
| 48 TTY 115200/115200 - inout - - - 0 0 0/0
49 AUX  9600/9600 - - - - - 0 0 0/0
50 VTY - - - - - 0 0 0/0
51 VTY - - - - - 0 0 0/0
52 VTY - - - - - 0 0 0/0
53 VTY - - - - - 0 0 0/0
54 VTY - - - - - 0 0 0/0

PPP Authentication Example

The following exampl e creates the PPP authentication list marketing, which uses TACACS+, and
RADIUS authentication. The list marketing requires authentication only if the user has not been
authenticated on another line. It is then applied to asynchronous lines 1-48 on a Cisco AS5800 and uses
CHAP authentication, instead of the default of PAP.

5800- 1(confi g)# aaa authentication ppp marketing if-needed tacacs+ radius

5800-1(config)# line shelf/slot/1 shelf/slot/48
5800-1(config-line)# ppp authentication chap marketing

TACACS+ Authorization

You can configure the Cisco AS5800 to restrict user access to the network so that users can only perform
certain functions after successful authentication. Aswith authentication, authorization can be used with
either alocal or remote security database. This guide describes only remote security server
authorization.

A typical configuration often uses the EXEC facility and network authorization. EXEC authorization
restricts access to the EXEC, and network authorization restricts access to network services, including
PPP.

Authorization must be configured on both the Cisco AS5800 and the security daemon. The default
authorization is different on the Cisco AS5800 and the security server:

» By default, the Cisco AS5800 permitsaccess for every user until you configure the system to make
authorization requests to the daemon.

- By default, the daemon denies authorization of anything that is not explicitly permitted. Therefore,
you have to explicitly allow all per-user attributes on the security server.
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Timesaver

If authentication has not been set up for a user, per-user authorization attributes are not
enabled for that user. That is, if you want a user to obtain authorization before gaining
access to network resources, you must first require that the user provide authentication. For
example, if you want to specify the aaa authorization network tacacs+ (or radius)
command, you must first specify theaaa authentication { ppp} default if-needed tacacs+
(or radius) command.

Configuring Authorization on the Security Server

You typically have the three following methods for configuring default authorization on the security

server:

- To override the default denial or authorization from a nonexistent user, specify authorization at the
top level of the configuration file:

default authorization = permt

« At theuser level, inside the braces of the user declaration, the default for a user who does not have
aservice or command explicitly authorized is to deny that service or command. To permit it:

default service = permt

- At the service authorization level, arguments are processed according to the following algorithm:
For each AV pair sent from the Cisco AS5800, the following process occurs:

a.

If the AV pair from the Cisco AS5800 is mandatory, ook for an exact match in the daemons
mandatory list. If found, add the AV pair to the output.

If an exact match does not exist, look in the daemons optional list for the first attribute match.
If found, add the Cisco AS5800 AV pair to the output.

If no attribute match exists, deny the command if the default isto deny. If the default is permit,
add the Cisco AS5800 AV pair to the output.

If the AV pair from the Cisco AS5800 is optional, look for an exact attribute, value match in
the mandatory list. If found, add the daemons AV pair to output.

If not found, look for the first attribute match in the mandatory list. If found, add daemons AV
pair to output.

If no mandatory match exists, look for an exact attribute, value pair match among the daemons
optional AV pairs. If found, add the daemons matching AV pair to the output.

If no exact match exists, locate the first attribute match among the daemons optional AV pairs.
If found, add the daemons matching AV pair to the output.

If no match isfound, delete the AV pair if default is deny. If the default is permit, add the
Cisco AS5800 AV pair to the output.

If there is no attribute match already in the output list after all AV pairs have been processed
for each mandatory daemon AV pair, add the AV pair. Add only one AV pair for each
mandatory attribute.
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Configuring Authorization (Network or EXEC)

The following global configuration commands configure network and EXEC authorization.

Stepl  Prevents unauthorized users from accessing network resources.

5800- 1(confi g)# aaa authorization network

Step2  Prevents users from logging in to the privileged EXEC facility.

5800- 1(confi g)# aaa aut horization exec

Step3  Type Ctrl-Z to return to privileged EXEC mode.
5800- 1(config)# Ctrl-Z
5800- 1#

Step4  Save your changes when ready.
5800- 1# copy runni ng-config startup-config

Note  You can also require authorization before a user can issue specific commands by using the
aaa authorization command. For more information, refer to the security configuration
guide for your Cisco |OS release, which is part of the Cisco 10S configuration guides and
command references.

Specifying an Authorization Method

Authorization methods are defined as optional keywords in the aaa authorization command. The
following global configuration command configure both network and EXEC AAA authorization.
Table 4-5 defines authorization methods.

Stepl  Prevents unauthorized users from accessing network resources.

5800-1(config)# aaa authorization {if-authenticated | local | none | radius | tacacs+}

Step2  Type Ctrl-Z to return to privileged EXEC mode.

5800- 1(config)# Cirl-Z
5800- 1#

Step3  Save your changes when ready.

5800- 1# copy runni ng-config startup-config
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Table 4-6  Authorization Methods

Authorization Methods |Purpose

if-authenticated User is authorized if already authenticated.

local Usesthelocal database for authorization. Thelocal databaseis created using
the username privilege command to assign usersto a privilege level from
0 to 15, and the privilege level command to assign commands to these
different levels.

none Authorization always succeeds.
radius Uses RADIUS authorization as defined on a RADIUS server.
tacacs+ Uses TACACS+ authorization as defined on a TACACS+ server.

Specifying Authorization Parameters on a TACACS+ Server

When you configure authorization, you must ensure that the parameters established on the
Cisco AS5800 correspond with those set on the TACACS+ server.

Authorization Examples

Thefollowing example uses a TACACS+ server to authorize the use of network services, including PPP.
If the TACACS+ server is not available or has no information about a user, no authorization is
performed, and the user can use all network services.

5800- 1(confi g)# aaa authorization network tacacs+ none

The following example permits the user to run the EXEC processif the user is authenticated. If the user
is not authenticated, the Cisco |0S software defersto a RADIUS server for authorization information.

5800-1(confi g)# aaa authorization exec if-authenticated radius

The following example configures network authorization. If the TACACS+ server does not respond or
has no information about the username being authorized, the RADIUS server is polled for authorization
information for the user. If the RADIUS server does not respond, the user still can access all network
resources without authorization requirements.

5800- 1(confi g)# aaa authorization network tacacs+ radi us none

| Dpoc-7810814=
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TACACS+ Security Examples

The following examples show complete security configuration components of a configuration file on a
Cisco AS5800. Each exampl e shows authentication and authorization.

Local TACACS+ Security Example

The following sample configuration uses AAA to configure default authentication using alocal security
database on the Cisco AS5800. All lines and interfaces have the default authentication lists applied.
Users aaaa, bbbb, and cccc have been assigned privilege level 7. This prevents them from issuing ppp
and slip commands because these commands have been assigned to privilege level 8.

aaa new nodel

aaa authentication login default |oca

aaa authentication arap default |oca

aaa authentication ppp default |oca

aaa authorization exec |oca

aaa authorization network |oca

aaa aut hori zation

|

usernanme aaaa privilege exec level 7 privilege network | evel 8 password 7 095E470B1110
usernane bbbb privil ege network | evel 7 password 7 0215055500070C294D
usernanme cccc privilege network level 7 password 7 095E4F10140A1916

|

privilege exec | evel 8 ppp

privilege exec level 8 slip

line console 0O

I ogi n authentication default
|

line 2/2/0 2/2/47

interface G oup-Asyncl

ppp aut hentication chap defaul t
group-range 2/2/0 2/2/47

The following configuration displays the sign-on dialog from aremote PC:

at dt 5551234

CONNECT 14400/ ARQ V32/ LAPM V42BI S
User Access Verification

User nane: usernane

Password: password

5800- 1> enabl e

Password: password

5800- 1#

TACACS+ Security Example for Login and PPP

The following example shows how to create and apply the following authentication lists:

» A TACACS+ server named AAA is polled for authentication information (so you do not need to
define alocal username database). The shared key between the Cisco AS5800 and the TACACS+
security server is 007.

» A login authentication list named rtp-office is created, then applied to the console port.

» A PPPauthentication list named marketing is created, and applied to group async interface O, which
includes asynchronous interfaces 2/2/0 to 2/2/47.
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The authentication method lists used in this example use names other than default.
However, you generally specify default asthe list name for most lines and interfaces, and
apply different named lists on an exception basis. These names are used only for illustrative
purposes.

host nane 5800- 1

|

tacacs-server host aaa

tacacs-server key 007

!

aaa authentication login rtp-office tacacs+
aaa authentication ppp marketing if-needed tacacs+
!

i ne consol e0

I ogin authentication rtp-office

!

tacacs-server host aaa

tacacs-server key 007

!

aaa authentication login rtp-office tacacs+
aaa authentication ppp marketing if-needed tacacs+
!

I'ine consol e0

I ogin authentication rtp-office

!

interface group-asyncO

ppp aut hentication chap narketing
group-range 2/2/0 2/2/47

|

line 2/2/0 2/2/47

The following example shows how to create the following authentication lists:

» A RADIUS server named AAA is polled for authentication information (so you do not need to
define alocal username database). The shared key between the Cisco AS5800 and the RADIUS
security server is 007.

» A login authentication list named fly is created, then applied to all lines that users can log in to,
except the console port. In this example, the console port is physically secure and does not need
password protection. The Cisco AS5800 is locked in acloset and secured behind a deadbolt lock.
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» A PPP authentication list itsmeis created, then applied to group async interface 6, that includes
asynchronous interfaces 2/2/0 to 2/2/47. The more secure CHAP authentication is used over PAP.

radi us-server host aaa

radi us-server key 007

!

privilege exec |level 14 configure
privilege exec |level 14 reload
privil ege exec | evel 8 ppp

!

aaa authentication login fly radius
aaa authentication ppp itsme if-needed radius
aaa authorization network radius
aaa authorization exec radius

!

line 2/1/0 2/1/53

login authentication fly

!

interface group-async6

ppp aut hentication chap itsne
group-range 2/2/0 2/2/47
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Maintenance

This chapter provides hardware replacement, system debugging, and troubl eshooting procedures.

Replacement Procedures

This section provides detail ed replacement procedures for the Cisco AS5800 field-replaceable units
(FRUs) and covers the following areas:

Powering Off the Access Server, page 5-2

Replacing a DC Power Entry Module, page 5-4

Replacing a Filter Module, page 5-8

Replacing an AC-Input Power Supply, page 5-13

Replacing a Dial-Shelf Controller Card, page 5-15
Replacing a Flash Memory Card, page 5-22

Replacing the Blower Assembly, page 5-25

Replacing a Dial-Shelf Interconnect Port Adapter, page 5-27
Replacing the Backplane Modul e, page 5-32

Note  Instructions for replacing the router-shelf components are included in the Cisco 7206
Installation and Configuration Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/core/ 7206/t

Instructions for rack-mounting the AC-input power shelf and for replacing an AC-input
power supply are included in the Cisco AS5800 Access Server Hardware Installation
Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/ass800/hw _inst/.
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Powering Off the Access Server

Some procedures in this section require you to power off the access server. See this section when
appropriate.
Powering off the access server involves removing power from the following components:

- Router shelf

- Dial shelf

= AC-input power shelf, if applicable

"\

Warning Before working on equipment that is connected to power lines, remove jewelry
(including rings, necklaces, and watches). Metal objects will heat up when connected
to power and ground and can cause serious burns or weld the metal object to the
terminals.

Stepl  Power OFF (O) the power switches located on the router-shelf rear panel.

Figure 5-1 Router-Shelf Power Switches
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Step2  Power OFF (O) the power switches located on each dial-shelf PEM front panel. (See Figure 5-2.)

Figure 5-2  Dial-Shelf Power Switches on the PEMs
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Step3  If you are using the optional AC-input power shelf, power OFF (O) the power switches located on the
AC-input power shelf front panel. (See Figure 5-3.)

Step4  Power OFF the central office main circuit breaker for the chassis.

Figure 5-3  AC-Input Power Shelf
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Replacing a DC Power Entry Module

This section explains how to remove and replace the power entry modules (PEMs) in the dial-shelf
chassis.

N

Note  The color coding of the DC-input power supply leads depends on the color coding of the
DC power source at your site. Typically, green or green/yellow is used for ground, black
isused for +48V (return), and red or white is used for —48V. Verify that the lead color
coding for the DC-input power supply matches the color coding at the DC power source.

Tools and Parts Required

To replace a PEM you need the following items:
« New PEM (DS5814-DC-PEM=)

- 6 American Wire Gauge (AWG), or 10 mm?, cable rated for at least 140° F (60° C) (for new
DC-input power supply installations)

» Standard wire stripper

= No. 2 Phillips screwdriver

e 1/4-in. flat-blade screwdriver
- ESD-preventive wrist strap

Removing a Power Entry Module

This section explains how to remove and replace the PEMs in the dial-shelf chassis.

Py

Warning  Before completing any of the following steps, and to prevent short-circuit or shock
hazards, ensure that power is removed from the DC-input or optional AC-input circuit. To
ensure that all power is OFF, locate the circuit breaker on the panel board that services
the DC-input or optional AC-input circuit, switch the circuit breaker to the OFF (0)
position, and tape the switch handle of the circuit breaker in the OFF (O) position.

Py

Warning  When installing the unit, the ground connection must always be made first and
disconnected last.

FiAY

Caution  If your system requires the AC-input power shelf for AC-to-DC conversion, you should
schedule a time for system maintenance and replace the PEM at that time.

The following procedure for hot-swapping a PEM assumes you are not using the optional AC-input
power shelf, and that each PEM in your dial shelf is connected to a separate DC power source. If you
are removing and replacing a PEM in an AC-configured system, you must perform the replacement
during a scheduled maintenance time and power off the entire system.
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Warning Before working on equipment that is connected to power lines, remove jewelry
(including rings, necklaces, and watches). Metal objects will heat up when connected
to power and ground and can cause serious burns or weld the metal object to the
terminals.

To remove a PEM, complete the following steps:

Stepl  Power OFF the central office circuit breaker connected to the PEM you are removing and tape the switch
in the OFF position.

Step2  Attach an ESD-preventive wrist strap between you and an unpainted chassis surface.

Step3  Power OFF the power switch located on the PEM front panel. (See Figure 5-4.)

Caution ~ Terminal blocks may be energized. Ensure that the power source circuit breaker is
disconnected and the PEM power switch isin the OFF (O) position before accessing
terminals.

Figure 5-4 PEM Front Panel
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Step4  Using a 1/4-in. flat-blade screwdriver, disconnect the DC cables from the DC-input power terminal
block. (See Figure 5-4.)
Step5  Unplug the alarm cable from the bell alarm terminal block. (See Figure 5-4.)
Step6  Using a 1/4-in. flat-blade screwdriver, loosen the captive screws on the PEM front panel.
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Step7  Grasp the handle and carefully pull the PEM from the backplane connectors using a gentle rocking
motion; then remove the PEM from the DC power supply chassis. (See Figure 5-5.)

Figure 5-5 Removing and Replacing a PEM
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This completes the PEM removal process. Continue with Replacing the Power Entry Module, page 5-6.

Replacing the Power Entry Module

Toinstall anew PEM, completethefollowing steps. (See Figure 5-5to locate the PEMsin the dial shelf.)

Stepl  Grasp the PEM handle and carefully align the PEM with the DC-input power supply bay.

Step2  Slide the PEM into the power supply bay until it is fully seated and connected to the backplane
connectors.

Step3  Using a 1/4-in. flat-blade screwdriver, tighten the captive screws on the PEM front panel.
Step4  Plug the alarm cables into the bell alarm terminal block. (See Figure 5-5.)

This compl etes the procedure for replacing a PEM in the dial shelf. To connect the PEM power cables
and power on the PEM, continue with section “Connecting to Your DC Power Source.”

Note  If you are connecting to an AC power source, continue with section “Connecting to an AC
Power Source.”
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Connecting to Your DC Power Source

Step 1

Step 2
Step 3

If your site has access to a DC power source, you heed to provide your own DC power cables. In the
United States you need to use 6 AWG stranded or solid copper wire; elsewhere use 16 mm? solid or
10 mm? stranded copper wire.

To reconnect the PEM to your DC-input power source, complete the following steps:

Locatethe DC terminal block located on the dial-shelf PEM front panel and |loosen the connector screws
using a 1/4-in. flat-blade screwdriver. (See Figure 5-6.)

Strip the DC power cable of its outer insulation to expose about 1/2-in. of copper wire.

Connect the power cable stripped wires to the DC terminal block on the PEM and securely tighten the
terminal block connector screws. (See Figure 5-6.)

Figure 5-6  Power Entry Module (PEM) DC Terminal Block
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Connect the other end of your DC power cables to your DC power source.
Repeat Step 1 through Step 4 to connect your DC power cables to the second PEM.

If the two DC conductors entering the PEM terminal block are reversed, ayellow warning
LED on the PEM lights to indicate a miswire. No damage will occur; however, you must
power OFF the power at the source and reverse the connections.
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Step6  Power ON the central office circuit breaker connected to the PEM you are replacing.
Step7  Power ON (|) the power switch located on the PEM front panel. (See Figure 5-4.)

This compl etes the procedure for replacing a PEM and connecting to your DC power source. Continue
with section “Verifying and Troubleshooting the Installation” on page 8 for installation troubleshooting
tips.

Connecting to an AC Power Source

If you are using the optional AC-input power shelf, you cannot remove and replace a PEM while the
system is powered on.

FiAY

Caution  If your system requires the AC-input power shelf for AC-to-DC conversion, you should
schedul e a time for system maintenance and replace the PEM at that time. See the
“Replacing an AC-Input Power Supply” section on page 5-13 for installation and
replacement instructions.

Verifying and Troubleshooting the Installation

To complete the installation, verify that the power supply LEDs operate properly and that you have
wired the DC-input connections correctly. Each PEM contains two LEDs on the front panel - POWER
and MISWIRE. (See Figure 5-4.)

- Verify that the power LED ison.

If neither the power nor the miswire LED is on, check the voltage at the DC-input terminal block.
If the voltage reading falls between —40 and —60 VDC, replace the PEM.

» Verify that the miswire LED remains off.

If the miswire LED is on, the two DC conductors entering the PEM DC-input terminal block are
reversed. Power OFF power at the source and reverse the connections.

This compl etes the procedures for installing and troubleshooting a power entry module. To verify that
the PEM is properly installed, refer to the Cisco AS5800 Access Server Hardware I nstallation Guide,
available online at

http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/ass800/hw _inst/

Replacing a Filter Module

The Cisco AS5800 is equipped with a passive DC power filter, which contains a broadband

el ectromagnetic interference (EMI) filter and circuitry for monitoring power cominginto the Cisco 5814
dial shelf. The DC power filter is housed in the filter module, which resides in the dial shelf between the
two power entry modules (PEMs).
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Tools and Parts Required

To remove and replace the filter module you need the following parts and tools:
- A new filter module (DS5814-DC-FLT=)
e 1/4-in. flat-blade screwdriver
- ESD-preventive wrist strap
» An antistatic bag to return the old filter module

For additional equipment, contact a service representative for ordering information.

Removing a Filter Module

This procedure is ideally performed during a scheduled maintenance time. If not, you must first power
off the dial shelf as follows:

Stepl  Power OFF (O) the power switch located on each dial-shelf PEM front panel. (See Figure 5-7.)

Figure 5-7  Dial-Shelf Power Switches on the PEMS
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Step2  If you are using the optional AC-input power shelf, power OFF (O) the power switches on the AC-input
power shelf front panel. (See Figure 5-8.)

Figure 5-8  AC-Input Power Shelf Power Switches
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To remove the filter module from the dial shelf, complete the following steps:

Stepl  Attach an ESD-preventive wrist strap between you and an unpainted chassis surface.
Step2  Ensure that both PEM power LEDs are off.
Step3  Using a 1/4-in. flat-blade screwdriver, loosen the captive screws on the filter module front panel.
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Step4  If you are using the optional AC-input power shelf, disconnect the monitor cable DB-9 connector from
the base of the filter module, as shown in Figure 5-9.

Figure 5-9  Filter Module Monitor Cable Connections
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Note  Figure 5-9 shows the location of the DB-9 connector, which is at the base of the
filter module. The safety cover normally covering the AC-input power shelf rear
panel has been removed to show the DB-25 connector, which you use to connect
the monitor cable from the filter module to the AC-input power shelf.

FiAY

Caution  Thefilter module weighs 5.5 |b (2.5 kg). Use both hands when removing or replacing the
filter module.
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Step5  Grasp the filter module handle and gently pull the filter module about halfway out of the dial-shelf
chassis. (See Figure 5-10.)

Figure 5-10 Removing and Replacing the Filter Module
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Step6  Holding the filter module handle with one hand, place your other hand under the module for support.
Step7  Pull the filter modul e from the dial-shelf chassis and placeit in an antistatic bag to return to the factory.

This compl etes the filter module removal process. Continue with Replacing the Filter Module.

Replacing the Filter Module

To replace the filter module, complete the following steps. When you are finished, use a Site L og sheet
to record service maintenance.

Stepl  Attach an ESD-preventive wrist strap between you and an unpainted chassis surface.

Step2  Using both hands, gently push the new filter module into the dial-shelf chassis until it connects firmly
with the backplane.

PiAN

Caution  When inserting the filter module, avoid unnecessary force, which can damage the
connectors.

Step3  Using a 1/4-in. flat-blade screwdriver, tighten the captive screws.
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Step 4

Step 5
Step 6
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If you are using the optional AC-input power shelf, connect the monitor cable DB-9 connector at the
base of the filter module and tighten the jackscrews. Verify that the DB-25 connector at the other end of
the cableis connected to the AC-input power shelf (see Figure 5-9). Power ON the AC-input power shelf.

Power ON ( |) the power switches located on each dial-shelf PEM front panel.

Note the service maintenance on your Site Log sheet.

This compl etes the procedure for removing and replacing the filter module.

Replacing an AC-Input Power Supply

The AC-input power shelf is an optional component of the Cisco AS5800 and is used to convert
AC-input power into DC-output power for the DC-powered Cisco 5814 dial shelf. The AC-input power
shelf contains two AC-input power supplies.

This section explains how to remove and replace an individual power supply in the power shelf.

Tools and Parts Required

To remove and replace an individual power supply you need the following tools and parts:
» AC power supply (DS58-AC-PWR=)
- ESD-preventive wrist strap

» If accessto the power supply bays is partially blocked by a power strip or other permanent rack
fixture, you need a 1/4-in., flat-blade screwdriver to temporarily detach the fixture from the
equi pment rack-mounting strips.

Removing and Replacing a Power Supply

PiAN

Use the following procedure if you are replacing afaulty power supply, or if you want to reduce the
weight of the power shelf before you install it in arack. If you do not want to remove power supplies
prior to rack-mounting the AC-input power shelf, skip this section and continue with the “ Replacing a
Dial-Shelf Controller Card” section on page 5-15.

The AC-input power shelf is configured with two power supplies. You can remove or replace one of the
power supplies without affecting system operation. When power is removed from one supply, the
redundant power feature causes the second power supply to ramp up to full power and maintain
uninterrupted system operation.

To remove a power supply, perform the following steps:

Caution

Step 1
Step 2

A single power supply weighs 14.5 1b (6.6 kg). Use both hands when removing or replacing
a power supply.

Attach an ESD-preventive wrist strap between you and an unpainted chassis surface.
Ensure that the power switch for the power supply you are removing is in the OFF (O) position.

| Dpoc-7810814=
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S

Note  Power supplies are numbered 1 and 2 from left to right in the power shelf.

Step3  Lift the metal spring-clip in the center of the gjector lever to release the lock. (The power supplies are
secured by self-locking gjector levers. (See Figure 5-11.)

Figure 5-11 Removing and Replacing a Power Supply
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Step4  Apply downward pressure to the ejector lever to disconnect the power supply from the power backplane.

Step5  Grasp the power supply handle and pull the power supply halfway out of the bay. Then with your other
hand under the power supply to support it, pull the power supply completely out of the bay.

To replace the power supply, follow these steps:

Stepl  Slidethe power supply into the power supply bay. Push the power supply fully into the power shelf until
the front is flush against the power shelf frame. To prevent damage to the backplane connector, do not
jam the power supply into the bay.

Step2  Push the self-locking ejector lever upward until the metal spring-clip locks into place (listen for the
click). (See Figure 5-11.)

This compl etes the power supply replacement procedure.
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Replacing a Dial-Shelf Controller Card

The dial-shelf controller (DSC) card serves as the interface between the dial shelf and the Cisco 7206
router shelf. This section lists tools and parts you need, and explains how to remove and replace a DSC
card in the Cisco 5814 dial-shelf chassis.

Tools and Parts Required
The following parts and tools are required to remove and replace the dial-shelf controller card. If you
need additional equipment, contact a service representative for ordering information.
» New DSC card (DS58-DSC=)
» Proprietary interconnect cable (CAB-DSIC-5= or CAB-DSIC-20=)
= No. 2 Phillips screwdriver
» TI1/E1 input cable (customer supplied)
» Console cable (customer supplied)
» Alarm cable (customer supplied)
- ESD-preventive wrist strap

Removing a Dial-Shelf Controller Card

FiAY

Caution ~ DSC cardsweigh 8.5 Ib (3.8 kg) each. Use both hands when removing or replacing a DSC
card (see Figure 5-13).

A

Warning Before working on equipment that is connected to power lines, remove jewelry
(including rings, necklaces, and watches). Metal objects will heat up when connected
to power and ground and can cause serious burns or weld the metal object to the
terminals.

FiAY

Caution  If your system is equipped with dual DSCs, Cisco recommends that you perform DSC card
replacements during low traffic periods.

Use the hw-module <shelf-id>/<slot-num> stop command to stop the backup DSC before
you remove the backup (slave) DSC.

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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Note

Step 1

FiAY

To remove a DSC, complete the following steps:

The power LED and MBus LED on the DSC card remain on until the card is disconnected
from the backplane.

Attach an ESD-preventive wrist strap between you and an unpainted chassis surface.

Caution

Step 2
Step 3

Step 4

PiAN

To prevent ESD damage, handle dial-shelf controller cards by ejector levers and carrier
edges only and use an ESD-preventive wrist strap or other grounding device.

Disconnect all cables connected to the DSC card front panel.

Using aNo. 2 Phillips screwdriver, loosen the two panel fasteners on the top and bottom of the DSC card
front panel. (See Figure 5-12.)

Figure 5-12 Using the Ejector Levers

Panel fastener

Grasp the top and bottom ejector levers (see Figure 5-12) and pull them away from the front panel to
disengage the DSC card from the backplane connectors.

Caution

Do not use the gjector levers as handles to carry the card. They are not designed to support
the weight of the card.

Jl_ Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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Step 5

Step 6

FiAY
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Carefully slide the DSC card partially out of the slot, until you can grasp the card front panel with one
hand. Place your other hand under the card to support it. (See Figure 5-13.)

Figure 5-13 Removing or Replacing a Dial-Shelf Controller Card
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)
Note  Use care when removing and installing feature cards and DSC cards to avoid

damage to the pin connectors. Only the feature cards and DSC cards should make
contact with the backplane connectors.

Pull the DSC card straight out of the slot. Avoid touching the circuitry or any connector pins.

Caution

PiAN

When inserting or removing the DSC card, avoid unnecessary force, which can damagethe
backplane connectors.

Caution

PiAN

Never allow anything other than the feature card or dial-shelf controller card connectors to
make contact with the backplane pins.

Caution

Never insert any foreign or metallic object into the dial-shelf chassis. Also, remove al
jewelry and watches prior to placing your hands inside the dial-shelf chassis.
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Replacing a Dial-Shelf Controller Card

FiAY

Caution

FiAY

DSC cards weigh 8.5 Ib (3.8 kg) each. Use two hands when removing or replacing a DSC
card. (See Figure 5-13.)

Caution

Note

FiAY

If your system is eguipped with dual DSCs, Cisco recommends that you perform DSC card
replacements during low traffic periods.

Use the hw-module <shelf-id>/<slot-num> stop command to stop the backup DSC before
you remove the backup (slave) DSC.

To replace adial-shelf controller card, complete the following steps:

The dial-shelf controller card can be installed in either slot 12 or slot 13; however, if you
install the replacement dial-shelf controller card in the slot that held the former DSC card,
this will accelerate the installation process.

Caution

Step 1

FiAY

Insertion or removal of a second DSC while thereis already an active DSC may result in
loss of calls.

Attach your ESD-preventive wrist strap between you and an unpainted chassis surface.

Caution

Step 2

Step 3

FiAY

To prevent ESD damage, handle DSC cards by ejector levers and carrier edges only and
use an ESD-preventive wrist strap or other grounding device.

Carefully align the DSC card carrier guides with the top and bottom groovesin the dial-shelf slot. Avoid
touching the circuitry or any connector pins.

Slide the replacement DSC card into the dial-shelf slot until the ejector levers make contact with the
chassis frame. (See Figure 5-13.)

Caution

Step 4

Step 5

FiAY

When inserting or removing the DSC card, avoid unnecessary force, which can damagethe
backplane connectors.

Seat the DSC card in the backplane by pushing the card firmly until the ejector leversfold in toward the
card front panel and the front panel is flush with the chassis frame.

Using a No. 2 Phillips screwdriver, tighten the panel fasteners. This secures the backplane connection
and ensures proper EMI shielding.

Caution

Always tighten the panel fasteners on DSC cards. These fasteners prevent accidental
removal and provide proper grounding for the system.
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Step 6

FiAY
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Install a blank filler card (part number DS58-BLANK=) in all empty dial-shelf card slots to keep the
chassis dust-free and to maintain proper airflow.

Caution

Note

Connecting the Cables

To prevent the overheating of internal components and maintain the proper flow of cooling
air across the cards, always install blank filler cardsin empty slots.

This compl etes the steps for removing and replacing a dial-shelf controller card. For information on
reconnecting the cables, see the “ Connecting the Cables” section on page 5-19.

If you install areplacement DSC card into the same dial-shelf slot as the card you just
removed, the system recognizes the existing hardware configuration. There is no need to
reconfigure the hardware. If you install the replacement DSC card in a different dial-shelf
slot, you must configure the hardware. See the “Configuring the Dial-Shelf Controller
Card” section on page 5-21.

The DSC card includes a dial-shelf interconnect cable that connects the card to the dial-shelf
interconnect port adapter in the Cisco 7206 router shelf. The connection between the DSC card and the
dial-shelf interconnect port adapter uses a single full-duplex interconnect cable. (See Figure 5-14.)

Figure 5-14 Dial-Shelf Interconnect Cable

Attaching the Dial-Shelf Interconnect Cable

Py

Warning

Step 1

Step 2
Step 3

Step 4

To connect the dial-shelf interconnect cable, complete the following steps:

Hazardous network voltages are present in WAN ports regardless of whether power to
the router is OFF or ON. To avoid electric shock, use caution when working near WAN
ports. When detaching cables, detach the end away from the router first.

Attach one end of your interconnect cable to the port labeled Dial Shelf Interconnect on the dial-shel f
controller card front panel.

Tighten the jackscrews on either side of the connector.

Attach the other end of your cable to the RJ-45 port on the interconnect port adapter in the Cisco 7206
router shelf.

Tighten the jackscrews on either side of the connector.
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PiAN

Caution  Never disconnect the interconnect cable while the system is operating (except when
replacing a redundant DSC card) because you will lose all calls.

Figure 5-15 Connecting the Dial-Shelf Interconnect Cable
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Warning  The ports labeled Network clock, 10BaseT, Dial Shelf Interconnect, Console, and Alarms
are safety extra-low voltage (SELV) circuits. SELV circuits should only be connected to
other SELV circuits. Because the E1/T1 circuits are treated like telephone network
voltage, avoid connecting the SELV circuit to the telephone network voltage circuits.

For more information about the dial-shelf interconnect cable and dial-shelf interconnect port adapter,
see the “ Replacing a Dial-Shelf Interconnect Port Adapter” section on page 5-27.
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Verifying and Troubleshooting the Installation

Verify that your new DSC card is properly installed and operative by observing the card LEDs as

follows:

Verify that the power LED and MBus LED light after the DSC card has been installed in the dial
shelf and the system is powered on.

— If both the MBus and power LEDs are on, the card should boot normally. During the boot

sequence, the four alarm LEDs momentarily flash and then turn off. In addition, the two
four-character alphanumeric displays will show status messages.

After the boot sequence completes, the alphanumeric display should read:
MSTR

If the boot sequence does not complete, contact a service representative for assi stance.

If either the power or MBus LED remains off, try removing and reinserting the card. If the
problem persists, contact your service representative. You may need to replace the card.

If the problem persists with anew card installed, remove the dial-shelf controller card from the
dial-shelf slot and examine the backplane for bent connector pins.

To inspect the backplane pins, first power OFF the system to avoid hazards caused by high
voltages present on the backplane connectors. Next, remove cards in neighboring slots to allow
an unimpeded view of the backplane connectors. Then, using a flashlight, verify that the
backplane connectors are in good condition. If you discover bent pins, you need a new
backplane. The backplane is an FRU. Contact your service representative to order a new
backplane, and see the “Replacing the Backplane Module” section on page 5-32.

You can also use the show command to diagnose a problem with the dial-shelf controller card. Enter
the following command:

5800> enabl e

enter password <password>

5800# show di ag <type {shelf | slot}>
Crl-z

Configuring the Dial-Shelf Controller Card

FiAY

The Cisco 5814 dial shelf is designed to recognize DSC cards in specific slots within the dial-shelf
chassis. Backplane slots 12 and 13 are the designated DSC card slots. This design supports redundancy
features to eliminate dropped calls.

Caution

Do not configure the Ethernet interface on the DSC to be available on the network.
Users could connect to the system viaTelnet (VTY line) without using a password. System
security could be seriously compromised if unauthorized users were to gain access to the
Ethernet interface on the DSC in this way.
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Commands for Dual-DSC-Equipped Systems

Table 5-1 shows new or modified commands have been added to support redundant-D SC-equipped
systems.

Table 5-1 New of Modified Commands

Command Level Command Description
User show redundancy [history] The show redundancy command displays the current status of
the DSCs.

The show redundancy hist command displaysatable of thelast
5 redundancy events for each redundant component on the

DSCs.

show tech-support The show-tech-support command displays the output of the
show redundancy and show redundancy history commands.

show debug The show debug command displays the debug section for DSC
Redundancy if any debugging is on.

User Exec hw-module The hw-module command isused to start or stop the DSC cards.

<shelf-id>/<slot-num> {start | | The stop option requires confirmation before execution.

stop}

[no] debug redundancy {all | |Thedebug redundancy command turns debugging on or off for

clk | hub | ui} the selected components.

The components are
» clk - DSclock
e hub - DSI hub
e Ui - user interface
« all - all of the above.

The no option turns debug redundancy off.

[no] debug all The debug all command affects all DSC Redundancy
debugging.

The no option turns debugging off.

Replacing a Flash Memory Card

Both the router shelf and the dial shelf contain PCM CIA slots for Flash memory cards. The router-shelf
PCMCIA slots are located on the 1/O controller and are oriented horizontally. The dial-shelf PCMCIA
slots are located on the dial-shelf controller card and are oriented vertically. Except for the orientation
of the slots, the installation procedures are the same for both shelves.

This section describes inserting and removing a Flash memory card in the dial shelf. For procedures
specific to the router shelf, refer to the Cisco 7206 Installation and Configuration Guide, available
online at

http://www.cisco.com/univercd/cc/td/doc/product/core/ 7206/

The dial-shelf controller card has two PCMCIA slots for Flash memory cards. The slots are numbered
left to right, slot O and slot 1, respectively.

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
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Note

Step 1
Step 2

Note
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To avoid potential problems when inserting spare Flash memory cards in your DSC cards,
we recommend that you reformat your Flash memory cards on a Cisco 7206 router shelf
running Cisco 10S Release 11.3AA or later during your regularly scheduled service times.
For instructions on formatting a Flash memory card, refer to the Cisco 7206 I nstallation
and Configuration Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/core/ 7206/

To install a Flash memory card, complete the following steps:

Orient the Flash memory card so that the connector end faces the appropriate slot. (See Figure 5-16.)

Carefully insert the card in the slot until it mates with the slot connector at the back of the slot and the
€ject button for the slot pops out toward you.

Flash memory cards do not insert completely flush with the DSC card front panel; a portion
of the card remains outside of the slot. Do not attempt to force the card past this point.

| Dpoc-7810814=
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Removing a Flash Memory Card

To remove a Flash memory card from the PCMCIA slot, complete the following steps (see Figure 5-16):

Stepl  Pressthe gjector button on the slot.
Step2  Grasp the card and pull it from the slot.
Step3  Placethe card in an antistatic bag.

Figure 5-16 Inserting and Removing a PCMCIA Flash Card
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This completes the dial-shelf controller card and Flash memory installation procedures.
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Replacing the Blower Assembly

The Cisco AS5800 is equipped with a blower assembly, which is designed to monitor system internal
operating temperatures and maintain acceptable cooling parameters.

This section explains how to remove and replace the blower assembly in the dial-shelf chassis.

Tools and Parts Required
You need the following tools and parts to remove and replace the blower assembly. If you need
additional equipment, contact a service representative for ordering information.
- New blower assembly (DS58-FAN=)
e 1/4-in. flat-blade screwdriver
- ESD-preventive wrist strap
- Antistatic mat or packaging

Removing the Blower Assembly

PiAN

Caution  The system shuts down cards approximately 2.0 minutes after the system temperature
threshold has been reached. Although normal blower assembly replacement is estimated
not to exceed 30 sec., if you expect the replacement process to exceed 1.0 minutes, we
recommend shutting down the system prior to the removal and replacement process.

FiAY

Caution  Theblower assembly weighs 27.5 Ib (12.5 kg). Use both hands when removing or replacing
the blower assembly.

To remove the blower assembly, compl ete the following steps:

Stepl  Attach an ESD-preventive wrist strap between you and an unpainted chassis surface.
Step2  Loosen the two captive screws on the blower assembly front panel. (See Figure 5-17.)

Step3  Grasp the blower assembly handle with one hand and pull the blower assembly straight toward you,
about halfway out of the slot.

Step4  Placeyour other hand under the blower assembly as it extends from the dial-shelf chassis to support the
blower and prevent it from falling.

Step5  Slowly pull the blower assembly all the way out of the slot and place it on an antistatic mat or in
packaging to return it to the factory.
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Figure 5-17 Blower Assembly Removal and Replacement
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This compl etes the blower assembly removal process. Continue with the “ Replacing the Blower
Assembly” section on page 5-26.

Replacing the Blower Assembly

To replace the blower assembly in the dial shelf, complete the following steps.

PiAN

Caution  Theblower assembly weighs 27.5 Ib (12.5 kg). Use both hands when removing or replacing
the blower assembly.

Stepl  Attach an ESD-preventive wrist strap between you and an unpainted chassis surface.

Step2  Place one hand on the blower assembly handle and place your other hand under the blower assembly to
support the weight.

Step3  Position the blower assembly in the opening and slide it fully into the chassis until the backplane
connectors mate. (See Figure 5-17.)

N

Note  All electrical connections arefully operative when the backplane connectors mate.
The blower assembly will immediately power up if the system is powered on.

Step4  Using a 1/4-in. flat-blade screwdriver, tighten the two captive screws on the blower assembly front
panel.

Step5  Note service maintenance on your Site Log sheet.

This compl etes the blower assembly installation procedure. Continue with the “Verifying and
Troubleshooting the Installation” section on page 5-27 to verify your installation.

Cisco AS5800 Operations, Administration, Maintenance, and Provisioning Guide
m. poc-7810814= |



| Chapter5 Maintenance

Replacement Procedures Ml

Verifying and Troubleshooting the Installation

Step 1

Step 2

Step 3

To verify that the blower assembly is properly installed and operational, compl ete the following steps:

Listen to verify that the fans are operative. In noisy environments, you may want to place your hand to
the rear of the blower assembly and feel for airflow from the exhaust vent.

Verify that the green power LED on the blower assembly front panel lights.

- If the power LED remains off, verify that the blower assembly isfully installed in the dial shelf, the
connector is firmly connected to the backplane, and the captive screws are adequately tightened.

Verify that the yellow fault LED on the blower assembly front panel remains off.

» If thefault LED lights, the newly installed blower assembly may be faulty, or the chassis connector
may be damaged. Shut OFF system power; remove the blower assembly from the dial shelf, and
check the connectors. If the connectors are in good condition, reinstall the blower assembly in the
dial shelf and power ON the system.

» |If thefault LED is still on, assume that the blower assembly is faulty. Install another blower
assembly and return the faulty blower assembly to the factory.

Replacing a Dial-Shelf Interconnect Port Adapter

Note

The Cisco AS5800 is equipped with a dial-shelf interconnect port adapter that provides the connection
between the Cisco 7206 router shelf and the Cisco 5814 dial shelf. The interconnect port adapter installs
in the router shelf and connects to the dial shelf viaa full-duplex 100-Mbps interconnect cable. No
installation tools are necessary; the dial-shelf interconnect port adapter connects directly to the router
midplane and locks into position by a port adapter lever. The dial-shelf interconnect port adapter has no
configurable ports.

The Cisco 7206 router shelf supports OIR; however, unless you have installed a second dial-shelf
interconnect port adapter and established a redundant connection to thedial shelf, you must either reload
the system software after removing and replacing a dial-shelf interconnect port adapter in an operating
system, or you must power off the system during the replacement procedure.

You reload the system software at the router-shelf console using the reload command. For a detailed
description of the reload command, refer to the configuration fundamental s command reference for your
Cisco |0S release.

When you reload the software, all active callsarelost. New incoming calls are not accepted
during the reload process.

If you power OFF and restart the system, the system software automatically reboots. For instructions on
powering OFF and powering ON the access server, refer to the Cisco AS5800 Access Server Hardware
Installation Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/ass800/hw _inst/
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Tools and Parts Required
You need the following equipment and parts to install the dial-shelf interconnect port adapter. If you
need additional equipment, contact a service representative for ordering information.
- Dial-shelf interconnect port adapter (PA-DSIC=)
» Dial-shelf interconnect cables (CAB-DSIC-5= or CAB-DSIC-20=)
» Blank port adapter, if needed, for unoccupied slots (MAS-72BLANK=)

= Your own ESD-prevention equipment or the disposable grounding wrist strap included with all
upgrade kits, FRUs, and spares

» An antistatic mat or an antistatic shipping container or both
N

Note  When an adapter slot is not in use, a blank adapter must fill the empty slot to allow the
router shelf to conform to EM| emissions requirements and to allow proper air flow across

the adapters.

Removing the Dial-Shelf Interconnect Port Adapter

Use the following procedure to remove the dial-shelf interconnect port adapter from the router shelf:

Stepl  Attach an ESD-preventive wrist strap between you and an unfinished chassis surface.
Step2  Place the adapter lever for the desired adapter slot in the unlocked position. (See Figure 5-18.)

Figure 5-18 Unlocked and Locked Port Adapter Lever Positions
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Step3  Disconnect the dial-shelf interconnect cable from the interconnect port adapter.

Step4  Grasp the handle and pull the interconnect port adapter out of its slot, disconnecting it from the
router-shelf midplane.
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Caution  Always handle adapters by the metal carrier edges and handle; never touch the adapter
components or connector pins.

Figure 5-19 Port Adapter Handling—Side View
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Step5  Place the interconnect port adapter on an antistatic surface with its components facing upward. If you
are returning the port adapter to the factory, immediately place it in a static shielding bag.

This completes the procedure for removing the dial-shelf interconnect port adapter from the router shelf.
Continue with Replacing the Dial-Shelf Interconnect Port Adapter, page 5-29.

Replacing the Dial-Shelf Interconnect Port Adapter
Use the following procedure to install a new dial-shelf interconnect port adapter in the router shelf:
Stepl  Attach an ESD-preventive wrist strap between you and an unfinished chassis surface.

Step2  Hold the interconnect port adapter with the component side facing downward.

Step3  Align the left and right edges of the interconnect port adapter’s metal carrier between the guides in the
slot. (See Figure 5-20.)

Figure 5-20 Aligning the Port Adapter Metal Carrier Between the Slot Guides
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Note: this adapter alignment
applies to any port or service
adapter.

Step4  Slide the interconnect port adapter into the slot until the connectors are properly seated in the midplane.
Step5  Placethe adapter lever in the locked position, as shown in Figure 5-18.
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A

Note  If the adapter lever does not move to the locked position, the adapter is not completely
seated in the midplane. Carefully pull the adapter halfway out of the slot, reinsert it, and
place the lever in the locked position.

This completesthe procedure for installing anew dial-shelf interconnect port adapter in the router shelf.
Continue with the “Attaching the Dial-Shelf Interconnect Cable” section on page 5-30.

Attaching the Dial-Shelf Interconnect Cable

The interconnect port adapter includes a single dial-shelf interconnect receptacle. For a redundant
connection to the dial shelf, you need to install a second port adapter.

FiAY

Caution Do not use the dial-shelf interconnect port adapter for outgoing WAN connections.

Connect the dial-shelf interconnect cable as follows:

Stepl  Attach the interconnect cable directly to the RJ-45 port on the interconnect port adapter.
Step2  Tighten the jackscrews on either side of the connector.

Step3  Attach the other end of your interconnect cable to the port labeled Dial Shelf Interconnect on the
Cisco 5814 dial-shelf controller card.
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Figure 5-21 Connecting the Dial-Shelf Interconnect Cable
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Warning  The ports labeled Network clock, 10BaseT, Dial Shelf Interconnect, Console, and Alarms
are safety extra-low voltage (SELV) circuits. SELV circuits should only be connected to
other SELV circuits. Because the E1/T1 circuits are treated like telephone network
voltage, avoid connecting the SELV circuit to the telephone network voltage circuits.

Step4  Tighten the jackscrews on either side of the connector.

Step5  Reload the system software using the reload command in EXEC mode, or restart the access server to
reboot the system software.
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This compl etes the dial-shelf interconnect cable installation procedure. To verify the installation,
continue with the “ Verifying and Troubleshooting the Installation” section on page 5-32.

Verifying and Troubleshooting the Installation

To complete the installation, verify that the LEDs operate properly by observing the following LED
states on the dial-shelf interconnect port adapter:

« The power enabled LED is on.

If the enabled LED is off, the interconnect port adapter may have pulled away from the midplane.
Reseat the interconnect port adapter in its slot.

If the enabled LED remains off, contact a service representative for assistance.
e Thelink LED ison.
If the link LED is off, check the interconnect cable connection and tighten the jackscrews.

» You can aso use the show dsi command in EXEC mode to display information about the dial-shelf
interconnect port adapter.

This compl etes the dial-shelf interconnect port adapter installation. For hardware troubleshooting
procedures, refer to the Cisco 7206 Installation and Configuration Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/core/ 7206/

Replacing the Backplane Module

=

Warning

-

Warning

The Cisco AS5800 includes a passive backplane in the Cisco 5814 dial shelf that can be ordered as a
spare. This section explains how to remove and replace the backplane in the Cisco 5814 dial-shelf
chassis.

In most cases, the Cisco 5814 dial-shelf chassiswill be fully installed to include the dial-shelf controller
card and feature cards. As part of the backplane removal, unseat all cards from the dial-shelf backplane.

Before completing any of the following steps, and to prevent short-circuit or shock
hazards, ensure that power is removed from the DC circuit. To ensure that all power is
off, locate the circuit breaker on the panel board that services the DC circuit, switch the
circuit breaker to the OFF (O) position, and tape the switch handle of the circuit breaker
in the OFF (O) position.

When installing the unit, the ground connection must always be made first and
disconnected last.

In this section you will be instructed to perform the following actions:

Power off the router shelf and the dial shelf.

Disconnect power and alarm cables to the PEMs.

Unseat the dial-shelf controller cards and feature cards from the backplane.
Remove the PEMSs, filter module, and dial-shelf back panel.

Disconnect the blower assembly backplane cable.

S L L

Unscrew the backplane and remove it from the dial shelf.
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~

Note  You need access to both the front and rear of the Cisco AS5800 universal access server.
Some of the procedures are performed from the front and some are performed from the rear.

Tools and Parts Required
The following parts and tools are required to remove and replace the backplane module. If you need
additional equipment, contact a service representative for ordering information.
- New backplane module (MAS-5814BP=)
e 1/4-in. flat-blade screwdriver
= No. 2 Phillips screwdriver
- ESD-preventive wrist strap
- Site Log sheet to record service maintenance
- Cableties (optional)
» ESD shielding bag

Removing the Backplane

The backplane cannot be removed while the system is powered on. This procedure isideally performed
during a scheduled maintenance time. If not, you must first power OFF the system.

"\

Warning Before working on equipment that is connected to power lines, remove jewelry
(including rings, necklaces, and watches). Metal objects will heat up when connected
to power and ground and can cause serious burns or weld the metal object to the
terminals.

To remove the backplane:

Stepl  Power OFF (O) the Cisco 7206 router shelf using the power switches located on the router-shelf rear
panel. (See Figure 5-22.)

Figure 5-22 Router-Shelf Power Switches
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Step2  Power OFF (O) the dial shelf at the power entry modules (PEMs) using the power switches located on
the PEM front panels. (See Figure 5-23.)

Figure 5-23 Dial-Shelf Power Switches on the PEMS
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Step3  If you are using the optional AC-input power shelf, power OFF (O) the AC-input power supplies using
the power switches located on the power shelf front panel. (See Figure 5-24.)

Figure 5-24 AC-Input Power Shelf
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Step4  Power OFF the central office main circuit breaker.
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Step 1

terminal block

LEDs

Figure 5-25 PEM Cable and Alarm Terminal Blocks

Replacement Procedures Ml

To continue, you must next disconnect power cables and alarm cables to the dial-shelf PEMs.

L oosen the screws in the DC-input power terminal blocks and the alarm terminal blocks using a 1/4-in.
flat-blade screwdriver, and disconnect power cables and alarm cables to the dial-shelf PEMs.
Figure 5-25 shows the location of the terminal blocks.
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Thefollowing stepsrefer to the optional AC-input power shelf. If you are using aDC power source, you
can skip Step 2 and Step 3.
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Step2  Disconnect the monitor cable DB-9 connector from the base of the filter module. (See Figure 5-26.)

Figure 5-26 Filter Module Monitor Cable DB-9 Connector
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Step3  Disconnect power cables to the optional AC-input power shelf. (See Figure 5-27.)

Figure 5-27 AC-Input Power Shelf Cable Connections
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After you disconnect the cables, you must disconnect the dial-shelf controller cards and feature cards
from the backplane connectors. You do not need to remove the cards completely from the dial-shelf
chassis; however, you must disconnect incoming CE1/CT1 trunk line cables.
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Warning

Step 3

Step 4

Replacement Procedures Ml

To disconnect the feature cards and dial-shelf controller cards from the backplane, follow these steps:

Attach an ESD-preventive wrist strap between you and an unpainted chassis surface.

Disconnect incoming CE1/CT1 trunk line cables and secure them out of the way using cable ties, if
necessary. On the dial-shelf controller card, disconnect the dial-shelf interconnect cable and the
10BaseT connection, if applicable.

Before opening the chassis, disconnect the telephone network cables to avoid contact
with telephone-network voltages.

Using anumber 2 Phillips screwdriver, loosen the panel fasteners at the top and bottom of the card front
panel.

Pull either the upper or lower ejector lever away from the card front panel to disengage the card from
the backplane connector. (See Figure 5-28.)

Figure 5-28 Ejector Lever Enlarged
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Step5  Grasp the gjector levers and pull the card partially out of the dial-shelf slot. (See Figure 5-29.)

Figure 5-29 Removing Feature Cards and Dial-Shelf Controller Cards
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Return to the rear of the dial shelf and continue by removing the PEMs, the filter module, and the back
cover. You also need to remove the horizontal bar that attaches the bottom of the back cover and the tops
of the PEMs and filter module to the chassis.
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Stepl  Using a 1/4-in. flat-blade screwdriver, loosen the two captive screws on each PEM front panel.

Step2  Remove the PEMs from the dial shelf and set them aside until you are ready to reinstall them. (See
Figure 5-30.)

Figure 5-30 PEM Removal
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Step3  Using a 1/4-in. flat-blade screwdriver, loosen the captive screws on the filter module front panel.

Step4  Remove the filter module from the dial shelf and set it aside until you are ready to reinstall it. (See
Figure 5-31.)

Figure 5-31 Filter Module Removal
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Step5  Remove the back cover using a number 2 Phillips screwdriver. Remove the screws located on the
dial-shelf back cover grill. (See Figure 5-32.) Save the screws.

Figure 5-32 Dial-Shelf Chassis Back Cover
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Step6  Locatethe horizontal bar that spansthe width of the dial-shelf chassis rear (see Figure 5-32) and remove
the four screws (two on each side of the dial-shelf outer chassis) using aNo. 2 Phillips screwdriver. Save
the screws.
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To complete the backplane removal procedure, complete the following steps:

Stepl  Disconnect the cable connection to the dial-shelf blower assembly. (See Figure 5-33.)

Figure 5-33 Blower Assembly Backplane Connector
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Remove the 26 M3 x 8-mm screws around the backplane perimeter using a No. 2 Phillips screwdriver.
(See Figure 5-34.) Save the screws.

Figure 5-34 Backplane Module—Rear View
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Remove the backplane and place it in an ESD shielding bag. Use the replacement backplane carton to
return the faulty backplane to the factory, if necessary.

Replacing the Backplane

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

To replace the backplane compl ete the foll owing steps and reverse the procedures used to remove cables
and components. When you finish, use a Site Log sheet to record service maintenance.

Unpack the new backplane module (MAS-5814BP=) from the ESD shielding bag and install the
backplane in the same position as the one you just removed.

Reuse the screws used to secure the old backplane and tighten the screws using a No. 2 Phillips
screwdriver. (See Figure 5-34.)

Connect the cable connection to the dial-shelf blower assembly. (See Figure 5-33.)

Replace the back cover. Reuse the screws used to secure the back cover and tighten the screws using a
No. 2 Phillips screwdriver. (See Figure 5-32.)

Replace the dial-shelf filter module and tighten the captive screws on the front panel using a 1/4-in.
flat-blade screwdriver. If using the AC-input power shelf, connect the monitor cable. The DB-9
connector connects to the filter module; the DB-25 connector connects to the optional AC-input power
shelf. (See Figure 5-26.)

Replace the dial-shelf PEMs and tighten the captive screws on the front panels using a 1/4-in. flat-blade
screwdriver. Then reconnect the power cables.

From the front of the dial shelf, reseat the dial-shelf controller cards and the feature cards using the
ejector levers and tighten the panel fastenerswith anumber 2 Phillips screwdriver. (See Figure 5-28 and
Figure 5-29.)

Power ON the main power source circuits for the Cisco AS5800.
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Step 9
Step 10

Step 11

Step 12

Power ON ( |) the dial shelf using the power switches located on each PEM front panel.

If using the optional AC-input power shelf, power ON (| ) the power supplies using the power switches
on the power shelf front panel.

Power ON ( |) the router shelf using the power switches located on the Cisco 7206 router-shelf rear
panel.

Note the service maintenance on your Site Log sheet.

This compl etes the backplane removal and replacement procedure. The backplane is a passive design.
Specific verification and troubleshooting instructions are considered unnecessary.

Troubleshooting

This section describes possible causes for specific symptom related to Cisco AS5800 hardware
components and software configurations.

For system startup and subsystem troubl eshooting, refer to the chapter on troubleshooting in the
Cisco AS5800 Access Server Hardware Installation Guide, available online at
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/ass800/hw _inst/

Common Misconfigurations

» Incorrect ISDN switch-type

» Orphan async interfaces

- Encapsulation PPP missing

- ISDN incoming-voice missing

- Dialer group/dialer-list missing

- Async mode interactive missing

» Multilink bundle-name both not configured

AS5800 Router Shelf

Symptom
» Cisco AS5800 RS boots up with “boot” prompt.

Possible Cause
» Invalid boot system statement in the config.
» No/wrong image on flash card for the platform.
» Image downloaded in-correctly.
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AS5800 Dial Shelf

Symptom
« Dial-shelf controller shows “down” state.
OIR not detected.

Possible Cause

- DSIC isnot connected securely.

DSC has the incorrect image.
Faulty DSC.

Feature Cards

Symptom
- Feature Cards not coming up.

Possible Cause
» DSCisinthedown state.
» FB not seated properly.
« FB not in the correct slot.
» FBisbroken.

Controller T1

Symptom
» Slipson T1 controllers.

Possible Cause
- T2'sfrom multiple switches (clocking problem).
- Problematic T1 is used for clocking.
- DSCisin free-running mode.
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General Configuration

Symptom
- The NASwas working okay, then it does not do what is expected.

Possible Cause
- Configuration changed, do "diff.".
- Equipment failure (modem).
- Telco line provision changed.

Symptom
« Call does not authenticate.

Possible Cause
» Incorrect AAA authentication.
» Login/ppp authentication method not defined or not applied for dial er/group-async/virtual-templ ate.
» Misconfigured ra