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CHAPTER ;

SIP Call-Flow Process for the Cisco VolP
Infrastructure Solution for SIP

This chapter describes the flow of these messages in the Cisco VoIP Infrastructure Solution for SIP. It
includes the following sections:

- Call Flow Scenarios for Successful Calls, page 7-1
- Call Flow Scenarios for Failed Calls, page 7-99

Note  Forinformation about SIP-specific uOne Messaging System call flows, se@Fh€ompliance and
Signaling Call Flows for uOne 4.2(2)s, SIP Editidocument at:

http://www.cisco.com/univercd/cc/td/doc/product/voice/uone/srvprov/r422ssip/callflow/index.htm

Call Flow Scenarios for Successful Calls

This section describes call flows for the following scenarios, which illustrate successful calls:
- SIP Gateway-to-SIP Gateway—Call Setup and Disconnect, page 7-3
« SIP Gateway-to-SIP Gateway—Call via SIP Redirect Server, page 7-6
» SIP Gateway-to-SIP Gateway—Call via SIP Proxy Server, page 7-9

« SIP Gateway-to-SIP Gateway Call—Call Setup with Delayed Media via Third-Party Call Controller,
page 7-17

- SIP Gateway-to-SIP Gateway—Call Setup using a FQDN and Delayed Media, page 7-20
- SIP Gateway-to- SIP Gateway Call—Redirection with CC-Diversion, page 7-24
« SIP Gateway-to-SIP Gateway Call—SIP 3xx Redirection Response, page 7-28

- SIP Gateway-to-SIP Gateway Call—Call Setup with Delayed Media via Third-Party Call Controller,
page 7-17

« SIP Gateway-to-SIP IP Phone—Successful Call Setup and Call Hold, page 7-34

« SIP Gateway-to-SIP IP Phone—Successful Call Setup and Transfer, page 7-38

- SIP Gateway-to-uOne Call—Call Setup with Voice Mail, page 7-42

« SIP IP Phone-to-SIP Gateway—Automatic Route Selection, page 7-43

- SIP IP Phone-to-SIP Gateway—Call Setup and Call Hold with Delayed Media, page 7-47
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« SIP IP Phone-to-SIP Gateway—Call Setup and Call Hold with Delayed Media, page 7-47
e SIP IP Phone-to-SIP IP Phone—Call Hold with Consultation, page 7-53

- SIP IP Phone-to-SIP IP Phone—Call Waiting, page 7-57

- SIP IP Phone-to-SIP IP Phone—Call Transfer without Consultation, page 7-61

e SIP IP Phone-to-SIP IP Phone—Call Transfer with Consultation, page 7-63

e SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (Unconditional), page 7-67
e SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (Busy), page 7-69

- SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (No Answer), page 7-74

e SIP IP Phone-to-SIP IP Phone Call Forward Unconditionally, page 7-80

- SIP IP Phone-to-SIP IP Phone Call Forward on Busy, page 7-84

e SIP IP Phone-to-SIP IP Phone Call Forward No Answer, page 7-89

e SIP IP Phone-to-SIP IP Phone Call Forward Unavailable, page 7-94
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SIP Gateway-to-SIP Gateway—Call Setup and Disconnect

Figure 7-lillustrates a successful gateway-to-gateway call setup and disconnect. In this call flow
scenario, the two end users are User A and User B. User A is located at PBX A. PBX A is connected to
SIP gateway 1 via a T1/E1l. User B is located at PBX B. PBX B is connected to SIP gateway 2 via a
T1/E1. User B’s phone number is 555-0002. SIP gateway 1 is connected to SIP gateway 2 over an IP
network.

The call flow scenario is as follows:
1. User A calls User B.

2. User B answers the call.

3. User B hangs up.

Figure 7-1  SIP Gateway-to-SIP Gateway—Call Setup and Disconnec
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
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Step  Action Description
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to SIP gateway 2. The INVITE request
gateway 2 is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL. The SIP URL identifies the address of User B and takes a
form similar to an email addressser@hostwhereuseris the telephone
number andhostis either a domain name or a numeric network address). For
example, the Request-URI field in the INVITE request to User B appears as
“INVITE sip:555-0002@companyb.com; user=phone.” The “user=phone”
parameter indicates that the Request-URI address is a telephone number
rather than a user name.

« PBX A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
- The port on which SIP gateway 1 is prepared to receive the RTP data is

specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
4 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from SIP gateway 1 and initiates a
Call Setup with User B via PBX B.
5 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the INVITE request sent by SIP
SIP gateway 1 gateway 1. The 100 Trying response indicates that the INVITE request has been

received by SIP gateway 2 but that User B has not yet been located and that some
unspecified action, such as a database consultation, is taking place.

6 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.
7 Alerting—PBX B to SIP PBX B locates User B and sends an Alert message to SIP gateway 2. User B’s
gateway 2 phone begins ringing.
8 180 Ringing—SIP gateway 2 to SIP gateway 2 sends a 180 Ringing response to SIP gateway 1. The 180 Ringing
SIP gateway 1 response indicates that SIP gateway 2 has located, and is trying to alert, User B.
9 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to User A via PBX A. The Alert message
PBX A indicates that SIP gateway 1 has received a 180 Ringing response from SIP
gateway 2. User A hears the ringback tone that indicates that User B is being
alerted.

At this point, a one-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

10 Connect—PBX B to SIP User B answers phone. PBX B sends a Connect message to SIP gateway 2. The
gateway 2 Connect message notifies SIP gateway 2 that the connection has been made.
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Step  Action Description
11 200 OK—SIP gateway 2 to SIPSIP gateway 2 sends a 200 OK response to SIP gateway 1. The 200 OK response
gateway 1 notifies SIP gateway 1 that the connection has been made.
If User B supports the media capability advertised in the INVITE message sent
by SIP gateway 1, it advertises the intersection of its own and User A's media
capability in the 200 OK response. If User B does not support the media
capability advertised by User A, it sends back a 400 Bad Request response with
a 304 Warning header field.
12 Connect—SIP gateway 1to  SIP gateway 1 sends a Connect message to PBX A. The Connect message
PBX A notifies PBX A that the connection has been made.
13 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1
14 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that SIP
gateway 2 gateway 1 has received the 200 OK response from SIP gateway 2.
15 Connect ACK—SIP gateway 2 SIP gateway 2 acknowledges PBX B’s Connect message.

to PEXB The call session is now active over a two-way voice path via Real-time Transport

Protocol (RTP).

At this point, a two-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

16 Disconnect—PBX B to SIP Once User B hangs up, PBX B sends a Disconnect message to SIP gateway 2.
gateway 2 The Disconnect message starts the call session termination process.
17 BYE—SIP gateway 2 to SIP  SIP gateway 2 sends a BYE request to SIP gateway 1. The BYE requestindicates
gateway 1 that User B wants to release the call. Because itis User B that wants to terminate
the call, the Request-URI field is now replaced with PBX A's SIP URL and the
From field contains User B’s SIP URL. The cseq value is incremented by one.
18 Release—SIP gateway 2to  SIP gateway 2 sends a Release message to PBX B.
PBX B
19 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A
20 Release—PBX A to SIP PBX A sends a Disconnect message to SIP gateway 1.
gateway 1
21 200 OK—SIP gateway 1 to SIPSIP gateway 1 sends a 200 OK response to SIP gateway 2. The 200 OK response
gateway 2 notifies SIP gateway 2 that SIP gateway 1 has received the BYE request.
22 Release Complete—PBX B to PBX B sends a Release Complete message to SIP gateway 2.
SIP gateway 2
23 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the session is
gateway 1 to PBX A terminated.
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SIP Gateway-to-SIP Gateway—Call via SIP Redirect Server

Figure 7-2illustrates a successful gateway-to-gateway call setup and disconnect via a SIP redirect
server. In this scenario, the two end users are identified as User A and User B. User A is located at PBX
A. PBX Ais connected to SIP gateway 1 via a T1/E1. SIP gateway 1 is using a SIP redirect server. User
B is located at PBX B. PBX B is connected to SIP gateway 2 via a T1/E1. User B's phone number is
555-0002. SIP gateway 1 is connected to SIP gateway 2 over an IP network.

The call flow scenario is as follows:

1. User A calls User B via SIP gateway 1 using a SIP redirect server.
2. User B answers the call.

3. User B hangs up.

Figure 7-2  SIP Gateway-to-SIP Gateway—Call via SIP Redirect Server
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Step

Action Description

Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.

INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to the SIP redirect server. The INVITE
redirect server request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL. The SIP URL identifies the address of User B and takes a
form similar to an email addressser@hostwhereuseris the telephone
number andhostis either a domain name or a numeric network address). For
example, the Request-URI field in the INVITE request to User B appears as
“INVITE sip:555-0002@companyb.com; user=phone.” The “user=phone”
parameter distinquishes that the Request-URI address is a telephone number
rather than a user name.

< PBX A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.

- The port on which SIP gateway 1 is prepared to receive the RTP data is
specified.

300 Multiple Choice—SIP The SIP redirect server sends a 300 Multiple Choice response to SIP gateway 1.
redirect server to SIP gateway The 300 Multiple Choice response indicates that the SIP redirect server accepted
the INVITE request, contacted a location server with all or part of User B’s SIP
URL, and the location server provided a list of alternative locations where User
B might be located. The SIP redirect server returns these possible addresses to
SIP gateway 1 in the 300 Multiple Choice response.

ACK—SIP gateway 1 to SIP  SIP gateway 1 acknowledges the 300 Multiple Choice response with an ACK.
redirect server

INVITE—SIP gateway 1 to SIP SIP gateway 1 sends a new INVITE request to SIP gateway 2. The new INVITE

gateway 2 request includes the first contact listed in the 300 Multiple Choice response as
the new address for User B, a higher transaction number in the CSeq field, and
the same Call-ID as the first INVITE request.

Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from SIP gateway 1 and initiates a
Call Setup with User B via PBX B.

Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.

100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the INVITE request sent by SIP
SIP gateway 1 gateway 1. The 100 Trying response indicates that the INVITE request has been
received by SIP gateway 2 but that User B has not yet been located.
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Step  Action Description

9 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.

10 Alerting—PBX B to SIP PBX B locates User B and sends an Alert message to SIP gateway 2. User B’s
gateway 2 phone begins to ring.

11 180 Ringing—SIP gateway 2 toSIP gateway 2 sends a 180 Ringing response to SIP gateway 1. The 180 Ringing
SIP gateway 1 response indicates that SIP gateway 2 has located, and is trying to alert, User B.

12 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to PBX A. User A hears ringback tone.

PBX A

At this point, a one-way voice path is established between SIP gateway 1 and PBXA and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

13 Connect—PBX B to SIP User B answers phone. PBX B sends a Connect message to SIP gateway 2. The
gateway 2 Connect message notifies SIP gateway 2 that the connection has been made.
14 200 OK—SIP gateway 2 to SIPSIP gateway 2 sends a 200 OK response to SIP gateway 1. The 200 OK response
gateway 1 notifies SIP gateway 1 that the connection has been made.
If User B supports the media capability advertised in the INVITE message sent
by SIP gateway 1, it advertises the intersection of its own and User A's media
capability in the 200 OK response. If User B does not support the media
capability advertised by User A, it sends back a 400 Bad Request response with
a 304 Warning header field.
15 Connect—SIP gateway 1to  SIP gateway 1 sends a Connect message to PBX A. The Connect message
PBX A notifies PBX A that the connection has been made.
16 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1
17 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that the 200
gateway 2 OK response has been received.
The call is now in progress over a two-way voice path via RTP.
18 Connect ACK—SIP gateway 2 SIP gateway 2 acknowledges PBX B’s Connect message.

to PBX B

At this point, a two-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

19 Disconnect—PBX B to SIP Once User B hangs up, PBX B sends a Disconnect message to SIP gateway 2.
gateway 2 The Disconnect message starts the call session termination process.
20 BYE—SIP gateway 2 to SIP  SIP gateway 2 sends a BYE request to SIP gateway 1. The BYE requestindicates
gateway 1 that User B wants to release the call. Because itis User B that wants to terminate
the call, the Request-URI field is now replaced with PBX A's SIP URL and the
From field contains User B’s SIP URL.
21 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A
22 Release—SIP gateway 2 to PB)XSIP gateway 2 sends a Release message to PBX B.

B
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Step  Action Description
23 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1

24 200 OK—SIP gateway 1 to SIPSIP gateway 1 sends a 200 OK response to SIP gateway 2. The 200 OK response

gateway 2 notifies SIP gateway 2 that SIP gateway 1 has received the BYE request.

25 Release Complete—PBX B to PBX B sends a Release Complete message to SIP gateway 2.
SIP gateway 2

26 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the session is
gateway 1 to PBX A terminated.

SIP Gateway-to-SIP Gateway—Call via SIP Proxy Server

Figure 7-3andFigure 7-4illustrate a successful gateway-to-gateway call setup and disconnect via a
proxy server. In these scenarios, the two end users are User A and User B. User A is located at PBX A.
PBX A is connected to SIP gateway 1 via a T1/E1. SIP gateway 1 is using a proxy server. SIP gateway 1
is connected to SIP gateway 2 over an IP network. User B is located at PBX B. PBX B is connected ta
SIP gateway 2 (a SIP gateway) via a T1/E1. User B’s phone number is 555-0002.

In the scenario illustrated ¥yigure 7-3 the record route feature is enabled on the proxy server. In the
scenario illustrated bfigure 7-4 record route is disabled on the proxy server.

When record route is enabled, the proxy server adds the Record-Route header to the SIP messages t
ensure that it is in the path of subsequent SIP requests for the same call leg. The Record-Route field
contains a globally reachable Request-URI that identifies the proxy server. When record route is enabled
each proxy server adds its Request-URI to the beginning of the list.

When record route is disabled, SIP messages flow directly through the SIP gateways once a call has bee
established.

The call flow is as follows:

1. User A calls User B via SIP gateway 1 using a proxy server.
2. User B answers the call.

3. User B hangs up.
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Figure 7-3  SIP Gateway-to-SIP Gateway—Call via SIP Proxy Server with Record Route Enabled

Proxy
UserA  PBXA GW1 Server  IP Network  GW2 PBXB  UserB
A— A _A——
/ -‘_@—El (== ‘ /
— = | Bl ==
—
L. Setup 2. INVITE R
3. Call =
Proceeding
= ~_5.100 Trying 4. INVITE »| 6. Setup
N ~7.100 Trying 8. Call >

__Proceeding

9. Alerting

P 10. 180 Ringing

. 11. 180 Ringing
12 Alerting |«

1-way voice 1-way voice
path 2-way RTP channel path
€ D S GREECEEELEL L ER PR o CEREETEREPP S
13. Connect
14.200 OK <
15.200 OK <
‘16. Connect |«
17. Connect
ACK
»| 18.ACK
>»| 19. ACK 20. Connect
» ACK o
2-way voice 2-way voice ”
path 2-way RTP channel path
D O P - - o SEEEEREEREEREE =
21. Disconnect
22.BYE <
24. 23.BYE <
Disconnect [<
< 25.Release
26. Release ~
7| 27.2000K >| 28.200 OK 29. Release
30. Release ’ »| Complete
‘Complete < g
Y ﬁ
Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
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Step  Action Description
2 INVITE—SIP gateway 1 to SIP gateway 1 sends an INVITE request to the SIP proxy server. The INVITE
proxy server request is an invitation to User B to participate in a call session.
In the INVITE request:
- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL. The SIP URL identifies the address of User B and takes a
form similar to an email addressser@hostwhereuseris the telephone
number andhostis either a domain name or a numeric network address). For
example, the Request-URI field in the INVITE request to User B appears as
“INVITE sip:555-0002@companyb.com; user=phone.” The “user=phone”
parameter distinquishes that the Request-URI address is a telephone number
rather than a user name.
- PBX A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
- The port on which SIP gateway 1 is prepared to receive the RTP data is
specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
4 INVITE—SIP proxy server to The SIP proxy server checks whether its own address is contained in the Via field
SIP gateway 2 (to prevent loops), directly copies the To, From, Call-ID, and Contact fields from
the request it received from SIP gateway 1, changes the Request-URI to indicate
the server to which it intends to send the INVITE request, and then sends a new
INVITE request to SIP gateway 2.
5 100 Trying—SIP proxy server The SIP proxy server sends a 100 Trying response to SIP gateway 1.
to SIP gateway 1
6 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from the SIP proxy server and
initiates a Call Setup with User B via PBX B.
7 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the SIP proxy server. The SIP
SIP proxy server proxy server might or might not forward the 100 Trying response to SIP gateway
1.
8 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.
9 Alerting—PBX B to SIP PBX B locates User B and sends an Alert message to SIP gateway 2. User B’s
gateway 2 phone begins to ring.
10 180 Ringing—SIP gateway 2 toSIP gateway 2 sends a 180 Ringing response to the SIP proxy server.
SIP proxy server
11 180 Ringing—SIP proxy server The SIP proxy server forwards the 180 Ringing response to SIP gateway 1.

to SIP gateway 1
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Step  Action Description
12 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to User A via PBX A. The Alert message
PBX A indicates that SIP gateway 1 has received a 180 Ringing response. User A hears

the ringback tone that indicates that User B is being alerted.

At this point, a one-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

13 Connect—PBX B to SIP User B answers the phone. PBX B sends a Connect message to SIP gateway 2.
gateway 2 The connect message notifies SIP gateway 2 that the connection has been made.

14 200 OK—SIP gateway 2 to SIPSIP gateway 2 sends a 200 OK response (including the Record-Route header
proxy server received in the INVITE) to the SIP proxy server. The 200 OK response notifies
the SIP proxy server that the connection has been made.

If User B supports the media capability advertised in the INVITE message sent
by the SIP proxy server, it advertises the intersection of its own and User A's
media capability in the 200 OK response. If User B does not support the media
capability advertised by User A, it sends back a 400 Bad Request response with
a 304 Warning header field.

The SIP proxy server must forward 200 OK responses upstream.

15 200 OK—SIP proxy server to The SIP proxy server forwards the 200 OK response that it received from SIP
SIP gateway 1 gateway 2 to SIP gateway 1. In the 200 OK response, the SIP proxy server
forwards the Record-Route header to ensure that it is in the path of subsequent
SIP requests for the same call leg. In the Record-Route field, the SIP proxy
server adds its Request-URI.

16 Connect—SIP gateway 1 to  SIP gateway 1 sends a Connect message to PBX A. The Connect message
PBX A notifies PBX A that the connection has been made.

17 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1

18 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to the SIP proxy server. The ACK confirms that
proxy server SIP gateway 1 has received the 200 OK response from the SIP proxy server.

19 ACK—SIP proxy server to SIP Depending on the values in the To, From, CSeq, and Call-ID field, the SIP proxy
gateway 2 server might process the ACK locally or proxy it. If the fields in the ACK match
those in previous requests processed by the SIP proxy server, the server proxies
the ACK. If there is no match, the ACK is proxied as if it were an INVITE
request.

The SIP proxy server forwards SIP gateway 1's ACK response to SIP gateway 2.

20 Connect ACK—SIP gateway 2 SIP gateway 2 acknowledges PBX B’s Connect message. The call session is now
to PBX B active.

The 2-way voice path is established directly between SIP gateway 1 and SIP
gateway 2; not via the SIP proxy server.

At this point, a two-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

21 Disconnect—PBX B to SIP After the call is completed, PBX B sends a Disconnect message to SIP
gateway 2 gateway 2. The Disconnect message starts the call session termination process.
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Step  Action Description
22 BYE—SIP gateway 2 to SIP  SIP gateway 2 sends a BYE request to the SIP proxy server. The BYE request
proxy server indicates that User B wants to release the call. Because it is User B that wants to
terminate the call, the Request-URI field is now replaced with PBX A's SIP URL
and the From field contains User B's SIP URL.
23 BYE—SIP proxy server to SIP The SIP proxy server forwards the BYE request to SIP gateway 1.
gateway 1
24 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A
25 Release—SIP gateway 2 to PBXAfter the call is completed, SIP gateway 2 sends a Release message to PBX B.
B
26 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
27 200 OK—SIP gateway 1 to SIPSIP gateway 1 sends a 200 OK response to the SIP proxy server. The 200 OK
proxy server response notifies SIP gateway 2 that SIP gateway 1 has received the BYE
request.
28 200 OK—SIP proxy server to The SIP proxy server forwards the 200 OK response to SIP gateway 2.
SIP gateway 2
29 Release Complete—PBX B to PBX B sends a Release Complete message to SIP gateway 2.
SIP gateway 2
30 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A is terminated.
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Figure 7-4  SIP Gateway-to-SIP Gateway—Call via a Proxy Server with Record Route Disabled
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
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Step  Action Description
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to the SIP proxy server. The INVITE
proxy server request is an invitation to User B to participate in a call session.
In the INVITE request:
- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL. The SIP URL identifies the address of User B and takes a
form similar to an email addressser@hostwhereuseris the telephone
number andhostis either a domain name or a numeric network address). For
example, the Request-URI field in the INVITE request to User B appears as
“INVITE sip:555-0002@companyb.com; user=phone.” The “user=phone”
parameter distinquishes that the Request-URI address is a telephone number
rather than a user name.
- PBX A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
- The port on which SIP gateway 1 is prepared to receive the RTP data is
specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
4 INVITE—SIP proxy server to The SIP proxy server checks whether its own address is contained in the Via field
SIP gateway 2 (to prevent loops), directly copies the To, From, Call-ID, and Contact fields from
the request it received from SIP gateway 1, changes the Request-URI to indicate
the server to which it intends to send the INVITE request, and then sends a new
INVITE request to SIP gateway 2.
5 100 Trying—SIP proxy server The SIP proxy server sends a 100 Trying response to SIP gateway 1.
to SIP gateway 1
6 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from the SIP proxy server and
initiates a Call Setup with User B via PBX B.
7 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the SIP proxy server. The SIP
SIP proxy server proxy server might or might not forward the 100 Trying response to SIP gateway
1.
8 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.
9 Alerting—PBX B to SIP PBX B locates User B and sends an Alert message to SIP gateway 2. User B’s
gateway 2 phone begins to ring.
10 180 Ringing—SIP gateway 2 toSIP gateway 2 sends a 180 Ringing response to the SIP proxy server.
SIP proxy server
11 180 Ringing—SIP proxy server The SIP proxy server forwards the 180 Ringing response to SIP gateway 1.

to SIP gateway 1

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP
[ oL-1002-02 .m



Chapter 7 SIP Call-Flow Process for the Cisco VolIP Infrastructure Solution for SIP_ |

W Call Flow Scenarios for Successful Calls

ALPHA DRAFT - CISCO CONFIDENTIAL

Step

Action Description

12

Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to User A via PBX A. The Alert message
PBX A indicates that SIP gateway 1 has received a 180 Ringing response. User A hears
the ringback tone that indicates that User B is being alerted.

At this point, a one-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

13 Connect—PBX B to SIP User B answers the phone. PBX B sends a Connect message to SIP gateway 2.
gateway 2 The connect message notifies SIP gateway 2 that the connection has been made.
14 200 OK—SIP gateway 2 to SIPSIP gateway 2 sends a 200 OK response to the SIP proxy server. The 200 OK
proxy server response notifies the SIP proxy server that the connection has been made.
If User B supports the media capability advertised in the INVITE message sent
by the SIP proxy server, it advertises the intersection of its own and User A's
media capability in the 200 OK response. If User B does not support the media
capability advertised by User A, it sends back a 400 Bad Request response with
a 304 Warning header field.
The SIP proxy server must forward 200 OK responses upstream.
15 200 OK—SIP proxy server to The SIP proxy server forwards the 200 OK response that it received from SIP
SIP gateway 1 gateway 2 to SIP gateway 1.
16 Connect—SIP gateway 1 to  SIP gateway 1 sends a Connect message to PBX A. The Connect message
PBX A notifies PBX A that the connection has been made.
17 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1
18 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that SIP
gateway 2 gateway 1 has received the 200 OK response from the SIP proxy server.
19 Connect ACK—SIP gateway 2 SIP gateway 2 acknowledges PBX B’s Connect message. The call session is now

to PBX B active.

The 2-way voice path is established directly between SIP gateway 1 and SIP
gateway 2; not via the SIP proxy server.

At this point, a two-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

20 Disconnect—PBX B to SIP After the call is completed, PBX B sends a Disconnect message to SIP
gateway 2 gateway 2. The Disconnect message starts the call session termination process.
21 BYE—SIP gateway 2 to SIP  SIP gateway 2 sends a BYE requestto SIP gateway 1. The BYE requestindicates
gateway 1 that User B wants to release the call. Because it is User B that wants to terminate
the call, the Request-URI field is now replaced with PBX A's SIP URL and the
From field contains User B’s SIP URL.
22 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A
23 Release—SIP gateway 2 to PBXAfter the call is completed, SIP gateway 2 sends a Release message to PBX B.
B
24 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
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Step  Action Description

25 200 OK—SIP gateway 1 to SIPSIP gateway 1 sends a 200 OK response to SIP gateway 2. The 200 OK response
gateway 2 notifies SIP gateway 2 that SIP gateway 1 has received the BYE request.

26 Release Complete—PBX B to PBX B sends a Release Complete message to SIP gateway 2.
SIP gateway 2

27 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A is terminated.

SIP Gateway-to-SIP Gateway Call—Call Setup with Delayed Media via
Third-Party Call Controller

Figure 7-5illustrates a successful gateway-to-gateway call setup via a third-party call control agent.
The call flow scenario is as follows:

1. The call controller calls User B and then calls User A.
2. User A answers the call.

3. User B answers the call.
4

The call controller connects User A and User B.
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Figure 7-5  SIP Gateway-to-SIP Gateway—Ca

Il Setup via Third-Party Call Controller
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Step  Action Description
1 INVITE—Call controller to SIP The third party call control agent sends an INVITE request to SIP gateway 2.
gateway 2 The INVITE request is an invitation to User B to participate in a call session.

In the INVITE request:

The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL. The SIP URL identifies the address of User B and takes a
form similar to an email addressser@hostwhereuseris the telephone
number andhostis either a domain name or a numeric network address). For
example, the Request-URI field in the INVITE request to User B appears as
“INVITE sip:555-0002@companyb.com; user=phone.” The “user=phone”
parameter indicates that the Request-URI address is a telephone number
rather than a user name.

A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

The transaction number within a single call leg is identified in the CSeq
field.

The SDP media line is omitted or the INVITE does not contain any SDP
information.
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Step  Action Description
2 INVITE—Call controllerto SIP The third party call control agent sends an INVITE request to SIP gateway 1.
gateway 1 The INVITE request is an invitation to User A to participate in a call session.
In the INVITE request:
- The phone number of User Ais inserted in the Request-URI field in the form
of a SIP URL. The SIP URL identifies the address of User A and takes a
form similar to an email addressser@hostwhereuseris the telephone
number andhostis either a domain name or a numeric network address). For
example, the Request-URI field in the INVITE request to User A appears as
“INVITE sip:555-0002@companyb.com; user=phone.” The “user=phone”
parameter indicates that the Request-URI address is a telephone number
rather than a user name.
- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
« The SDP media line is omitted or the INVITE does not contain any SDP
information.
3 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from the call controller and initiates
a Call Setup with User B via PBX B.
4 Setup—SIP gateway 1to PBX A SIP gateway 1 receives the INVITE request from the call controller and initiates
a Call Setup with User A via PBX A.
5 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the INVITE request sent by the
call controller call controller. The 100 Trying response indicates that the INVITE request has
been received by SIP gateway 2 but that User B has not yet been located and that
some unspecified action, such as a database consultation, is taking place.
6 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.
7 100 Trying—SIP gateway 1 to SIP gateway 1 sends a 100 Trying response to the INVITE request sent by the
call controller call controller. The 100 Trying response indicates that the INVITE request has
been received by SIP gateway 2 but that User A has not yet been located and that
some unspecified action, such as a database consultation, is taking place.
8 Call Proceeding—PBX Ato SIP PBX A sends a Call Proceeding message to SIP gateway 1 to acknowledge the
gateway 1 Call Setup request.
9 183 Session Progress—SIP  SIP gateway 2 sends a 183 Session Progress message to the call controller.
gateway 2 to call controller
10 183 Session Progress—SIP  SIP gateway 1 sends a 183 Session Progress message to the call controller.
gateway 1 to call controller
11 Connect—PBX A to SIP User A answers phone. PBX A sends a Connect message to SIP gateway 1. The
gateway 1 Connect message notifies SIP gateway 1 that the connection has been made.
12 200 OK—SIP gateway 1 to callSIP gateway 1 sends a 200 OK response to the call controller. The 200 OK

controller response notifies the call controller that the connection has been made.
In the call 200 OK response, the SDP information of User A is specified.
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Step  Action Description
13 Connect ACK—SIP gateway 1 SIP gateway 1 acknowledges PBX A's Connect message.
to PBX A
14 Connect—PBX B to SIP PBX B sends a Connect message to SIP gateway 2. The Connect message
gateway 2 notifies SIP gateway 2 that the connection has been made.
15 200 OK—SIP gateway 2 to callSIP gateway 2 sends a 200 OK response to the call controller. The 200 OK
controller response notifies the call controller that the connection has been made.
In the call 200 OK response, the SDP information of User B is specified.
16 Connect ACK—SIP gateway 2 SIP gateway 2 acknowledges PBX B’s Connect message.
to PBX B
17 ACK—Call controller to SIP  The call controller sends an ACK response to SIP gateway 1. The ACK response
gateway 1 confirms that the call controller has received the 200 OK response from SIP
gateway 1. In the ACK response, the SDP information of User B is specified.
Media negotiation takes place.
14 ACK—-Call controller to SIP  The call controller sends an ACK response to SIP gateway 2. The ACK response

gateway 2 confirms that the call controller has received the 200 OK response from SIP
gateway 2. In the ACK response, the SDP information of User A is specified.
Media negotiation takes place.

At this point, a two-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

SIP Gateway-to-SIP Gateway—Call Setup using a FQDN and Delayed Media

Figure 7-6illustrates a successful gateway-to-gateway call setup using delayed media and a FQDN in
the SDP session connection parameter.
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Figure 7-6  SIP Gateway-to-SIP Gateway—Call Setup using an FQDN in SDP
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Step  Action Description
1 INVITE—Call controller to SIP The third party call control agent sends an INVITE request to SIP gateway 2.
gateway 2 The INVITE request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL. The SIP URL identifies the address of User B and takes a
form similar to an email addressser@hostwhereuseris the telephone
number andhostis either a domain name or a numeric network address). For
example, the Request-URI field in the INVITE request to User B appears as
“INVITE sip:555-0002@companyb.com; user=phone.” The “user=phone”
parameter indicates that the Request-URI address is a telephone number
rather than a user name.

- A unique numeric identifier is assigned to the call and is inserted in the

Call-ID field.
» The transaction number within a single call leg is identified in the CSeq
field.
- The SDP media line is omitted or the INVITE does not contain any SDP
information.
2 INVITE—Call controller to SIP The third party call control agent sends an INVITE request to SIP gateway 1.
gateway 1 The INVITE request is an invitation to User A to participate in a call session.

In the INVITE request:

- The phone number of User A is inserted in the Request-URI field in the form
of a SIP URL. The SIP URL identifies the address of User A and takes a
form similar to an email addresgsser@hostwhereuseris the telephone
number andhostis either a domain name or a numeric network address). For
example, the Request-URI field in the INVITE request to User A appears as
“INVITE sip:555-0002@companyb.com; user=phone.” The “user=phone”
parameter indicates that the Request-URI address is a telephone number
rather than a user name.

« A unique numeric identifier is assigned to the call and is inserted in the

Call-ID field.
« The transaction number within a single call leg is identified in the CSeq
field.
« The SDP media line is omitted or the INVITE does not contain any SDP
information.
3 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from the call controller and initiates
a Call Setup with User B via PBX B.
4 Setup—SIP gateway 1to PBX A SIP gateway 1 receives the INVITE request from the call controller and initiates
a Call Setup with User A via PBX A.
5 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the INVITE request sent by the
call controller call controller. The 100 Trying response indicates that the INVITE request has

been received by SIP gateway 2 but that User B has not yet been located and that
some unspecified action, such as a database consultation, is taking place.
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Step  Action Description
6 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.
7 100 Trying—SIP gateway 1 to SIP gateway 1 sends a 100 Trying response to the INVITE request sent by the
call controller call controller. The 100 Trying response indicates that the INVITE request has
been received by SIP gateway 2 but that User A has not yet been located and that
some unspecified action, such as a database consultation, is taking place.
8 Call Proceeding—PBX Ato SIP PBX A sends a Call Proceeding message to SIP gateway 1 to acknowledge the
gateway 1 Call Setup request.
9 183 Session Progress—SIP  SIP gateway 2 sends a 183 Session Progress message to the call controller.
gateway 2 to call controller
10 183 Session Progress—SIP  SIP gateway 1 sends a 183 Session Progress message to the call controller.
gateway 1 to call controller
11 Connect—PBX A to SIP User A answers phone. PBX A sends a Connect message to SIP gateway 1. The
gateway 1 Connect message notifies SIP gateway 1 that the connection has been made.
12 200 OK—SIP gateway 1 to callSIP gateway 1 sends a 200 OK response to the call controller. The 200 OK
controller response notifies the call controller that the connection has been made.
In the call 200 OK response, the SDP information of User A is specified.
13 Connect ACK—SIP gateway 1 SIP gateway 1 acknowledges PBX A's Connect message.
to PBX A
14 Connect—PBX B to SIP PBX B sends a Connect message to SIP gateway 2. The Connect message
gateway 2 notifies SIP gateway 2 that the connection has been made.
15 200 OK—SIP gateway 2 to callSIP gateway 2 sends a 200 OK response to the call controller. The 200 OK
controller response notifies the call controller that the connection has been made.
In the call 200 OK response, the SDP information of User B is specified.
16 Connect ACK—SIP gateway 2 SIP gateway 2 acknowledges PBX B’s Connect message.
to PBX B
17 ACK—-Call controller to SIP  The call controller sends an ACK response to SIP gateway 1. The ACK response
gateway 1 confirms that the call controller has received the 200 OK response from SIP
gateway 1. In the ACK response the media capability of User B is specified and
the domain name of gateway 2 is specified in the SDP sessions parameter (c=)
field. Media negotiation takes place. At this point, a DNS query is performed by
SIP gateway 1 to resolve c=IN IP4 gw2.com.
18 ACK—Call controller to SIP  The call controller sends an ACK to SIP gateway 2. The ACK confirms that the

gateway 2 call controller has received the ACK response from SIP gateway 2. In the 200
OK response the media capability of User A is specified and the domain nhame
of gateway 1 is specified in the SDP sessions parameter (c=). Media negotiation
takes place.

At this point, a DNS query is performed by SIP gateway 2 to resolve c=IN IP4
gwl.com.

At this point, a two-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.
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SIP Gateway-to- SIP Gateway Call—Redirection with CC-Diversion

Figure 7-7illustrates a successful gateway-to-gateway call setup with call redirection with
CC-Diversion.

In this scenario, the three end users are identified as Alice at phone A, Bob at phone B, and Carol at
phone C. Alice at phone A is located at PBX A. PBX A is connected to SIP gateway 1 viaa T1/E1. SIP
gateway 1 is using a SIP redirect server. Bob at phone B and Carol at phone C are located at PBX B.
PBX B is connected to SIP gateway 2 via a T1/E1. SIP gateway 1 is connected to SIP gateway 2 over an
IP network.

The call flow scenario is as follows:

1.

Eal A =

Bob at phone B has delegated his calls to Carol at phone C.

Alice at phone A initiates a call with Bob via SIP gateway 1 that is using a SIP proxy server.
The proxy server returns Carol at SIP gateway 2 as a contact location for Bob.

Gateway 1 initiates call with Carol.

Carol answers the call.
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Figure 7-7  SIP Gateway-to-SIP Gateway—Call Redirection with CC-Diversion
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup

includes the standard transactions that take place as Alice at phone A attempts
to call Bob at phone B.
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Step  Action Description

2 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.

3 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to the proxy server. The INVITE request
proxy server is an invitation to Bob to participate in a call session.

In the INVITE request:

« Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst
is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

- Alice (via SIP gateway 1) is identified as the call session initiator in the
From field.

- A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability SIP gateway 1 is ready to receive is specified in
the SDP.

- The port on which SIP gateway 1 is prepared to receive the RTP data is
specified in the SDP.

« Alice at SIP gateway 1 is specified as a CC-Diversion header. In addition,
the CC-Diversion header field contains a reason for the diversion and a
counter. Possible values for the diversion reason include the following:
unknown, user-busy, no-answer, unconditional, deflection, and follow-me.

4 302 Moved Temporarily—SIP The SIP proxy server determines that Bob’s calls have been configured to be
proxy server to SIP gateway 1 redirected to Carol at phone C via SIP gateway 2. The SIP proxy server sends a
302 Moved Temporarily message to SIP gateway 1.

In the 302 Moved Temporarily message, Carol at SIP gateway 2 is added as the
Contact and there are two CC-Diversion header fields included; one for Bob at
GW?2 (IP address or domain name) and one for Alice at SIP gateway 1

(IP address or domain name).

5 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to the SIP proxy server. The ACK confirms that the
proxy server 302 Moved Temporarily response has been received.

6 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to Carol at phone C via SIP gateway 2.
gateway 2 The INVITE request contains two CC-Diversion headers; one for Bob at SIP

gateway 2 (IP address or domain name) and one for Alice at SIP gateway 1
(IP address or domain name).

7 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from SIP gateway 1 and initiates a
Call Setup with Carol via PBX B. In the Call Setup, the ISDN Redirecting
Number IE is generated using the contents of the top CC-Diversion header field;
in this case, Bob at SIP gateway 2.
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Step  Action Description

8 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.

9 Alerting—PBX B to SIP PBX B locates Carol at phone C and sends an Alert message to SIP gateway 2.
gateway 2 Carol’s phone begins to ring.

10 180 Ringing—SIP gateway 2 toSIP gateway 2 sends a 180 Ringing response to SIP gateway 1. The 180 Ringing
SIP gateway 1 response indicates that SIP gateway 2 has located, and is trying to alert, Carol at

phone C.

11 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to PBX A. Alice hears ringback tone.

PBX A

At this point, a one-way voice path is established between SIP gateway 1 and PBXA and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

12 Connect—PBX B to SIP Carol answers phone. PBX B sends a Connect message to SIP gateway 2. The
gateway 2 Connect message notifies SIP gateway 2 that the connection has been made.

13 200 OK—SIP gateway 2 to SIPSIP gateway 2 sends a 200 OK response to SIP gateway 1. The 200 OK response
gateway 1 notifies SIP gateway 1 that the connection has been made.

If Carol via SIP gateway 2 supports the media capability advertised in the
INVITE message sent by SIP gateway 1, it advertises the intersection of its own
and Alice’s media capability in the 200 OK response. If Carol at SIP gateway 2
does not support the media capability advertised by Alice at SIP gateway 1, SIP
gateway 2 sends back a 400 Bad Request response with a “Warning: 304 Codec
negotiation failed” header field.

14 Connect—SIP gateway 1to  SIP gateway 1 sends a Connect message to PBX A. The Connect message
PBX A notifies PBX A that the connection has been made.

15 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1

16 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that the
gateway 2 200 OK response has been received.

The call is now in progress over a two-way voice path via RTP.

17 Connect ACK—SIP gateway 2 SIP gateway 2 acknowledges PBX B’s Connect message.
to PBX B

At this point, a two-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.
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SIP Gateway-to-SIP Gateway Call—SIP 3xx Redirection Response

Figure 7-8illustrates a successful gateway-to-gateway call setup in which a SIP 3xx Redirection
response is processed after the receipt of a SIPnf@rmation response.

In this scenario, the three end users are identified as Alice at phone A, Bob at phone B, and Carol at
phone C. Alice at phone A is located at PBX A. PBX A is connected to SIP gateway 1 viaa T1/E1. SIP
gateway 1 is using a SIP redirect server. Bob at phone B and Carol at phone C are located at PBX B.
PBX B is connected to SIP gateway 2 via a T1/E1. SIP gateway 1 is connected to SIP gateway 2 over an
IP network.

The call flow scenario is as follows:

1.

Eal A =

Bob at phone B has delegated his calls to Carol at phone C.

Alice at phone A initiates a call with Bob via SIP gateway 1that is using a SIP proxy server.
The proxy server returns Carol at SIP gateway 2 as a contact location for Bob.

Gateway 1 initiates call with Carol.

Carol answers the call.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP



| Chapter7  SIP Call-Flow Process for the Cisco VolP Infrastructure Solution for SIP

Call Flow Scenarios for Successful Calls W

ALPHA DRAFT - CISCO CONFIDENTIAL
Figure 7-8  Gateway-to-Gateway Call—Call Redirection
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup

includes the standard transactions that take place as Alice at phone A attempts
to call Bob at phone B.
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Step  Action Description

2 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.

3 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to the proxy server. The INVITE request
proxy server is an invitation to Bob to participate in a call session.

In the INVITE request:

« Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst
is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

- Alice via SIP gateway 1 is identified as the call session initiator in the From
field.

- A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability SIP gateway 1 is ready to receive is specified in the
SDP.

- The port on which SIP gateway 1 is prepared to receive the RTP data is
specified in the SDP.

« Alice at SIP gateway 1 is specified as a CC-Diversion header. In addition,
the CC-Diversion header field contains a reason for the diversion and a
counter. Possible values for the diversion reason include the following:
unknown, user-busy, no-answer, unconditional, deflection, and follow-me.

4 100 Trying—SIP proxy server The 100 Trying response indicates that the INVITE request has been received.
to SIP gateway 1

5 302 Moved Temporarily—SIP The SIP proxy server determines that Bob’s calls have been configured to be
proxy server to SIP gateway 1 redirected to Carol at phone C via SIP gateway 2. The SIP proxy server sends a
302 Moved Temporarily message to SIP gateway 1.

In the 302 Moved Temporarily message, Carol at SIP gateway 2 is added as the
Contact and there are two CC-Diversion header fields included; one for Alice at
SIP gateway 1 (IP address or domain name) and Bob at SIP gateway 2 (IP
address or domain name).

6 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to Carol at phone C via SIP gateway 2.
gateway 2 The INVITE request contains two CC-Diversion headers; one for Alice at SIP
gateway 1 (IP address or domain name) and Bob at SIP gateway 2 (IP address or
domain name).

7 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from SIP gateway 1 and initiates a
Call Setup with Carol via PBX B. In the Call Setup, the ISDN Redirecting
Number IE is generated using the contents of the top CC-Diversion header field;
in this case, Bob at SIP gateway 2.
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Step  Action Description

8 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.

9 Alerting—PBX B to SIP PBX B locates Carol at phone C and sends an Alert message to SIP gateway 2.
gateway 2 Carol’s phone begins to ring.

10 180 Ringing—SIP gateway 2 toSIP gateway 2 sends a 180 Ringing response to SIP gateway 1. The 180 Ringing
SIP gateway 1 response indicates that SIP gateway 2 has located, and is trying to alert, Carol at

phone C.

11 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to PBX A. Alice hears ringback tone.

PBX A

At this point, a one-way voice path is established between SIP gateway 1 and PBXA and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

12 Connect—PBX B to SIP Carol answers phone. PBX B sends a Connect message to SIP gateway 2. The
gateway 2 Connect message notifies SIP gateway 2 that the connection has been made.

13 200 OK—SIP gateway 2 to SIPSIP gateway 2 sends a 200 OK response to SIP gateway 1. The 200 OK response
gateway 1 notifies SIP gateway 1 that the connection has been made.

If Carol via SIP gateway 2 supports the media capability advertised in the
INVITE message sent by SIP gateway 1, it advertises the intersection of its own
and Alice’s media capability in the 200 OK response. If Carol at SIP gateway 2
does not support the media capability advertised by Alice at SIP gateway 1, SIP
gateway 2 sends back a 400 Bad Request response with a “Warning: 304 Codec
negotiation failed” header field.

14 Connect—SIP gateway 1to  SIP gateway 1 sends a Connect message to PBX A. The Connect message
PBX A notifies PBX A that the connection has been made.

15 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1

16 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that the
gateway 2 200 OK response has been received.

The call is now in progress over a two-way voice path via RTP.

17 Connect ACK—SIP gateway 2 SIP gateway 2 acknowledges PBX B’s Connect message.
to PBX B

At this point, a two-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.
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SIP Gateway-to-SIP IP Phone—Successful Call Setup and Disconnect

Figure 7-9illustrates a successful gateway-to-SIP IP phone call setup and disconnect. In this scenario,
the two end users are User A and User B. User A is located at PBX A. PBX A is connected to SIP
gateway 1 via a T1/E1. User B is located at a SIP IP phone. SIP gateway 1 is connected to the SIP IP
phone over an IP network.

The call flow is as follows:

1. User A calls User B.

2. User B answers the call.
3. User B hangs up.

Figure 7-9  SIP Gateway-to-SIP IP Phone—Successful Call Setup and Disconnect
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup

includes the standard transactions that take place as User A attempts to call
User B.
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Step  Action Description
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 maps the SIP URL phone number to a dial-peer. The dial-peer
IP phone includes the IP address and the port number of the SIP enabled entity to contact.

SIP gateway 1 sends an INVITE request to the address it receives in the dial peer
which, in this scenario, is the SIP IP phone.

In the INVITE request:
- The IP address of the SIP IP phone is inserted in the Request-URI field.
- PBX A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
- The port on which the SIP gateway is prepared to receive the RTP data is

specified.
3 Call Proceeding—SIP gateway SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
1to PBXA Call Setup request.
4 100 Trying—SIP IP phone to The SIP IP phone sends a 100 Trying response to SIP gateway 1. The 100 Trying
SIP gateway 1 response indicates that the INVITE request has been received by the SIP IP
phone.
5 180 Ringing—SIP IP phone to The SIP IP phone sends a 180 Ringing response to SIP gateway 1. The 180
SIP gateway 1 Ringing response indicates that the user is being alerted.
6 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to User A. The Alert message indicates
PBX A that SIP gateway 1 has received a 180 Ringing response from the SIP IP phone.
User A hears the ringback tone that indicates that User B is being alerted.
7 200 OK—SIP IP phone to SIP The SIP IP phone sends a 200 OK response to SIP gateway 1. The 200 OK
gateway 1 response notifies SIP gateway 1 that the connection has been made.
8 Connect—SIP gateway 1 to  SIP gateway 1 sends a Connect message to PBX A. The Connect message
PBX A notifies PBX A that the connection has been made.
9 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1

10 ACK—SIP gateway 1 to SIP IPSIP gateway 1 sends an ACK to the SIP IP phone. The ACK confirms that SIP
phone gateway 1 has received the 200 OK response. The call session is now active.

At this point, a two-way voice path is established between SIP gateway 1 and PBX A. A two-way RTP channel is established
between SIP gateway 1 and SIP IP phone B.

11 BYE—SIP IP phone to SIP User B terminates the call session at his SIP IP phone and the phone sendsa BYE
gateway 1 request to SIP gateway 1. The BYE request indicates that User B wants to release
the call.
12 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A
13 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
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Step  Action Description
14 200 OK—SIP gateway 1 to SIPSIP gateway 1 sends a 200 OK response to the SIP IP phone. The 200 OK
IP phone response notifies the phone that SIP gateway 1 has received the BYE request.
15 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A is terminated.

SIP Gateway-to-SIP IP Phone—Successful Call Setup and Call Hold

Figure 7-10illustrates a successful gateway-to-SIP IP phone call setup and call hold. In this scenario,
the two end users are User A and User B. User A is located at PBX A. PBX A is connected to SIP
gateway 1 via a T1/E1. User B is located at a SIP IP phone. SIP gateway 1 is connected to the SIP IP
phone over an IP network.

The call flow is as follows:

1. User A calls User B.

2. User B answers the call.

3. User B puts User A on hold.
4. User B takes User A off hold.
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Figure 7-10 SIP Gateway-to-SIP IP Phone Call—Successful Call Setup and Call Hold
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
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Step  Action Description
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 maps the SIP URL phone number to a dial-peer. The dial-peer
IP phone includes the IP address and the port number of the SIP enabled entity to contact.

SIP gateway 1 sends an INVITE request to the address it receives in the dial peer
which, in this scenario, is the SIP IP phone.

In the INVITE request:
- The IP address of the SIP IP phone is inserted in the Request-URI field.
- PBX A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
- The port on which the SIP gateway is prepared to receive the RTP data is

specified.
3 Call Proceeding—SIP gateway SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
1to PBXA Call Setup request.
4 100 Trying—SIP IP phone to The SIP IP phone sends a 100 Trying response to SIP gateway 1. The 100 Trying
SIP gateway 1 response indicates that the INVITE request has been received by the SIP IP
phone.
5 180 Ringing—SIP IP phone to The SIP IP phone sends a 180 Ringing response to SIP gateway 1. The 180
SIP gateway 1 Ringing response indicates that the user is being alerted.
6 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to User A. The Alert message indicates
PBX A that SIP gateway 1 has received a 180 Ringing response from the SIP IP phone.
User A hears the ringback tone that indicates that User B is being alerted.
7 200 OK—SIP IP phone to SIP The SIP IP phone sends a 200 OK response to SIP gateway 1. The 200 OK
gateway 1 response notifies SIP gateway 1 that the connection has been made.
8 Connect—SIP gateway 1 to  SIP gateway 1 sends a Connect message to PBX A. The Connect message
PBX A notifies PBX A that the connection has been made.
9 ACK—SIP gateway 1 to SIP IP SIP gateway 1 sends an ACK to the SIP IP phone. The ACK confirms that User
phone A has received the 200 OK response. The call session is now active.

10 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1

At this point, a two-way voice path is established between SIP gateway 1 and PBX A. A two-way RTP channel is established
between SIP gateway 1 and SIP IP phone B.

11 INVITE—SIP IP phone to SIP SIP IP phone B sends a mid-call INVITE to the SIP gateway with new SDP
gateway 1 session parameters (IP address), which are used to place the call on hold.

The SIP INVITE contains an invalid IP address, which places the call in limbo.
SDP: c=IN 1P4 0.0.0.0

12 200 OK—SIP gateway 1 to SIPSIP gateway 1 sends a 200 OK response to the SIP IP phone. The 200 OK
IP phone response notifies the SIP IP phone that the INVITE was successfully processed.
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Step  Action Description

13 ACK—SIP IP phone to SIP The SIP IP phone sends an ACK to SIP gateway 1. The ACK confirms that the
gateway 1 SIP IP phone has received the 200 OK response. The call session is now
temporarily inactive. No RTP packets are being sent.

The two-way RTP channel is torn down. The call is on hold.

14 INVITE—SIP IP phone to SIP SIP IP phone B sends a mid-call INVITE to SIP gateway 1 with the same call ID
gateway 1 as the previous INVITE and new SDP session parameters (IP address), which are
used to re-establish the call.

SDP: c=IN IP4 IP-UserB

15 200 OK—SIP gateway 1 to SIPSIP gateway 1 sends a 200 OK response to the SIP IP phone. The 200 OK
IP phone response notifies the SIP IP phone that the INVITE was successfully processed.

16 ACK—SIP IP phone to SIP The SIP IP phone sends an ACK to SIP gateway 1. The ACK confirms that the
gateway 1 SIP IP phone has received the 200 OK response. The call session is now active.

At this point, a two-way voice path exists between SIP gateway 1 and PBX A and the two-way RTP channel is re-established
between SIP gateway 1 and SIP IP phone B.
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SIP Gateway-to-SIP IP Phone—Successful Call Setup and Transfer

Figure 7-11lillustrates a successful gateway-to-SIP IP phone call setup and call transfer without
consultation. In this scenario, there are three end users: User A, User B, and User C. User A is located
at PBX A. PBX A is connected to SIP gateway 1 via a T1/E1l. User B is located at a SIP IP phone and is
directly connected to the IP network. User C is located at PBX B. PBX B is connected to SIP gateway 2
via a T1/E1. SIP gateway 1, SIP gateway 2, and the SIP IP phone are connected to one another over an
IP network.

The call flow is as follows:

1. User A calls User B.

2. User B answers the call.

3. User B transfers User A's call to User C and then hangs up.
4

User C answers the call.
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Figure 7-11 SIP Gateway-to-SIP IP Phone Call—Successful Call Setup and Transfer without
Consultation
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
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Step  Action Description
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 maps the SIP URL phone number to a dial-peer. The dial-peer
IP phone includes the IP address and the port number of the SIP enabled entity to contact.
SIP gateway 1 sends an INVITE request to the address it receives in the dial peer
which, in this scenario, is the SIP IP phone.
In the INVITE request:
- The IP address of the SIP IP phone is inserted in the Request-URI field.
- PBX A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
- The port on which the SIP gateway is prepared to receive the RTP data is
specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
4 100 Trying—SIP IP phone to The SIP IP phone sends a 100 Trying response to SIP gateway 1. The 100 Trying
SIP gateway 1 response indicates that the INVITE request has been received by the SIP IP
phone.
5 180 Ringing—SIP IP phone to The SIP IP phone sends a 180 Ringing response to SIP gateway 1. The 180
SIP gateway 1 Ringing response indicates that the user is being alerted.
6 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to User A. The Alert message indicates
PBX A that SIP gateway 1 has received a 180 Ringing response from the SIP IP phone.
User A hears the ringback tone that indicates that User B is being alerted.
7 200 OK—SIP IP phone to SIP The SIP IP phone sends a 200 OK response to SIP gateway 1. The 200 OK
gateway 1 response notifies SIP gateway 1 that the connection has been made.
8 Connect—SIP gateway 1 to  SIP gateway 1 sends a Connect message to PBX A. The Connect message
PBX A notifies PBX A that the connection has been made.
9 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1
10 ACK—SIP gateway 1 to SIP IPSIP gateway 1 sends an ACK to the SIP IP phone. The ACK confirms that SIP

phone

gateway 1 has received the 200 OK response. The call session is now active.

At this point, a two-way voice path is established between SIP gateway 1 and PBX A. A two-way RTP channel is established
between SIP gateway 1 and SIP IP phone B.
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Step  Action Description
11 BYE—SIP IP phone to SIP User B transfers User A's call to User C and then hangs up. The SIP IP phone
gateway 1 sends a BYE request to SIP gateway 1. The BYE request includes the Also
header. In this scenario, the Also header indicates that User C must be brought
into the call while User B hangs up. This header distinguishes the call transfer
BYE request from a normal disconnect BYE request.
The Request-By header could be included in the BYE request, however, Cisco
Systems’ implementation does not require the header to complete the transfer. If
the Requested-By header isincluded, the INVITE sent to the transferred-to party
will include the Requested-By header. If the Requested-By header is not
included, the INVITE sent to the transferred-to party will not include the
Requested-By header.
12 200 OK—SIP gateway 1 to SIPSIP gateway 1 sends a 200 OK message to the SIP IP phone. The 200 OK
IP phone response notifies the SIP IP phone that the BYE request has been received. The
call session between User A and User B is now terminated.
13 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to SIP gateway 2. In the INVITE
gateway 2 request, a unique Call-1D is generated and the Requested-By field indicates that
User B requested the call.
14 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from SIP gateway 1 and initiates a
Call Setup with User C via PBX B.
15 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the INVITE request sent by SIP
SIP gateway 1 gateway 1. The 100 Trying response indicates that SIP gateway 2 has received
the INVITE request but that User C has not yet been located.
16 Call Proceeding—PBX B to SIPPBX B sends a Call Proceeding message to SIP gateway 2. User C’s phone
gateway 2 begins to ring.
17 Alerting—PBX B to SIP PBX B sends an Alert message to SIP gateway 2. The message indicates that the
gateway 2 PBX is attempting to alert the user of the call (that is to say, the phone is ringing).
18 180 Ringing—SIP gateway 2 toSIP gateway 2 sends a 180 Ringing response to SIP gateway 1. The 180 Ringing
SIP gateway 1 response indicates that SIP gateway 2 has located, and is trying to alert, User C.
19 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to PBX A. The Alert message indicates
PBX A that SIP gateway 1 has received a 180 Ringing response from the SIP IP phone.
User A hears the ringback tone that indicates that User C is being alerted.
20 Connect—PBX B to SIP User C answers the phone. PBX B sends a Connect message to SIP gateway 2.
gateway 2 The Connect message notifies SIP gateway 2 that the connection has been made.
21 200 OK—SIP gateway 2 to SIPSIP gateway 2 sends a 200 OK response to SIP gateway 1. The 200 OK response
gateway 1 notifies SIP gateway 1 that the connection has been made.
If User C supports the media capability advertised in the INVITE message sent
by User A, it advertises the intersection of its own and User A's media capability
in the 200 OK response. If User C does not support the media capability
advertised by User A, it sends back a 400 Bad Request response with a 304
Warning header field.
22 Connect—SIP gateway 1 to  SIP gateway 1 sends a Connect message to PBX A. The Connect message

PBX A notifies PBX A that the connection has been made.
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Step  Action Description

23 Connect ACK—PBX A to SIP PBX A acknowledges SIP gateway 1's Connect message.
gateway 1

24 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that SIP
gateway 2 gateway 1 has received the 200 OK message from SIP gateway 2.

25 Connect ACK—SIP gateway 2 SIP gateway 2 acknowledges PBX B’s Connect message.
to PBX B

At this point, a two-way voice path is established between SIP gateway 1 and PBX A and between SIP gateway 2 and PBX B.
A two-way RTP channel is established between SIP gateway 1 and SIP gateway 2.

SIP Gateway-to-uOne Call—Call Setup with Voice Mail

Figure 7-12illustrates a successful SIP gateway-to-uOne system call setup.

Figure 7-12 SIP Gateway-to-SIP Gateway—Call Setup and Voice Mail
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< 200 OK  (with media server SDP)
(with media server SDP) 8
Step  Action Description
1 INVITE—SIP gateway 1 to SIP gateway 1 sends an INVITE request to the application server.
application server
2 INVITE—Application server to The application server sends the INVITE request to SIP gateway 2.

SIP gateway 2
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Step  Action Description

3 183 Session Progress—SIP  SIP gateway 2 sends a 183 Session Progress message to the application server.
gateway 2 to application server

4 183 Session The application server proxies the 183 Session Progress message to SIP
Progress—Application server togateway 1.
SIP gateway 1

At this point, a timeout occurs.

5 Voice Mail control The application server forwards voice mail control messages to the uOne server
messages—Application server (media server).
to uOne server

6 200 OK—uOne server to The uOne server sends a 200 OK response to the application server. In the 200
application server OK response, the uOne server SDP is included.

7 200 OK response—Application The application server proxies the 200 OK response to the SIP gateway. In the
server to SIP gateway 1 200 OK response, the uOne server SDP is included.

SIP IP Phone-to-SIP Gateway—Automatic Route Selection

Figure 7-13 Figure 7-14 andFigure 7-15illustrate scenarios in which the SIP Proxy has been
configured to use different SIP gateways depending on the destination number.

In the first call flow scenarioKigure 7-13, User A first makes a local call. In the secorddure 7-14,
User A makes a long distance call within the United States. In the tRiglite 7-15, User A makes an
international call to France.

Note  This call flow requires the appropriate support on the SIP proxy server.
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Figure 7-13 SIP IP Phone-to-SIP Gateway—Automatic Route Selection (Local)
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Figure 7-14 SIP IP Phone-to-SIP Gateway—Automatic Route Selection (Long Distance)
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Figure 7-15 SIP IP Phone-to-SIP Gateway—Automatic Route Selection (International
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to the SIP proxy server. The INVITE
SIP proxy server request is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the

Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
2 INVITE—SIP proxy server to SIP proxy server reads the invite and, based on the destination number, it sends
SIP gateway the SIP INVITE request to the appropriate SIP gateway. For example, in the case

of a 9... number, it sends the INVITE to the default SIP gateway. In the case of
a 91... number, it sends the INVITE to the SIP gateway configured to handle all
long-distance US calls. In the case of a 901133... number, it sends the INVITE
to the SIP gateway configured to handle all international calls to France.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP



| Chapter7  SIP Call-Flow Process for the Cisco VolP Infrastructure Solution for SIP

Call Flow Scenarios for Successful Calls W

ALPHA DRAFT - CISCO CONFIDENTIAL

Step  Action Description
3 100 Trying—SIP proxy server SIP proxy server sends a 100 Trying message to SIP IP phone A.
to SIP IP phone A
4 180 Ringing—SIP gateway to SIP gateway sends a 180 Ringing response to the SIP proxy server.
SIP proxy server
5 180 Ringing—SIP proxy server SIP proxy server sends a 180 Ringing message to SIP IP phone A.
to SIP IP phone A
6 200 OK—SIP gateway to SIP SIP gateway sends a 200 OK response to the SIP proxy server.
proxy server
7 200 OK—SIP proxy server to SIP proxy server forwards the 200 OK response to SIP IP phone A.
SIP IP phone A
8 ACK—SIP IP phone Ato SIP SIP IP phone A sends an ACK to the SIP proxy server. The ACK confirms that
proxy server the SIP proxy server has received the 200 OK response from SIP IP phone C.
9 ACK—SIP proxy server to SIP SIP proxy server forwards the SIP ACK to the SIP gateway. The ACK confirms
gateway that SIP IP phone A has received the 200 OK response from the SIP gateway.

At this point, a two-way RTP channel is established between SIP IP phone A and the SIP gateway.

SIP IP Phone-to-SIP Gateway—Call Setup and Call Hold with Delayed Media

Figure 7-16illustrates a successful SIP IP phone-to-SIP gateway call setup and call hold using delayed
media.

The call flow scenario is as follows:
1. User A calls User B.

2. User A puts User B on hold.

3. User A takes User B off hold.
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Figure 7-16 SIP IP Phone-to-SIP Gateway—Call Setup and Call Hold with Delayed Media
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Step  Action Description
1 INVITE—SIP IP phone to SIP SIP IP phone sends an INVITE request to the SIP gateway. The INVITE request
gateway is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL. The SIP URL identifies the address of User B and takes a
form similar to an email addressser@hostwhereuseris the telephone
number andhostis either a domain name or a numeric network address). For
example, the Request-URI field in the INVITE request to User B appears as
“INVITE sip:555-0002@companyb.com; user=phone.” The “user=phone”
parameter indicates that the Request-URI address is a telephone number
rather than a user name.

- SIP IP phone is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the

Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.

2 Setup B—SIP gateway to PBX  The SIP gateway receives the INVITE request from the call controller and
initiates a Call Setup with User B via the PBX.

3 Call Proceeding—PBX to SIP The PBX sends a Call Proceeding message to the SIP gateway to acknowledge

gateway the Call Setup request.

4 Alerting—PBX to SIP gateway The PBX sends an Alert message to the SIP gateway.

5 180 Ringing—SIP gateway to The SIP gateway sends a 180 Ringing response to the SIP IP phone. The 180

SIP IP phone Ringing response indicates that the User B is being alerted.

6 Connect—PBX to SIP gateway User B answers the phone. The PBX sends a Connect message to the SIP
gateway. The Connect message notifies the SIP gateway that the connection has
been made.

7 200 OK—SIP gateway to SIP IPThe SIP gateway sends a 200 OK response to the SIP IP phone. The 200 OK

phone response notifies the SIP IP phone that the connection has been made.

8 ACK—SIP IP phone to SIP SIP IP phone sends an ACK to the SIP gateway. The ACK confirms that the SIP

gateway IP phone has received the 200 OK response from the SIP gateway.

9 Connect ACK—SIP gateway to The SIP gateway acknowledges the PBX’s Connect message. The call between

PBX User A and User B session is now active.

A two-way RTP channel is established between the SIP IP phone and the SIP gateway. A two-way voice path is established
between the SIP gateway and the PBX.

10 INVITE—SIP IP phone to SIP SIP IP phone (User A) sends a mid-call INVITE request to the SIP gateway with
gateway a modified SDP session connection parameter (c=) that places the existing call
between User A and User B on hold.

The c= SDP field of the SIP INVITE contains an 0.0.0.0. This places the call in
limbo.
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Step  Action Description

11 200 OK—SIP gateway to SIP IPSIP gateway 1 sends a 200 OK response to the SIP IP phone. The 200 OK
phone response notifies the SIP IP phone that the INVITE was successfully processed.

12 ACK—SIP IP phone to SIP The SIP IP phone sends an ACK to the SIP gateway. The ACK confirms that the
gateway SIP IP phone has received the 200 OK response. The call session is now

temporarily inactive. No RTP packets are being sent.

13 INVITE—SIP IP phone to SIP SIP IP phone sends an INVITE with delayed mediato the SIP gateway. No media

gateway is specified in the SDP media name and transport address (m=) parameter.

14 200 OK—SIP gateway to SIP IPThe SIP gateway sends a 200 OK response to User A. In the 200 OK response,

phone

the SDP information of User B is specified.

15 ACK—SIP IP phone to SIP
gateway

SIP IP phone sends an ACK to the SIP gateway. The ACK confirms that the SIP
IP phone has received the 200 OK response from the SIP gateway. In the ACK
response, the SDP information of User A is specified. Media negotiation takes
place.

A two-way RTP channel is re-established between the SIP IP phone and the SIP gateway. A two-way voice path (to User B)
is established between the SIP gateway and the PBX.

SIP IP Phone-to-SIP IP Phone—Simple Call Hold

Figure 7-17illustrates a successful call between SIP IP phones in which one of the participants places
the other on hold and then returns to the call. In this call flow scenario, the two end users are User A and
User B. User A and User B are both using SIP IP phones, which are connected via an IP network.

The call flow scenario is as follows:

1. User A calls User B.

o o~ DD

~

User B answers the call.
User B places User A on hold.
User B takes User A off hold.

The call continues.

Note  To simplify the call flow, the intermediate SIP proxy server is not shown.
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Figure 7-17 SIP IP Phone-to-SIP IP Phone—Simple Call Hold
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.

In the INVITE request:

The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

SIP IP phone A is identified as the call session initiator in the From field.

A uniqgue numeric identifier is assigned to the call and is inserted in the
Call-ID field.

The transaction number within a single call leg is identified in the CSeq
field.

The media capability User A is ready to receive is specified.

2 180 Ringing—SIP IP phone Bto SIP IP phone B sends a 180 Ringing response to SIP IP phone A.

SIP IP phone A
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Step  Action Description
3 200 OK—SIP IP phone B to SIPSIP IP phone B sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies SIP IP phone A that the connection has been made.

If SIP IP phone B supports the media capability advertised in the INVITE
message sent by SIP IP phone A, it advertises the intersection of its own and SIP
IP phone A's media capability in the 200 OK response. If SIP IP phone B does
not support the media capability advertised by SIP IP phone A, it sends back a
400 Bad Request response with a 304 Warning header field.

4 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone B. The ACK confirms that SIP
phone B IP phone A has received the 200 OK response from SIP IP phone B.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone B.

5 INVITE—SIP IP phone Bto SIP SIP IP phone B sends a mid-call INVITE to SIP IP phone A with new SDP
IP phone A session parameters (IP address), which are used to place the call on hold.

The SIP INVITE contains an invalid IP address, which places the call in limbo.
SDP: c=IN P4 0.0.0.0

6 200 OK—SIP IP phone Ato SIP SIP IP phone A sends a 200 OK response to SIP IP phone B.
IP phone B

7 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone A. The ACK confirms that SIP
phone A IP phone B has received the 200 OK response from SIP IP phone A.

The two-way RTP channel is torn down. The call is on hold.

8 INVITE—SIP IP phone Bto SIP SIP IP phone B sends a mid-call INVITE to SIP IP phone A with the same call
IP phone A ID as the previous INVITE and new SDP session parameters (IP address), which
are used to re-establish the call.

SDP: c=IN IP4 181.23.250.2

9 200 OK—SIP IP phone Ato SIP SIP IP phone A sends a 200 OK response to SIP IP phone B.
IP phone B

10 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone A. The ACK confirms that SIP
phone A IP phone B has received the 200 OK response from SIP IP phone A.

At this point, the two-way RTP channel is re-established between IP phone A and IP phone B.
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SIP IP Phone-to-SIP IP Phone—Call Hold with Consultation

Figure 7-18illustrates a successful call between SIP IP phones in which one of the participants places
the other on hold, calls a third party (consultation), and then returns to the original call. In this call flow
scenario, the end users are User A, User B, and User C. They are all using SIP IP phones, which are
connected via an IP network.

The call flow scenario is as follows:
User A calls User B.

User B answers the call.

User B places User A on hold.
User B calls User C.

User B disconnects from User C.
User B takes User A off hold.
The original call continues.

N o g M w N

~

Note  To simplify the call flow, the intermediate SIP proxy server is not shown.
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Figure 7-18 SIP IP Phone-to-SIP IP Phone—Call Hold with Consultation
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the

Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
2 180 Ringing—SIP IP phone BtoSIP IP phone B sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A
3 200 OK—SIP IP phone Bto SIPSIP IP phone B sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies SIP IP phone A that the connection has been made.

If SIP IP phone B supports the media capability advertised in the INVITE
message sent by SIP IP phone A, it advertises the intersection of its own and SIP
IP phone A's media capability in the 200 OK response. If SIP IP phone B does
not support the media capability advertised by SIP IP phone A, it sends back a
400 Bad Request response with a 304 Warning header field.

4 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone B. The ACK confirms that SIP
phone B IP phone A has received the 200 OK response from SIP IP phone B.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone B.

5 INVITE—SIP IP phone Bto SIP SIP IP phone B sends a mid-call INVITE to SIP IP phone A with new SDP
IP phone A session parameters (IP address), which are used to place the call on hold.

The SIP INVITE contains an invalid IP address, which places the call in limbo.
SDP: c=IN P4 0.0.0.0

6 200 OK—SIP IP phone Ato SIP SIP IP phone A sends a 200 OK response to SIP IP phone B.
IP phone B

7 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone A. The ACK confirms that SIP
phone A IP phone B has received the 200 OK response from SIP IP phone A.

The two-way RTP channel is torn down. The call is on hold.

8 INVITE—SIP IP phone Bto SIP SIP IP phone B sends an INVITE request to SIP IP phone C. The INVITE
IP phone C request is an invitation to User C to participate in a call session.

9 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to SIP IP phone B.
SIP IP phone B
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Step  Action Description

10 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone B. The 200 OK
IP phone B response notifies SIP IP phone B that the connection has been made.

If SIP IP phone B supports the media capability advertised in the INVITE
message sent by SIP IP phone A, it advertises the intersection of its own and SIP
IP phone A's media capability in the 200 OK response. If SIP IP phone B does
not support the media capability advertised by SIP IP phone A, it sends back a
400 Bad Request response with a 304 Warning header field.

11 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone C. The ACK confirms that SIP IP
phone C phone B has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone B and SIP IP phone C.

12 BYE—SIP IP phone B to SIP IP The call continues and then User B hangs up. SIP IP phone B sends a BYE
phone C request to SIP IP phone C. The BYE request indicates that User B wants to
release the call.

13 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK message to SIP IP phone B. The 200 OK
IP phone B response notifies SIP IP phone B that the BYE request has been received. The
call session between User A and User B is now terminated.

At this point, the RTP channel between SIP IP phone C and SIP IP phone B is torn down.

14 INVITE—SIP IP phone Bto SIP SIP IP phone B sends a mid-call INVITE to SIP IP phone A with the same call
IP phone A ID as the previous INVITE and new SDP session parameters (IP address), which
are used to re-establish the call.

SDP: c=IN 1P4 181.23.250.2

15 200 OK—SIP IP phone A to SIPSIP IP phone A sends a 200 OK response to SIP IP phone B.
IP phone B

16 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone A. The ACK confirms that SIP
phone A IP phone B has received the 200 OK response from SIP IP phone A.

At this point, the two-way RTP channel is re-established between SIP IP phone A and SIP IP phone B.
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SIP IP Phone-to-SIP IP Phone—Call Waiting

Figure 7-19llustrates a successful call between SIP IP phones in which two parties are in a call, one of
the participants receives a call from a third party, and then returns to the original call. In this call flow
scenario, the end users are User A, User B, and User C. They are all using SIP IP phones, which are
connected via an IP network.

The call flow scenario is as follows:

User A calls User B.

User B answers the call.

User C calls User B.

User B accepts the call from User C.

User B switches back to User A.

User B hangs up, ending the call with User A.
User B is notified of the remaining call with User C.

©® N o g &~ w NP

User B answers the notification and continues the call with User C.

~

Note  To simplify the call flow, the intermediate SIP proxy server is not shown.
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Figure 7-19 SIP IP Phone-to-SIP IP Phone—Call Waiting
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Step

Action Description

1

INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.

180 Ringing—SIP IP phone BtoSIP IP phone B sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A

200 OK—SIP IP phone Bto SIPSIP IP phone B sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies SIP IP phone A that the connection has been made.

If SIP IP phone B supports the media capability advertised in the INVITE
message sent by SIP IP phone A, it advertises the intersection of its own and SIP
IP phone A's media capability in the 200 OK response. If SIP IP phone B does
not support the media capability advertised by SIP IP phone A, it sends back a
400 Bad Request response with a 304 Warning header field.

ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone B. The ACK confirms that SIP
phone B IP phone A has received the 200 OK response from SIP IP phone B.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone B.

5 INVITE—SIP IP phone Cto SIP SIP IP phone C sends an INVITE request to SIP IP phone B. The INVITE
IP phone B request is an invitation to User B to participate in a call session.
6 180 Ringing—SIP IP phone BtoSIP IP phone B sends a 180 Ringing response to SIP IP phone C.
SIP IP phone C
7 INVITE—SIP IP phone Bto SIP SIP IP phone B sends a mid-call INVITE to SIP IP phone A with new SDP
IP phone A session parameters (IP address), which are used to place the call on hold.
The SIP INVITE contains an invalid IP address, which places the call in limbo.
SDP: c=IN IP4 0.0.0.0
8 200 OK—SIP IP phone Ato SIP SIP IP phone A sends a 200 OK response to SIP IP phone B.
IP phone B
9 ACK—SIP IP phone Bto SIP IP SIP IP phone B sends an ACK to SIP IP phone A. The ACK confirms that SIP

phone A IP phone B has received the 200 OK response from SIP IP phone A.

The two-way RTP channel is torn down. SIP IP phone A is on hold.

10

200 OK—SIP IP phone B to SIPSIP IP phone B sends a 200 OK response to SIP IP phone C. The 200 OK
IP phone C response notifies SIP IP phone C that the connection has been made.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP
[ oL-1002-02 .m



Chapter 7 SIP Call-Flow Process for the Cisco VolIP Infrastructure Solution for SIP_ |

W Call Flow Scenarios for Successful Calls

ALPHA DRAFT - CISCO CONFIDENTIAL

Step  Action Description

11 ACK—SIP IP phone Cto SIP IP SIP IP phone C sends an ACK to SIP IP phone B. The ACK confirms that SIP IP
phone B phone C has received the 200 OK response from SIP IP phone B.

At this point, a two-way RTP channel is established between SIP IP phone B and SIP IP phone C. SIP IP phone A remains
on hold.

12 INVITE—SIP IP phone Bto SIP SIP IP phone B sends a mid-call INVITE to SIP IP phone C with new SDP
IP phone C session parameters (IP address), which are used to place the call on hold.

The SIP INVITE contains an invalid IP address, which places the call in limbo.
SDP: c=IN P4 0.0.0.0

13 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone B.
IP phone B

14 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone C. The ACK confirms that SIP IP
phone C phone B has received the 200 OK response from SIP IP phone C.

The two-way RTP channel is torn down. SIP IP phone C is on hold.

15 INVITE—SIP IP phone Bto SIP SIP IP phone B sends a mid-call INVITE to SIP IP phone A with the same call
IP phone A ID as the previous INVITE (sent to SIP IP phone A) and new SDP session
parameters (IP address), which are used to re-establish the call.

SDP: c=IN IP4 181.23.250.2

16 200 OK—SIP IP phone Ato SIPSIP IP phone A sends a 200 OK response to SIP IP phone B.
IP phone B

17 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone A. The ACK confirms that SIP
phone A IP phone B has received the 200 OK response from SIP IP phone A.

At this point, the two-way RTP channel is re-established between SIP IP phone A and SIP IP phone B.

18 BYE—SIP IP phone B to SIP IP The call continues and then User B hangs up. SIP IP phone B sends a BYE
phone A request to SIP IP phone A. The BYE request indicates that User B wants to
release the call.

19 200 OK—SIP IP phone A to SIPSIP IP phone A sends a 200 OK message to SIP IP phone B. The 200 OK
IP phone B response notifies SIP IP phone B that the BYE request has been received. The
call session between User A and User B is now terminated.

At this point, the RTP channel between SIP IP phone A and SIP IP phone B is torn down. SIP IP phone C remains on hold.

20 INVITE—SIP IP phone Bto SIP SIP IP phone B sends a mid-call INVITE to SIP IP phone C with the same call
IP phone C ID as the previous INVITE (sent to SIP IP phone C) and new SDP session
parameters (IP address), which are used to re-establish the call.

Call_ID=2
SDP: ¢=IN IP4 181.23.250.2

21 200 OK—SIP IP phone Cto SIPSIP IP phone C sends a 200 OK response to SIP IP phone B.
IP phone B
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Step  Action Description

22 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone C. The ACK confirms that SIP IP
phone C phone B has received the 200 OK response from SIP IP phone A.

At this point, the two-way RTP channel is re-established between SIP IP phone B and SIP IP phone C.

SIP IP Phone-to-SIP IP Phone—Call Transfer without Consultation

Figure 7-20llustrates a successful call between SIP IP phones in which two parties are in a call and then
one of the participants transfers the call to a third party without first contacting the third party. This is
called a blind transfer. In this call flow scenario, the end users are User A, User B, and User C. They are
all using SIP IP phones, which are connected via an IP network.

The call flow scenario is as follows:

1. User A calls User B.

2. User B answers the call.

3. User B transfers the call to User C.

Note  To simplify the call flow, the intermediate SIP proxy server is not shown.
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Figure 7-20 SIP IP Phone-to-SIP IP Phone—Call Transfer without Consultation
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Step  Action Description

1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the

Call-ID field.
« The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
2 180 Ringing—SIP IP phone BtoSIP IP phone B sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A
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Step  Action Description
3 200 OK—SIP IP phone B to SIPSIP IP phone B sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies SIP IP phone A that the connection has been made.

If SIP IP phone B supports the media capability advertised in the INVITE
message sent by SIP IP phone A, it advertises the intersection of its own and SIP
IP phone A's media capability in the 200 OK response. If SIP IP phone B does
not support the media capability advertised by SIP IP phone A, it sends back a
400 Bad Request response with a 304 Warning header field.

4 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone B. The ACK confirms that SIP
phone B IP phone A has received the 200 OK response from SIP IP phone B.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone B. User B then selects the
option to transfer the call to User C.

5 BYE—SIP IP phone B to SIP IP The SIP BYE request includes the Also header. The Also header indicates that
phone A User C must be brought into the call while User B hangs up. This header
distinguishes the call transfer BYE request from a normal disconnect BYE
request.
6 200 OK—SIP IP phone Ato SIP SIP IP phone A sends a 200 OK message to SIP IP phone B. The 200 OK
IP phone B response notifies SIP IP phone B that the BYE request has been received. The

call session between User A and User B is now terminated.

At this point, the RTP channel between SIP IP phone A and SIP IP phone B is torn down.

7 INVITE—SIP IP phone Ato At the request of SIP IP phone B, SIP IP phone A sends an INVITE request to
SIP IP phone C (Requested by SIP IP phone C. The INVITE request is an invitation to User C to participate in
SIP IP phone B) a call session.

8 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A

9 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies SIP IP phone A that the connection has been made.

10 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that SIP
phone C IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.

SIP IP Phone-to-SIP IP Phone—Call Transfer with Consultation

Figure 7-21illustrates a successful call between SIP IP phones in which two parties are in a call, one of
the participants contacts a third party, and then that participant transfers the call to the third party. This
is called an attended transfer. In this call flow scenario, the end users are User A, User B, and User C
They are all using SIP IP phones, which are connected via an IP network.

The call flow scenario is as follows:

1. User A calls User B.

2. User B answers the call.

3. User B calls User C and User C consents to take the call.
4. User B transfers the call to User C.
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A

Note  To simplify the call flow, the intermediate SIP proxy server is not shown.

Figure 7-21 SIP IP Phone-to-SIP IP Phone—Call Transfer with Consultation
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the

Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
2 180 Ringing—SIP IP phone BtoSIP IP phone B sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A
3 200 OK—SIP IP phone Bto SIPSIP IP phone B sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies SIP IP phone A that the connection has been made.

If SIP IP phone B supports the media capability advertised in the INVITE
message sent by SIP IP phone A, it advertises the intersection of its own and SIP
IP phone A's media capability in the 200 OK response. If SIP IP phone B does
not support the media capability advertised by SIP IP phone A, it sends back a
400 Bad Request response with a 304 Warning header field.

4 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone B. The ACK confirms that SIP
phone B IP phone A has received the 200 OK response from SIP IP phone B.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone B. User B then selects the
option to transfer the call to User C.

5 INVITE—SIP IP phone Bto SIP SIP IP phone B sends a mid-call INVITE to SIP IP phone A with new SDP
IP phone A session parameters (IP address), which are used to place the call on hold.

The SIP INVITE contains an invalid IP address, which places the call in limbo.
SDP: c=IN P4 0.0.0.0

6 200 OK—SIP IP phone Ato SIP SIP IP phone A sends a 200 OK response to SIP IP phone B.
IP phone B

7 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone A. The ACK confirms that SIP
phone A IP phone B has received the 200 OK response from SIP IP phone A.

The two-way RTP channel is torn down. The call is on hold.

8 INVITE—SIP IP phone B to SIP SIP IP phone B sends an INVITE request to SIP IP phone C. The INVITE
IP phone C request is an invitation to User C to participate in a call session.
9 180 Ringing—SIP IP phone C toSIP IP phone C sends a 180 Ringing response to SIP IP phone B.

SIP IP phone B
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Step  Action Description
10 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone B. The 200 OK
IP phone B response notifies SIP IP phone B that the connection has been made.

If SIP IP phone B supports the media capability advertised in the INVITE
message sent by SIP IP phone A, it advertises the intersection of its own and SIP
IP phone A's media capability in the 200 OK response. If SIP IP phone B does
not support the media capability advertised by SIP IP phone A, it sends back a
400 Bad Request response with a 304 Warning header field.

11 ACK—SIP IP phone B to SIP IP SIP IP phone B sends an ACK to SIP IP phone C. The ACK confirms that SIP IP
phone C phone B has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone B and SIP IP phone C.

12 BYE—SIP IP phone B to SIP IP The call continues and then User B hangs up. SIP IP phone B sends a BYE
phone C request to SIP IP phone C. The BYE request indicates that User B wants to
release the call.

13 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK message to SIP IP phone B. The 200 OK
IP phone B response notifies SIP IP phone B that the BYE request has been received. The
call session between User A and User B is now terminated.

At this point, the RTP channel between SIP IP phone B and SIP IP phone C is torn down.

14 BYE—SIP IP phone B to SIP IP The SIP BYE request includes the Also header. The Also header indicates that
phone A User C must be brought into the call while User B hangs up. This header
distinguishes the call transfer BYE request from a normal disconnect BYE
request.

15 200 OK—SIP IP phone Ato SIPSIP IP phone A sends a 200 OK message to SIP IP phone B. The 200 OK
IP phone B response notifies SIP IP phone B that the BYE request has been received. The
call session between User A and User B is now terminated.

At this point, the RTP channel between SIP IP phone A and SIP IP phone B is torn down.

16 INVITE—SIP IP phone Ato At the request of SIP IP phone B, SIP IP phone A sends an INVITE request to
SIP IP phone C (Requested by SIP IP phone C. The INVITE request is an invitation to User C to participate in
SIP IP phone B) a call session.

17 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A

18 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies SIP IP phone A that the connection has been made.

19 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that SIP
phone C IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.
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SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (Unconditional)

Figure 7-22llustrates successful call forwarding between SIP IP phones in which User B has requested
unconditional call forwarding from the network. When User A calls User B, the call is immediately
transferred to SIP IP phone C. In this call flow scenario, the end users are User A, User B, and User C.
They are all using SIP IP phones, which are connected via an IP network.

The call flow scenario is as follows:

1. User B requests that the network forward all calls to SIP IP phone C.

2. User A calls User B.

3. The SIP proxy and redirect servers transfer the call to SIP IP phone C.
4

User C answers the call.

Note  To simplify the call flow, the intermediate SIP proxy server is not shown.

Figure 7-22 SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (Unconditional)
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to the SIP proxy server. The INVITE
SIP proxy server request is an invitation to User B to participate in a call session.
In the INVITE request:
« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.
- SIP IP phone A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the
Call-1D field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
2 INVITE—SIP proxy server to SIP proxy server sends the SIP INVITE request to the SIP redirect server.
SIP redirect server
3 302 Moved Temporarily—SIP SIP redirect server sends a 302 Moved Temporarily message to the SIP proxy
redirect server to SIP proxy  server. The message indicates that User B is not available at SIP IP phone B and
server includes instructions to locate User B at SIP IP phone C.
4 ACK—SIP proxy server to SIP The SIP proxy server sends an ACK to the SIP redirect server. The ACK
redirect server confirms that the 302 Moved Temporarily response has been received.
5 INVITE—SIP proxy server to SIP proxy server sends an INVITE request to SIP IP phone C. The INVITE
SIP IP phone C request is an invitation to User C to participate in a call session.
6 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to the SIP proxy server.
SIP proxy server
7 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to the SIP proxy server.
proxy server
8 200 OK—SIP proxy server to SIP proxy server forwards the 200 OK response to SIP IP phone A.
SIP IP phone A
9 ACK—SIP IP phone A to SIP SIP IP phone A sends an ACK to the SIP proxy server. The ACK confirms that
proxy server the SIP proxy server has received the 200 OK response from SIP IP phone C.
10 ACK—SIP proxy server to SIP SIP proxy server forwards the SIP ACK to SIP IP phone C. The ACK confirms

IP phone C that SIP IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.
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SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (Busy)

Figure 7-23andFigure 7-24illustrate successful call forwarding between SIP IP phones in which User

B has requested call forwarding from the network in the event the phone is busy. When User A calls User
B, the proxy server tries to place the call to SIP IP phone B and, if the line is busy, the call is transferred
to SIP IP phone C. In this call flow scenario, the end users are User A, User B, and User C. They are all
using SIP IP phones, which are connected via an IP network.

The call flow scenario is as follows:

1.

o~ W N

User B requests that if their phone (SIP IP phone B) is busy the network should forward incoming
calls to SIP IP phone C.

User A calls User B.
User B’s phone is busy.
The SIP proxy and redirect servers transfer the call to SIP IP phone C.

User C answers the call.

This section contains two call flows. In the firfiqure 7-23, a SIP redirect server is supplying the
alternative addresses. In the secdrdre 7-24, the proxy has been configured with the alternative
addresses.
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Figure 7-23 SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (Busy) with SIP Redirect Serve
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to the SIP proxy server. The INVITE

SIP proxy server

request is an invitation to User B to participate in a call session.
In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

« A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
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Step  Action Description
2 INVITE—SIP proxy server to  SIP proxy server sends the SIP INVITE request to the SIP redirect server.
SIP redirect server
3 300 Multiple Choices—SIP SIP redirect server sends a 300 Multiple choices message to the SIP proxy
redirect server to SIP proxy  server. The message indicates that User B can be reached either at SIP IP
server phone B or SIP IP phone C.
4 ACK—SIP proxy server to SIP The SIP proxy server sends an ACK to the SIP redirect server. The ACK
redirect server confirms that the 300 Multiple Choices response has been received.
5 INVITE—SIP proxy server to SIP proxy server sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.
6 486 Busy Here—SIP IP phone BSIP IP phone B sends a 486 Busy here message to the SIP proxy server. The
to SIP proxy server message indicates that SIP IP phone B is in use and the user is either unwilling
or unable to take additional calls.
7 ACK—SIP proxy server to SIP SIP proxy server sends the SIP ACK to SIP IP phone B. The ACK confirms that
IP phone B the SIP Proxy server has received the 486 Busy here response from SIP IP
phone B.
8 INVITE—SIP proxy server to SIP proxy server sends an INVITE request to SIP IP phone C. The INVITE
SIP IP phone C request is an invitation to User C to participate in a call session.
9 180 Ringing—SIP IP phone C toSIP IP phone C sends a 180 Ringing response to the SIP proxy server

SIP proxy server

10 200 OK—SIP IP phone Cto SIPSIP IP phone C sends a 200 OK response to the SIP proxy server.
proxy server

11 200 OK—SIP proxy server to SIP proxy server forwards the 200 OK response to SIP IP phone A.
SIP IP phone A

12 ACK—SIP IP phone A to SIP SIP IP phone A sends an ACK to the SIP proxy server. The ACK confirms that
proxy server SIP IP phone A has received the 200 OK response from SIP IP phone C.

13 ACK—SIP proxy server to SIP SIP proxy server forwards the SIP ACK to SIP IP phone C. The ACK confirms
IP phone C that SIP IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP
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Figure 7-24 SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (Busy) without SIP Redirect
Server

IP Network

I —— I
SIP IP Proxy SIP IP SIP IP
Phone Phone Phone
User A User B User C
1. INVITE
» 2.INVITE

>

~3.100 Trying

‘4. 486 Busy Here

5.ACK

Y

6. INVITE

Y

_7.180 Ringing

_8.180 Ringing

~9.200 OK
10. 200 OK B
<—
11. ACK o
> 12. ACK o
2-way RTP channel
g
Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to the SIP proxy server. The INVITE
SIP proxy server request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.

2 INVITE—SIP proxy server to SIP proxy server sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP



| Chapter7  SIP Call-Flow Process for the Cisco VolP Infrastructure Solution for SIP

Call Flow Scenarios for Successful Calls W

ALPHA DRAFT - CISCO CONFIDENTIAL

Step  Action Description

3 100 Trying—SIP Proxy to SIP SIP Proxy sends a 100 Trying message to SIP IP phone A.
IP phone A

4 486 Busy Here—SIP IP phone BSIP IP phone B sends a 486 Busy here message to the SIP proxy server. The
to SIP proxy server message indicates that SIP IP phone B is in use and the user is either unwilling

or unable to take additional calls.

5 ACK—SIP proxy server to SIP SIP proxy server sends the SIP ACK to SIP IP phone B. The ACK confirms that

IP phone B the SIP Proxy server has received the 486 Busy here response from SIP IP
phone B.

6 INVITE—SIP proxy server to  SIP proxy server sends an INVITE request to SIP IP phone C. The INVITE
SIP IP phone C request is an invitation to User C to participate in a call session.

7 180 Ringing—SIP IP phone C toSIP IP phone C sends a 180 Ringing response to the SIP proxy server.
SIP proxy server

8 180 Ringing—SIP proxy server SIP proxy server sends a 180 Ringing response to SIP IP phone A.
to SIP IP phone A

9 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to the SIP proxy server.
proxy server

10 200 OK—SIP proxy server to SIP proxy server forwards the 200 OK response to SIP IP phone A.
SIP IP phone A

11 ACK—SIP IP phone Ato SIP SIP IP phone A sends an ACK to the SIP proxy server. The ACK confirms that
proxy server SIP IP phone A has received the 200 OK response from SIP IP phone C.

12 ACK—SIP proxy server to SIP SIP proxy server forwards the SIP ACK to SIP IP phone C. The ACK confirms

IP phone C that SIP IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP
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SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (No Answer)

Figure 7-25andFigure 7-26illustrate successful call forwarding between SIP IP phones in which User

B has requested call forwarding from the network in the event there is no answer. When User A calls
User B, the proxy server tries to place the call to SIP IP phone B and, if there is no answer, the call is
transferred to SIP IP phone C. In this call flow scenario, the end users are User A, User B, and User C.
They are all using SIP IP phones, which are connected via an IP network.

The call flow scenario is as follows:

1.

o~ W N

User B requests that if their phone (SIP IP phone B) is not answered within a set amount of time the
network should forward incoming calls to SIP IP phone C.

User A calls User B.
User B’s phone is not answered.
The SIP proxy server transfers the call to SIP IP phone C.

User C answers the call.

This section contains two call flows. In the firfiqure 7-25, a SIP redirect server is supplying the
alternative addresses. In the secdrdre 7-26, the proxy has been configured with the alternative
addresses.
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Figure 7-25 SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (No Answer) with SIP Redirect
Server

IP Network

V) z1p — Z1P/
—— —
SIP IP Proxy Redirect SIP IP SIP IP
Phone Server Server Phone Phone
User A User B User C
1.INVITE B o
71 2.INVITEB o
__3.300 Multiple Choices
4. ACK o
5.INVITE B o
__ 6.180 Ringing
__ 7.180Ringing <
- 8. CANCEL o
__9.200 OK
10.INVITEC -
_ 11.180 Ringing
 12.200 OK
~_ 13.200 OK <
14. ACK o
»1  15.ACK o
2-way RTP channel
*************************************************************************************************** > o
<
g

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP
[ oL-1002-02 .m



Chapter 7 SIP Call-Flow Process for the Cisco VolIP Infrastructure Solution for SIP_ |

W Call Flow Scenarios for Successful Calls

ALPHA DRAFT - CISCO CONFIDENTIAL

Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to the SIP proxy server. The INVITE
SIP proxy server request is an invitation to User B to participate in a call session.
In the INVITE request:
« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.
- SIP IP phone A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the
Call-1D field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
2 INVITE—SIP proxy server to SIP proxy server sends the SIP INVITE request to the SIP redirect server.
SIP redirect server
3 300 Multiple Choices—SIP SIP redirect server sends a 300 Multiple choices message to the SIP proxy
redirect server to SIP proxy  server. The message indicates that User B can be reached either at SIP IP phone
server B or SIP IP phone C.
4 ACK—SIP proxy server to SIP The SIP proxy server sends an ACK to the SIP redirect server. The ACK
redirect server confirms that the 300 Multiple Choices response has been received.
5 INVITE—SIP proxy server to SIP proxy server sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.
6 180 Ringing—SIP IP phone BtoSIP IP phone B sends a 180 Ringing response to the SIP proxy server.
SIP proxy server
7 180 Ringing—SIP proxy server SIP proxy server sends a 180 Ringing response to SIP IP phone A.

to SIP IP phone A

At this point, the timeout expires before the phone is answered.

8 CANCEL (Ring Timeout)—SIP SIP proxy server sends a CANCEL request to SIP IP phone B to cancel the
proxy server to SIP IP phone Binvitation.

9 200 OK—SIP IP phone B to SIP SIP IP phone B sends a 200 OK response to the SIP proxy server. The response
proxy server confirms receipt of the cancellation request.

10 INVITE—SIP proxy server to SIP proxy server sends an INVITE request to SIP IP phone C. The INVITE
SIP IP phone C request is an invitation to User C to participate in a call session.

11 180 Ringing—SIP IP phone C toSIP IP phone C sends a 180 Ringing response to the SIP proxy server.
SIP proxy server

12 200 OK—SIP IP phone Cto SIPSIP IP phone C sends a 200 OK response to the SIP proxy server.
proxy server

13 200 OK—SIP proxy server to SIP proxy server forwards the 200 OK response to SIP IP phone A.
SIP IP phone A

14 ACK—SIP IP phone A to SIP SIP IP phone A sends an ACK to the SIP proxy server. The ACK confirms that

proxy server SIP IP phone A has received the 200 OK response from SIP IP phone C.
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Step  Action Description

15 ACK—SIP proxy server to SIP SIP proxy server forwards the SIP ACK to SIP IP phone C. The ACK confirms
IP phone C that SIP IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP
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Figure 7-26 SIP IP Phone-to-SIP IP Phone—Network Call Forwarding (No Answer) without SIP
Redirect Server
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to the SIP proxy server. The INVITE
SIP proxy server request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the

Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
2 INVITE—SIP proxy server to SIP proxy server sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.
3 100 Trying—SIP Proxy to SIP SIP Proxy sends a 100 Trying message to SIP IP phone A.
IP phone A
4 180 Ringing—SIP IP phone Bto SIP IP phone B sends a 180 Ringing response to the SIP proxy server.

SIP proxy server

5 180 Ringing—SIP proxy server SIP proxy server sends a 180 Ringing response to SIP IP phone A.
to SIP IP phone A

At this point, the timeout expires before the phone is answered.

6 CANCEL (Ring Timeout)—SIP SIP proxy server sends a CANCEL request to SIP IP phone B to cancel the
proxy server to SIP IP phone Binvitation.

7 200 OK—SIP IP phone B to SIPSIP IP phone B sends a 200 OK response to the SIP proxy server. The response
proxy server confirms receipt of the cancellation request.

8 INVITE—SIP proxy server to SIP proxy server sends an INVITE request to SIP IP phone C. The INVITE
SIP IP phone C request is an invitation to User C to participate in a call session.

9 180 Ringing—SIP IP phone C toSIP IP phone C sends a 180 Ringing response to the SIP proxy server

SIP proxy server

10 200 OK—SIP IP phone Cto SIPSIP IP phone C sends a 200 OK response to the SIP proxy server.
proxy server

11 200 OK—SIP proxy server to SIP proxy server forwards the 200 OK response to SIP IP phone A.

SIP IP phone A

12 ACK—SIP IP phone Ato SIP SIP IP phone A sends an ACK to the SIP proxy server. The ACK confirms that
proxy server SIP IP phone A has received the 200 OK response from SIP IP phone C.

13 ACK—SIP proxy server to SIP SIP proxy server forwards the SIP ACK to SIP IP phone C. The ACK confirms
IP phone C that SIP IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP
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SIP IP Phone-to-SIP IP Phone Call Forward Unconditionally

Figure 7-27andFigure 7-28illustrate a successful SIP IP phone-to-SIP IP phone call forward
unconditionally via a SIP proxy. In these scenarios, the three end users and endpoints are identified as
Alice at SIP IP phone A, Bob at SIP IP phone B, and Carol at SIP IP phone C. Bob’s calls are configured
to forward to Carol unconditionallyzigure 7-27illustrates the call as processed by a recursive proxy

andFigure 7-28illustrates the call as processed by a non-recursive proxy.

Figure 7-27 SIP IP Phone-to-SIP IP Phone Call Forward Unconditionally Call Setup via Recursive Proxy
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Step  Action

Description

1 INVITE—SIP IP phone A to
SIP proxy server

Alice’s SIP IP phone A sends an INVITE request to the proxy server. The
INVITE request is an invitation to Bob to participate in a call session.

In the INVITE request:

« Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst
is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

- Alice at SIP IP phone A is identified as the call session initiator in the From
field.

- A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability SIP IP phone A is ready to receive is specified in the
SDP.

« The port on which SIP IP phone A is prepared to receive the RTP data is
specified in the SDP.

2 INVITE—SIP proxy server to The SIP proxy server determines that Bob’s calls have been configured to

SIP IP phone C

forward unconditionally to Carol at SIP IP phone C. The SIP proxy server sends
an INVITE request to Carol at SIP IP phone C. In the INVITE request, the proxy
server changes the Request-URI to divert the request to Carol at SIP IP phone C
and adds a CC-Diversion header containing the Request-URI from the initial
INVITE request and the reason for the diversion.

3 180 Ringing—SIP IP phone C toSIP IP phone C sends a 180 Ringing response to the SIP proxy server.

SIP proxy server

4 180 Ringing—SIP proxy server The SIP proxy server forwards the 180 Ringing response to SIP IP phone A.

to SIP IP phone A

5 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A. The 200 OK

proxy server

response notifies the SIP IP phone A that Carol has answered the phone (for
example, the handset of SIP IP phone C went off-hook).

If SIP IP phone C supports the media capability advertised in the INVITE
message sent by the SIP proxy server, it advertises the intersection of its own and
SIP IP phone A's media capability in the 200 OK response. If SIP IP phone C
does not support the media capability advertised by SIP IP phone A, it sends
back a 400 Bad Request response with a “Warning: 304 Codec negotiation
failed” header field.

6 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that User

phone C

A's SIP IP phone has received the 200 OK response from User C’s SIP IP phone.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP C phone.
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Figure 7-28 SIP IP Phone-to-SIP IP Phone Call Forward Unconditionally via Non-recursive Proxy
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Step  Action

Description

1 INVITE—SIP IP phone A to
SIP proxy server

Alice’s SIP IP phone A sends an INVITE request to the proxy server. The
INVITE request is an invitation to Bob to participate in a call session.

In the INVITE request:

- Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst
is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

- Alice at SIP IP phone A is identified as the call session initiator in the From
field.

- A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

« The media capability SIP IP phone A is ready to receive is specified in the
SDP.

« The port on which SIP IP phone A is prepared to receive the RTP data is
specified in the SDP.

2 302 Moved Temporarily—SIP The SIP proxy server determines that Bob’s calls have been configured to
proxy server to SIP IP phone Aforward unconditionally to Carol at SIP IP phone C. The SIP proxy server sends

a 302 Moved Temporarily message to SIP IP phone A.

In the 302 Moved Temporarily message, Carol at SIP IP phone C is added as the
Contact and a CC-Diversion header is added that contains the Request-URI from
the initial INVITE and the reason for the diversion.

3 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to Carol at SIP IP phone C. The
SIP IP phone C INVITE request contains a CC-Diversion header that contains the Request-URI
from the initial INVITE request and the reason for the diversion.
4 180 Ringing—SIP IP phone C toSIP IP phone C sends a 180 Ringing response to SIP IP phone A.
SIP proxy server
5 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies the SIP IP phone A that Carol has answered the phone (for

example, the handset of SIP IP phone C went off-hook).

If SIP IP phone C supports the media capability advertised in the INVITE
message sent by the SIP proxy server, it advertises the intersection of its own and
SIP IP phone A's media capability in the 200 OK response. If SIP IP phone C
does not support the media capability advertised by SIP IP phone A, it sends
back a 400 Bad Request response with a “Warning: 304 Codec negotiation
failed” header field.
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Step  Action Description
6 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that SIP
phone C IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.

SIP IP Phone-to-SIP IP Phone Call Forward on Busy

Figure 7-29andFigure 7-30illustrate a successful SIP IP phone-to-SIP IP phone call forward on busy
via a SIP proxy. In these scenarios, the three end users are identified as User A, User B, and User C.
User B’s calls are configured to forward to User C when User B’s SIP IP phone sends a 486 Busy Here
responsekFigure 7-29illustrates the call as processed by a recursive proxyande 7-30illustrates

the call as processed by a non-recursive proxy.

Figure 7-29 SIP IP Phone-to-SIP IP Phone Call Forward on Busy Call Setup via Recursive Proxy
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Step  Action Description
1 INVITE—SIP IP phone Ato  Alice’s SIP IP phone A sends an INVITE request to the proxy server. The
SIP proxy server INVITE request is an invitation to Bob to participate in a call session.

In the INVITE request:

« Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst
is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

- Alice at SIP IP phone A is identified as the call session initiator in the From
field.

- A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability SIP IP phone A is ready to receive is specified in the
SDP.

« The port on which SIP IP phone A is prepared to receive the RTP data is
specified in the SDP.

2 INVITE—SIP proxy server to The proxy server forwards the INVITE request to Bob at SIP IP phone B.
SIP IP phone B
3 486 Busy Here—SIP IP phone BSIP IP phone B sends a 486 Busy response to the SIP proxy server. The 486 Busy
to the SIP proxy server Here response is a client error response that indicates that Bob at SIP IP phone
B was successfully contacted but Bob was either unwilling or unable to take
another call.
4 ACK—SIP proxy server to SIP The SIP proxy server sends an ACK to SIP IP phone B. The ACK confirms that
IP phone B the 486 Busy Here response has been received.
5 INVITE—SIP proxy server to The SIP proxy server sends an INVITE request to Carol at SIP IP phone C to
SIP IP phone C which Bob’s calls have been configured to forward on busy. In the INVITE

request, the proxy server changes the Request-URI to divert the request to Carol
at SIP IP phone C and adds a CC-Diversion header containing the Request-URI
from the initial INVITE request and the reason for the diversion.

6 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to the SIP proxy server.
SIP proxy server

7 180 Ringing—SIP proxy server The SIP proxy server forwards the 180 Ringing response to SIP IP phone A.
to SIP IP phone A
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Step  Action Description

8 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A.
proxy server

If SIP IP phone C supports the media capability advertised in the INVITE
message sent by the SIP proxy server, it advertises the intersection of its own and
SIP IP phone A's media capability in the 200 OK response. If SIP IP phone C
does not support the media capability advertised by SIP IP phone A, it sends
back a 400 Bad Request response with a “Warning: 304 Codec negotiation
failed” header field.

9 200 OK—SIP proxy server to The SIP proxy server forwards the 200 OK response to SIP IP phone A. The
SIP IP phone A. 200 OK response notifies the SIP IP phone A that Carol has answered the phone
(for example, the handset of SIP IP phone C went off-hook).

10 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that SIP
phone C IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.

Figure 7-30 SIP IP Phone-to-SIP IP Phone Call Forward on Busy Call Setup via Non-recursive Proxy
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Step  Action Description
1 INVITE—SIP IP phone Ato  Alice’s SIP IP phone A sends an INVITE request to the proxy server. The
SIP proxy server INVITE request is an invitation to Bob to participate in a call session.

In the INVITE request:

« Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst
is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

- Alice at SIP IP phone A is identified as the call session initiator in the From
field.

- A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability SIP IP phone A is ready to receive is specified in the
SDP.

« The port on which SIP IP phone A is prepared to receive the RTP data is
specified in the SDP.

2 INVITE—SIP proxy server to The SIP proxy server forwards the INVITE request to Bob at SIP IP phone B.
SIP IP phone B
3 486 Busy Here—SIP IP phone BSIP IP phone B sends a 486 Busy response to the SIP proxy server. The 486 Busy
to the SIP proxy server Here response is a client error response that indicates that Bob at SIP IP phone B
phone was successfully contacted but Bob was either unwilling or unable to take
another call.
4 ACK—SIP proxy server to SIP The SIP proxy server sends an ACK to SIP IP phone B. The ACK confirms that
IP phone B the 486 Busy Here response has been received.
5 302 Moved Temporarily—SIP The SIP proxy server sends a 302 Moved Temporarily message to SIP IP

proxy server to SIP IP phone Aphone A. In the 302 Moved Temporarily message, Carol at SIP IP phone C is
added as the Contact and a CC-Diversion header is added that contains the
Request-URI from the initial INVITE and the reason for the diversion.

6 INVITE—SIP proxy server to The SIP proxy server sends an INVITE request to Carol at SIP IP phone C to
SIP IP phone C which Bob'’s calls have been configured to forward on busy. In the INVITE
request, the proxy server changes the Request-URI to divert the request to Carol
at SIP IP phone C and adds a CC-Diversion header containing the Request-URI
from the initial INVITE request and the reason for the diversion.

7 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A
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Step  Action Description
8 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies the SIP IP phone A that Carol has answered the phone (for

example, the handset of SIP IP phone C went off-hook).

If SIP IP phone C supports the media capability advertised in the INVITE
message sent by the SIP proxy server, it advertises the intersection of its own and
SIP IP phone A's media capability in the 200 OK response. If SIP IP phone C
does not support the media capability advertised by SIP IP phone A, it sends
back a 400 Bad Request response with a “Warning: 304 Codec negotiation
failed” header field.

9 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that SIP
phone C IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.
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SIP IP Phone-to-SIP IP Phone Call Forward No Answer

Figure 7-31landFigure 7-32illustrate a successful SIP IP phone-to-SIP IP phone call forward when
there is no answer via a SIP proxy. In these scenarios, the three end users are identified as User A, Use
B, and User C. User B’s calls are configured to forward to User C when a response timeout occurs.

Figure 7-3lillustrates the call as processed by a recursive proxyranae 7-32illustrates the call as
processed by a non-recursive proxy.

Figure 7-31 SIP IP Phone-to-SIP IP Phone Call Forward No Answer Call Setup via Recursive Proxy
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Step  Action

Description

1 INVITE—SIP IP phone A to
SIP proxy server

Alice’s SIP IP phone A sends an INVITE request to the proxy server. The
INVITE request is an invitation to Bob to participate in a call session.

In the INVITE request:

« Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst
is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

- Alice at SIP IP phone A is identified as the call session initiator in the From
field.

- A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability SIP IP phone A is ready to receive is specified in the
SDP.

« The port on which SIP IP phone A is prepared to receive the RTP data is
specified in the SDP.

2 INVITE—SIP proxy server to
SIP IP phone B

The proxy server forwards the INVITE request to Bob at SIP IP phone B.

3 180 Ringing—SIP IP phone BtoSIP IP phone B sends a 180 Ringing response to the SIP proxy server.

the SIP proxy server

Call forward no answer timer expires.

4 INVITE—SIP proxy server
phone to SIP IP phone C

The SIP proxy server sends an INVITE request to Carol at SIP IP phone C to
which Bob’s calls have been configured to forward when there is no answer. In
the INVITE request, SIP IP phone A changes the Request-URI to divert the
request to Carol at SIP IP phone C and adds a CC-Diversion header containing
the Request-URI from the initial INVITE request and the reason for the
diversion.

5 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to the SIP proxy server.

SIP proxy server

6 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A.

proxy server

If SIP IP phone C supports the media capability advertised in the INVITE
message sent by the SIP proxy server, it advertises the intersection of its own and
SIP IP phone A's media capability in the 200 OK response. If SIP IP phone C
does not support the media capability advertised by SIP IP phone A, it sends
back a 400 Bad Request response with a “Warning: 304 Codec negotiation
failed” header field.
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Step  Action Description
7 200 OK—SIP proxy server to The SIP proxy server forwards the 200 OK response to SIP IP phone A. The
SIP IP phone A 200 OK response notifies the SIP IP phone A that Carol has answered the phone
(for example, the handset of SIP IP phone C went off-hook).
8 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that SIP
phone C IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.

Figure 7-32 SIP IP Phone-to-SIP IP Phone Call Forward No Answer Setup via Non-recursive Proxy
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Step  Action

Description

1 INVITE—SIP IP phone A to
SIP proxy server

Alice’s SIP IP phone A sends an INVITE request to the proxy server. The
INVITE request is an invitation to Bob to participate in a call session.

In the INVITE request:

Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst

is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

Alice at SIP IP phone A is identified as the call session initiator in the From
field.

A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

The transaction number within a single call leg is identified in the CSeq
field.

The media capability SIP IP phone A is ready to receive is specified in the
SDP.

The port on which SIP IP phone A is prepared to receive the RTP data is
specified in the SDP.

2 INVITE—SIP proxy server to The SIP proxy server forwards the INVITE request to Bob at SIP IP phone B.

SIP IP phone B

3 180 Ringing—SIP IP phone BtoSIP IP phone B sends a 180 Ringing response to the SIP proxy server.

the SIP proxy server

At this point, a timeout to INVITE request occurs.

4 302 Moved Temporarily—SIP The SIP proxy server sends a 302 Moved Temporarily message to SIP IP
proxy server to SIP IP phone Aphone A. In the 302 Moved Temporarily message, Carol at SIP IP phone C is

added as the Contact and a CC-Diversion header is added that contains the

Request-URI from the initial INVITE and the reason for the diversion.

5 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to Carol at SIP IP phone C to which
SIP IP phone C Bob’s calls have been configured to forward when Bob is unavailable. In the
INVITE request, the SIP proxy server changes the Request-URI to divert the
request to Carol at SIP IP phone C and adds a CC-Diversion header containing
the Request-URI from the initial INVITE request and the reason for the
diversion.
6 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A
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Step  Action Description
7 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies the SIP IP phone A that Carol has answered the phone (for

example, the handset of SIP IP phone C went off-hook).

If SIP IP phone C supports the media capability advertised in the INVITE
message sent by the SIP proxy server, it advertises the intersection of its own and
SIP IP phone A's media capability in the 200 OK response. If SIP IP phone C
does not support the media capability advertised by SIP IP phone A, it sends
back a 400 Bad Request response with a “Warning: 304 Codec negotiation
failed” header field.

8 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that SIP
phone C IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.
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SIP IP Phone-to-SIP IP Phone Call Forward Unavailable

Figure 7-33andFigure 7-34illustrate a successful SIP IP phone-to-SIP IP phone call forward when the
callee is unavailable via a SIP proxy. In these scenarios, the three end users are identified as User A, User
B, and User C. User B’s calls are configured to forward to User C when User B is unavailable.

Figure 7-33illustrates the call as processed by a recursive proxyranae 7-34illustrates the call as
processed by a non-recursive proxy.

Figure 7-33 SIP IP Phone-to-SIP IP Phone Call Forward Unavailable Call Setup via Recursive Proxy
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Step  Action Description
1 INVITE—SIP IP phone Ato  Alice’s SIP IP phone A sends an INVITE request to the proxy server. The
SIP proxy server INVITE request is an invitation to Bob to participate in a call session.

In the INVITE request:

« Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst
is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

- Alice at SIP IP phone A is identified as the call session initiator in the From
field.

- A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability SIP IP phone A is ready to receive is specified in the
SDP.

« The port on which SIP IP phone A is prepared to receive the RTP data is
specified in the SDP.

2 100 Trying—SIP proxy server The SIP proxy server sends a 100 Trying response to the INVITE request sent
to SIP IP phone A by SIP IP phone A. The 100 Trying response indicates that the INVITE request
has been received by the SIP proxy server but that Bob at SIP IP phone B has not
yet been located and that some unspecified action, such as a database
consultation, is taking place.

3to5 INVITE—proxy server to SIP The SIP proxy server forwards the INVITE request to Bob at SIP IP phone B.
IP phone B

Call forward unavailable timer expires.

6 INVITE—SIP proxy server to The SIP proxy server sends an INVITE request to Carol at SIP IP phone C to
SIP IP phone C which Bob’s calls have been configured to forward when there is no answer. In
the INVITE request, SIP IP phone A changes the Request-URI to divert the
request to Carol at SIP IP phone C, and adds a CC-Diversion header containing
the Request-URI from the initial INVITE request and the reason for the
diversion.

7 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to the SIP proxy server.
SIP proxy server
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Step  Action Description

8 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A.

proxy server If SIP IP phone C supports the media capability advertised in the INVITE

message sent by the SIP proxy server, it advertises the intersection of its own and
SIP IP phone A's media capability in the 200 OK response. If SIP IP phone C
does not support the media capability advertised by SIP IP phone A, it sends
back a 400 Bad Request response with a “Warning: 304 Codec negotiation
failed” header field.

9 200 OK—SIP proxy server to The SIP proxy server forwards the 200 OK response to SIP IP phone A. The
SIP IP phone A 200 OK response notifies the SIP IP phone A that Carol has answered the phone
(for example, the handset of SIP IP phone went off-hook).

10 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that SIP
phone B IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.
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Figure 7-34 SIP IP Phone-to-SIP IP Phone Call Forward Unavailable Call Setup via Non-recursive Proxy
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Step  Action Description
1 INVITE—SIP IP phone Ato  Alice’s SIP IP phone A sends an INVITE request to the proxy server. The
SIP proxy server INVITE request is an invitation to Bob to participate in a call session.

In the INVITE request:

« Bob’s phone number is inserted in the Request-URI field in the form of a
SIP URL. The SIP URL identifies Bob’s address and takes a form similar to
an email addresaiger@hostwhereuseris the telephone number ahdst
is either a domain name or a numeric network address). For example, the
Request-URI field in the INVITE request to Bob might appear as “INVITE
sip:555-0002@companyb.com; user=phone.” The “user=phone” parameter
distinguishes that the Request-URI address is a telephone number rather
than a user name.

- Alice at SIP IP phone A is identified as the call session initiator in the From
field.

- A unique numeric identifier is assigned to the call and inserted in the
Call-ID field.

- The transaction number within a single call leg is identified in the CSeq
field.

- The media capability SIP IP phone A is ready to receive is specified in the
SDP.

« The port on which SIP IP phone A is prepared to receive the RTP data is
specified in the SDP.

2 100 Trying—SIP proxy server The SIP proxy server sends a 100 Trying response to the INVITE request sent
to SIP IP phone A by SIP IP phone A. The 100 Trying response indicates that the INVITE request
has been received by the SIP proxy server, but that Bob has not yet been located
and that some unspecified action, such as a database consultation, is taking
place.

3to5 INVITE—proxy server to SIP The SIP proxy server forwards the INVITE request to Bob at SIP IP phone B.
IP phone B

At this point, the call forward unavailable timer expires.

6 302 Moved Temporarily—SIP The SIP proxy server sends a 302 Moved Temporarily message to SIP IP
proxy server to SIP IP phone Aphone A. In the 302 Moved Temporarily message, Carol at SIP IP phone C is
added as the Contact and a CC-Diversion header is added that contains the
Request-URI from the initial INVITE and the reason for the diversion.

7 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to Carol at SIP IP phone C to which
SIP IP phone C Bobs calls have been configured to forward when there is no answer. In the
INVITE request, SIP IP phone A changes the Request-URI to divert the request
to Carol at SIP IP phone C, and adds a CC-Diversion header containing the
Request-URI from the initial INVITE request and the reason for the diversion.

8 180 Ringing—SIP IP phone CtoSIP IP phone C sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A
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Step  Action Description
9 200 OK—SIP IP phone C to SIPSIP IP phone C sends a 200 OK response to SIP IP phone A. The 200 OK
IP phone A response notifies the SIP IP phone A that Carol has answered the phone (for

example, the handset of SIP IP phone C went off-hook).

If SIP IP phone C supports the media capability advertised in the INVITE
message sent by the SIP proxy server, it advertises the intersection of its own and
SIP IP phone A's media capability in the 200 OK response. If SIP IP phone C
does not support the media capability advertised by SIP IP phone A, it sends
back a 400 Bad Request response with a “Warning: 304 Codec negotiation
failed” header field.

10 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone C. The ACK confirms that SIP

phone C

IP phone A has received the 200 OK response from SIP IP phone C.

At this point, a two-way RTP channel is established between SIP IP phone A and SIP IP phone C.

Call Flow Scenarios for Failed Calls

This section describes call flows for the following scenarios, which illustrate successful calls:

SIP Gateway-to-SIP Gateway—Called User is Busy, page 7-100

SIP Gateway-to-SIP Gateway—Called User Does Not Answer, page 7-102

SIP Gateway-to SIP Gateway—Client, Server, or Global Error, page 7-104

SIP Gateway-to-SIP Gateway via SIP Redirect Server—Called User is Busy, page 7-106

SIP Gateway-to-SIP Gateway via SIP Redirect Server—Called User Does Not Answer, page 7-108
SIP Gateway-to-SIP Gateway via SIP Redirect Server—Client, Server, or Global Error, page 7-110
SIP Gateway-to-SIP Gateway via SIP Proxy Server—Called User is Busy, page 7-113

SIP Gateway-to-SIP Gateway via SIP Proxy Server—Client or Server Error, page 7-115

SIP Gateway-to-SIP Gateway via SIP Proxy Server—Global Error, page 7-117

SIP Gateway-to-SIP IP Phone—Called User is Busy, page 7-119

SIP Gateway-to-SIP IP Phone—Called User Does Not Answer, page 7-121

SIP Gateway-to-SIP IP Phone—Client, Server, or Global Error, page 7-123

SIP IP Phone-to-SIP IP Phone—Called User is Busy, page 7-125

SIP IP Phone-to-SIP IP Phone—Call Screening Based on Caller, page 7-126

SIP IP Phone-to-SIP IP Phone—Disallowed List, page 7-127

SIP IP Phone-to-SIP IP Phone—Called User Does Not Answer, page 7-128

SIP IP Phone-to-SIP IP Phone—Authentication Error, page 7-129
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SIP Gateway-to-SIP Gateway—Called User is Busy

Figure 7-35illustrates an unsuccessful call in which User A initiates a call to User B but User B is on
the phone and is either unable or unwilling to accept another call.

Figure 7-35 SIP Gateway-to-SIP Gateway Call—Called User is Busy

UserA PBXA Gw1i IP Network GW2 PBX B User B
_A— _A——
A . S S
H/57) =
1. Setup
> 2.INVITE
3. Call Proceeding > 4. Setup
< ~_5.100 Trying - >
- __6. Call Proceeding
8. 486 Busy Here ‘7. Disconnect (Busy)
9. Disconnect (Busy) [€ -
< 10. Release o
11. Release >

»| 12. ACK
14, Release Complete

<

> 113. Release Complete

«<

28951

Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to SIP gateway 2. The INVITE request
gateway 2 is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

« PBX A is identified as the call session initiator in the From field.

« A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
- The port on which SIP gateway 1 is prepared to receive the RTP data is

specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
4 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from SIP gateway 1 and initiates a

Call Setup with User B via PBX B.
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Step  Action Description
5 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the INVITE request sent by SIP
SIP gateway 1 gateway 1. The 100 Trying message indicates that the INVITE request has been
received by SIP gateway 2 but that User B has not yet been located and that some
unspecified action, such as a database consultation, is taking place.
6 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.
7 Disconnect (Busy)—PBX B to PBX B sends a Disconnect message to SIP gateway 2. In the Disconnect
SIP gateway 2 message, the cause code indicates that User B is busy. The Disconnect message
starts the call session termination process.
8 486 Busy Here—SIP gateway 2SIP gateway 2 maps the Release message cause code (Busy) to the 486 Busy
to SIP gateway 1 Here response and sends the response to SIP gateway 1. The 486 Busy Here
response is a client error response that indicates that User B’s phone was
successfully contacted but User B was either unwilling or unable to take another
call.
9 Disconnect (Busy)—SIP SIP gateway 1 sends a Release message to PBX A. User A hears a busy tone.
gateway 1 to PBX A
10 Release—SIP gateway 2to  SIP gateway 2 sends a Release message to PBX B.
PBX B
11 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
12 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that the 486
gateway 2 Busy Here response has been received.
13 Release Complete—PBX B to PBX B sends a Release Complete message to SIP gateway 2.
SIP gateway 2
14 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A attempt is terminated.
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SIP Gateway-to-SIP Gateway—Called User Does Not Answer

Figure 7-36illustrates an unsuccessful call in which User A initiates a call to User B but User B does
not answer.

Figure 7-36 SIP Gateway-to-SIP Gateway Call—Called User Does Not Answe
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to SIP gateway 2. The INVITE request
gateway 2 is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

« PBX A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
- The port on which SIP gateway 1 is prepared to receive the RTP data is

specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
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Step  Action Description
4 Setup—SIP gateway 2to PBX B SIP gateway 2 receives the INVITE request from SIP gateway 1 and initiates a
Call Setup with User B via PBX B.
5 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the INVITE request sent by SIP
SIP gateway 1 gateway 1. The 100 Trying response indicates that the INVITE request has been
received by SIP gateway 2 but that User B has not yet been located and that some
unspecified action, such as a database consultation, is taking place.
6 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.
7 Alerting—PBX B to SIP PBX B sends an Alert message to SIP gateway 2. The message indicates that the
gateway 2 PBX is attempting to alert the user of the call (that is to say, the phone is ringing).
8 180 Ringing—SIP gateway 2 to SIP gateway 2 sends a 180 Ringing response to SIP gateway 1. The 180 Ringing
SIP gateway 1 response indicates that SIP gateway 2 has located, and is trying to alert, User B.
9 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to PBX A. The Alert message indicates
PBX A that SIP gateway 1 has received a 180 Ringing response from SIP gateway 2.
User A hears the ringback tone that indicates that User B is being alerted.
10 Cancel (Ring Timeout)—SIP  Because SIP gateway 2 did not return an appropriate response within the time
gateway 1 to SIP gateway 2  specified by the Expires header in the INVITE request, SIP gateway 1 sends a
SIP CANCEL request to SIP gateway 2. A CANCEL request cancels a pending
request with the same Call-ID, To, From, and CSeq header field values.
11 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A
12 Disconnect—SIP gateway 2 to SIP gateway 2 sends a Disconnect message to PBX B.
PBX B
13 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
14 Release—PBX B to SIP PBX B sends a Release message to SIP gateway 2.
gateway 2
15 200 OK—SIP gateway 2 to SIPSIP gateway 2 sends a 200 OK response to SIP gateway 2. The 200 OK response
gateway 1 confirms that the Cancel request has been received.
16 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A.
gateway 1 to PBX A
17 Release Complete—SIP SIP gateway 2 sends a Release Complete message to PBX B and the call session
gateway 2 to PBX B attempt is terminated.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP
[ oL-1002-02 .m



Chapter 7 SIP Call-Flow Process for the Cisco VolIP Infrastructure Solution for SIP_ |

I Call Flow Scenarios for Failed Calls

ALPHA DRAFT - CISCO CONFIDENTIAL

SIP Gateway-to SIP Gateway—Client, Server, or Global Error

Figure 7-37illustrates an unsuccessful call in which User A initiates a call to User B but there are no
more channels available on the gateway. Therefore, SIP gateway 2 refuses the connection.

Figure 7-37 SIP Gateway-to-SIP Gateway Call—Client, Server, or Global Error
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to SIP gateway 2. The INVITE request
gateway 2 is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

« PBX A is identified as the call session initiator in the From field.

« A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
- The port on which SIP gateway 1 is prepared to receive the RTP data is

specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
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Step  Action

Description

4 100 Trying—SIP gateway 2 to
SIP gateway 1

SIP gateway 2 sends a 100 Trying response to the INVITE request sent by SIP
gateway 1. The 100 Trying message indicates that the INVITE request has been
received by SIP gateway 2 but that User B has not yet been located and that some
unspecified action, such as a database consultation, is taking place.

5 Class #x/5xx/6xx Failure—SIP
gateway 2 to SIP gateway 1

SIP gateway 2 determines that it does not have any more channels available,
refuses the connection, and sends a SIP 503 Service Unavailable response to SIP
gateway 1.

The 503 Service Unavailable response is a clazsbkx, or class &x failure
response. Depending on which class the failure response is, the call actions
differ.

If SIP gateway 2 sends a classc4ailure response (a definite failure response
that is a client error), the request will not be retried without modification.

If SIP gateway 2 sends a class<failure response (an indefinite failure that is
a server error), the request is not terminated but rather other possible locations
are tried.

If SIP gateway 2 sends a classc@ailure response (a global error), the search
for User B is terminated because thex 6esponse indicates that a server has
definite information about User B, but not for the particular instance indicated
in the Request-URI field. Therefore, all further searches for this user will fail.

The call failure on SIP gateway 2 might occur before a proceeding indication
from PBX B. In that case a SIP failure response is sent before the 100 Trying
response.

6 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A

7 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1

8 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that the 503
gateway 2 Service Unavailable response has been received.

9 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session

gateway 1 to PBX A

attempt is terminated.
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SIP Gateway-to-SIP Gateway via SIP Redirect Server—Called User is Busy

Figure 7-38illustrates an unsuccessful call in which User A initiates a call to User B but User B is on
the phone and is either unable or unwilling to accept another call.

Figure 7-38 SIP Gateway-to-SIP Gateway Call via a SIP Redirect Server—Called User is Busy
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Step Action Description
1 Setup—PBX A to SIP Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup includes
gateway 1 the standard transactions that take place as User A attempts to call User B.
2 INVITE—SIP gateway 1 to SIP gateway 1 sends an INVITE request to the SIP redirect server. The INVITE
SIP redirect server request is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form of
a SIP URL.

« PBX A is identified as the call session initiator in the From field.

« A unigue numeric identifier is assigned to the call and is inserted in the Call-1D
field.

« The transaction number within a single call leg is identified in the CSeq field.
- The media capability User A is ready to receive is specified.

- The port on which SIP gateway 1 is prepared to receive the RTP data is specified.
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Step Action

Description

3 302 Moved Temporarily—
SIP redirect server to SIP
gateway 1

SIP redirect server sends a 302 Moved Temporarily message to SIP gateway 1. The
message indicates that User B is not available and includes instructions to locate
User B.

4 ACK—SIP gateway 1 to SIP SIP gateway 1 acknowledges the 302 Moved Temporarily response with an ACK.

redirect server

5 INVITE—SIP gateway 1 to
SIP gateway 2

SIP gateway 1 sends a new INVITE request to User B. The new INVITE request
includes the first contact listed in the 300 Multiple Choice response as the new
address for User B, a higher transaction number in the CSeq field, and the same
Call-ID as the first INVITE request.

6 Call Proceeding—SIP
gateway 1 to PBX A

SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the Call
Setup request.

7 Setup—SIP gateway 2 to
PBX B

SIP gateway 2 receives the INVITE request from SIP gateway 1 and initiates a Call
Setup with User B via PBX B.

8 100 Trying—SIP gateway 2
to SIP gateway 1

SIP gateway 2 sends a 100 Trying response to the INVITE request sent by SIP
gateway 1. The 100 Trying response indicates that the INVITE request has been
received by SIP gateway 2 but that User B has not yet been located and that some
unspecified action, such as a database consultation, is taking place.

9 Call Proceeding—PBX B to
SIP gateway 2

PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the Call
Setup request.

10 Disconnect (Busy)—PBX B
to SIP gateway 2

PBX B sends a Disconnect message to SIP gateway 2. In the Disconnect message,
the cause code indicates that User B is busy. The Disconnect message starts the call
session termination process.

11 486 Busy Here—SIP
gateway 2 to SIP gateway 1

SIP gateway 2 maps the Release message cause code (Busy) to the 486 Busy
response and sends the response to SIP gateway 1. The 486 Busy Here response is a
client error response that indicates that User B’s phone was successfully contacted
but User B was either unwilling or unable to take another call.

12 Disconnect (Busy) —SIP
gateway 1 to PBX A

SIP gateway 1 sends a Disconnect message to PBX A. User A hears a busy tone.

13 Release—PBX A to SIP
gateway 1

PBX A sends a Release message to SIP gateway 1.

14 Release—SIP gateway 2 to
PBX B

SIP gateway 1 sends a Release message to PBX B.

15 ACK—SIP gateway 1 to SIP SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that the 486 Busy

gateway 2

Here response has been received.

16 Release Complete—SIP
gateway 1 to PBX A

SIP gateway 1 sends a Release Complete message to PBX A and the call session
attempt is terminated.

17 Release Complete—PBX B
to SIP gateway 2

PBX B sends a Release Complete message to SIP gateway 2.
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SIP Gateway-to-SIP Gateway via SIP Redirect Server—Called User Does Not
Answer

Figure 7-39illustrates an unsuccessful call in which User A initiates a call to User B but User B does
not answer.

Figure 7-39 SIP Gateway-to-SIP Gateway Call via a SIP Redirect Server—Called User Does Not Answer

User A PBX A Gwi RS IP Network ~ GW2 PBX B User B
e S § &S 8o
|
1. Setup 2. INVITE
3.302 Moved
‘Temporarily
4. ACK =
6. Call ”
__Proceeding o INVITE > Set
D ~_8.100 Trying - >eup >
- 9. Call
‘Proceeding
— 10. Alerting
112. Alerting {11. 180 Ringing <
14 13. CANCEL
‘Disconnect >
‘15. Release 16. Disconnect
>| 17.200 OK >
18. Release |™ 19. Release
Complete <
- 20. Release .
Complete |3
> &
Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
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Step  Action Description
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to the SIP redirect server. The INVITE
redirect server request is an invitation to User B to participate in a call session.
In the INVITE request:
- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.
- PBX A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
- The port on which SIP gateway 1 is prepared to receive the RTP data is
specified.
3 302 Moved Temporarily— SIP SIP redirect server sends a 302 Moved Temporarily message to SIP gateway 1.
redirect server to SIP gateway TThe message indicates that User B is not available and includes instructions to
locate User B.
4 ACK—SIP gateway 1 to SIP  SIP gateway 1 acknowledges the 302 Moved Temporarily response with an
redirect server ACK.
5 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends a new INVITE request to User B. The new INVITE request
gateway 2 includes a new address for User B, a higher transaction number in the CSeq field,
but the same Call-ID as the first INVITE request.
6 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
7 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from SIP gateway 1 and initiates a
Call Setup with User B via PBX B.
8 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the INVITE request sent by SIP
SIP gateway 1 gateway 1. The 100 Trying message indicates that the INVITE request has been
received by SIP gateway 2 but that User B has not yet been located and that some
unspecified action, such as a database consultation, is taking place.
9 Call Proceeding—PBX B to SIP PBX B sends a Call Proceeding message to SIP gateway 2 to acknowledge the
gateway 2 Call Setup request.
10 Alerting—PBX B to SIP PBX B sends an Alert message to SIP gateway 2. User B’s phone begins to ring.
gateway 2
11 180 Ringing—SIP gateway 2 toSIP gateway 2 sends a 180 Ringing response to SIP gateway 1. The 180 Ringing
SIP gateway 1 response indicates that SIP gateway 2 has located, and is trying to alert, User B.
12 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to PBX A.
PBX A
13 CANCEL (Ring Timeout)—SIP Because SIP gateway 2 did not return an appropriate response within the time

gateway 1 to SIP gateway 2  specified by the Expires header in the INVITE request, SIP gateway 1 sends a
SIP CANCEL request to SIP gateway 2. A CANCEL request cancels a pending
request with the same Call-ID, To, From, and CSeq header field values.
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Step  Action Description

14 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A

15 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1

16 Disconnect—SIP gateway 2 to SIP gateway 2 sends a Disconnect message to PBX B.
PBX B

17 200 OK—SIP gateway 1 to SIPSIP gateway 1 sends a 200 OK response to SIP gateway 2. The 200 OK response
gateway 2 confirms that the CANCEL request has been received.

18 Release Complete—PBX A to PBX A sends a Release Complete message to SIP gateway 1 and the call session
SIP gateway 1 attempt is terminated.

19 Release—PBX B to SIP PBX B sends a Release message to SIP gateway 2.
gateway 2

20 Release Complete—SIP SIP gateway 2 sends a Release Complete message to PBX B.

gateway 2 to PBX B

SIP Gateway-to-SIP Gateway via SIP Redirect Server—Client, Server, or
Global Error

Figure 7-40illustrates an unsuccessful call in which User A initiates a call to User B but SIP gateway 2
determines that User B does not exist at the domain specified in the INVITE request sent by SIP
gateway 1. SIP gateway 2 refuses the connection.

Figure 7-40 SIP Gateway-to-SIP Gateway Call via a SIP Redirect Server—Client, Server, or Global
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to the SIP redirect server. The INVITE
redirect server request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

« PBX A is identified as the initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready is specified.

- The port on which SIP gateway 1 is prepared to receive the RTP data is
specified.

3 300 Multiple Choice—SIP The SIP redirect server sends a 300 Multiple Choice response to SIP gateway 1.
redirect server to SIP gateway The 300 Multiple Choice response indicates that the SIP redirect server accepted
the INVITE request, contacted a location server with all or part of User B’s SIP
URL, and the location server provided a list of alternative locations where User
B might be located. The SIP redirect server returns these possible addresses to
User A in the 300 Multiple Choice response.

4 ACK—SIP gateway 1 to SIP  SIP gateway 1 acknowledges the 300 Multiple Choice response with an ACK.
redirect server

5 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends a new INVITE request to User B. The new INVITE request
gateway 2 includes a new address for User B, a higher transaction number in the CSeq field,

but the same Call-ID as the first INVITE request.

6 Call Proceeding—SIP gateway SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
1 to SIP gateway 2 Call Setup request.

7 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the INVITE request sent by SIP
SIP gateway 1 gateway 1. The 100 Trying message indicates that the INVITE request has been

received by SIP gateway 2 but that User B has not yet been located and that some
unspecified action, such as a database consultation, is taking place.
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Step  Action Description
8 Class 4xx/5xx/6xx Failure—SIP SIP gateway 2 determines that User B does not exist at the domain specified in
gateway 2 to SIP gateway 1  the INVITE request sent by SIP gateway 1. SIP gateway 2 refuses the connection
and sends a 404 Not Found response to SIP gateway 1.
The 404 Not Found response is a claggfilure response. Depending on which
class the failure response is, the call actions differ.
If SIP gateway 2 sends a classc4ailure response (a definite failure response
that is a client error), the request will not be retried without modification.
If SIP gateway 2 sends a classcfailure response (an indefinite failure that is
a server error), the request is not terminated but rather other possible locations
are tried.
If SIP gateway 2 sends a classc@ailure response (a global error), the search
for User B is terminated because thex Besponse indicates that a server has
definite information about User B, but not for the particular instance indicated
in the Request-URI field. Therefore, all further searches for this user will fail.
9 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A
10 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
11 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to SIP gateway 2. The ACK confirms that the 404
gateway 2 Not Found failure response has been received.
12 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session

gateway 1 to PBX A

attempt is terminated.
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SIP Gateway-to-SIP Gateway via SIP Proxy Server—Called User is Busy

Figure 7-41lillustrates an unsuccessful call in which User A initiates a call to User B but User B is on
the phone and is either unwilling or unable to accept another call.

Figure 7-41 SIP Gateway-to-SIP Gateway Call via a SIP Proxy Server—Called User is Busy
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call User
B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to the SIP proxy server. The INVITE
proxy server request is an invitation to User B to participate in a call session.
In the INVITE request:
« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.
-« PBX A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
- The port on which SIP gateway 1 is prepared to receive the RTP data is
specified.
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Step  Action Description
3 INVITE—SIP proxy server to The SIP proxy server checks whether its own address is contained in the Via field
SIP gateway 2 (to prevent loops), directly copies the To, From, Call-ID, and Contact fields from
the request it received from SIP gateway 1, changes the Request-URI to indicate
the server to which it intends to send the INVITE request, and then sends a new
INVITE request to SIP gateway 2.
4 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
5 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from the SIP proxy server and
initiates a Call Setup with User B via PBX B.
6 100 Trying—SIP proxy server The SIP proxy server sends a 100 Trying response to SIP gateway 1.
to SIP gateway 1
7 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the SIP proxy server.
SIP proxy server
8 Release Complete PBX B sends a Release Complete message to SIP gateway 2. In the Release
(Busy)—PBX B to SIP Complete message, the cause code indicates that User B is busy. The Release
gateway 2 Complete message starts the call session termination process.
9 486 Busy Here—SIP gateway 2SIP gateway 2 maps the Release message cause code (Busy) to the 486 Busy
to SIP proxy server response and sends the response to the SIP proxy server. The 486 Busy Here
response is a client error response that indicates that User B’s phone was
successfully contacted but User B was either unwilling or unable to take another
call.
10 486 Busy Here—SIP proxy The SIP proxy server forwards the 486 Busy response to SIP gateway 1.
server to SIP gateway 1
11 Disconnect (Busy)—SIP SIP gateway 1 sends a Disconnect message to PBX A.
gateway 1 to PBX A
12 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
13 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an SIP ACK to the SIP proxy server.
proxy server
14 ACK—SIP proxy server to SIP The SIP proxy server forwards the SIP ACK to SIP gateway 2. The ACK
gateway 2 confirms that the 486 Busy Here response has been received.
15 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A attempt is terminated.
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SIP Gateway-to-SIP Gateway via SIP Proxy Server—Client or Server Error

Figure 7-42illustrates an unsuccessful call in which User A initiates a call to User B but there are no
more channels available on SIP gateway 2. Therefore, SIP gateway 2 refuses the connection.

Figure 7-42 SIP Gateway-to-SIP Gateway Call via a SIP Proxy Server—Client or Server Error
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to the SIP proxy server. The INVITE
proxy server request is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

< PBX A is identified as the initiator in the From field.

« A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

» The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.

- The port on which SIP gateway 1 is prepared to receive the RTP data is
specified.
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Step  Action Description
3 INVITE—SIP proxy server to The SIP proxy server checks whether its own address is contained in the Via field
SIP gateway 2 (to prevent loops), directly copies the To, From, Call-ID, and Contact fields from
the request it received from SIP gateway 1, changes the Request-URI to indicate
the server to which it intends to send the INVITE request, and then sends a new
INVITE request to SIP gateway 2.
4 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
5 100 Trying—SIP proxy server The SIP proxy server sends a 100 Trying response to SIP gateway 1.
to SIP gateway 1
6 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the SIP proxy server.
SIP proxy server
7 Class 4xx/5xx/6xx Failure—SIP SIP gateway 2 determines that it does not have any more channels available,
gateway 2 to SIP proxy server refuses the connection, and sends a SIP 503 Service Unavailable response to the
SIP proxy server.
8 Class 4xx/5xx/6xx Failure—SIP The SIP proxy server forwards the SIP 503 Service Unavailable response to SIP
proxy server to SIP gateway 1 gateway 1.
9 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A
10 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
11 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to the SIP proxy server.
proxy server
12 ACK—SIP proxy server to SIP The SIP proxy server forwards the SIP ACK to SIP gateway 2. The ACK
gateway 2 confirms that the 503 Service Unavailable response has been received.
13 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A attempt is terminated.
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SIP Gateway-to-SIP Gateway via SIP Proxy Server—Global Error

Figure 7-43llustrates an unsuccessful call in which User A initiates a call to User B and receives a class
6xx response.

Figure 7-43 SIP Gateway-to-SIP Gateway Call via a SIP Proxy Server—Global Error Response
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 sends an INVITE request to the SIP proxy server. The INVITE
proxy server request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

< PBX A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
- The port on which SIP gateway 1 is prepared to receive the RTP data is

specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
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Step  Action Description
4 INVITE—SIP proxy server to The SIP proxy server checks whether its own address is contained in the Via field
SIP gateway 2 (to prevent loops), directly copies the To, From, Call-ID, and Contact fields from
the request it received from SIP gateway 1, changes the Request-URI to indicate
the server to which it intends to send the INVITE request, and then sends a new
INVITE request to SIP gateway 2.
5 Setup—SIP gateway 2 to PBX B SIP gateway 2 receives the INVITE request from the SIP proxy server and
initiates a Call Setup with User B via PBX B.
6 100 Trying—SIP gateway 2 to SIP gateway 2 sends a 100 Trying response to the SIP proxy server. The SIP
SIP proxy server proxy server might or might not forward the 100 Trying response to SIP
gateway 1.
7 100 Trying—SIP proxy server The SIP proxy server forwards the 100 Trying response to SIP gateway 1.
to SIP gateway 1
8 Release Complete—PBX B to PBX B sends a Release Complete message to SIP gateway 2. The Release
SIP gateway 2 Complete message starts the call session termination process.
9 6xx Failure—SIP gateway 2 to SIP gateway 2 sends a class«@ailure response (a global error) to the SIP proxy
SIP proxy server server. A classxxfailure response indicates that a server has definite
information about User B, but not for the particular instance indicated in the
Request-URI field. All further searches for this user will fail, therefore the
search is terminated.
The SIP proxy server must forward all clagx @ilure responses to the client.
10 6xx Failure—SIP proxy server The SIP proxy server forwards thex@ailure to SIP gateway 1.
to SIP gateway 1
11 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A
12 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
13 ACK—SIP gateway 1 to SIP  SIP gateway 1 sends an ACK to the SIP proxy server.
proxy server
14 ACK—SIP proxy server to SIP The SIP proxy server sends an ACK to SIP gateway 2. The ACK confirms that
gateway 2 the 6xx failure response has been received.
15 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A attempt is terminated.
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SIP Gateway-to-SIP IP Phone—Called User is Busy

Figure 7-44illustrates an unsuccessful call in which User A initiates a call to User B but User B is on
the phone and is either unable or unwilling to take another call.

Figure 7-44 SIP Gateway-to-SIP IP Phone—Called User is Busy
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup

includes the standard transactions that take place as User A attempts to call
User B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 maps the SIP URL phone number to a dial-peer. The dial-peer
IP phone includes the IP address and the port number of the SIP enabled entity to contact.

SIP gateway 1 sends an INVITE request to the address it receives in the dial peer
which, in this scenario, is the SIP IP phone.

In the INVITE request:
- The IP address of the SIP IP phone is inserted in the Request-URI field.
- PBX Ais identified as the call session initiator in the From field.

« A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
- The port on which the SIP gateway is prepared to receive the RTP data is

specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
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Step  Action Description
4 100 Trying—SIP IP phone to The SIP IP phone sends a 100 Trying response to SIP gateway 1. The 100 Trying
SIP gateway 1 response indicates that the INVITE request has been received by the SIP IP
phone.
5 486 Busy Here—SIP IP phone The SIP IP phone sends a 486 Busy Here response to SIP gateway 1. The 486
to SIP gateway 1 Busy Here response is a client error response that indicates that User B was
successfully contacted but User B was either unwilling or unable to take the call.
6 Disconnect (Busy)—SIP SIP gateway 1 sends a Disconnect message to PBX A.
gateway 1 to PBX A
7 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
8 ACK—SIP gateway 1 to SIP IP SIP gateway 1 sends an ACK to the SIP IP phone. The ACK confirms that User
phone A has received the 486 Busy Here response. The call session attempt is now
being terminated.
9 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A attempt is terminated.
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SIP Gateway-to-SIP IP Phone—Called User Does Not Answer

Figure 7-45llustrates the call flow in which User A initiates a call to User B but User B does not answer.

Figure 7-45 SIP Gateway-to-SIP IP Phone—Called User Does Not Answer
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call User
B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 maps the SIP URL phone number to a dial-peer. The dial-peer
IP phone includes the IP address and the port number of the SIP enabled entity to contact.

SIP gateway 1 sends an INVITE request to the address it receives in the dial peer
which, in this scenario, is the SIP IP phone.

In the INVITE request:
- The IP address of the SIP IP phone is inserted in the Request-URI field.
« PBX A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
- The port on which the SIP gateway is prepared to receive the RTP data is

specified.
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.

Guide to Cisco Systems’ VolIP Infrastructure Solution for SIP
[ oL-1002-02 .m



Chapter 7 SIP Call-Flow Process for the Cisco VolIP Infrastructure Solution for SIP_ |

I Call Flow Scenarios for Failed Calls

ALPHA DRAFT - CISCO CONFIDENTIAL

Step  Action Description

4 100 Trying—SIP IP phone to The SIP IP phone sends a 100 Trying response to SIP gateway 1. The 100 Trying
SIP gateway 1 response indicates that the INVITE request has been received by the SIP IP

phone.

5 180 Ringing—SIP IP phone to The SIP IP phone sends a 180 Ringing response to SIP gateway 1. The 180
SIP gateway 1 Ringing response indicates that the user is being alerted.

6 Alerting—SIP gateway 1 to SIP gateway 1 sends an Alert message to PBX A. The Alert message indicates
PBX A that SIP gateway 1 has received a 180 Ringing response from the SIP IP phone.

User A hears the ringback tone that indicates that User B is being alerted.

7 CANCEL (Ring Timeout)—SIP Because SIP gateway 1 did not return an appropriate response within the time
gateway 1 to SIP IP phone specified by the Expires header in the INVITE request, SIP gateway 1 sends a
SIP CANCEL request to SIP gateway 2. A CANCEL request cancels a pending

request with the same Call-ID, To, From, and CSeq header field values.

8 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Disconnect message to PBX A.
PBX A

9 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A attempt is terminated.

10 200 OK—SIP IP phone to SIP The SIP IP phone sends a 200 OK response to SIP gateway 1. The 200 OK
gateway 1 response confirms that User A has received the Cancel request. The call session
attempt is now being terminated.

11 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session
gateway 1 to PBX A is terminated.
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SIP Gateway-to-SIP IP Phone—Client, Server, or Global Error

Figure 7-4Gllustrates an unsuccessful call in which User A initiates a call to User B and receives a class
4xx, 5xx, or 6xx response.

Figure 7-46 SIP Gateway-to-SIP IP Phone—Client, Server, or Global Error
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Step  Action Description
1 Setup—PBX Ato SIP gateway 1 Call Setup is initiated between PBX A and SIP gateway 1. The Call Setup
includes the standard transactions that take place as User A attempts to call
User B.
2 INVITE—SIP gateway 1 to SIP SIP gateway 1 maps the SIP URL phone number to a dial-peer. The dial-peer
IP phone includes the IP address and the port number of the SIP enabled entity to contact.

SIP gateway 1 sends an INVITE request to the address it receives in the dial peer
which, in this scenario, is the SIP IP phone.

In the INVITE request:
- The IP address of the SIP IP phone is inserted in the Request-URI field.
« PBX A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

» The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.

- The port on which the SIP gateway is prepared to receive the RTP data is
specified.
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Step  Action Description
3 Call Proceeding—SIP SIP gateway 1 sends a Call Proceeding message to PBX A to acknowledge the
gateway 1 to PBX A Call Setup request.
4 100 Trying—SIP IP phone to The SIP IP phone sends a 100 Trying response to SIP gateway 1. The 100 Trying
SIP gateway 1 response indicates that the INVITE request has been received by the SIP IP
phone.
5 Axx/5xx/6xx Failure—SIP IP  The SIP IP phone sends a clagg, &xx, or class &x failure response to SIP
phone to SIP gateway 1 gateway 1. Depending on which class the failure response is, the call actions
differ.
If the SIP IP phone sends a classc4ailure response (a definite failure response
that is a client error), the request will not be retried without modification.
If the SIP IP phone sends a classailure response (an indefinite failure that
is a server error), the request is not terminated but rather other possible locations
are tried.
If the SIP IP phone sends a classc@ailure response (a global error), the search
for User B is terminated because thex 6esponse indicates that a server has
definite information about User B, but not for the particular instance indicated
in the Request-URI field. Therefore, all further searches for this user will fail.
6 Disconnect—SIP gateway 1 to SIP gateway 1 sends a Release message to PBX A.
PBX A
7 Release—PBX A to SIP PBX A sends a Release message to SIP gateway 1.
gateway 1
8 ACK—SIP gateway 1 to SIP IP SIP gateway 1 sends an ACK to the SIP IP phone. The ACK confirms that User A
phone has received the 4xx/5xx/6xx failure response. The call session attempt is now
being terminated.
9 Release Complete—SIP SIP gateway 1 sends a Release Complete message to PBX A and the call session

gateway 1 to PBX A

attempt is terminated.
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SIP IP Phone-to-SIP IP Phone—Called User is Busy

Figure 7-47illustrates an unsuccessful call in which User A initiates a call to User B but User B is on
the phone and is either unable or unwilling to take another call.

Figure 7-47 SIP IP Phone-to-SIP IP Phone—Called User is Busy
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.
In the INVITE request:
« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.
- SIP IP phone A is identified as the call session initiator in the From field.
- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
2 486 Busy Here—SIP IP phone BSIP IP phone B sends a 486 Busy here message to SIP IP phone A. The message
to SIP IP phone A indicates that SIP IP phone B is in use and the user is either unwilling or unable
to take additional calls.
3 ACK—SIP IP phone Ato SIP IP SIP IP phone A sends an ACK to SIP IP phone B. The ACK confirms that SIP
phone B IP phone A has received the 486 Busy here response from SIP IP phone B.
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SIP IP Phone-to-SIP IP Phone—Call Screening Based on Caller

If your SIP proxy server has the capability, you can configure the proxy with lists that restrict incoming
calls to only those from a list of allowed numbeFsgure 7-48llustrates an unsuccessful call in which
User A initiates a call to User B but User B has implemented a call screening list on the SIP proxy server
and User A is not on that list.

Figure 7-48 SIP IP Phone-to-SIP IP Phone—Call Screening Based on Caller
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Step  Action Description

1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to the SIP proxy server. The INVITE
SIP proxy server request is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

« A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.

2 403 Forbidden—SIP proxy The SIP proxy server sends a 403 Forbidden message to SIP IP phone A. The
server to SIP IP phone A message indicates that the SIP proxy server has received and understood the
request but will not provide the service. In this instance, it is because the
administrator has implemented a call screening list for User B and User A is not
on that list.
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3 ACK—SIP IP phone Ato SIP SIP IP phone A sends an ACK to the SIP proxy server. The ACK confirms that

proxy server

SIP IP phone A has received the 403 Forbidden response from the SIP proxy
server.

SIP IP Phone-to-SIP IP Phone—Disallowed List

If your SIP proxy server has the capability, you can configure the proxy with lists that block outgoing

calls to certain numbers or certain classes of numbers, such as 900 numbers.

Figure 7-49llustrates an unsuccessful call in which User A initiates a call to User B but the SIP proxy

server has been configured to block calls from User A to User B.

Figure 7-49 SIP IP Phone-to-SIP IP Phone—Disallowed List
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to the SIP proxy server. The INVITE

SIP proxy server

request is an invitation to User B to participate in a call session.
In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.
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2 403 Forbidden—SIP proxy The SIP proxy server sends a 403 Forbidden message to SIP IP phone A. The
server to SIP IP phone A message indicates that the SIP proxy server has received and understood the
request but will not provide the service. In this instance, it is because the
administrator has implemented a disallow list that prevents User A from making
calls to User B.

3 ACK—SIP IP phone Ato SIP SIP IP phone A sends an ACK to the SIP proxy server. The ACK confirms that
proxy server SIP IP phone A has received the 403 Forbidden response from the SIP proxy
server.

SIP IP Phone-to-SIP IP Phone—Called User Does Not Answer

Figure 7-50illustrates an unsuccessful call in which User A initiates a call to User B but User B does
not answer.

Figure 7-50 SIP IP Phone-to-SIP IP Phone—Called User Does Not Answer
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to SIP IP phone B. The INVITE
SIP IP phone B request is an invitation to User B to participate in a call session.

In the INVITE request:

- The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

« A unique numeric identifier is assigned to the call and is inserted in the
Call-ID field.

« The transaction number within a single call leg is identified in the CSeq
field.

- The media capability User A is ready to receive is specified.

2 180 Ringing—SIP IP phone Bto SIP IP phone B sends a 180 Ringing response to SIP IP phone A.
SIP IP phone A
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Step  Action Description

3 CANCEL (Ring Timeout)—SIP SIP IP phone A sends a CANCEL request to SIP IP phone B to cancel the
IP phone A to SIP IP phone B invitation.

4 200 OK—SIP IP phone B to SIPSIP IP phone B sends a 200 OK response to SIP IP phone A. The response
IP phone A confirms receipt of the cancellation request.

SIP IP Phone-to-SIP IP Phone—Authentication Error

Figure 7-51illustrates an unsuccessful call in which User A initiates a call to User B but User B does
not answer.

Figure 7-51 SIP IP Phone-to-SIP IP Phone—Authentication Error
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Step  Action Description
1 INVITE—SIP IP phone Ato  SIP IP phone A sends an INVITE request to the SIP proxy server. The INVITE
SIP proxy server request is an invitation to User B to participate in a call session.

In the INVITE request:

« The phone number of User B is inserted in the Request-URI field in the form
of a SIP URL.

- SIP IP phone A is identified as the call session initiator in the From field.

- A unique numeric identifier is assigned to the call and is inserted in the

Call-ID field.
- The transaction number within a single call leg is identified in the CSeq
field.
- The media capability User A is ready to receive is specified.
2 407 Authentication Error—SIP SIP proxy server sends a 407 Authentication Error response to SIP IP phone A.
proxy server to SIP IP phone A
3 ACK—SIP IP phone A to SIP SIP IP phone A sends a ACK to the SIP proxy server acknowledging the 407
proxy server error message.
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Step  Action Description

4 Resend INVITE—SIP IP SIP IP phone A resends an INVITE to the SIP proxy server. The INVITE
phone A to SIP proxy server includes the Proxy-authenticate header with authentication credentials.
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