Cisco Router and Security Device Manager
Quick Start Guide

Cisco Router and Security Device Manager (SDM) is an easy-to-use device management tool that allows
you to configure Cisco 10S security features and network connections through an intuitive web-based
graphical user interface. This quick start guide shows you how to connect your PC to your router and

begin using SDM.

SDM runs under Firefox 1.0.3, Internet Explorer version 5.5 or later, and under Netscape 7.1 on a PC
that is running Microsoft Windows XP, Windows 2000, Windows 2003, Windows ME, or Windows NT
4.0 (with Service Pack 4). SDM supports Java plug-in version 1.4.2_05 and later.

If you do not want to use SDM to configure the router, see“thése the Cisco IOS Startup Sequence”
section on page 16
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Task 1: Install Interface Cards, and Cable the Router

Task 1: Install Interface Cards, and Cable the Router

Before SDM can be used to configure the router, you must install all the necessary hardware accessories
that are applicable to your router, such as WAN interface cards (WICs), network modules (NMs), or
advanced interface module (AIM) cards that you will use to connect to the network. Refer to the quick
start guide for your router for instructions on installing these interface cards, cabling the router, and
verifying that all the connections are working properly.

Task 2: Configure Your PC, and Connect It to the Router

You have to set up the PC to communicate with SDM. SDM is shipped with a default configuration file
that assigns an IP address to a LAN interface on the router, and you must configure the PC to be on the
same subnet as the router LAN interface.

First determine whether your router is configured as a Dynamic Host Configuration Protocol (DHCP)
server or not.

Is Your Router Configured as a DHCP Server?

If you have one of the routers listedTiable 1 on page,3he router is configured as a DHCP server.
Configure the PC to obtain an IP address and a Domain Name System (DNS) server IP address
automatically, as shown iRigure 1 Connect the Ethernet port on the PC with the router port shown in
Table 1

If you do not find your router model ifftable 1 look for the router model you are setting upTiable 2
on page 4n the section These Routers Are Not Configured as DHCP SerVvers

Figure 1 Configuring the PC to Obtain an IP Address Automatically

Internet Protocol {TCP/IP) Properties ﬂﬂ

General I

ou cat get 1P settings azsighed automatically if your nebwork, supparts
thiz capability. Otherwize, vou need to azk wour network. administrator far
the appropriate 1P zettings.

& Obtain an |P address automaticalls

—{" Use the following |P address:

1P address: I . . .
Submet mask: I . . .
Default gateway I . . .

% Obtain DMS server addiess automatically

—{" Use the following DMS server addreszes:

Erefermed DS semver: I . . .
filternate DHNS senven I . . .

Advanced... |
ak. I Cancel |
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Task 2: Configure Your PC, and Connect It to the Router 1l

Table 1 Routers Configured as DHCP Servers

Router Model Cable Type Connect the Ethernet Cable to the Port Shown
SB101 Straight-through

SBlOG (packed With router) ETHERNET 10BASET COMPUTERS (E0)a

SB107 e

Cisco 831 =

Cisco 836 ﬂ"’;ﬂ g

Cisco 837 u

Connect to any ETHERNET 10BASE T port.

Cisco 850 series Straight-through

Cisco 870 series (packed with router)

127267

Cisco 1701 Crossover, or
Cisco 1710 straight-through with
Ethernet switch

127268

Cisco 1711 Straight-through

Cisco 1712 (packed with router) MJL@JMLJ Q
Connect to any ACT Lnk port.

Cisco 1801 Straight-through

Cisco 1802 (packed with router) PPN T

Cisco 1803 AL

Cisco 1811 —

Cisco 1812 Egﬂ

Connect to any SWITCH port.

127271

When you have configured your PC and connected it to the router, Tgskd3: Log on to the Router,
page 6
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I Task 2: Configure Your PC, and Connect It to the Router

These Routers Are Not Configured as DHCP Servers

If you did not find your router infable 1, your router is not configured as a DHCP server, and you must
assign a static IP address to the PC. Qlisk the following IP addressand assign an IP address
between 10.10.10.2 and 10.10.10.6 to the Ethernet port of the PC, and use the subnet mask
255.255.255.248, as shownkigure 2 You can leave the Default gateway and DNS server fields blank.
Find your router model iffable 2and connect the Ethernet port on the PC to the router port shown in
the table.

Figure 2 Configuring Your PC with a Static IP Address Between 10.10.10.2 and 10.10.10.6

Internet Protocol {TCP/IP) Properties e |

General |

'ou can get IP zettings azsigned automatically if your nebwork supports
thiz capability. Othernwize, vou need to azk pour network. administrator for
the appropniate IP zettings.

" Obtain an IP address automatically

—% Uze the following |P address:

1P address: o .10 .10 . 2
Subnet mask: I 255 285 285 . 248
Diefault gateway: I . . .

= [Dbtain DN server addiess automatizally

—% Uze the following DMS server addreszes:

Preferred DMS server: I . . .
fltermate DNS server: I . . .

Advanced... |
ak. I Cancel |

129303

Table 2lists the routers that are not configured as DHCP servers.

Table 2 Routers Not Configured as DHCP Servers

Router Model Cable Type Connect the Ethernet Cable to the Port Shown
Cisco 1721 Crossover, or

Cisco 1751 straight-through T

Cisco 1760 with Ethernet switch

127270

Connect to 10/100 Ethernet.

Cisco 1841 Crossover, or
straight-through i
ralg g s ey
with Ethernet switch
[€=Tm] - ]

7

127272
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Table 2

Routers Not Configured as DHCP Servers (continued)

Task 2: Configure Your PC, and Connect It to the Router

Router Model

Cable Type

Connect the Ethernet Cable to the Port Shown

Connect to FE 0/0.

Cisco 2600XM

Crossover, or

Cisco 2691 straight-through eH
with Ethernet switch S =
ofdol L
Connect to FE 0. Connect to FastEthernet 0/0.
Cisco 2800 Crossover, or
st_raight—through _ . E = :
with Ethernet switch . s
B3 AR :
N DML Wwi@ A\Mu@
Connect to FE 0/0. Connect to GE 0/0.
Cisco 3600 Crossover, or
straight-through
with Ethernet switch @@@m
Connect to FE 0/0.
Cisco 3700 Crossover, or
straight-through cssal 1:5@ =]
with Ethernet switch @ - - i
Lﬂgﬂ . I3
Connect to FastEthernet 0/0. Connect to FastEthernet 0/0.
Cisco 3800 Crossover, or
straight-through =
with Ethernet switch % @
© C;
Connect to GE 0/0. Connect to GE 0/0.
When you have configured your PC and connected it to the router,Tgskad3: Log on to the Router
Cisco Router and Security Device Manager Quick Start Guide
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I Task 3: Log on to the Router

Task 3: Log on to the Router

If you received the SDM CD with your router, use the CD to connect to the router by following the next
procedure. If you did not receive the SDM CD, use the procedure fh Erid Not Receive the SDM
CD” section on page.7

| Received the SDM CD

If you received the SDM CD, complete the following procedure.

Stepl  Disable any popup blockers active in your web browser.

Step2  Place the SDM CD in your PC CD drive. If the CD does not launch, navigate to the drive and
double-click thesetup.exefile.

Step3  When the CD screen is displaydddure 3, click First-time Router Setup.

Figure 3 SDM CD Screen

[ SDM Install i ] 5

Cisco SYSTEMS

Install Cisco Router and Security Device Manager (SDM)

=

First-time Router Setup

S Showis you how to use the Ethernet
First-fime Router Setup cable o connect your FC to the

router. Also allows you to create a
connection to the Internet.

r@} Install SDM

Exit

127532

Step4  Ensure the PCis connected to the router as described in the First-Time Router Setup vrigloe §,
and then click.aunch Cisco SDM Express

Cisco Router and Security Device Manager Quick Start Guide
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Task 3: Log on to the Router

Figure 4 First-Time Router Setup Window

First Time Router Setup Cisco SYsTEMS

L3

Connect your PC to the router and then use Cisco SDM Express to configure wour router with a LAN
and WaN {internet) connection,

g: Step 1:
Zelect your router; | 831,836 or 837 j

Zonfigure your PC to obtain an IP address automatically, and connect your PC
to the router as shown in the picture.

Step 2:
Click 'Launch Cisco SDM Express ' to start configuring your router,

@ Launch Cisco SDM Express

J If you are unable to launch Cisco SDM Express click
= Why did Cisco SDM Express fail?

127462

Step5  Enter the usernamescq and the passwortiscoin the login windows that appear during the startup
process. If the login window does not appear, cNiky did Cisco SDM Express fail?and follow the
recommendations.

Step6  Go to the"Task 4: Complete Cisco SDM Express” section on page 8

| Did Not Receive the SDM CD

If you did not receive the SDM CD, use this procedure to connect to the router.

Stepl  Open a web browser on the PC, disable any active popup blockers, and enter the following URL:
http://10.10.10.1

Step2  Enter the usernanmascq and the passworscoin the login window. If other login windows appear
during the startup process, enter the same credentials (cisco/cisco). See the Tip section if the login
window does not appear.

Step3  Go to the“Task 4: Complete Cisco SDM Express” section on page 8

[ 78-16254-06
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I Task 4 Complete Cisco SDM Express

Jo

% If the launch page does not appear when you enter theHitRi//10.10.10.1 test the connection
between the PC and the router by doing the following:

Check that the Power LED on the router is on, and that the LED for the port to which you connected
the PC is on, indicating an active Ethernet connection between the router and the PC. If this LED is
not lit, verify that you are using a crossover cable to connect the PC to the router, or that you are
using a straight-through cable between the router and the switch.

Verify that the web browser “work offline” option is disabled. In Internet Explorer, cliclEtlee
menu, and verify that the “work offline” option is unchecked. In Netscape, the default selection in
the File menu is set to “work online.”

Verify that the es.tar, home.tar, home.shtml, and common.tar files are loaded into flash memory.
Open a Telnet session to 10.10.10.1, entering the usernesm@and the passwordisca Enter the
show flashcommand to verify that these files are loaded in flash memory.

Verify that the PC IP address is properly configured. Some routers require that the PC obtain an IP
address automatically and some require that it be configured with a static IP address. Find your
router in eithefTable 1 on page 8r Table 2 on page tb determine how the PC should be

configured.

Task 4. Complete Cisco SDM Express

Cisco SDM Express is an SDM program that lets you quickly configure the router LAN and Internet
connections.

Stepl  When you connect to the router, the SDM Express Launch pligeie 5 appears, followed by one or
more certificate windows. Clickes, or click Grant to accept the certificates.

Figure 5 SDM Express Launch Page

+Z) 5DM Express Launch Page (10.10.10.1) - Microsoft Internet Explurer@{ =10l

Cisco SDM Express

Cisco SYSTEMS
Copyright © 2002 - 2005 Cisco Systems, Inc.
All rights reserved,

SDM Express for 172.28.64.203 willl open in another window. Do
not close this window until you
exit SO Express

&) Applet com cisco.nm.til.sgz. Loader started [ [ |5 |8 mntemet

129287
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Step 2

%o

Tip

Step 3

Step 4

Task 4: Complete Cisco SDM Express Il

The SDM Express Overview page appears and then the SDM Express Wizard page is also displayed

(Figure 6. Click Next to begin configuring the router.

Figure 6 SDM Express Overview and Wizard Pages

¥ Cisco SDM Express: 10.10.10.1

=101 ]
Cisco SYSTEMS

Help | About | Exit

_&"sﬂl F—.w”‘"E

N
G |y . ‘Welcome to Cisco SDM Express Wizard
4 Configuration Steps
83 Intern The Cisco SDM Express wizard will help you connect your router to the local
netwark and ta the Internet. After vou camplete the wizard, vou can review your

g Firesw: settings and return to any screen to change settings before delivering the settings
@ oner| Overview to the router.
%J’ L Basic Conflguratlon Ifyou use Cisco Metwark Services (CNE) to configure rauters in your network, you
.%. Routir can specify the CHS parameters thatwill enable the router to contactthe CHS

!‘AN IP Address semerto abtain a configuration.
&y, secur

DHCP
&3 Reset

Internet (WAN)

Firewall

Security Settings

e <Elack| Mexd = | Finist | Cance\l Help |
Model: Fﬁ
10S Version: [ @ Refresh ]
Cisco SOM Express Home Active View 16:21:56 PCTime Sat May 04 2002

-
5]
g
=
=

The SDM Express wizard will ask you to enter an enable secret password to control access to Cisco 10S
software. Be sure to write down or remember the enable secret password that you enter. It is not showr
in the Enable Password field or in the Summary window, and it cannot be reset without erasing the router
configuration. You are also asked to change the router’s LAN IP address from its default value.

When the Summary window appears, write down the LAN IP address, the username and the user
password that you entered, and cliekish. You will need this information to reconnect to the router to

perform additional configuration.

Exit SDM Express and complet@ask 5: Reconnect to the Router Using the New IP Addrass”

reconfigure the PC and reconnect to your router, using the new IP
interface.

address that you gave to the LAN

[ 78-16254-06
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I Task 5 Reconnect to the Router Using the New IP Address

Task 5: Reconnect to the Router Using the New IP Address

Step 1

Step 2

Step 3

If you changed the IP address of the router LAN interface as recommended in the SDM Express wizard,
you lost your connection to the router. Follow these steps to reconnect to your router:

Reconfigure your PC if necessary. If you configured a DHCP server on the router in Task 4, configure
the PC to obtain an IP address automatically, as showigare 1 on page.2Af the router was already
configured as a DHCP server but the address pool has changed, open a command window on the PC and
enteripconfig /release followed byipconfig /renewto obtain a new IP address from the router.

If you did not configure a DHCP server on the router, your network uses static IP addresses, and you
must assign a new IP address to the PC Ethernet interface. Place it on the same subnet as the router’s
Ethernet port, which you configured in TaskMgure 7shows an example PC configuration when the
router LAN IP address is 20.20.20.1 (as indicated by the Default gateway field) and the subnet mask is
255.255.255.0. The PC is configured with an IP address of 20.20.20.2, an address on the same subnet as
the router.

Figure 7 If you did not configure the router as a DHCP server, configure the PC with a static IP
address (Example)

Internet Protocol {TCP/IP) Properties e |

General

'ou can get IP zettings azsigned automatically if your nebwork supports
thiz capability. Othernwize, vou need to azk pour network. administrator for
the appropniate IP zettings.

" Obtain an IP address automatically

—% Uze the following |P address:

1P address: 20020 020 0 2
Subnet mask: I 255 . 285 285 . 0
Diefault gateway: 20020 020 01

= [Dbtain DN server addiess automatizally

—% Uze the following DMS server addreszes:

Preferred DMS server: I . . .
fltermate DNS server: I . . .

Advanced... |
ak. I Cancel |

129301

Open a web browser and enter the new IP address that you gave the router LAN interface.

http://  new-IP-address

For example, if you gave the LAN interface the IP address 20.20.20.1, you would enter the following
command in the browser.

http://20.20.20.1

Enter the username and password that you specified in Task 4. If SDM is installed on your router, the
SDM home page appears, as showFigure 8

Cisco Router and Security Device Manager Quick Start Guide
m. 78-16254-06 |



Task 5: Reconnect to the Router Using the New IP Address

Figure 8 SDM Home Page

isco Router and Security Device Manager (SDM): 172.28.54.203 - Ellzl

File Edit View Tools Help

Cisco Ssiems
] ) . <Y = | 2
@ Home Conligure g Monitar Refrach Gave Helo M

) Hardware More ... Software More ..
- md . N
Model Type: Cisco 1710 105 Version: 12387
l Available ! Total Memory(MB): 23/64 MB SDM Version: 20803
Total Flash Capacity: 16 MB
Cisco 1710 pacity:
© © (] (7]

Configuration Ouerview Wiesy Running Config

., Interfaces and Connections Up (1) (x) Dowin |
Total Supported LAN: 2 Total Supported WAN: 1]

Configured LAN Interface: 1 Total WAN Connections: 1]
DHCP Server: Configured

Firewall Policies

IPSec (Site-to-Site): GRE over IPSec: 1]

Xauth Login Required: Easy VPN Remote: 1]
No. of DMVYPHN Clients: No. of Active VPN Clients: 1}

Ho. of Static Route: 1 Active Signatures: 0
Dynamic Routing Protocols: Mahe No. of IPS-enabled Interfaces: 0

7l 5

View home page 11:42:17 PCTime Tue Apr 02 20032 é‘

94243

If you followed the procedure in th& Received the SDM CD” procedure on pagetbe SDM Express
Overview window appears, as showrFigure 9 on page 12

Cisco Router and Security Device Manager Quick Start Guide
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W Task6: Install SDM from the CD

Figure 9 SDM Express Overview Window
¥ Cisco SDM Express: 172.28.54.203 o ] 4|
P - "- e Help | About | Exit
asks Ouervie
[ﬂ Cwerviewy LAN 0 Up -]
go Basic Configuraton
%ﬁ" [ ( ? Interface: FastEthernetd
@ Internet CAN) Nk . 1P Mask: 172.28.54.203124
) DHCP Server: Mot Configured
g Firewall >
DHCP ] .
B naT
+2* Routing Internet (WAN) 0 Up ]
[m Security
E Reset to Factory Default Interface: Ethemetd
Connection Type: Ethemnet
1P Mask: 1010101724
Firewall 6 Inactive ]
L1 J—
B Ping Firewall: Mot Configured
@ Telnet
@ Cizgzo SOM
2 software Update
Model: Cisea 1710
10 Version: 123@)T ' @ Refres ‘
@
4
Crervigw ‘ Active Wiew 16:32:19 PCTime Sat May 04 2002 é 4

Step4  Test the Internet (WAN) connection that you configured by opening another web browser window and
connecting to a website. If you can connect to a website, such as www.cisco.com, your WAN connection
works properly. If you cannot, you can use SDM Express or SDM to correct your WAN settings.

Step5  If you received the SDM CD, go td@ask 6: Install SDM from the CDto install SDM.

If you did not receive the SDM CD, SDM is already installed on your router. You can proceed to the
“Using SDM” section on page 1% learn about SDM.

Task 6; Install SDM from the CD

If you have the SDM CD, you can install SDM on the PC and on the router. If SDM launched when you
reconnected to the router Trask 5: Reconnect to the Router Using the New IP Addr888V is already
installed on the router and you do not need to complete this procedure.

The installation wizard on the CD guides you through installing SDM and its components on your PC
and your router. Installing SDM on your PC allows you to use SDM to configure and manage other
routers on your network.

Stepl  Return to the CD screen, and cligistall SDM (Figure 10 on page 33

Cisco Router and Security Device Manager Quick Start Guide
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Task 6: Install SDM fromthe CD

Figure 10 Click Install SDM

[ SDM Install =10 x|

Cisco SYSTEMS
Install Cisco Router and Security Device Manager (SDM)

o

Install SDM
Lets you install SDM on your PC or
o8 X
ol First-time Router Setup on your router, If you haven't setup

vour router yet, click First-time
Router Sefup to create a connection
Install SOM to the Internet,

Exit

FiEs]

Step2  When the Install Options window appeafsdure 11, select where you want to install SDM. Selecting
This Computer installs SDM on the PC and enables you to configure and monitor other routers on the
network besides the router you have just set up.

Figure 11 Select Where You Want to Install SDM

Cisco SDM - Installation Wizard

Install Dptions

Install Cisco SDM on this computer or on the router.

Select where you want to inzstall Cizco SO,

Installz Cisco SDM on this computer.
" Cisco Router

Installz Cisco SDM on your router's flazh memory.

" Both [computer and rauter]

Installz Cisco SDM on this computer and on wour router's flash memary.

< Back I Mest » I Cancel |

127534

You can also install SDM and its other applications on your router, or you can install them on both the
PC and the router.

Step3  Complete the installation wizard.

Cisco Router and Security Device Manager Quick Start Guide
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W Using SDM

Using SDM

If SDM is installed on the router, start it by opening a browser and entering the new IP address that
you gave the LAN interface, just as you didTesk 5: Reconnect to the Router Using the New IP
Address, page 10

http://  new-IP-address

If SDM is installed on the PG start it by selecting it from the program me®iaft > Programs >
Cisco Systems> SDM 2.1. Then, provide the IP address of the router in the SDM Launcher window
(Figure 13.

Figure 12 SDM Launcher

£ 5DM Launcher i ] 5

SDM will be launched from the PC using the C15€0 SYSTEMS
default broveser.

Enter the Address: |1 72.28.54.203 - l

[~ This device has HTTPS enabled and | want to use it.

Launch I Cloze |

129302

Tip If you are using Internet Explorer on a PC running Windows XP with Service Pack 2, and Internet
Explorer displays a message telling you that it has restricted this file from showing active content that
could access your computer, sel@obls > Internet Options > Advancedfrom the Internet Explorer
Tools menu, and chedkllow active content to run in files on my computer Then clickApply, and
relaunch SDM.

Cisco SDM provides a series of easy-to-use wizards that quickly take you step by step through
configuring your router, without requiring knowledge of the Cisco 10S software CLI. You can use SDM
wizards to:

- Configure additional LAN and WAN connections.

- Create firewalls.

- Configure VPN, Easy VPN, and DMVPN connections, and create and manage digital certificates.
« Perform a security audit on the router and have SDM fix security problems.

- Configure basic routing.

- Create Network Address Translation (NAT) rules on the router.

- Create Quality of Service (QoS) policies.

After you have used wizards to create basic configurations, SDM enables you to edit the configurations
you created. You can edit firewalls to create a firewall policy for your network. You can also configure
and manage the Intrusion Prevention System (IPS) on the router to protect your network from attacks,
and perform additional tasks, such as creating user accounts and creating router management policies.

To start a wizard, simply click the Configure button at the top of the SDM home page shdviguire 8
on page 1lland then click the appropriate button in the left frame of the SDM Configuration window,
Figure 13 on page 15

Cisco Router and Security Device Manager Quick Start Guide
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You're Done! Where to Go fromHere W

Figure 13 An SDM Configuration Window

& Cisco Router and Security Device Manager (SDM): 172.28.54.203 - EI|£|
File Edit View Tools Help

Canf Monit
%}{é} AR anier Refresh Save Helgp

*. Interfaces and Connections

Create Connection | Edit Interface/Connection |

Cisco SysTeEns

—— Create New Connection

Use Case Scenario

Select & V&N connection and click Create Mew Connection
1+ Ethernet LAN

1~ Ethernet (PPPoE or Unencapsulsted Routing)

— Infarmation
Configure Ethernet LAN interface for plsin routing

Create New Connection |
Additional Tasks
How dao | |H0w Do | Configure an Unsupported WaN Interface? j Go |
g
Configure the router settings 15:22:22 PCTime Wed Apr03 2002 & |5

Click theHelp button in any SDM window for more information on the task you are performing.

SDM automatically saves changes to the router’s running configuration, and you can direct it to save the
running configuration to the startup configuration.

You're Done! Where to Go from Here

Now that you have used SDM to give your router an initial configuration, you can continue to use SDM
to configure additional features or modify existing feature configurations.You can use the SDM URL to
start SDM and then add to or modify your router configuration at any time.

If you have other supported routers on which you would like to install SDM, sé®ltaining the
Latest Version of SDM” section on page.16

For More Information About SDM and About Your Router

For additional information about SDM features, refer to the SDM online help. Additional information
about SDM is also available on the SDM websitatgi://www.cisco.com/go/sdm This website

provides access to detailed information about SDM, including an SDM FAQ, data sheet, customer
presentation, Flash demo, and links to technical documentation and product updates. If you are
configuring a Cisco 83x router, you should obtain the docunssvitching From Cisco Router Web Setup
to Cisco Router and Security Device Manager on Cisco 83x Series Routers

Cisco Router and Security Device Manager Quick Start Guide
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I | Use the Cisco 10S Startup Sequence

Refer to the quick start guide for your router for other procedures, such as connecting a PC to the router
console port so that you can use the CLI when you need to, and using the router LEDs to verify
installation. The quick start guide may also contain important warranty information.

Obtaining the Latest Version of SDM

SDM is regularly enhanced to provide new features. If you are already running SDM on the router, you
can update SDM automatically by clicking on the Tools menu and selédpidgte SDM. SDM will
determine if there is a more recent version available and enable you to download it and install it on the
router.

If you have a supported router that does not have SDM installed, you can download the latest version of
SDM free of charge and instructions for installing it on your router from the following location:

http://www.cisco.com/pcgi-bin/tablebuild.pl/sdm

You should consult the SDM release notes to determine if it is supported for the router on which you
want to install it.

Updating SDM from the CD

You can use the SDM CD to update the SDM software on other routers. Follow the procedure in the
“Task 6: Install SDM from the CD” section on page $2lectingCisco Routerin the Install Options
screen inFigure 11 on page 13rovide the router’s IP address, a username with privilege level 15 and
the password. When asked if you want to overwrite the SDM software, ¥#eKT he Installation wizard

will update SDM software on your router.

| Use the Cisco IOS Startup Sequence

This section explains how to use the Cisco I0S startup sequence to configure your router instead of using
SDM.

If you have already configured the router using SDM, you do not need to read this section.

Because SDM uses a default configuration file, your routktmot execute the standard Cisco I0S

startup sequencerou can use this section to run the Cisco IOS setup utility and take advantage of a
TFTP or BOOTP configuration download, or use other features available through the standard Cisco 10S
startup sequence. It also tells you what to do if you want to use SDM in the future.

The configuration file shipped with your router does the following:
- Provides an IP address for your Fast Ethernet interface, enabling an interface to your LAN
- Enables your router's HTTP/HTTPS server, allowing HTTP access from your LAN
- Creates a default usernanus¢g and passwordc{scg with privilege level 15
- Enables Telnet/SSH access to the router from your LAN

If you want to erase the existing configuration and take advantage of the Cisco IOS startup sequence,
perform the following steps. SDM will remain on the router.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

| Use the Cisco 10S Startup Sequence W

Connectthe light blue console cable, included with your router, from the blue console port on your router
to a serial port on your PC. Refer to your router’s hardware installation guide for instructions.

Connect the power supply to your router, plug the power supply into a power outlet, and turn on your
router. Refer to your router’s quick start guide for instructions.

Use HyperTerminal or a similar terminal emulation program on your PC, with the terminal emulation
settings of 9600 baud, 8 data bits, no parity, 1 stop bit, and no flow control, to connect to your router.

At the prompt, enter thenablecommand. The default configuration file does not configure an enable
password.

yourname> enable
yourname#

Enter theerase startup-configcommand.

yourname# erase startup-config

Confirm the command by pressiimter.
Enter thereload command.

yourname# reload

Confirm the command by pressiimter.

After you press Enter, the router will begin executing the standard startup sequence. If you want to use
SDM to perform subsequent configurations for the router, you must manually configure the router to
support web-based applications, and the Telnet and Secure Shell (SSH) protocols. You must also creat
a user account with a privilege level of 15. See“th®ant to Enable SDM on a Router | Configured

Using the Cisco IOS Startup Sequensettion for this information.

| Want to Enable SDM on a Router | Configured Using the Cisco 10S Startup
Sequence

This section provides information on enabling SDM on a router that has been configured using the Cisco
IOS startup sequence or the CLI. If you erased the factory startup configuration in order to use the Cisco
IOS startup sequence, you can still use SDM. In order to do so, you must configure the router to support
web-based applications, configure it with a user account defined with privilege level 15, and then
configure it to support the Telnet and SSH protocols. These changes can be made using a telnet sessic
or using a console connection.

Configuring the Router to Support Web-Based Applications, a User with Priv 15, and Telnet/SSH

Step 1

Enable the router's HTTP/HTTPS server, using the following Cisco I0OS commands:

Router(config)# ip http server
Router(config)# ip http secure-server
Router(config)# ip http authentication local

If the router uses an IPSec Cisco IOS image, the HTTPS server is enabled. Otherwise only the HTTP
server is enabled.

[ 78-16254-06
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Step2  Create a user account with privilege level 15 (enable privileges).

Router(config)# username < username > privilege 15 password 0 < password >

Replace<username>and<password>with the username and password that you want to configure.
Step3  Configure SSH and Telnet for local login and privilege level 15:

Router(config)# line vty 0 4
Router(config-line)# privilege level 15
Router(config-line)# login local
Router(config-line)# transport input telnet
Router(config-line)# transport input telnet ssh
Router(config-line)# exit

Step4  (Optional) Enable local logging to support the log monitoring function:
Router(config)# logging buffered 51200 warning

To begin using SDM on a router that has received a manual configuration, read the next section.

Starting SDM on a Manually Configured Router

SDM is a web-based application that must be run from a PC that is connected to the router over a LAN.
SeeTable 1 on page 8r Table 2 on page tb determine which router port to connect the PC to. If the
router is configured as a DHCP server, the PC must be configured to receive an IP address automatically.
If the router is not configured as a DHCP server, you must configure the PC with a static IP address on
the same subnet as the router interface to which you are connecting the PC. For example, if the router
interface has the IP address 172.16.30.1, and the subnet mask is 255.255.255.248, you must configure
the PC IP address in the range 172.16.30.2 through 172.16.30.6.

Stepl  Open a web browser on the PC, and enter the IP address that you gave the router LAN interface.
https:// LAN-IP-address

Step2  Enter the username and password that you specifigtejn 2of “Configuring the Router to Support
Web-Based Applications, a User with Priv 15, and Telnet/SSH

The SDM Overview window appears, as showirigure 8 on page 1ITo continue configuring your
router, see théUsing SDM” section on page 14

Cisco.com

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:

http://www.cisco.com

See the quick start guide for the router you have just configured for information on obtaining other
documentation, providing documentation feedback, and obtaining technical assistance.
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