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ObjectServer Gateway

ObjectServer gateways are used to replicate table data (for example, alert-related data)
between different Netcool/ OMNIbus ObjectServers. ObjectServer gateways consist of readers
and writers. Readers extract alerts from a source ObjectServer. Writers send the alert data to a
target ObjectServer.

ObjectServer gateways can be used to:

¢ Maintain a backup ObjectServer.
e  Replicate alerts between different Network Operations Centers (NOCs).
¢  Create a tiered architecture.

Installation

For information about installing gateways, refer to the Netcool/OMNIbus Installation Guide.

ObjectServer Gateway Page 1
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About the ObjectServer Gateway

Unlike the ObjectServer Gateway for Netcool/OMNIbus v3.x, the ObjectServer Gateway for
Netcool/OMNIbus v7 is not a writer within the gateway server binary (nco_gate). Instead,
there are two binaries: one for unidirectional gateways (nco_g_objserv_uni) and one for
bidirectional gateways (nco_g_objserv_bi). Both binaries use the Netcool Gateways
Toolkit (NGTK) library, which provides the basic framework for the gateway process and are
configured independently of each other. The NGTK library is installed as a part of
Netcool/OMNIbus v7.

Note:  Separate licenses are required for the unidirectional and bidirectional ObjectServer
gateways. You also require a resynchronizing license if you want to use the
resynchronization feature of the gateway. For details about licensing for the
ObjectServer Gateway, contact the Micromuse License Generation team.

Unidirectional Gateways

The unidirectional ObjectServer Gateway enables alerts to flow in one direction, from a source
ObjectServer to a destination ObjectServer. Changes made in the source ObjectServer are
reflected in the destination ObjectServer, but changes in the destination ObjectServer are not
reflected in the source ObjectServer.

Figure 1 shows the configuration of a unidirectional ObjectServer gateway.

Reader Writer
—
ObjectServer Mapper ObjectServer
NCOMSH1 NCOMS2
Changes made in the The Gateway - nco_g_objserv_uni Changes made in the
NCOMS1 ObjectServer are NCQMSZ
replicated in NCOMS2. ObjectServer
are not replicated in
NCOMS1.

Figure 1: Unidirectional ObjectServer Gateway
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Information Flow

The unidirectional gateway is comprised of mapper, reader, and writer components. The flow
of information between the components is as follows:

1. The reader component reads from the source ObjectServer and passes the data to the
mapper component.

2. The mapper component receives data from the reader component, transforms the data
into an appropriate form for the target writer using the map definition file, and passes
the data to the writer component.

3. The writer component receives the source data from the mapper component and writes
it to the destination ObjectServer.

ObjectServer Gateway Page 3
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Bidirectional Gateways

The bidirectional ObjectServer Gateway enables alerts to flow in both directions between a
source and a destination ObjectServer. Any changes made in the source ObjectServer are
replicated in the destination ObjectServer, and changes in the destination ObjectServer are
replicated in the source ObjectServer. This ensures that both ObjectServers contain the same
alerts and allows you to maintain a backup ObjectServer.

Figure 2 shows the configuration of a bidirectional ObjectServer gateway:

Reader Writer
—
Mapper @
ObjectServer ObjectServer
NCOMS1 | g— - NCOMS2
Writer Reader
Changes made in the NCOMS1 The Gateway - nco_g_objserv_bi Chénges made in the_NCOMSZ
ObjectServer are replicated in ObjectServer are replicated in
NCOMS1.

NCOMS2.

Figure 2: Bidirectional ObjectServer Gateway

Information Flow

The bidirectional gateway is comprised of a mapper and two reader/writer components (one
for each ObjectServer). The flow of information between the components is as follows:

1. A source reader/writer component reads from the source ObjectServer and passes the
data to the mapper component.

2. The mapper component receives data from the source reader/writer component,
transforms the data into an appropriate form using the map definition file, and passes
the data to the target reader/writer component.

3. A second reader/writer component receives the source data from the mapper
component and writes it to the destination ObjectServer.

Note:  Bidirectional gateways can be used to create a failover pair of ObjectServers.

Page 4 ObjectServer Gateway
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Features

This section describes the features of the ObjectServer Gateway.

Passing Table Data

The gateway can replicate the data in any table between ObjectServers. Details of the tables to
be replicated are stored in the table definition file; for details of the format of this file, see Table
Replication Definition File on page 43.

Centralized Property Management

The gateway uses centralized property management and separates properties from data
processing configuration. Configuration of the unidirectional and bidirectional gateways is
performed using configuration files; for details, see Configuring the ObjectServer Gateway on

page 6.
Supports Backward Compatibility with Netcool/OMNIbus v3.x

To support backward compatibility with Netcool/OMNIbus v3.x, the ObjectServer Gateway
for Netcool/OMNIbus v7 provides the following functionality:

¢ The v7 ObjectServer supports the same relationship between the alerts.status,
alerts.journal,and alerts.details tables as v3.x.

e Ifareader connects to a v7 ObjectServer, it uses IDUC version 2 to monitor all tables,
including the alerts.status, alerts.journal and alerts.details tables.

e Ifareader connects to a v3.x ObjectServer, it uses IDUC version 1 to monitor the
alerts.status,alerts.journal and alerts.details tables.

ObjectServer Gateway Page 5
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Configuring the ObjectServer Gateway

The ObjectServer Gateway uses a centralized property management library; this separates
properties from data processing configuration. The following sections describe the
configuration files for both the unidirectional and bidirectional gateways:

®  Properties File for the Unidirectional Gateway on page 7

®  Properties File for the Bidirectional Gateway on page 18

®  Map Definition File on page 34

e Startup Command File on page 39

e Table Replication Definition File on page 43

Note:  All users, groups, roles, and restriction filters must be identical in the master
ObjectServer and slave ObjectServer.

Page 6 ObjectServer Gateway
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Properties File for the Unidirectional Gateway

The properties file is a text file that contains a set of properties and their corresponding values.
These properties define the gateway’s operational environment, such as connection details
and the location of the other configuration files.

The properties files for the unidirectional and bidirectional gateways contain similar
properties; however, they are described separately for clarity. For details of the properties file
for bidirectional gateways, see Bidirectional Gateway Properties and Command Line Options on
page 19.

The default location for the property file for the unidirectional and bidirectional gateways is:

SOMNIHOME/etc/server_name.props

Note:  The default properties file must be copied to the $OMNIHOME/ et c folder.

Starting the Gateway
To start the unidirectional gateway, enter the following command on the command line:

nco_g_objserv_uni -name

ObjectServer Gateway Page7



Netcool®/OMNIbus™ M -
Document Version 2.1 MNQWMSngNg
Supporting Products

ObjectServer Gateway

13 October 2004

Status: Approved

Unidirectional Gateway Properties and Command Line Options
The unidirectional gateway properties file is divided into the following sets of properties:

¢  Common gateway properties

¢ Gateway mapper properties

¢  Gateway reader properties

¢  Gateway writer properties

*  Resynchronization properties

Table 1 describes the properties specific to the unidirectional ObjectServer Gateway. For
information about the properties specific to the bidirectional ObjectServer Gateway, see
Bidirectional Gateway Properties and Command Line Options on page 19. For information about

the common properties and Interprocess Communication (IPC) properties, see the
Netcool/OMNIbus Probe and Gateway Guide.

Table 1: Properties Used by the Unidirectional ObjectServer Gateway

Property Name Command Line Options ‘ Description

Common Gateway Properties

Gate.CacheHashTblSize |-chashtblsize integer |Size (in elements) that the gateway allocates for
integer the hash table cache.

The default is 5023.

Gate.MapFile string -mapfile string Location of the map definition file. For details of
the format of this file, see Map Definition File on
page 34.

The default is
SOMNIHOME/gates/objserv_uni/
objserv_uni.map.

Gate.StartupCmdFile -startupcmdfile string |Location of the startup command file. For details of
string the format of the this file, see Startup Command
File on page 39.

The default is $SOMNIHOME /objserv_uni/
objserv_uni.startup.cmd.

Gate.Transfer.Failover |-fsyncrate integer Rate (in seconds) of the failover synchronization.

SyncRate integer .
Y The default is 60.

Page 8 ObjectServer Gateway
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Table 1: Properties Used by the Unidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description

Gate.NGtkDebug boolean | -ngtkdebug boolean Specifies whether the NGTK library should log
debug messages.

The default is TRUE.

Note: You can specify which debug messages are
included in the debug log file using the
Gate.Mapper .Debug, Gate.Reader.Debug,
and Gate.Writer.Debug properties.

Gate.PAAware integer -paaware Iinteger Indicates whether the gateway is Process Agent
(PA) aware.

The default is 0 (not PA aware).

Note: This property is maintained by the PA server
and is included in the properties file for information

only.
Gate.PAAwareName -paname string Indicates the name of the Process Agent
string controlling the gateway.

The default is "".

Note: This property is maintained by the PA server
and is included in the properties file for information

only.
Gateway Mapper Properties
Gate.Mapper .Debug -mapperdebug boolean Specifies whether the gateway includes mapper
boolean debug messages in the debug log.

The default is TRUE.

Gate.Mapper.Forward -mapperforhistdtls Specifies whether the gateway forwards all historic
HistoricDetails boolean details on converted update.
boolean .

The default is FALSE.
Gate.Mapper.Forward -mapperforhistjrnl Specifies whether the gateway forwards all historic
HistoricJournals boolean journals on converted update.
boolean

The default is FALSE.

Gateway Reader Properties

Gate.Reader .Debug -readerdebug boolean Specifies whether the gateway includes gateway
boolean reader debug messages in the debug log.

The default is TRUE.

ObjectServer Gateway Page 9
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Table 1: Properties Used by the Unidirectional ObjectServer Gateway (Continued)

Property Name

Command Line Options

Description

Gate.Reader.
Description string

-readerdescription
string

Application description for the reader connection.
This description is used in triggers and allows you
to determine which component of the gateway
attempted to perform an action.

The default is "".

Gate.Reader.Details
TableName string

-readerdetailstblname
string

Name of the details table that the gateway reads.

The defaultis alerts.details.

Gate.Reader.Failback
Enabled boolean

-readerfailbackenabled
boolean

Enables failback for this ObjectServer. For details
about failback functionality, see Failback on
page 31.

The default is TRUE.

Gate.Reader.Failback
Timeout integer

-readerfailbacktimeout
integer

Time (in seconds) that the gateway allows before
entering failback mode.

The default is 30.

Gate.Reader.IDUC
FlushRate integer

-readeriducflushrate
integer

Rate (in seconds) of the granularity of the reader.

If you set this property to 0, the reader gets its
updates at the same granular rate as that of the
ObjectServer to which it is connected.

The default is 0.

Warning: If you set this property to a value greater
than 0, the reader issues automatic IDUC flush
requests to the ObjectServer with this frequency.
This enables the reader to run at a faster
granularity than that of the ObjectServer, thus
enabling the gateway to capture more detailed
event changes in systems where the ObjectServer
itself has high granularity settings.

Gate.Reader.Journal
TableName string

-readerjournaltblname
string

Name of the journal table that the gateway reads.

The defaultis alerts.journal.

Gate.Reader.Log0OSSqgl
boolean

-readerlogossqgl
boolean

Specifies whether the gateway logs all SQL
commands sent to the ObjectServer in debug
mode.

The default is FALSE.

ObjectServer Gateway
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Table 1: Properties Used by the Unidirectional ObjectServer Gateway (Continued)

Property Name

Command Line Options

Description

Gate.Reader.Password
string

-readerpassword string

Password associated with the user specified by
the Gate.Reader .Username property. This
password must be encrypted by the
nco_g_crypt utility. For details about this utility,
see the Netcool/OMNIbus Administration Guide.
Plain text passwords are not accepted as the
gateway assumes that all passwords are
encrypted by this tool for security.

The default is "".

Gate.Reader.Reconnect
Timeout integer

-readerreconntimeout
integer

Time (in seconds) between each reconnection poll
attempt that the gateway makes if the connection
to the ObjectServer is lost.

The default is 30.

Gate.Reader.Server
string

-readerserver string

Name of the ObjectServer from which the gateway
reads alerts.

The default is NCOMS.

Gate.Reader.Status
TableName string

-readerstatustblname
string

Name of the status table that the gateway reads.

The defaultis alerts.status.

Gate.Reader.Tbl
ReplicateDefFile
string

-readertblrepdeffile
string

Path to the table replication definition file.

The default is
SOMNIHOME/gates/objserv_uni/
objserv_uni.reader.tblrep.def.

Note: For details about this file, see Table
Replication Definition File on page 43.

Gate.Reader.Username
string

-readerusername string

Username used to authenticate the ObjectServer
connection.

The default is root.

Gateway Writer Properties

Gate.Writer.Buffersize
integer

-writerbufsize integer

Number of entries that the gateway stores in the
buffer before flushing, if buffering is enabled. This
property can be used to fine-tune the efficiency of
the gateway. For details, see Buffer Size on

page 15.

The default is 25.

Note: The gateway flushes the buffer when the
end of a batch of SQL statements has been
reached regardless of the buffer size.

ObjectServer Gateway
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Table 1: Properties Used by the Unidirectional ObjectServer Gateway (Continued)

Property Name

Command Line Options

Description

Gate.Writer.Debug
boolean

-writerdebug boolean

Specifies whether the gateway includes gateway
writer debug messages in the debug log.

The default is TRUE.

Gate.Writer.
Description string

-writerdescription
string

Application description for the writer connection.
This description is used in triggers and allows you
to determine which component of the gateway
attempted to perform an action.

The default is "".

Gate.Writer.Failback
Enabled boolean

-writerfailbackenabled
boolean

Enables failback for this ObjectServer. For details
about failback functionality, see Failback on
page 31.

The default is TRUE.

Gate.Writer.Failback

-writerfailbacktimeout

Time (in seconds) that the gateway allows before

Timeout integer integer checking for the return of the master ObjectServer
and failing back.
The default is 30.
Gate.Writer.Log0SSqgl -writerlogossql Specifies whether the gateway logs all SQL
boolean boolean commands sent to the ObjectServer in debug

mode.

The default is FALSE.

Gate.Writer.Password
string

-writerpassword string

Password associated with the user specified by
the Gate.Writer.Username property. This
password must be encrypted by the
nco_g_crypt utility. For details about this utility,
see the Netcool/OMNIbus Administration Guide.
Plain text passwords are not accepted as the
gateway assumes that all passwords are
encrypted by this tool for security.

The default is "".

Gate.Writer.Reconnect
Timeout integer

-writerreconntimeout
integer

If the gateway loses the connection to the
ObijectServer, this property defines the time (in
seconds) between each reconnection poll attempt.

The default is 30.
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Table 1: Properties Used by the Unidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description
Gate.Writer.Refresh -writerrefcacheonupd This property controls the refreshing of the hash
CacheOnUpdate boolean |boolean table cache for this ObjectServer:

TRUE - Cache is resynchronized with the target
ObijectServer prior to processing each collection of
row updates for a table in the current I1DUC
window.

FALSE - Gateway assumes that its cache is
accurate and does not resynchronize it.

The default is TRUE.

Gate.Writer.SAF -writersaf boolean Instructs the gateway to store all table entries if the
boolean destination ObjectServer is unavailable and to
forward them when the ObjectServer becomes
available again.

The default is FALSE.

Gate.Writer.SAFFile -writersaffile string |Name of the file that the gateway uses to store
string table entries while the destination ObjectServer is
unavailable.

The default is SOMNIHOME /var/
objserv_uni_NCO_GATE_Writer.store.

Note: This file is only used if the
Gate.Writer.SAF property is set to TRUE.

Gate.Writer.Server -writerserver string Name of the ObjectServer to which the gateway
string writes alerts.

The default is REMOTE.

Gate.Writer.Username -writerusername string |Username used to authenticate the ObjectServer
string connection. This username is used to establish
both the writer's IDUC connection and the
subsidiary SQL command connection.

The default is root.
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Table 1: Properties Used by the Unidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description

Resynchronization Properties

Gate.Resync.Enable -resyncenable boolean |Allows you to specify that the gateway uses
boolean resynchronization.

The default is TRUE.

Gate.Resync.Type -resynctype string Type of resynchronization that is required:

string
NORMAL - Gateway checks the contents of the two

ObjectServers specified by the
Gate.Reader.Server property and
Gate.Writer.Server property, and, if
necessary, resynchronizes them.

UDPATE - Gateway performs the resynchronization
with updates. This option ensures that updates
made in the upper tier are not lost during the
resynchronization.

The default is NORMAL.

Hash Table Cache

The gateway uses a hash table cache to store details of tables that require transferring from one
ObjectServer to another. The main function of the cache is to facilitate journal and details table
insert operations. When a journal or detail is forwarded for insertion into a target ObjectServer,
the gateway writer needs to know the corresponding status serial in the target ObjectServer.
This information is found in the cache. It is also used for any other tables specified using the

table replication definition table.

The cache aids performance optimization by providing the gateway with a summarized,
in-memory view of the contents of the ObjectServers to which it is linked. This means that the
gateway does not have to query an ObjectServer to check for the existence of an event, or the
Serial value or Tally value of an event; it can check the cache of the target ObjectServer
instead.

You can control the size of the hash table cache by using the Gate.CacheHashTblSize
property. By default, the size of the hash table cache is 5023 elements (or rows). This can be
increased if the status table has a large number of rows (for example, in excess of 20,000).

Note:  To maximize efficiency, you should specify a prime number for the
Gate.CacheHashTblSize property.
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Error Handling

The gateway provides configurable error handling. Error handling is provided by the
Netcool/OMNIbus Gateway Toolkit (NGTK) library. To specify that the NGTK library logs
debug messages, set the Gate . NGtkDebug property to TRUE.

You can specify which debug messages are included in the debug files by using the
Gate.Mapper .Debug, Gate.Reader .Debug, and Gate.Writer.Debug properties; these
can be set to TRUE or FALSE as appropriate.

Process Agent Control

The gateway can be run under Process Agent (PA) control. The Gate . PAAware property
indicates whether the gateway is PA aware. The Gate . PAAwareName property indicates
which PA is running the gateway.

These properties are maintained automatically by the PA server and provide information only.
They should not be changed manually.

Store and Forward

The gateway supports store and forward on any table when the destination ObjectServer goes
offline. This feature can be configured to store and forward either all or none of the tables being
replicated. To activate the store and forward function, set the Gate.Writer . SAF property to
TRUE. Then, specify the file to which the alerts are written while the destination ObjectServer
is offline using the Gate.Writer.SAFFile property. To deactivate the store and forward
function, set the Gate.Writer.SAF property to FALSE.

Buffer Size

The buffer size controls the number of entries that the gateway stores in its buffer before
flushing them to the ObjectServer. This can be set using the Gate.Writer.Buffersize
property. This property can adjusted to fine-tune the efficiency of the gateway.

The optimum value for the buffer size depends upon the average event size and the speed of
the network. The default value has proved to be efficient for many installations. To determine
the most efficient setting for your system, compare the timing figures for resynchronization
operations performed using different settings for this property.

Resynchronization
The gateway supports two resynchronization modes:

® NORMAL - Gateway deletes matching data from the destination table and inserts data
from the source table.
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* UPDATE - Gateway inserts rows that are not in the destination table and updates rows in
the destination table with the corresponding values in the source table. When events
already exist in the destination table, the gateway can be configured to use some of the
destination column values in preference to data from the source table. This filtered
column data can then be written back to the source table so that both sides are consistent.

To specify that the gateway uses resynchronization, set the Gate.Resync.Enable property
to TRUE. To specify which type of resynchronization the gateway uses, set the
Gate.Resync.Type property.

Failback

Failback functionality comes into operation when a gateway loses its connection to the
primary ObjectServer; this enables the gateway to connect to a backup ObjectServer. Failback
functionality also enables the gateway to reconnect to the primary ObjectServer when it
becomes active again. Figure 3 shows the failover-failback relationship between the primary
and secondary ObejctServers to which an ObjectServer gateway is connected.

Failover Primary
ObjectServer
'
- ObjectServer
Failback Gateway
Backup
ObjectServer

Figure 3: Failback Functionality

Setting Up Failback

To set up failback, set the ObjectServer’s BackupObjectServer property for the backup
ObjectServer to TRUE. For details about setting ObjectServer properties, see the
Netcool/OMNIbus Administration Guide.
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To enable failback, in the gateway properties file, set the Gate.Reader .Failback and
Gate.Writer.Failback properties to TRUE. When the primary ObjectServer fails, the
reader and writer fail over to the backup ObjectServer without shutting down. When the
reader or writer have detected that they are now connected to a backup ObjectServer, they
periodically poll for the return of the primary ObjectServer. When the primary ObjectServer
has been detected again, the reader or writer automatically fail back to the primary
ObjectServer.

To specify the frequency with which the reader and writer parts of the gateway poll the failed
(primary) ObjectServer, set the Gate.Reader.FailbackTimeout and
Gate.Writer.FailbackTimeout properties.
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Properties File for the Bidirectional Gateway

The properties file is a text file that contains a set of properties and their corresponding values.
These properties define the gateway’s operational environment, such as connection details
and the location of the other configuration files.

The properties files for the unidirectional and bidirectional gateways contain similar
properties; however, they are described separately for clarity. For details of the properties file
for unidirectional gateways, see Unidirectional Gateway Properties and Command Line Options on

page 8.
The default location for the property file for the unidirectional and bidirectional gateways is:

SOMNIHOME/etc/server_name.props

Note:  The default properties file must be copied to the $OMNIHOME/ et c folder.

Starting the Gateway
To start the bidirectional gateway, enter the following command on the command line:

nco_g_objserv_bi -name
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Bidirectional Gateway Properties and Command Line Options

The bidirectional gateway properties file is divided into the following sets of properties:

¢ Common gateway properties

¢ Gateway mapper properties

®  ObjectServer properties

®  Resynchronization properties

Table 2 describes the properties specific to the bidirectional ObjectServer Gateway. For
information about the properties specific to the unidirectional ObjectServer Gateway, see
Unidirectional Gateway Properties and Command Line Options on page 8. For information about
the common properties and Interprocess Control (IPC), see the Netcool/OMNIbus

Administration Guide.

Table 2: Properties Used by the Bidirectional ObjectServer Gateway

Property Name

Command Line Options

‘ Description

Common Gateway Properties

Gate.CacheHashTblSize
integer

-chashtblsize integer

Size (in elements) that the gateway allocates for
the hash table cache.

The default is 5023.

Gate.MapFile string

-mapfile string

Location of the map definition file. For details of
the format of the this file, see Map Definition File
on page 34.

The default is
SOMNTIHOME/gates/objserv_bi/
objserv_bi.map

Gate.StartupCmdFile
string

-startupcmdfile
string

Location of the startup command file. For details
of the format of this file, see Startup Command
File on page 39.

The default is
SOMNIHOME/objserv_bi/objserv_bi.
startup.cmd.

Gate.Transfer.
FailoverSyncRate
integer

-fsyncrate integer

Rate (in seconds) of the failover synchronization.

The default is 60.

ObjectServer Gateway
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Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description
Gate.NGtkDebug -ngtkdebug boolean Specifies whether the NGTK library should log
boolean debug messages.

The default is TRUE.

Note: You can specify which debug messages
are included in the debug log file using the
Gate.Mapper.Debug, Gate.Reader.Debug
and Gate.Writer.Debug properties.

Gate.PAAware integer -paaware Iinteger Specifies whether the gateway is Process Agent
(PA) aware.

The default is 0.

Note: This property is maintained by the PA
server and is for information only.

Gate.PAAwareName -paname string Specifies the name of the Process Agent
string controlling the gateway.

The default is "".

Note: This property is maintained by the PA
server and is for information only.

Gateway Mapper Properties

Gate.Mapper .Debug -mapperdebug boolean Specifies whether the gateway includes mapper
boolean debug messages in the debug log.

The default is TRUE.

Gate.Mapper.Forward -mapperforhistdtls Specifies whether the gateway forwards all
HistoricDetails boolean historic details on converted update.
boolean

The default is FALSE.

Gate.Mapper.Forward -mapperforhistjrnl Specifies whether the gateway forwards all
HistoricJournals boolean historic journals on converted update.
boolean

The default is FALSE.
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Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description

ObjectServer Properties

Gate.ObjectServerA. -objectserverabufsize |Number of entries that the gateway stores in the
Buffersize integer integer buffer for this ObjectServer before flushing, if
buffering is enabled. This property can be used to
fine-tune the efficiency of the gateway. For details,
see Buffer Size on page 33.

The default is 25.

Note: The gateway flushes the buffer when the
end of a batch of SQL statements has been
reached regardless of the buffer size.

Gate.ObjectServerA. -objectserveradebug Specifies whether the gateway includes debug
Debug boolean boolean messages for this ObjectServer in the gateway
debug log.

The default is TRUE.

Gate.ObjectServerA. -objectserveradelif If the gateway forwards deletes, this attribute
DeleteIfNoDedup nodedup boolean controls the deletion:
boolean

FALSE - Delete is always applied.

TRUE - Prevents the deletion from being applied if
the event in the target server indicates that the
event has occurred again since the delete was
issued.

The default is FALSE.

Note: In most cases, this property is set to
FALSE. For details of using an alternative deletion
strategy, see Alternative Deletion Strategy on

page 33.
Gate.ObjectServerA. -objectservera Application description for the connection to
Description string description string ObjectServer A. This description is used in

triggers and allows you to determine which
component of the gateway attempted to perform
an action.

The default is "".

Gate.ObjectServerA. -objectservera Enables failback for this ObjectServer. For details
FailbackEnabled failbackenabled about failback functionality, see Failback on
boolean boolean page 31.

The default is FALSE.
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Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name

Command Line Options

Description

Gate.ObjectServerA.
FailbackTimeout
integer

-objectservera
failbacktimeout
integer

Time (in seconds) that the gateway allows before
checking for the return of the master
ObjectServer and failing back.

The default is 30.

Gate.ObjectServerA.
Log0SSgl boolean

-objectservera
logossgl boolean

Specifies whether the gateway logs all SQL
commands sent to this ObjectServer in debug
mode.

The default is FALSE.

Gate.ObjectServerA.
Password string

-objectservera
password string

Password associated with the user specified by
the Gate.ObjectServerA.Username
property. This password must be encrypted by
the nco_g_crypt utility. For details about this
utility, see the Netcool/OMNIbus Administration
Guide. Plain text passwords are not accepted as
the gateway assumes that all passwords are
encrypted by this tool for security.

The default is "".

Gate.ObjectServerA.
ReconnectTimeout
integer

-objectserverare
conntimeout integer

Time (in seconds) between each reconnection
poll attempt if the connection to this ObjectServer
is lost.

The default is 30.

Gate.ObjectServerA.
RefreshCacheOnUpdate
boolean

-objectserveraref
cacheonupd boolean

Controls the refreshing of the hash table cache for
this ObjectServer:

TRUE - Cache is resynchronized with the target
ObijectServer prior to processing each collection
of row updates for a table in the current 1DUC
window.

FALSE - Gateway assumes that its cache is
accurate and does not resynchronize it.

The default is FALSE.

Gate.ObjectServerA.
SAF boolean

-objectserverasaf
boolean

Instructs the gateway to store all table entries if
the destination ObjectServer is unavailable and to
forward them when the ObjectServer becomes
available again.

The default is FALSE.
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Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description
Gate.ObjectServerA. -objectserverasaffile |Name of the file that the gateway uses to store
SAFFile string string table entries while the destination ObjectServer is
unavailable.
The default is $SOMNIHOME /var/objserv_bi/
NCO_GATE_ObjectServerA.store.
Note: This file is only used if the
Gate.ObjectServerA. SAF property is set to
TRUE.
Gate.ObjectServerA. -objectserveraserver Name of this ObjectServer.
Server string string .
The default is NCOMS.
Gate.ObjectServerA. -objectservera Username used to authenticate connection to this
Username string username string ObjectServer. This username is used to establish
both the writer's IDUC connection and the
subsidiary SQL command connection.
The default is root.
Gate.ObjectServerA. -objectserveratblrep Path to the table replication definition file.
TblReplicateDefFile deffile string .
, The default is
string i i
SOMNIHOME/gates/objserv_bi/
objserv_bi.objectservera.tblrep.def.
Note: For details about this file, see Table
Replication Definition File on page 43.
Gate.ObjectServerA. -objectservera Name of the status table that the gateway reads.
StatusTableName statustblname string .
. The defaultis alerts.status.
string
Gate.ObjectServera. -objectservera Name of the journal table that the gateway reads.
JournalTableName journaltblname string . .
, The defaultis alerts.journal.
string
Gate.ObjectServerA. -objectservera Name of the details table that the gateway reads.
DetailsTableName detailstblname string . )
string The defaultis alerts.details.

ObjectServer Gateway Page 23



® ™ ™
Sk MICROMUSE
Supporting Products

ObjectServer Gateway
13 October 2004
Status: Approved

Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description

Gate.ObjectServerA. -objectservera Rate (in seconds) of the granularity of the reader.

IDUCFlushRate integer |iducflushrate integer . .
If you set this property to 0, the reader gets its

updates at the same granular rate as that of the
ObjectServer to which it is connected.

The default is 0.

Warning: If you set this property to a value
greater than 0, the reader issues automatic IDUC
flush requests to the ObjectServer with this
frequency. This enables the reader to run at a
faster granularity than that of the ObjectServer,
thus enabling the gateway to capture more
detailed event changes in systems where the
ObjectServer itself has high granularity settings.

Gate.ObjectServerB. -objectserverbbufsize | Number of entries that the gateway stores in the
Buffersize integer integer buffer for this ObjectServer before flushing, if
buffering is enabled. This property can be used to
fine-tune the efficiency of the gateway. For details,
see Buffer Size on page 33.

The default is 25.

Note: The gateway flushes the buffer when the
end of a batch of SQL statements has been
reached regardless of the buffer size.

Gate.ObjectServerB. -objectserverbdebug Specifies whether the gateway includes debug
Debug boolean boolean messages for this ObjectServer in the debug log.

The default is TRUE.

Gate.ObjectServerB. -objectserverbdelif If the gateway forwards deletes, this attribute
DeleteIfNoDedup nodedup boolean controls the deletion:
boolean

FALSE - Delete is always applied.

TRUE - Prevents the deletion from being applied if
the event in the target server indicates that the
event has occurred again since the delete was
issued.

The default is FALSE.

Note: In most cases, this property is set to
FALSE. For details of using an alternative deletion
strategy, see Alternative Deletion Strategy on
page 33.
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Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name

Command Line Options

Description

Description string

Gate.ObjectServerB.

-objectserverb
description string

Application description for the connection to
ObjectServer B. This description is used in
triggers and allows you to determine which
component of the gateway attempted to perform
an action.

The default is "".

FailbackEnabled
boolean

Gate.ObjectServerB.

-objectserverb
failbackenabled
boolean

Allows you to enable failback for this
ObjectServer. For details about failback
functionality, see Failback on page 31.

The default is FALSE.

FailbackTimeout
integer

Gate.ObjectServerB.

-objectserverb
failbacktimeout

Time (in seconds) that the gateway allows before
checking for the return of the master
ObjectServer and failing back.

The default is 30.

Log0SSgl boolean

Gate.ObjectServerB.

-objectserverb
logossgl boolean

Specifies whether the gateway logs all SQL
commands sent to this ObjectServer in debug
mode.

The default is FALSE.

Password string

Gate.ObjectServerB.

-objectserverb
password string

Password associated with the user specified by
the Gate.ObjectServerB.Username
property. This password must be encrypted by the
nco_g_crypt utility. For details about this utility,
see the Netcool/OMNIbus Administration Guide.
Plain text passwords are not accepted as the
gateway assumes that all passwords are
encrypted by this tool for security.

The default is "".

Gate.ObjectServerB.

-objectserverbreconn

If the gateway loses the connection to this

ReconnectTimeout timeout integer ObjectServer, this property defines the time (in
integer seconds) between each reconnection poll
attempt.
The default is 30.
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Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name

Command Line Options

Description

Gate.ObjectServerB.
RefreshCacheOnUpdate
boolean

-objectserverbref
cacheonupd boolean

Controls the refreshing of the hash table cache for
this ObjectServer:

TRUE - Cache is resynchronized with the target
ObjectServer prior to processing each collection
of row updates for a table in the current 1DUC
window.

FALSE - Gateway assumes that its cache is
accurate and does not resynchronize it.

The default is FALSE.

Gate.ObjectServerB.
SAF boolean

-objectserverbsaf
boolean

Instructs the gateway to store all table entries if
the destination ObjectServer is unavailable and to
forward them when the ObjectServer becomes
available again.

The default is FALSE.

Gate.ObjectServerB.
SAFFile string

-objectserverbsaffile
string

Name of the file that the gateway uses to store
table entries while the destination ObjectServer is
unavailable.

The default is $SOMNIHOME /var/objserv_bi/
NCO_GATE_ObjectServerB.store

Note: This file is only used if the
Gate.ObjectServerB. SAF property is set to
TRUE.

Gate.ObjectServerB.
Server string

-objectserverbserver
string

Name of this ObjectServer.

The default is NCOMS.

Gate.ObjectServerB.
Username string

-objectserverb
username string

Username used to authenticate the connection to
this ObjectServer. This username is used to
establish both the writer’s IDUC connection and
the subsidiary SQL command connection.

The default is root.

Gate.ObjectServerB.
ThblReplicateDefFile
string

-objectserverbtbl
repdeffile string

Path to the table replication definition file.

The default is
SOMNIHOME/gates/objserv_bi/
objserv_bi.objectserverb.tblrep.def

Note: For details about this file, see Table
Replication Definition File on page 43.
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Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description
Gate.ObjectServerB. -objectserverb Name of the status table that the gateway reads.
StatusTableName statustblname string .
. The defaultis alerts.status.
string
Gate.ObjectServerB. -objectserverb Name of the journal table that the gateway reads.
JournalTableName journaltblname string . .
, The defaultis alerts.journal.
string
Gate.ObjectServerB. -objectserverb Name of the details table that the gateway reads.
DetailsTableName detailstblname string . )
, The defaultis alerts.details.
string
Gate.ObjectServerB. -objectserverb Rate (in seconds) of the granularity of the reader.

IDUCFlushRate integer |iducflushrate integer . .
If you set this property to 0, the reader gets its

updates at the same granular rate as that of the
ObjectServer to which it is connected.

The default is 0.

Warning: If you set this property to a value
greater than 0, the reader issues automatic IDUC
flush requests to the ObjectServer with this
frequency. This enables the reader to run at a
faster granularity than that of the ObjectServer,
thus enabling the gateway to capture more
detailed event changes in systems where the
ObjectServer itself has high granularity settings.
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Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description

Resynchronization Properties

Gate.Resync.Enable -resyncenable boolean |Allows you to specify that the gateway uses
boolean resynchronization.

The default is TRUE.

Gate.Resync.Master -resyncmaster string Allows you to specify which ObjectServer the
string gateway should always treat as the master during
resynchronization.

Valid values are ObjectServerA and
ObjectServerB.

The default is "".

Note: If you omit this property, the gateway
always treats the ObjectServer that has been
running the longest as the master.

Gate.Resync.Preferred |-resyncpreferred Allows you to specify which ObjectServer the
string string gateway should treat as the master during
resynchronization if the Gate.Resynch.Master
has been omitted and both ObjectServers have
been running for the same length of time.

Valid values are ObjectServera and
ObjectServerB.

The default is "".
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Table 2: Properties Used by the Bidirectional ObjectServer Gateway (Continued)

Property Name Command Line Options Description
Gate.Resync.Type -resynctype string Type of resynchronization that is required:
string

Normal - Gateway determines which of the
ObjectServers is the master and which the slave.
It then deletes the contents of the slave
ObjectServer and populates it with the contents of
the master ObjectServer.

Update - Specifies whether the
resynchronization is performed with updates. This
option ensures that updates made in the upper
tier are not lost during the resynchronization. Use
of this parameter is recommended within tiered
architectures.

The default is NORMAL.

Note: To specify how the gateway determines
which ObjectServer is the master and which the
slave, use the Gate.Resync.Master and
Gate.Resync.Preferred properties. If you
leave both properties blank, the gateway checks
the two ObjectServers and treats the one that has
been running the longest as the master. If you
leave both properties blank and both
ObjectServers have been running for the same
length of time, the gateway treats ObjectServer A
as the master.
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Hash Table Cache

The gateway uses a hash table cache to store details of tables that require transferring from one
ObjectServer to another. The main function of the cache is to facilitate journal and details table
insert operations. When a journal or detail is forwarded for insertion into a target ObjectServer,
the gateway writer needs to know the corresponding status serial in the target ObjectServer.
This information is found in the cache. It is also used for any other tables specified using the
table replication definition table.

The cache aids performance optimization by providing the gateway with a in-memory
summarized view of the contents of the ObjectServers to which it is linked. This means that
the gateway does not have to query an ObjectServer to check for the existence of an event, or
the Serial value or Tally value of an event; it can check the cache of the target ObjectServer
instead.

You can control the size of the hash table cache by using the Gate.CacheHashTblSize
property. By default, the size of the hash table cache is 5023 elements (or rows). This can be
increased if the status table has a large number of rows (for example, in excess of 20,000).

Note:  To maximize efficiency, you should specify a prime number for the
Gate.CacheHashTblSize property.

Error Handling

The gateway provides configurable error handling. Error handling is provided by the
Netcool/OMNIbus Gateway Toolkit (NGTK) library. To specify that the NGTK library logs
debug messages, set the Gate . NGtkDebug property to TRUE.

You can specify which debug messages are included in the debug files by using the
Gate.Mapper .Debug, Gate.ObjectServerA.Debug, and
Gate.ObjectServerB.Debug properties; these can be set to TRUE or FALSE as appropriate.

Process Agent Control

The gateway can be run under Process Agent (PA) control. The Gate . PAAware property
indicates whether the gateway is PA aware. The Gate . PAAwareName property indicates
which PA is running the gateway.

These properties are maintained automatically by the PA server and provide information only.
They should not be changed manually.
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Store and Forward

The gateway supports store and forward on any table when the destination ObjectServer goes
offline. This feature can be configured to store and forward either all or none of the tables being
replicated.

To activate the store and forward function for ObjectServer A, set the
Gate.ObjectServerA. SAF property to TRUE, specify the file to which the alerts are written
while the destination ObjectServer is offline using the Gate.ObjectServerA.SAFFile
property, and restart the gateway. To deactivate the store and forward function, set the
Gate.ObjectServerA. SAF property to FALSE and restart the gateway.

To activate the store and forward function for ObjectServer B, set the
Gate.ObjectServerB. SAF property to TRUE, specify the file to which the alerts are written
while the destination ObjectServer is offline using the Gate.ObjectServerB.SAFFile
property, and restart the gateway. To deactivate the store and forward function, set the
Gate.ObjectServerB. SAF property to FALSE and restart the gateway.

Failback

Failback functionality comes into operation when a gateway loses its connection to the
primary ObjectServer; this enables the gateway to connect to a backup ObjectServer. Failback
functionality also enables the gateway to reconnect to the primary ObjectServer when it
becomes active again. Figure 4 shows the failover-failback relationship between the primary
and secondary ObejctServers to which an ObjectServer gateway is connected.

Failover Primary
ObjectServer
P
- ObjectServer
Failback Gateway
Backup
ObjectServer

Figure 4: Failback Functionality

ObjectServer Gateway Page 31



Netcool®/OMNIbus™ MICROMUSE

Docume.nt Version 2.1 e N OO SOUUTIONS
Supporting Products

ObjectServer Gateway
13 October 2004
Status: Approved

Setting Up Failback

To set up failback, set the ObjectServer’s BackupObjectServer property for the backup
ObjectServer to TRUE. For details about setting ObjectServer properties, see the
Netcool/OMNIbus Administration Guide.

To enable failback, in the gateway properties file, you must set the
Gate.ObjectServerA.Failback and Gate.ObjectServerB.Failback properties to
TRUE. When the primary ObjectServer fails, the reader and writer fail over to the backup
ObjectServer without shutting down. When the reader or writer have detected that it is
connected to a backup ObjectServer, it periodically polls for the return of the primary
ObjectServer. When the primary ObjectServer has been detected again, the reader or writer
automatically fail back to the primary ObjectServer.

To specify the frequency with which the reader and writer parts of the gateway poll the failed
ObjectServer, set the Gate.ObjectServerA.FailbackTimeout and
Gate.ObjectServerB.FailbackTimeout properties.

Resynchronization

The gateway supports two resynchronization modes:

®* NORMAL - Gateway deletes matching data from the destination table and inserts data
from the source table.

* UPDATE - Gateway inserts rows that are not in the destination table and updates rows in
the destination table with the current source values. When events already exist in the
destination table, the gateway can be configured to use some destination column values
in preference to data from the source table. This filtered column data can then be written
back to the source table so that both sides are consistent.

To specify that the gateway uses resynchronization, set the Gate.Resync.Enable property
to TRUE. To specify which type of resynchronization the gateway uses, set the
Gate.Resync.Type property.

When two ObjectServers are linked by a bidirectional gateway, it regards one as the master and
the other as the servant. By default, the gateway treats the ObjectServer that has been running
the longest as the master.

You can instruct the gateway to always treat a specific ObjectServer as the master using the
Gate.Resync.Master property. Alternatively, you can nominate which ObjectServer is the
preferred master using the Gate.Resync.Preferred property. This indicates which
ObjectServer to use as the master when both ObjectServers have been running for the same
length of time.
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Buffer Size

The buffer size controls the number of entries that the gateway stores in its buffer before
flushing them to the ObjectServer. The gateway uses separate buffers for the source and
destination ObjectServers and their sizes can be set using the
Gate.ObjectServerA.Buffersize and Gate.ObjectServerB.Buffersize
properties. These properties can be adjusted to fine-tune the efficiency of the gateway.

The optimum value for the buffer size depends upon the average event size and the speed of
the network. The default value has proved to be efficient for many installations. To determine
the most efficient setting for your system, compare the timing figures for resynchronisation
operations performed using different settings for this property.

Alternative Deletion Strategy

In most cases, the gateway always applies deletes. However, you may have a system in which
gateways are used to collect insert, update, and delete events from a set of ObjectServers and
pass them on to an ObjectServer that aggregates them and only passes back deletes.

For example, the aggregation ObjectServer may make available events pooled from a set of
ObjectServers. Deletion events would be passed back by the aggregation ObjectServer as
events are addressed. In this situation, you may want to prevent a deletion from being applied
if the event in the target server indicates that the event has occurred again since the delete was
issued; for example, if an attempted resolution to a problem has failed.

To set up this deletion strategy, set the Gate.ObjectServerA.DeleteIfNoDedup and
Gate.ObjectServerB.DeleteIfNoDedup properties to TRUE.
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Map Definition File

The gateway can replicate any table in the ObjectServer. To do this, the gateway maps data to
the appropriate fields in the ObjectServer using a map definition file. If you want to replicate
user related system tables (for example, SecurityUsers, SecurityGroups,
SecurityRoles, SecurityRoleGrants, and SecurityGroupMembers), you must also
include details of these mappings in this file. The path of the map definition file is determined
by the Gate.Mapfile property in the properties file. For details, see Properties File for the
Unidirectional Gateway on page 7.

Syntax
Mappings for use with the ObjectServer writer must follow this syntax:

CREATE MAPPING mappilingname
(

’ dest_fieldname’ = ( '@src_fieldname’ | simple_expression | attribute ) [ ON INSERT
ONLY ] [ CONVERT TO type ] [ NOT NULL (’'@src_fieldname’) ]

[ , 'dest_fieldname’ = ( '@src_fieldname’ | simple_ expression | attribute ) [ ON
INSERT ONLY ] [ CONVERT TO type ] [ NOT NULL (’'@src_fieldname’)] ]

) i
Where:

* mappingname is the name of the mapping to be created.

® dest_rieldname is the name of the field to be written in the destination ObjectServer.
* src_fieldnameis the name of a field in the ObjectServer alerts. status table.

e simple_expressionisan integer or a set of integers and operators.

* attributeis an attribute name as described in Attribute Names on page 35.

The optional ON INSERT ONLY controls the updating of the field during the life of the alert;

when omitted, the field is updated when any change in the state of the alert occurs. When
included, the field is created once for the alert, but is never updated.

The optional CONVERT TO type enables the mapping to define a forced conversion for
situations where a source field may not match the type of the destination field. The type can
be INTEGER, STRING, or DATE.

The optional NOT NULL indicates that the mapping is only performed if the source field is not
null; that is, has a value set for it.
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Note:  The ordering of the fields in the mapping must exactly match the ordering of the
fields in the ObjectServer table being written to. If this is not the case, values are
written to the incorrect fields or the writer generates invalid SQL commands.

Attribute Names

Attribute names enable you to include additional data in mapping definitions. The following
types of attributes can be specified:

e Cache value access attributes
*  Dynamic attributes

This section describes the attribute names can be used in the map definition file.

Cache Value Access Attributes

Cache value attributes enable the gateway to access values stored in the cross-reference cache.
Table 3 describes the cache value attributes that can be used in mapping definitions.

Table 3: Cache Value Access Attributes

Attribute Name Description

STATUS.SERIAL Cached serial number for the status table row associated with
the current journal or details table row.

STATUS.SERVER_SERIAL Cached server serial number for the status table row
associated with the current journal or details table row.

STATUS .SERVER_NAME Cached server name for the status table row associated with
the current journal or details table row.

STATUS.IDENTIFIER Cached identifier for the status table row associated with the
current journal or details table row.

JOURNAL . SERIAL Cached serial number of the journal table row.

DETAILS.IDENTIFIER Cached identifier of the details table row.
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Dynamic Attributes
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Dynamic attributes enable the gateway to access dynamic values that are automatically
generated by the gateway. Table 4 describes the dynamic attributes that can be used in
mapping definitions.

Table 4: Dynamic Attributes

Attribute Name

Description

ACTION_CODE

Single character string that specifies the type of operation
performed:

I - Insert
U - Update
D - Delete

ACTION_TIME

Time in UTC that the action occurred.

DELETEDAT

If the action was a delete, this attributes displays the date at
which the row was deleted.

Conversion Functions

The following conversion functions can be used in the map definition file:

. TO_STRING (<column_name>)
. TO_INTEGER (<column_name>)

. TO_TIME

(<column_name>)
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Example Mappings

The following example shows the mappings for the ObjectServer tables into which the
gateway writes:

CREATE MAPPING StatusMap
(

'Identifier’ = '@Identifier'ON INSERT ONLY,

'Serial’ = '@Serial'ON INSERT ONLY,

'Node'"' = '@Node'ON INSERT ONLY,

'NodeAlias' = '@NodeAlias'ON INSERT ONLY
NOTNULL '@Node',

'Manager' = '@Manager 'ON INSERT ONLY,

'Agent’ = '@Agent'ON INSERT ONLY,

'AlertGroup’ = '@AlertGroup'ON INSERT ONLY,

'AlertKey' = '@AlertKey'ON INSERT ONLY,

'Severity' = '@Severity"',

' Summary' = '@Summary’',

'Location' = '@Location'ON INSERT ONLY,

'StateChange'’ = '@StateChange’,

'FirstOccurrence' = '@FirstOccurrence'ON INSERT ONLY,

'LastOccurrence’ = '@LastOccurrence’',

'Poll’ = '@Poll'ON INSERT ONLY,

'Type’ = '@Type'ON INSERT ONLY,

'Tally"' = '@Tally"',

'Class' = '@Class'ON INSERT ONLY,

'OwnerUID' = '@OwnerUID',

'OwnerGID' = '@OwnerGID',

'Acknowledged' = '@Acknowledged',

'Flash' = '@Flash’',

'ServerName' = '@ServerName'ON INSERT ONLY,

'ServerSerial' = '@ServerSerial'ON INSERT ONLY

)

CREATE MAPPING JournalMap

(

'KeyField' = TO_STRING (STATUS.SERIAL) + ":" +
TO_STRING('@QUID') + ":" +
TO_STRING ('@Chrono')ON INSERT ONLY,

'Serial’ = STATUS.SERIAL,
'Chrono’ = '@Chrono',
'UID! = TO_INTEGER('@QUID"'),
'Textl' = '@Textl',
'Text2' = '@Text2',
'Text3!' = '@Text3 "',
'Textd' = '@Textd"',
'Text5' = '@Text5"',
'Text6' = '@Text6',
'Text7' = '@Text7"',
'Text8' = '@Text8"',
'Text9!' = '@Text9 "',
'Textl10' = '@Text10',
'Textll' = '@Textll",
'Textl2"' = '@Textl2',
'Textl3" = '@Textl13 ",
'Textl4' = '@Textl4 ",
'Textl5' = '@Textl5"',

= '@Textl6’

'Textl6"'
)
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CREATE MAPPING DetailsMap
(
'KeyField' = '@Identifier' + '####' +
TO_STRING ('@Sequence')ON INSERT ONLY,
'Identifier’ = '@Identifier’,
'Attrval’ = '@Attrval',
'Sequence'’ = '@Sequence’,
'Name' = '@Name',
'Detail’ = '@Detail’
)
# CREATE MAPPING SecurityUsersMap
#(
#'UserID' = '@UserID 'ON INSERT ONLY,
#'UserName' = '@UserName',
#'SystemUser' = '@SystemUser',
#'FullName' = '@FullName',
#'Passwd’ = '@Passwd',
#'UsePAM' = '@UsePAM',
#'Enabled’ = '@Enabled’
#);
#
#CREATE MAPPING SecurityGroupsMap
#(
#'GroupID' = '@GroupID 'ON INSERT ONLY,
#'GroupName' = '@GroupName',
#'SystemGroup' = '@SystemGroup',
#'Description' = '@Description'
#);
#
# CREATE MAPPING SecurityRolesMap
# (
#'RoleID’ = '@QRoleID' ON INSERT ONLY,
#'RoleName' = '@RoleName',
#'SystemRole’ = '@SystemRole',
#'Description’ = '@Description',
#'RoleScope’ = '@RoleScope’
# )
#
# CREATE MAPPING SecurityRoleGrantsMap
#
#'GranteeType' = '@GranteeType' ON INSERT ONLY,
#'GranteelID’ = '@GranteelID' ON INSERT ONLY,
#'RoleID’ = '@RoleID’ ON INSERT ONLY
#;
#
# CREATE MAPPING SecurityGroupMembersMap
#(
# 'UserID' = '@UserID' ON INSERT ONLY,
# 'GroupID' = '@GroupID’ ON INSERT ONLY,
# 'Compat’ = '@Compat’
# )
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Startup Command File

The startup command file contains a set of commands that the gateway executes each time it
starts.

Commands
You can include the following commands in the startup command file:

A SET PROPERTY

4 GET PROPERTY

A SHOW PROPS

i GET CONFIG

A SET LOG LEVEL TO
4 TRANSFER

A FATLOVER_SYNC

Note:  You can also use nco_sql to issue these commands manually when the gateway is
running. For details about nco_sqgl, see the Netcool/OMNIbus Administration
Guide.

SET PROPERTY

Sets the property to the value specified.

Syntax

SET PROPERTY '<string>' TO <property value> ;

Example

SET PROPERTY 'Gate.Reader.Debug' TO FALSE ;
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GET PROPERTY

Returns the value of the property specified.

Syntax

GET PROPERTY '<string>' ;

Example
GET PROPERTY 'Gate.Reader.Debug' ;

SHOW PROPS

Displays the gateway’s current configuration by listing all properties and their values.

Syntax
SHOW PROPS ;

Example
SHOW PROPS ;
go

GET CONFIG

Displays the gateway’s current configurationby listing all properties and their values.

Note:  GET CONFIGisequivalentto SHOW PROPS and may be removed from later versions
of the ObjectServer gateway.

Syntax
GET CONFIG ;

Example
GET CONFIG ;
go
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SET LOG LEVEL TO

Changes the gateway’s log level to the specified setting.
Syntax
SET LOG LEVEL TO level;

Where I1evel can be:

J debug
U information
®* warning

L4 error

[ fatal
Example
SET LOG LEVEL TO debug;
go
TRANSFER

Initiates a data transfer operation between tables in the two ObjectServers. You can transfer a
partial data set using a filter condition. If the target table does not match the source table, a
map can be specified as part of the transfer operation. This map must be defined within the
gateway’s map definition file. For details about the map definition file, see Map Definition File
on page 34.

Syntax

TRANSFER FROM sourcetable TO targettable
[VIA FILTER filtertext] [WITH DELETE VIA delfiltertext]
[USING TRANSFER_MAP mapname] ;

Examples
TRANSFER FROM 'master.names' TO 'resync.names'
VIA FILTER 'Name != \'nobody\"''
DELETE ;

In this example, all records with the name nobody are deleted from the table resync .names
and replaced with the corresponding records in the table master .names.
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FAILOVER_SYNC
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FAILOVER_SYNC is used to synchronize master table data between primary and backup
ObjectServers. The FAILOVER_SYNC command specifies which master tables to transfer
during the data transfer activity. For information about ObjectServer failover, see the

Netcool/OMNIbus Administration Guide.

Syntax

FAILOVER_SYNC

Examples

FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC
FAILOVER_SYNC

[ ADD 'TABLENAME' TO | REMOVE 'TABLENAME' FROM ] WRITERNAME ;

ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD

'master.
'master.

'master

'master.
'master.

'tools.
'tools.
'tools.
'tools.
'tools.
'tools.
'alerts
'alerts
'alerts
'alerts
'alerts
'alerts

names'
groups'
.members'

TO ObjectServerAd;
TO ObjectServerA;

TO ObjectServerA;
permissions' TO ObjectServerA;
profiles' TO ObjectServerl;
actions' TO ObjectServerA;
action_access' TO ObjectServerA;
menus' TO ObjectServerA;
menu_defs' TO ObjectServerA;
menu_items' TO ObjectServerd;
prompt_defs' TO ObjectServerA;

.conversions' TO ObjectServerA;
.col_visuals' TO ObjectServerA;
.colors' TO ObjectServera;

.objclass' TO ObjectServerA;
.objmenus' TO ObjectServerA;
.objmenuitems' TO ObjectServerA;
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Table Replication Definition File

The table replication definition file defines the tables in the source ObjectServer that should be
replicated in the target system using the ObjectServer Gateway. For unidirectional gateways,
the table definition file is specified using the Gate.Reader.TblReplicateDefFile
property. For bidirectional gateways, a table definition file can be specified for both
ObjectServers using the Gate.ObjectServerA.TblReplicateDefFile and
Gate.ObjectServerB.TblReplicateDefFile properties.

Syntax

REPLICATE ALL ‘ (INSERTS, UPDATES, DELETES)
FROM TABLE sourcetable
USING MAP mapname
[FILTER WITH filter clause]
[INTO targettablel
[ORDER BY column_name [ASC|DESC], ... ]
[WITH NORESYNC]
[SET UPDTOINS CHECK TO {ENABLED|DISABLED|FORCED}]
[AFTER IDUC DO command] ;

Where:

* sourcetableis the table to be replicated in the target ObjectServer.
* mapname is the map definition that the defines the table.

*  column_name is the column by which the rows returned to the gateway from the
ObjectServer are ordered.

e filter clause defines the filter the gateway uses to select rows for replicating.

* propertyname is the property the gateway uses to filter the table data (only rows that
satisfy the filter are replicated).

* propertyvalueis argument to be used in the filter.
* targettableis the name of the table in which to replicate the data.

The optional WITH NORESYNC option allows you to specify tables that should not be
resynchronized.

The optional ORDER BY option allows you to specify the order in which the rows are returned
to the gateway from the ObjectServer. ASC specifies that the rows are sorted in ascending
order; DESC specifies descending order. If you specify neither ASC nor DESC, the rows are
sorted in ascending order.

You can define multiple columns for sorting by specifying a comma-separated list; for
example:

ORDER BY 'Serial DESC, StateChange ASC'
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The optional SET UPDTOINS CHECK TO option allows you to configure the update-to-insert
functionality. ENABLED instructs the gateway to perform normal update-to-insert conversion
checking; DISABLED instructs the gateway to perform no update-to-insert conversion
checking; FORCED instructs the gateway to convert all updates to inserts regardless of whether
the events already exist in the target system.

The optional AFTER IDUC DO option allows you to specify a column and associated value
that the gateway applies to all rows that have been inserted, updated, or deleted.

Example Table Replication Definition File

The following shows an example table replication definition file:

REPLICATE INSERT, DELETE FROM TABLE 'alerts.status'
USING MAP 'StatusMap'

ORDER BY 'Serial ASC'

FILTER WITH 'Severity=5"'

SET UPDTOINS CHECK TO FORCED

AFTER IDUC DO 'Location=\'PASSED BY GW\'';

REPLICATE ALL FROM TABLE 'alerts.journal'
USING MAP 'JournalMap';

REPLICATE ALL FROM TABLE 'alerts.details'
USING MAP 'DetailsMap';

HHHHHH AR AR AR AR AR H S H B H A A A A B A B A BABABAH AR AR AR H SRS H AR AR F AR A AR A BB R RS H
# NOTE: If replication of the user related system tables is required, uncomment
# the replication definitions below. The associated maps will also need to be

# uncommented.

FHAH AR R R R R R R

# REPLICATE ALL FROM TABLE 'security.users'
#USING MAP 'SecurityUsersMap'

#INTO 'transfer.users';

#

# REPLICATE ALL FROM TABLE 'security.groups'
#USING MAP 'SecurityGroupsMap'

#INTO 'transfer.groups';

#

# REPLICATE ALL FROM TABLE 'security.roles'
#USING MAP 'SecurityRolesMap'

#INTO 'transfer.roles';

#

# REPLICATE ALL FROM TABLE 'security.role_grants'
#USING MAP 'SecurityRoleGrantsMap'

#INTO 'transfer.role_grants';

#

# REPLICATE ALL FROM TABLE 'security.group_members'
#USING MAP 'SecurityGroupMembersMap'

#INTO 'transfer.group_members';
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