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Note

Preface

This document describes the extensible markup language (XML) application programming interface
(API) provided by the Cisco CRS-1 Series Carrier Routing System (Cisco CRS-1 Series) to developers
of external management applications. The Cisco CRS-1 Series XML interface provides amechanism for
Cisco CRS-1 Series router configuration and monitoring using XML formatted request and response
streams.

The XML schemas referenced in this guide are used by the management application devel oper to
integrate client applications with the Cisco CRS-1 Series programmable interface. The

Cisco CRS-1 Series XML API isalso available for use on any Cisco platform running Cisco |0S XR
software.

The XML API codeisavailable for use on any Cisco platform that runs Cisco |0S XR software.

The preface contains the following sections:
« About This Document, page vii
- Related Documentation, page viii
- Document Conventions, page ix
- Obtaining Documentation, page ix
« Documentation Feedback, page x
» Obtaining Technical Assistance, page X
« Obtaining Additional Publications and Information, page xii

About This Document

This document provides a comprehensive description of the XML interface to the Cisco CRS-1 Series
router. Thegoal of thisguideisto help Cisco CRS-1 Series customerswrite client applicationsto interact
with the Cisco CRS-1 Series XML infrastructure on the router, and to also use the Cisco CRS-1 Series
XML API to build custom end-user interfaces for configuration and information retrieval and display.
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I Related Documentation

Intended Audience

This document’s audience is expected to have background knowledge and information about XML,
Common Object Request Broker Architecture (CORBA), and network management.

This document will be of particular use to those who want to build management client applications.

Organization of the Document

This document consists of the following chapters:
» Chapter 1, “Cisco CRS-1 Series XML API Overview”
» Chapter 2, “Cisco CRS-1 Series XML Router Configuration and Management”
» Chapter 3, “Cisco CRS-1 Series XML Operational Requests and Fault Management”
» Chapter 4, “Cisco CRS-1 Series XML and Native Data Operations’
« Chapter 5, “Cisco CRS-1 Series XML and Native Data Access Techniques”
» Chapter 6, “Cisco CRS-1 Series XML and Encapsulated CLI Operations”
» Chapter 7, “Cisco CRS-1 Series XML and Large Data Retrieval (Iterators)”
» Chapter 8, “Cisco CRS-1 Series XML Security”
» Chapter 9, “Cisco CRS-1 Series XML Schema Versioning”
» Chapter 10, “Error Reporting in Cisco CRS-1 Series XML Responses’
» Chapter 11, “XML Transport and Event Notifications’
« Chapter 12, “Summary of Cisco CRS-1 Series XML API Configuration Tags”
» Chapter 13, “Cisco CRS-1 Series XML Schemas”
« Appendix A, “Sample BGP Configuration”

Related Documentation

The following list of related documents are useful :
» Cisco CRS-1 Series Carrier Routing System Getting Started Guide
« Cisco Craft Works Interface Configuration Guide
e Cisco CRS1 Series Carrier Routing System Release Notes
» Cisco I0S XR software configuration guides and command references

Cisco CRS-1 Carrier Routing System XML API Guide
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Document Conventions

Document Conventions

This publication uses the following conventions:

The symbol » represents the key labeled Ctrl. For example, the key combination ~z means “hold
down the Ctrl key while you press the Z key.”

Command descriptions use these conventions:

Examples that contain system prompts denote interactive sessions, indicating the commands that
you should enter at the prompt. The system prompt indicates the current level of the EXEC
command interpreter. For example, the prompt router> indicates the user level, and the prompt
router# indicates the privileged level. Access to the privileged level usually requires a password.

Commands and keywords are in boldface font.
Arguments for which you supply values are in italic font.
Elements in square brackets ([ ]) are optional.
— Alternative but required keywords are grouped in braces ({ }) and separated by vertical bars (|).

Examples use these conventions:

Terminal sessions and sample console screen displays arein screen font.
Information you enter isin bol df ace screen font.

Nonprinting characters, such as passwords, are in angle brackets (< >).
Default responses to system prompts are in square brackets ([ 1).

An exclamation point (!) at the beginning of aline indicates a comment line.

Means reader take note. Notes contain helpful suggestions or references to material not covered in the
publication.

M eans the following information will help you solve a problem. Theinformation in tips might not contain
troubleshooting or task-specific actions, but tips do contain useful information.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

[ oL-4596-02
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W Documentation Feedback

Cisco.com

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/index.shtml

» Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco Systems Corporate Headquarters (California, USA) at 408 526-7208 or, elsewhere in
North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can send comments about technical documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, Cisco
Technical Support provides 24-hour-a-day, award-winning technical assistance. The Cisco Technical
Support Website on Cisco.com features extensive online support resources. In addition, Cisco Technical
Assistance Center (TAC) engineers provide telephone support. If you do not hold a valid Cisco service
contract, contact your reseller.

Cisco CRS-1 Carrier Routing System XML API Guide
“. 0OL-4596-02 |


http://www.cisco.com/univercd/home/home.htm
http://www.cisco.com
http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
http://www.cisco.com/en/US/partner/ordering/index.shtml

| Preface

Obtaining Technical Assistance

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for troubleshooting and
resolving technical issueswith Cisco products and technologies. The website is available 24 hours aday,
365 days ayear at this URL.:

http://www.cisco.com/techsupport

Accessto all tools on the Cisco Technical Support Website requires a Cisco.com user 1D and password.
If you have avalid service contract but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and $4 service requests. (S3
and $4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool automatically
provides recommended solutions. If your issue is not resolved using the recommended resources, your
service request will be assigned to a Cisco TAC engineer. The TAC Service Request Tool is located at
this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco TAC engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553 2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—Your network is“down,” or thereisacritical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network isimpaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hoursto restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. Thereis little or no effect on your business operations.

[ oL-4596-02
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M Obtaining Additional Publications and Information

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

Cisco Marketplace provides avariety of Cisco books, reference guides, and logo merchandise. Visit
Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

The Cisco Product Catalog describes the networking products offered by Cisco Systems, aswell as
ordering and customer support services. Access the Cisco Product Catalog at this URL:

http://cisco.com/univercd/cc/td/doc/pcat/

Cisco Press publishes awiderange of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and linksto scores of in-depth online resources. You can access Packet magazine at this
URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technol ogies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine

Internet Protocol Journal is aquarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html

Cisco CRS-1 Carrier Routing System XML API Guide
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Cisco CRS-1 Series XML API Overview

This chapter contains the following sections:
« Introduction, page 1-13
e Cisco CRS-1 Series Management XML Interface, page 1-14
e Cisco CRS-1 Series XML API and Cisco CRS-1 Series Router System Features, page 1-15
e Cisco CRS-1 Series XML API Tags, page 1-16

Introduction

The Cisco CRS-1 Series Carrier Routing System XML APl Guide explains how to use the

Cisco CRS-1 Series XML API to configure Cisco CRS-1 Series routers or request information about
configuration, management, or operation of Cisco CRS-1 Seriesrouters. The goal of thisguideisto help
Cisco CRS-1 Series router customers write client applications to interact with the Cisco CRS-1 Series
XML infrastructure on the router, and to also use the Cisco CRS-1 Series Management XML API to
build custom end-user interfaces for configuration and information retrieval and display.

The extensible markup language (XML) application programming interface (API) provided by the
Cisco CRS-1 Series Carrier Routing System (Cisco CRS-1 Series) is an interface used for rapid
development of client applicationsand perl scriptsto manage and monitor the Cisco CRS-1 Seriesrouter.
The XML interface is specified by the Cisco CRS-1 Series XML schemas. The XML API provides a
mechanism for router configuration and monitoring utilizing an exchange of XML formatted request and
response streams.

Client applications can be used to configure the router, or to request status information from the router,
by encoding arequest in Cisco CRS-1 Series XML API tags and sending it to the router. The Cisco
CRS-1 Series router processes the request and sends the response to the client by again encoding the
response in Cisco CRS-1 Series XML API tags. This guide describes the XML requests that can be sent
by external client applications to access router management data, and al so details the responses to the
client by the Cisco CRS-1 Series router.

The Cisco CRS-1 Series XML API readily supports available transport layers. The initial release of the
API supports the Common Object Request Broker Architecture (CORBA). Later on, the API can support
additional transport options.

Customers use avariety of vendor-specific command lineinterface (CLI) scriptsto manage their routers
because no alternative programmatic mechanismis available. In addition, acommon framework has not
been available to develop CLI scripts. In response to this need, Cisco CRS-1 Series XML API provides
the necessary common framework for rapid development, deployment, and maintenance of

Cisco CRS-1 Series router management.

[ oL-4596-02
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M Cisco CRS-1 Series Management XML Interface

N

Note  The XML API codeisavailable for use on any Cisco platform that runs Cisco 10S XR software.

Definition of Terms
Table 1-1 defines the words, acronyms, and actions used throughout this guide.

Table 1-1  Definition of Terms

Term Description

AAA Authentication, authorization, and accounting

CLI Command-line interface

CORBA Common Object Request Broker Architecture

CwiI Craft Works Interface

SSH Secure Shell

XML Extensible markup language

XML agent A process on the Cisco CRS-1 Series router that receives XML

requests by XML clients, and is responsibleto carry out the actions
contained in the request and to return an XML response to the
client.

XML client An external application that sends XML requests to the Cisco
CRS-1 Seriesrouter and receives XML responses to those requests.

XML operation A portion of an XML request that specifies an operation that the
XML client wants the XML agent to perform.

XML operation provider The Cisco CRS-1 Series code that carries out a particular XML
operation including parsing the operation XML, performing the
operation, and assembling the operation XML response.

XML request An XML document sent to the Cisco CRS-1 Series router
containing a number of requested operations to be carried out.

XML response The response to an XML request.

XML schema An XML document specifying the structure and possible contents
of XML elements that can be contained in an XML document.

Cisco CRS-1 Series Management XML Interface

This guide provides the following information regarding the Cisco CRS-1 Series management XML
interface:

« High-level structure of the Cisco CRS-1 Series XML request and response streams
» Operation tag types and usage, including their XML format and content

Cisco CRS-1 Series Carrier Routing System XML API Guide
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Cisco CRS-1 Series XML API Overview

Cisco CRS-1 Series XML AP and Cisco CRS-1 Series Router System Features

» How to use Cisco CRS-1 Series XML to configure the Cisco CRS-1 Series router:

— Using the two—stage “target configuration” mechanism provided by the Cisco CRS-1 Series
configuration manager

— Using features such as locking, loading, browsing, modifying, saving, and committing the
configuration

» Accessing the Cisco CRS-1 Series router’s operational datawith XML
- Working with the native management data object class hierarchies:
— To represent the native data objectsin XML

— To use various techniques for structuring XML requests to access the management data of
interest, including the use of wildcards and filters

» Encapsulating CLI commandsin XML

- How error information is returned to the client application

» Using iterators for large data retrieval

» Handling event notifications with XML

- How authorization of client requestsis enforced

= Versioning of the Cisco CRS-1 Series XML schemas

- Generation and packaging of the Cisco CRS-1 Series XML schemas

Cisco CRS-1 Series XML API and Cisco CRS-1 Series Router
System Features

Using the Cisco CRS-1 Series XML API, an external client application can send XML encoded
management requests to an XML agent running on the Cisco CRS-1 Seriesrouter. The initial release of
the API supports CORBA as the transport mechanism. Using CORBA, the client application sends XML
encoded requests to the router through remote operation calls. The remote operation interface is
implemented on the router by the CORBA specific XML agent. Later on, the Cisco CRS-1 Series XML
API can support other transport mechanisms, which might include terminal based protocols such as
Telnet and Secure Shell (SSH). The Cisco CRS-1 Series XML API interface described in this document
applies equally to all supported transports.

Beforean XML session is established, the XML transport and XML agent must be enabled on the router.
For more information, see Chapter 11, “XML Transport and Event Notifications.”

A client request sent to the Cisco CRS-1 Series router must specify the different types of operations to
be carried out. The following three general types of management operations are supported through XML.:

- Native data access (get, set, delete, and so on) using the native management data model.

- Configuration services for more advanced configuration management through the Configuration
Manager.

» Traditional CLI accesswherethe CLI commands and command responses are encapsulated in XML .

When aclient request is received by an XML agent on the router, the request is routed to the appropriate
XML operation provider in the internal Cisco CRS-1 Series XML API library for processing. After all
the requested operations are processed, the XML agent receives the result and then sends the XML
encoded response stream on to the client.

[ oL-4596-02
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M Cisco CRS-1 Series XML API Tags

Figure 1-1 presents a high level view of the XML manageability-related components along with the
request and response flows between the client application and the Cisco CRS-1 Series router.

Figure 1-1 XML Components and Request/Response Flows

g - \\
C>Tll\e/ll’|]_t < req/resp > i;(g'\éll’l;t «> CRS-1 perations P Cisco
Series . CRS-1
(Telnet/ssh) router l«__Config Operaélon <»| Series
services provider .
CORBA|_ XML ‘C%\RAEA‘ _ ),(Al\lgll_ : osp;?sr?;:g
client |~ reqg/resp | = 7| library | CLI ) Operation |
(CORBA) agent access provider \_ ) §

j

Cisco CRS-1 Series XML API Tags

An external client application can access management data on the Cisco CRS-1 Seriesrouter through an
exchange of well structured XML -tagged request and response streams. The XML taggest request and
response streams are described in the following sections:

« Basic XML Request Content, page 1-16
« XML Declaration Tag, page 1-17

» Operation Type Tags, page 1-19

- XML Request Batching, page 1-21

Basic XML Request Content

This section describes the specific content and format of the XML data exchanged between the client
and the Cisco CRS-1 Series router for the purpose of router configuration and monitoring.

Top-Level Structure

The top level of every request sent by a client application to the Cisco CRS-1 Series router must begin
with an XML declaration tag followed by a request tag and one or more operation type tags. Similarly,
every response returned by the Cisco CRS-1 Series router must begin with an XML declaration tag
followed by aresponse tag and one or more operation type tags. Each request can contain operation tags
for each supported operation type and the operation type tags can be repeated. The operation type tags
contained in the response corresponds to those contained in the client request.

Sample XML Request from Client Application

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Qperati on>

Cisco CRS-1 Series Carrier Routing System XML API Guide
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Oper ation-specific content goes here

</ Qperati on>
</ Request >

Sample XML Response from Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Mj orVersion="1" M nor Versi on="0">
<Qperati on>

Operation response data returned here

</ Operati on>
</ Response>

Note  All examplesin this document are formatted with new lines and white space to aid readability. Actual
XML request and response streams exchanged with the Cisco CRS-1 Series router do not include new
lines and white space characters because these elements would add significantly to the size of the XML
data and impact the overall performance of the Cisco CRS-1 Series XML API.

XML Declaration Tag

Each request and response exchanged between a client application and the Cisco CRS-1 Series router
must begin with an XML declaration tag indicating which version of XML and (optionally) which
character set are being used:

<?xm version="1.0" encodi ng="UTF- 8" ?>
Table 1-2 defines the attributes of the XML declaration that are defined by the XML specification.

Table 1-2  Attributes for XML Declaration

Name Description

Version Specifies the version of XML to be used. Only Version*1.0” is supported by the Cisco
CRS-1 Series router.

Note  Theversion attribute is required.

Encoding Specifies the standardized character set to be used. Only “UTF-8" is supported by the
Cisco CRS-1 Series router. The Cisco CRS-1 Series router includes the encoding
attribute in aresponse only if it was specified in the corresponding request.

Note  The encoding attribute is optional.
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Request and Response Tags

Following the XML declaration tag a client application must enclose each request stream within a set of
<Request> start and </Request> end tags. Also, the Cisco CRS-1 Series system encloses each XML
response within aset of <Response> start and </Response> end tags. A major and minor version number
are carried on the <Request> and <Response> elements to indicate the overall

Cisco CRS-1 Series XML API version in use by the client application and router respectively.

The Cisco CRS-1 Series XML API presents a synchronous interface to client applications. The <Request>
and <Response> tags are used by the client to correlate the request and response streams. A client
application can issue a request after which the Cisco CRS-1 Series router returns aresponse. The client
can then issue another request, and so on. Therefore, the XML session between a client and the Cisco
CRS-1 Series router consist of a series of alternating requests and response streams.

The client application optionally includes a Clientl D attribute within the <Request> tag. The value of
the ClientI D attribute must be an unsigned 32-bit integer value. If the <Request> tag containsa ClientID
attribute, the Cisco CRS-1 Series router includes the same ClientlD value in the corresponding
<Response> tag. The ClientlD value is treated as opaque data and is ignored by the router.

Maximum Request Size

The maximum size of an XML request or response is determined by the restrictions of the underlying
transports.

A

Note  For more information on transport specific limitations of request and response sizes, see Chapter 11,
“XML Transport and Event Notifications.”

Minimum Response Content

If a<Get> request has nothing to return for a particular operation, the Cisco CRS-1 Series router returns
the original request and an appropriate empty operation type tag. The minimum response returned by the
Cisco CRS-1 Seriesrouter in the case of asingle operation (for example, <Get>, <Set>, <Delete>) with
no result data is shown in the following example.

Sample XML Request from Client Application

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Versi on="0">
<Qperati on>

Operation-specific content goes here

</ Operati on>
</ Request >

Sample XML Minimum Response from Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>

<Response Maj orVersi on="1" M nor Ver si on="0">
<Qperation/>

</ Response>
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Operation Type Tags

Following the <Request> tag, the client application must specify the operation types to be carried out by
the Cisco CRS-1 Series router. There are three general types of operations supported along with the

<GetNext> operation for large responses. Each of these operation types is described in the following
sections.

Native Data Operation Tags

S

Native data operations provide basic access to the Cisco CRS-1 Series native management data model.
Table 1-3 describes the native data operation tags.

Table 1-3  Native Data Operation Tags

Native Data Tags Description

<Get> Get the value of one or more configuration, operational, or action
dataitems.

<Set> Create/modify one or more configuration or action data items.

<Delete> Delete one or more configuration data items.

<GetVersionlnfo> Get the major and minor version numbers for one or more
components.

The XML schema definitions for the native data operation type tags are contained in the schemafile
common_types.xsd.

The native data operations are described further in Chapter 5, “Cisco CRS-1 Series XML and Native
Data Access Techniques.”

Configuration Services Operation Tags

Configuration services operations provide more advanced configuration management functions through
the Cisco CRS-1 Series Configuration Manager. Table 1-4 describes the configuration services operation
tags.

Table 1-4  Configuration Services Operation Tags

Tags Description

<Lock> Lock the running configuration.

<Unlock> Unlock the running configuration.

<L oad> L oad the target configuration from a binary file previously saved by
way of the <Save> tag.

<Save> Save the target configuration to a binary file.

<Commit> Promote the target configuration to the running configuration.

<Clear> Abort/clear the current target configuration session.

<Rollback> Roll back the running configuration to a previous configuration state.
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Table 1-4  Configuration Services Operation Tags (continued)

Tags Description

<GetConfigurationHistory>
<GetConfigurationSessions>

Get alist of commits made to the running configuration.

Get alist of the user sessions currently configuring the box.

The XML schema definitions for the configuration services operation type tags are contained in the
schema file cfgmgr_operations.xsd (see Chapter 13, “Cisco CRS-1 Series XML Schemas”).

The configuration services operations are described further in Chapter 2, “Cisco CRS-1 Series XML
Router Configuration and Management.”

CLI Operation Tag

CL 1 access provides support for XML encapsulated CLI commands and responses. For CLI access, a
single tag is provided. The <CL|> operation tag issues the request as a CLI command.

N

Note ~ The XML schema definitions for the CLI tag are contained in the schema file common_types.xsd (see
Chapter 13, “Cisco CRS-1 Series XML Schemas”).

S

Note  TheCLI operations are described further in Chapter 6, “ Cisco CRS-1 Series XML and Encapsulated CL |
Operations.”

GetNext Operation Tag

The <GetNext> tag is used to retrieve the next portion of alarge response. It can be used as required to
retrieve an oversize response following arequest using one of the other operation types. The<GetNext>
operation tag gets the next portion of aresponse. Iterators are supported for large requests.

)

Note ~ The XML schema definition for the <GetNext> operation type tag is contained in the schemafile
common_types.xsd (see Chapter 13, “Cisco CRS-1 Series XML Schemas”).

S

Note

The get next operation is described further in Chapter 7, “Cisco CRS-1 Series XML and Large Data
Retrieval (Iterators).”
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XML Request Batching

The Cisco CRS-1 Series XML interface supports the combining of several requests or operationsinto a
single request. When multiple operations are specified in asinglerequest, the response contains the same
operation tags and in the same order as they appeared in the request.

Batched requests are performed “best effort.” For example, if there are operations 1 through 3 in the
request and operation 2 fails, operation 3 will be attempted.

Before combining multiple operations inside one <Get> tag, any operations that request multiple items
of data must be sent in a separate document. For more information, see Chapter 5, “Cisco CRS-1 Series
XML and Native Data Access Techniques,” “XML Request with Combined Object Class Hierarchies”
section on page 5-67.

The following example shows a simple request containing six different operations:

Sample XML Client Batched Requests

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Lock/ >
<Get >
<Confi guration>

Get operation content goes here

</ Confi guration>
</ Get >
<Set >

<Confi guration>

Set operation content goes here

</ Confi guration>
</ Set >
<Commi t/>
<CGet >

<Qper ati onal >

Get operation content goes here

</ Oper ati onal >
</ Get >
<Unl ock/ >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M nor Versi on="0">
<Lock/ >
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<Get >
<Confi guration>

Get response content returned here

</ Confi guration>
</ Get >
<Set/>
<Commi t/>
<Get >
<Qper ati onal >

Get response content returned here

</ Qper ati onal >
</ Get>
<Unl ock/ >
</ Response>
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CHAPTER 2

Cisco CRS-1 Series XML Router Configuration
and Management

This chapter reviews the basic extensible markup language (XML) requests and responses used to
configure and manage the Cisco CRS-1 Series Carrier Routing System (Cisco CRS-1 Series) router.

The XML application programming interface (API) codeis available for use on any Cisco platform that runs
Cisco 10S XR software.

The use of XML to configure the Cisco CRS-1 Series router is essentially an abstraction of a
configuration editor where client applications can, load, browse, and modify configuration data without
affecting the current running (that is, active) configuration on the router. This configurationis called the
"target configuration” and is not the running configuration on the router. The router’s running
configuration can never be modified directly. All changes to the running configuration must go through
the target configuration.

Each client application session has its own target configuration, which is not visible to other client
sessions.

This chapter contains the following sections:
» Target Configuration Overview, page 2-23
- Configuration Operations, page 2-24

» Additional Cisco CRS-1 Series Router Configuration and Management Options Using XML, page
2-36

Target Configuration Overview

Thetarget configuration is effectively the current running configuration overlaid with the client-entered
configuration. In other words, the target configuration is the client-intended configuration if the client
were to commit changes. In terms of implementation, the target configuration is a Cisco CRS-1 Series
operating system buffer that contains just the changes (set and delete) that are performed within the
configuration session.

A “client session” is synonymous with a single Common Object Request Broker Architecture (CORBA),
Telnet, or Secure Shell (ssh) connection and authentication, authorization, and accounting (AAA) login.
The target configuration is created implicitly at the beginning of a client application session and must
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be promoted (that is, committed) to the running configuration explicitly by the client application in order
to replace or become the running configuration. If the client session breaks, the current target
configuration is aborted and any outstanding locks are rel eased.

Note Only the syntax of the target configuration is checked and verified to be compatible with the installed
software image on the router. The semantics of the target configuration is checked only when the target
configuration is promoted to the running configuration.

Configuration Operations

Use the following configuration options from the client application to configure or modify the
Cisco CRS-1 Series router with XML:

N

Note Only the tasks in the “Committing the Target Configuration” section are required to change the
configuration on the router (that is, modifying and committing the target configuration).

Locking the Running Configuration, page 2-25
Browsing the Target or Running Configuration, page 2-25
— Getting Configuration Data, page 2-26
Browsing the Changed Configuration, page 2-27
Loading the Target Configuration, page 2-29
Setting the Target Configuration Explicitly, page 2-29
Saving the Target Configuration, page 2-31
Committing the Target Configuration, page 2-31
— Loading a Failed Configuration, page 2-34
Unlocking the Running Configuration, page 2-35

Additional Configuration Options Using XML

Several additional, optional configuration tasks are available to the client application for configuring or
modifying the Cisco CRS-1 Series router with XML:

Getting Commit Changes, page 2-36

Clearing a Target Session, page 2-38

Rolling Back Configuration Changes to a Specified Commit Identifier, page 2-38
Rolling Back Configuration Changes to a Specified Number of Commits, page 2-39
Getting Rollback Changes, page 2-40

Getting Configuration History, page 2-41

Getting Configuration Session Information, page 2-43

Replacing the Current Running Configuration, page 2-44
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Locking the Running Configuration

The client application uses the <Lock> operation to obtain an exclusive lock on the running
configuration in order to prevent modification by other users or applications.

If thelock operation is successful, the response contains only the <L ock/> tag. If thelock operation fails,
the response al so contains ErrorCode and ErrorM sg attributes that indicates the cause of the lock failure.

The following example shows a request to lock the running configuration. This request corresponds to
the command-line interface (CLI) command configure exclusive.

Sample XML Request from the Client Application

<?xm version="1.0" encodi ng="UTF-8"?>

<Request Maj or Versi on="1" M nor Ver si on="0">
<Lock/ >

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>

<Response Maj orVersi on="1" M nor Ver si on="0">
<Lock/ >

</ Response>

The following issues are used to lock the running configuration:
- The scope of the lock is the entire configuration “namespace.”

« Only one client application can hold the lock on the running configuration at atime. If aclient
application attempts to lock the configuration while another application holds the lock, an error is
returned.

- If aclient application has locked the running configuration, all other client applications can read
only the running configuration, but cannot modify it (that is, they cannot commit changes to it).

» No mechanism is provided to allow a client application to break the lock of another user.

- If aclient session is terminated, any outstanding locks are automatically released.

» The Cisco CRS-1 Series XML API does not support timeouts for locks.

» The <GetConfigurationSessions> operation is used to identify the user session holding the lock.

Browsing the Target or Running Configuration

The client application browses the target or current running configuration using the <Get> operation
along with the <Configuration> request type tag. The client application optionally uses CLI commands
encoded within XML tags to browse the configuration.

The <Configuration> tag supports the optional Source attribute, which is used to specify the source of
the configuration information returned from a <Get> operation.

[ oL-4596-02
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Getting Configuration Data

Table 2-1 describes the Source options.

Table 2-1  Source Options

Name

Description

ChangedConfig

Read only from the changes made to the target configuration for the current
session. This option effectively gets the configuration changes made from the
current session since the last configuration commit.

This option corresponds to the CLI command show configuration.

CurrentConfig

Read from the current active running configuration.
This option corresponds to the CLI command show configuration running.

MergedConfig

Read from the target configuration for this session. This option should provide a
view of the resultant running configuration if the current target configuration is
committed without errors. For example, in the case of the “best effort” commit,

some portions of the commit could fail, while others succeed. MergedConfig is

the default when the Source attribute is not specified on the <Get> operation.

This option corresponds to the CLI command show configuration merge.

If the get operation fails, the response contains one or more ErrorCode and ErrorMsg attributes
indicating the cause of the failure.

The content and format of <Get> requests are described in additional detail in Chapter 4, “Cisco CRS-1
Series XML and Native Data Operations.” Encoding CLI commands within XML tagsis described in
Chapter 6, “Cisco CRS-1 Series XML and Encapsulated CLI Operations.”

The following example shows a <Get> request to browse the current Border Gateway Protocol (BGP)

configuration:

Sample XML Client Request to Browse the Current BGP Configuration

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">

<CGet >

<Configuration Source="CurrentConfig”>
<BGP Maj or Ver si on="1" M nor Versi on="0"/>
</ Confi guration>

</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj or Versi on="1" M nor Ver si on="0">

<CGet >

<Configuration Source="CurrentConfig”>
<BGP Maj or Versi on="1" M nor Ver si on="0">

response data goes here

</ BGP>
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</ Confi guration>
</ Get >
</ Response>

Browsing the Changed Configuration

When aclient application issues a <Get> request with a Source type of ChangedConfig, the response
containsthe OperationType attribute to indicate whether the returned changesto the target configuration
were aresult of <Set> or <Delete> operations.

Use <Get> to browse uncommitted target configuration changes.

The following example shows <Set> and <Delete> operations that modify the BGP configuration
followed by a <Get> request to browse the uncommitted BGP configuration changes. These requests
correspond to the following CLI commands:

router bgp 3

defaul t-metric 10

no nei ghbor 10.0.101.8
exit
show config

Sample XML to Modify the BGP Configuration

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Set >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<@ obal >
<Def aul t Metri c>10</ Def aul t Metri c>
</ d obal >
</ AS>
</ BGP>
</ Confi guration>
</ Set >
<Del et e>
<Confi guration>
<BGP>
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPENtity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<| PV4Addr ess>10. 0. 101. 8</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
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</ Del et e>
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj or Versi on="1" M nor Ver si on="0">
<Set >
<Configuration/>
</ Set >
<Del et e>
<Configuration/>
</ Del et e>
</ Response>

Sample XML Client Request to Browse Uncommitted Target Configuration Changes

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Versi on="0">
<Cet >
<Confi guration Source="ChangedConfi g">
<BGP Maj or Ver si on="1" M nor Versi on="0"/>
</ Confi guration>
</ Get >
</ Request >

Sample Secondary XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">
<Cet >
<Configuration OperationType="Set”>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nami ng>
<d obal >
<Def aul t Metri c>10</ Def aul t Metri c>
</ d obal >
</ AS>
</ BGP>
</ Confi guration>
<Configuration OperationType="Del ete”>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 8</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
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</ Get >
</ Response>

Loading the Target Configuration

The client application uses the <L oad> operation along with the <File> tag to populate the target
configuration with the contents of a binary configuration file previously saved on the router using the
<Save> operation.

Use the <File> tag to name the file from which the configuration is to be loaded. When you use the
<File> tag to name the file from which the configuration is to be loaded, specify the complete path of
the file to be loaded.

If the load operation is successful, the response contains both the <Load> and <File> tags. If the load
operation fails, the response can also contain the ErrorCode and ErrorM sg attributes that indicates the
cause of the load failure.

The following example shows a request to load the target configuration from the contents of the file
my_bgp.cfg:

Sample XML Client Request to Load the Target Configuration from a Named File

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Load>
<Fi | e>di sk0:/ ny_bgp. cfg</Fil e>
</ Load>
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">
<Load>
<Fi | e>di skO: / my_bgp. cfg</Fi | e>
</ Load>
</ Response>

See also the “ Setting the Target Configuration Explicitly” section on page 29.

Setting the Target Configuration Explicitly

A

Note

The client application modifies the target configuration as needed using the <Delete> and <Set>
operations.

There are not separate “Create” and “Modify” operations, because a <Set> operation for an item can
result in the creation of the item if it does not already exist in the configuration, and a modification of
theitem if it does already exist.

The client application can optionally use CLI commands encoded within XML tags to modify the target
configuration.

If the operation to modify the target configuration is successful, the response containsonly the <Del ete/>
or <Set/> tag. If the operation fails, the response includes the element or object hierarchy passed in the
reguest along with one or more ErrorCode and ErrorMsg attributes indicating the cause of the failure.
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A syntax check is performed whenever the client application writes to the target configuration. A
successful write to the target configuration, however, does not guarantee that the configuration change
can succeed when a subsequent commit of the target configuration is attempted. For example, errors
resulting from failed verifications may be returned from the commit. For information about the error
returned from the XML API, see Chapter 10, “Error Reporting in Cisco CRS-1 Series XML Responses.”

The content and format of <Delete> and <Set> requests are described in additional detail in Chapter 4,
“Cisco CRS-1 Series XML and Native Data Operations.” Encoding CLI commands within XML tagsis
described in Chapter 6, “Cisco CRS-1 Series XML and Encapsulated CLI Operations.”

The following example shows how to use a <Set> request to set the default metric and routing timersand
disable neighbor change logging for a particular BGP autonomous system. This request corresponds to
the following CLI commands:

router bgp 3
default-metric 10
tinmers bgp 60 180
bgp | og nei ghbor changes
exit

Sample XML Client Request to Set Timers and Disable Neighbor Change Logging for a BGP Configuration

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Set >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<d obal >
<Def aul t Metri c>10</ Def aul t Metri c>
<d obal Ti ner s>
<Keepal i ve>60</ Keepal i ve>
<Hol dt i mre>180</ Hol dti me>
</ d obal Ti ners>
<Di sabl eNor Loggi ng>t r ue</ Di sabl eNbr Loggi ng>

</ d obal >
</ AS>
</ BGP>
</ Confi guration>

</ Set >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">
<Set >
<Configuration/>
</ Set >
</ Response>

To replace a portion of the configuration, the client application should use a <Delete> operation to
remove the unwanted configuration followed by a <Set> operation to add the new configuration. An
explicit “replace” option is not supported.

For more information on replacing the configuration, see the “Replacing the Current Running
Configuration” section on page 2-44.
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Saving the Target Configuration

Note

The client application uses the <Save> operation along with the <File> tag to save the contents of the
target configuration to a binary file on the Cisco CRS-1 Series router.

Use the <File> tag to name the file to which the configuration is to be saved. You must specify the
complete path of the file to be saved when you use the <File> tag. If the file already exists on the router,
then an error is returned unless the optional Boolean attribute Overwrite is included on the <File> tag
with avalue of “true”.

No mechanism is provided by the XML interface for “browsing” through the file directory structure.

If the save operation is successful, the response contains both the <Save> and <File> tags. If the save
operation fails, the response can also contain the ErrorCode and ErrorM sg attributes that indicate the
cause of the save failure.

The following example shows arequest to save the contents of the target configuration to the file named
my_bgp.cfg on the router:

Sample XML Client Request to Save the Target Configuration to a File

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Save>
<File Overwite="true”>di sk0:/my_bgp.cfg</File>
</ Save>
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Save>
<File Overwite="true”>di sk0:/my_bgp.cfg</File>
</ Save>
</ Response>

Committing the Target Configuration

In order for the configuration in the target area to become part of the running configuration, the target
configuration must be explicitly committed by the client application using the <Commit> operation.

[ oL-4596-02
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Commit Operation
Table 2-2 describes the four optional attributes that are specified with the <Commit> operation.

Table 2-2 Commit Operation Attributes

Name Description

Mode Use the Mode attribute in the request to specify whether the target
configuration should be committed on an Atomic or BestEffort basis. In the
case of acommit with the Atomic option, the entire configuration in the target
areais committed only if application of all the configuration in the target area
to the running configuration succeeds. If any errors occur, the commit
operation isrolled back and the errors are returned to the client application. In
the case of commit with the BestEffort option, the configuration is committed
even if some configurationitemsfail during the commit operation. In this case,
the errors are also returned to the client application. By default, the commit
operation is carried out on a BestEffort basis.

KeepFailedConfig Use this Boolean value to specify whether any configuration that fails during
the commit operation should remain in the target configuration buffer. The
default value for KeepFailedConfig is false. That is, by default the target
configuration buffer is cleared after each commit. If a commit operation is
performed with a KeepFailedConfig value of false, the user can then use the
<L oad> operation to load the failed configuration back into the target
configuration buffer. The use of the KeepFailedConfig attribute makes sense
only for the BestEffort commit mode. In the case of an Atomic commit, if
something fails, the entire target configuration is kept intact (because nothing
was committed).

L abel Use the Label attribute instead of the commit identifier wherever a commit
identifier is expected, such asin the <Rollback> operation. The Label attribute
is aunique user-specified label that is associated with the commit in the Cisco
CRS-1 Series commit database. If specified, the label must begin with an
alphabetic character and cannot match any existing label in the Cisco CRS-1
Series commit database.

Comment Use the Comment attribute as a user-specified comment to be associated with
the commit in the Cisco CRS-1 Series router commit database.

If the commit operation is successful, the response contains just the <Commit/> tag along with any
attributes specified in the request. if the commit operation fails, the failed configuration is returned in
the response.

The following example shows a request to commit the target configuration using the Atomic option and
specifies that any failed configuration be retained in the target buffer. This request corresponds to the
CLI command commit atomic.

Sample XML Client Request to Commit the Target Configuration Using the Atomic Option

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Versi on="0">

<Commit Mode="Atomi c” Label =" BGPUpdat el” Comment ="BGP config update”/>
</ Request >
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Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">

<Commit Mode="Atomi c” Label =" BGPUpdat el” Comment ="BGP config update”/>

</ Response>

The following issues should be noted with regard to committing the target configuration:

After each successful commit operation, acommit record is created in the Cisco CRS-1 Seriesrouter
commit database. The Cisco CRS-1 Series router maintains up to 20 entries in the commit database
corresponding to the last 20 commits. Each commit is assigned a unique identifier, for example,
“1000000075,” which is saved with the commit information in the database. The commit identifier
isused in subsequent operations such as <Get> commit changes or <Rollback> to a previous commit
identifier (along with the <CommitlD> tag).

The configuration changes in the target configuration are merged with the running configuration
when committed. If aclient application isto perform areplace of the configuration, the client must
first remove the unwanted configuration using a <Delete> operation and then add the new
configuration using a <Set> operation. An explicit replace option is not supported. For more
information on replacing the configuration, see “Replacing the Current Running Configuration”
section on page 2-44.

Applying the configuration for atrial period (“try-and-apply”) is not be supported for this release.

If the client application never commits, the target configuration is automatically destroyed when the
client session is terminated. No other timeouts are supported.

If any configuration entered into the target configuration fails to makes its way to the running
configuration asthe result of a<Commit> operation (for example, the configuration contains a semantic
error and is therefore rejected by a back-end application’s verifier function), then all of the failed
configuration is returned in the <Commit> response along with the appropriate ErrorCode and
ErrrorMsg attributes indicating the cause of each failure.

The OperationType attribute is used to indicate whether the failure was a result of arequested <Set> or
<Delete> operation. In the case of a<Set> operation failure, the valueto be set isincluded in the commit
response.

The following example shows <Set> and <Del ete> operations to modify the BGP configuration followed
by a <Commit> request resulting in failures for both requested operations. This request corresponds to
the following CLI commands:

router bgp 4

default-metric 10
exit
conmi t

Sample XML Client Request to Modify the Target Configuration

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Version="1" M nor Versi on="0">

<Set >

<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
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<AS>4</ AS>

</ Nam ng>

<d obal >
<Def aul t Metri ¢c>10</ Def aul t Metri c>

</ d obal >

</ AS>
</ BGP>
</ Confi guration>
</ Set >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Set >
<Confi guration/>
</ Set >
</ Response>

Sample Request to Commit the Target Configuration

<?xm version="1.0" encodi ng="UTF-8"?>

<Request Maj or Version="1" M nor Versi on="0">
<Commi t/>

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router Showing Failures for Both Requested Operations

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Ver si on="0">
<Commit Error Code="0x40819c00" Error Msg="&apos; sysdb&apos; detected the &apos;
war ni ng&apos; condition &apos; One or nore sub-operations failed during a best effort
conpl ex operati on&apos; ">
<Configuration OperationType="Set”>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>4</ AS>
</ Nam ng>
<d obal >
<Def aul t Metri c Error Code="0x409f 8c00" ErrorMsg="AS nunber is wong -
BGP is already running with AS nunber 3">10</Defaul t Metric>

</ d obal >
</ AS>
</ BGP>
</ Confi guration>
</ Conmi t >

</ Response>

For more information, see “Loading a Failed Configuration” section on page 2-34.

Loading a Failed Configuration

The client application uses the <L oad> operation along with the <FailedConfig> tag to populate the
target configuration with the failed configuration from the most recent <Commit> operation. Loading
the failed configuration in this way is equivalent to specifying a “true” value for the KeepFailedConfig
attribute in the <Commit> operation.

If the load is successful, the response contains both the <L oad> and <FailedConfig> tags. If the load
fails, the response can also contain the ErrorCode and ErrorM sg attributes that indicate the cause of the
load failure.

Cisco CRS-1 Series Carrier Routing System XML API Guide
m. 0OL-4596-02 |



| Chapter2

Cisco CRS-1 Series XML Router Configuration and Management

Configuration Operations Il

The following example shows a request to load and display the failed configuration from the last
<Commit> operation. This request corresponds to the CLI command show configuration failed.

Sample XML Client Request to Load the Failed Configuration from the Last <Commit> Operation

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Load>
<Fai | edConfi g/ >
</ Load>
<Get >
<Confi guration Source="ChangedConfig”"/>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Load>
<Fai | edConfi g/ >
</ Load>
<CGet >
<Configuration OperationType="Set”>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>4</ AS>
</ Nami ng>
<d obal >
<Def aul t Metri c>10</ Def aul t Metri c>
</ d obal >
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>

Unlocking the Running Configuration

The client application must use the <Unlock> operation to release the exclusive lock on the running
configuration for the current session prior to terminating the session.

If the unlock operation is successful, the response contains only the <Unock/> tag. If the unlock
operation fails, the response can also contain the ErrorCode and ErrorM sg attributes that indicate the
cause of the unlock failure.

The following example shows a request to unlock the running configuration. This request corresponds
to the CLI command exit when it is used after the configuration mode is entered through the CLI
command configure exclusive.

Sample XML Client Request to Unlock the Running Configuration

<?xm version="1.0" encodi ng="UTF-8"?>

<Request Maj or Versi on="1" M nor Ver si on="0">
<Unl ock/ >

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M nor Versi on="0">
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<Unl ock/ >
</ Response>

Additional Cisco CRS-1 Series Router Configuration and
Management Options Using XML

The following sections describe the optional configuration and router management tasks available to the
client application:

» Getting Commit Changes, page 2-36

» Clearing a Target Session, page 2-38

- Rolling Back Configuration Changes to a Specified Commit Identifier, page 2-38

« Rolling Back Configuration Changes to a Specified Number of Commits, page 2-39
» Getting Rollback Changes, page 2-40

» Getting Configuration History, page 2-41

» Getting Configuration Session Information, page 2-43

» Replacing the Current Running Configuration, page 2-44

Getting Commit Changes

When aclient application successfully commits the target configuration to the running configuration, the
configuration manager writes a single configuration change event to the system message logging
(syslog). As aresult, an event notification is written to the Cisco CRS-1 Series Alarm Channel (that is,
the CORBA event notification channel for alarms) and subsequently forwarded to any registered
configuration agents.

Table 2-3 describes the event notification.

Table 2-3  Event Notification

Name Description

userid The name of the user who performed the commit operation.
timestamp The date and time of the commit.

commit The unique ID associated with the commit.

The following example shows a configuration change notification:

RP/ 0/ 0/0:Jun 18 19:16:42.561 : %CLI ENTLI BCFGMCGR- 6- CONFI G_CHANGE : A configuration commt
by user 'root’ occurred at 'Wed Jun 18 19:16: 18 2003 '. The configuration changes are
saved on the router by commt ID: ’1000000075" .

Upon receiving the configuration change notification, a client application can then use the <Get>
operation to load and browse the changed configuration.

For more information on CORBA -based event notifications and alarms supported by the Cisco CRS-1
Series XML API, see Chapter 11, “XML Transport and Event Notifications.”
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The client application can read a set of commit changes using the <Get> operation along with the
<Configuration> request type tag when it includes the Source attribute option CommitChanges. One of
the additional attributes, either ForCommitlD or SinceCommitl D, must also be used to specify the
commit identifier or commit label for which the commit changes should be retrieved.

The following example shows the use of the ForCommitlD attribute to show the commit changes for a
specific commit. This request corresponds to the CLI command show commit changes 1000000075.

Sample XML Request to Show Specified Commit Changes Using the ForCommitID Attribute

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Versi on="0">
<Cet >
<Confi guration Source="Conmmi t Changes” For Commit| D="1000000075"/>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj or Versi on="1" M nor Versi on="0">
<CGet >
<Confi guration Source="Conm t Changes” For Conmit| D="1000000075">

changed config returned here

</ Confi guration>
</ Get >
</ Response>

Thefollowing example shows the use of the SinceCommitlD attribute to show the commit changes made
since a specific commit. This request corresponds to the CLI command show commit changes since
1000000072.

Sample XML Request to Show Specified Commit Changes Using the SinceCommitID Attribute

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Get >
<Confi guration Source="Conm t Changes” Si nceConmitl| D="1000000072"/>
</ Get>
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Ver si on="0">
<CGet >
<Confi guration Source="Conm t Changes” SinceConmitl| D="1000000072">

changed config returned here

</ Confi guration>
</ Get>
</ Response>
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Clearing a Target Session

Prior to committing the target configuration to the active running configuration, the client application
can use the <Clear> operation to clear the target configuration session. This operation has the effect of
clearing the contents of the target configuration, thus removing any changes made to the target
configuration since the last commit. The clear operation does not end the target configuration session,
but results in the discarding of any uncommitted changes from the target configuration.

If the clear operation is successful, the response contains just the <Clear/> tag. If the clear operation
fails, the response can also contain the ErrorCode and ErrorM sg attributes that indicate the cause of the
clear failure.

The following example shows a request to clear the current target configuration session. This request
corresponds to the CLI command clear.

Sample Cisco CRS-1 Series XML Request to Clear the Current Target Configuration Session

<?xm version="1.0" encodi ng="UTF-8"?>

<Request Maj or Versi on="1" M nor Ver si on="0">
<Cl ear/>

</ Request >

Sample XML Response from a Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>

<Response Maj orVersi on="1" M nor Ver si on="0">
<Cl ear/>

</ Response>

Rolling Back Configuration Changes to a Specified Commit Identifier

The client application uses the <Rollback> operation with the <CommitlD> tag to roll back the
configuration changes made since (and including) the commit by specifying a commit identifier or
commit label.

If the roll back operation is successful, the response contains both the <Rollback> and <CommitID>
tags. If theroll back operation fails, the response can al so contain the ErrorCode and ErrorM sg attributes
that indicate the cause of the roll back failure.

Table 2-4 describes the optional attributes that are specified with the <Rollback> operation by the client
application when rolling back to a commit identifier.

Table 2-4  Optional Attributes for Rollback Operation (Commit Identifier)

Name Description

Label A unique user-specified label to be associated with the roll back in the Cisco CRS-1
Series router commit database. If specified, the label must begin with an alphabetic
character and cannot match any existing label in the Cisco CRS-1 Series router commit
database.

Comment A user-specified comment to be associated with theroll back in the Cisco CRS-1 Series
router commit database.
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The following example shows a request to roll back the configuration changes to a specified commit
identifier. Thisrequest correspondsto the CLI command rollback configuration to 12000000072

Sample XML Request to Roll Back the Configuration Changes to a Specified Commit Identifier

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Rol | back Label =" BGPRol | back1l” Comment ="My BGP rol | back” >
<Conmi t | D>1000000072</ Conmi t | D>
</ Rol | back>
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Rol | back Label =" BGPRol | back1l” Comment ="My BGP rol | back” >
<Conmi t | D>1000000072</ Conmi t | D>
</ Rol | back>
</ Response>

The commitidentifier can also be obtained by using the <GetConfigurationHistory> operation described
in the section “Getting Configuration History”.

Rolling Back Configuration Changes to a Specified Number of Commits

The client application uses the <Rollback> operation with the <Previous> tag to roll back the
configuration changes made during the most recent [X] commits, where [X] is a humber ranging from 0
to the number of saved commits in the commit database. If the <Previous> value is specified as “0”,
nothing is rolled back. The target configuration must be unlocked at the time the <Rollback> operation
iS requested.

If the roll back operation is successful, the response contains both the <Rollback> and <Previous> tags.
If theroll back operation fails, the response can also contain the ErrorCode and ErrorM sg attributes that
indicate the cause of the rollback failure.

Table 2-5 describes the optional attributes that are specified with the <Rollback> operation by the client
application when rolling back a specified number of commits.

Table 2-5 Optional Attributes for Rollback Operation (Number of Commits)

Name Description

Label A unique user-specified label to be associated with the roll back in the Cisco CRS-1
Series router commit database. If specified, the label must begin with an alphabetic
character and cannot match any existing label in the Cisco CRS-1 Series router commit
database.

Comment |A user-specified comment to be associated with the roll back in the Cisco CRS-1 Series
router commit database.
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The following example shows arequest to roll back the configuration changes made during the previous
three commits. This request corresponds to the CLI command rollback configuration last 3.

Sample XML Request to Roll Back Configuration Changes to a Specified Number of Commits

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Rol | back>
<Pr evi ous>3</ Previ ous>
</ Rol | back>
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Ver si on="0">
<Rol | back>
<Pr evi ous>3</ Pr evi ous>
</ Rol | back>
</ Response>

Getting Rollback Changes

The client application can read a set of rollback changes using the <Get> operation along with the
<Configuration> request type tag when it includes both the Source attribute option RollbackChanges and
one of the additional attributes ToCommitlD or PreviousCommits.

The set of roll back changes are the changes that are applied when the <Rollback> operation is
performed using the same parameters. It isrecommended that the client application read or verify the set
of roll back changes before performing the roll back.

Thefollowing example showsthe use of the ToCommitl D attributeto get the rollback changesfor rolling
back to a specific commit. This request corresponds to the CLI command show rollback-changes to
1000000072.

Sample XML Client Request to Get Rollback Changes Using the ToCommitID Attribute

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration Source="Rol | backChanges” ToConmi t| D="1000000072"/>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">
<Cet >
<Confi guration Source="Rol | backChanges” ToConmi t| D="1000000072">

rol | back changes returned here

</ Confi guration>
</ Get >
</ Response>
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The following exampl e shows the use of the PreviousCommits attribute to get the roll back changes for
rolling back a specified number of commits. This request corresponds to the CL1 command show
rollback-changes last 4.

Sample XML Client Request to Get Roll Back Changes Using the PreviousCommits Attribute

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Get >
<Confi guration Source="Rol | backChanges” PreviousConmits="4"/>
</ Get>
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<CGet >
<Confi guration Source="Rol | backChanges” Previ ousComits="4">

rol | back changes returned here

</ Confi guration>
</ Get >
</ Response>

Getting Configuration History

The client application uses the <GetConfigurationHistory> operation to get information regarding the
most recent commits to the running configuration.

Table 2-6 describes the information that is returned for each commit.

Table 2-6  Returned Commit Information

Returned Commit Information Commit Information Description

<Commit| D> The unique ID associated with the commit.

<L abel> The optional label associated with the commit.

<UserID> The name of the user who created the configuration session within
which the commit was performed.

<Line> The line used to connect to the router for the configuration session.

<ClientName> The name of the client application that performed the commit.

<Timestamp> The date and time of the commit.

<Comment> The comment associated with the commit.
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Table 2-7 describes the optional attributes available with the <GetConfigurationHistory> operation.

Table 2-7  Optional Attributes to Get Configuration History

Name Description

Maximum Use the Maximum attribute to specify the maximum number of entries to return
from the commit history file. If the Maximum attribute is not included in the request
or if the Maximum value is greater than the actual number of entries in the commit
history file, all entries are returned. The commit entries are returned with the most
recent commit first in the list.

RollbackOnly  |Use the RollbackOnly Boolean attribute to specify whether the response should
contain only those commitsthat can be rolled back. In addition to the commit history
file, the Cisco CRS-1 Series router maintains acommit database of up to 20 records
corresponding to the last 20 commits that can be rolled back. The default value for
RollbackOnly is “false”. The <GetConfigurationHistory> operation used with a
RollbackOnly value of “false” corresponds to the CLI command show
configuration history. When the RollbackOnly attribute is specified as “true”, the
operation corresponds to the CLI command show rollback-points

The following example shows arequest to list the information associated with the previous three
commits. This request corresponds to the CLI command show configuration history 3.

Sample XML Request to List Configuration History Information for the Previous Three Commits

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Request Maj or Versi on="1" M nor Ver si on="0">
<Get Confi gurationHi story Maxi mun¥”3"/>

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Ver si on="0">
<Get ConfigurationHi story Maxi mun¥"3">
<Commi t Entry>
<Conmi t | D>1000000075</ Conmi t | D>
<Label >BGPUpdat el</ Label >
<User | D>ci sco</ User | D>
<Li ne>l i ne0</ Li ne>
<C i ent Nane>XM.Denp</ Cl i ent Nane>
<Ti mest anp>Wed June 18 19:16: 18 2003</Ti nest anp>
<Comment >BGP confi g updat e</ Comment >
</ Commit Entry>
<Commi t Entry>
<Conmi t | D>1000000074</ Conmi t | D>
<Label xsi:nill="true”>
<User | D>unknown</ User | D>
<Li ne>con0_0_0</ Li ne>
<C i ent Nane>CLI </ Cl i ent Nane>
<Ti mest anp>Wed June 18 03:08: 07 2003</Ti nest anp>
<Comment xsi:nill="true">
</ Conmi t Entry>
<Commi t Entry>
<Conmi t | D>1000000073</ Conmi t | D>
<Label >MyCDPUpdat e</ Label >
<User | D>nchonsky</ User | D>
<Li ne>l i nel</Li ne>
<C i ent Nane>XM.Denp</ Cl i ent Nane>
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<Ti mest anp>Tue June 17 11:07:55 2003</Ti nest anp>
<Comment >My CDP confi g updat e</ Comment >
</ Com t Entry>
</ Get Confi gurati onHi story>
</ Response>

Getting Configuration Session Information

The client application uses the <GetConfigurationSessions> operation to get the list of all users
configuring the Cisco CRS-1 Series router. In the case where the configuration is locked, the list
identifies the user holding the lock.

Table 2-8 describes the information that is returned for each configuration session.

Table 2-8 Returned Session Information

Returned Session Information Session Information Description

<Session| D> The unigque autogenerated 1D for the configuration session.

<UserID> The name of the user who created the configuration session.

<Line> The line used to connect to the router.

<ClientName> The user-friendly name of the client application that created the
configuration session.

<Since> The date and time of the creation of the configuration session.

<LockHeld> A Boolean operation indicating whether the session has an exclusive

lock on the running configuration.

The following example shows a request to get the list of users configuring the router. This request
corresponds to the CLI command show configur ation sessions.

Sample XML Request to Get List of Users Configuring the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Request Maj or Version="1" M nor Versi on="0">
<Get Confi gur ati onSessi ons/ >

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj or Versi on="1" M nor Ver si on="0">
<Get Confi gurati onSessi ons>
<Sessi on>
<Sessi onl D>00000070- 001610ae- 00000000</ Sessi onl D>
<User | D>ci sco</ User | D>
<Li ne>l i ne0</ Li ne>
<d i ent Name>XM.Denp</ C i ent Name>
<Since>Fri Jun 27 15:10:39 2003</ Si nce>
<LockHel d>t rue</ LockHel d>
</ Sessi on>
<Sessi on>
<Sessi onl D>00000070- 001650a4- 00000000</ Sessi onl D>
<User | D>unknown</ User | D>
<Li ne>con0_0_0</ Li ne>
<C i ent Name>XM.- Agent </ C i ent Nane>
<Si nce>Fri Jun 27 14:55:18 2003</Si nce>
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<LockHel d>f al se</ LockHel d>
</ Sessi on>
</ Get Confi gurati onSessi ons>
</ Response>

Replacing the Current Running Configuration

A client application replaces the current running configuration on the router with an off-the-box
configuration file by performing the following operations in sequence:

1. Lock the configuration.
2. Delete the entire configuration using a <Delete> operation along with the <Configuration/> tag.

3. Load the desired off-the-box configuration into the target configuration using one or more <Set>
operations (assuming that the entire desired configuration isavailablein XML format, perhaps from
aprevious <Get> of the entire configuration). As an alternative, use an appropriate copy command
enclosed within <CLI> tags.

4. Commit the target configuration.
The following example illustrates these steps:

Sample XML Request to Lock the Current Running Configuration

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Request Maj or Versi on="1" M nor Ver si on="0">
<Lock/ >

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>

<Response Maj orVersion="1" M nor Ver si on="0">
<Lock/ >

</ Response>

Sample XML Request to Delete the Current Running Configuration

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Del et e>
<Confi guration/>
</ Del et e>
</ Del et e>

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Del et e>
<Confi guration/ >
</ Del et e>
</ Response>

Sample XML Request to Set the Current Running Configuration

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Set >
<Confi guration>
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configuration data goes here

</ Confi guration>
</ Set >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj or Versi on="1" M nor Ver si on="0">
<Set >
<Configuration/>
</ Set >
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CHAPTER 3

Cisco CRS-1 Series XML Operational Requests
and Fault Management

A client application can send an extensible markup language (XML) request to get the Cisco CRS-1
Series Carrier Routing System (Cisco CRS-1 Series) router operational information using either anative
data <Get> request along with the <Operational > tag, or the equivalent command-line interface (CL1)
command. Although the CLI is more familiar to users, the advantage of using the <Get> request is that
the response data is encoded in XML format instead of being just uninterpreted text enclosed within
<CLI> tags.

The XML application programming interface (API) codeis available for use on any Cisco platform that runs
Cisco 10S XR software.

This chapter contains the following sections:
» Operational Get Requests, page 3-47
« Action Requests, page 3-48

Operational Get Requests

The content and format of operational <Get> requests are described in additional detail in Chapter 4,
“Cisco CRS-1 Series XML and Native Data Operations.”

The following example shows a <Get> request to retrieve the global Border Gateway Protocol (BGP)
process information. This request returns BGP process information similar to that displayed by the CLI
command show ip bgp process detail.

Sample XML Client Request to Get BGP Information

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Get >
<Qper ati onal >
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<d obal Processl nfo/ >
</ BGP>
</ Qper ati onal >
</ Get >
</ Request >

[ oL-4596-02
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Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">
<Cet >
<Qper ati onal >
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<d obal Processl nf 0>

<l nSt andal oneMbde>t r ue</ | nSt andal oneMbde>
<Rout er 1 D>10. 1. 0. 1</ Rout er | D>
<Conf i gur edRout er | D>33. 67. 205. 171</ Conf i gur edRout er | D>
<Local AS>3</ Local AS>
<Rest art Count >1</ Rest art Count >

returned data

<I sGraceful Restart>true</1sG aceful Restart>
<Restart Ti ne>180</ Restart Ti me>
<St al ePat hTi ne>300</ St al ePat hTi ne>
<RI BPur geTi neout >300</ RI BPur geTi neout >
<Updat eDel ay>55</ Updat eDel ay>
</ d obal Processl nf o>
</ BGP>
</ Oper ati onal >
</ Get >
</ Response>

Action Requests

A client application can send a <Set> request along with the <Action> tag to trigger unique actions on
the router. For example, an object may be set with an action request to inform the router to clear a
particular counter or reset some functionality. Most often this operation involves setting the value of a
Boolean object to “true”. The content and format of <Set> requests are described in additional detail in
Chapter 4, “Cisco CRS-1 Series XML and Native Data Operations.”

The following example shows an action request to clear the BGP performance statistics information.
This request is equivalent to the CLI command clear ip bgp performance-statistics.

Sample XML Request to Clear BGP Performance Statistics Information

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Set >
<Action>
<BGP Maj or Ver si on="0" M nor Ver si on="0">
<Cl ear Per f or manceSt at s>t r ue</ Cl ear Per f or manceSt at s>
</ BGP>
</ Acti on>
</ Set >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Set >
<Action/>
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</ Set >
</ Response>

Thefollowing is an additional example showing an action request to clear the peer drop information for
all BGP neighbors. This request is equivalent to the CLI command clear ip bgp peer-drops *.

Sample XML Request to Clear Peer Drop Information for All BGP Neighbors

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Set >
<Action>
<BGP Maj or Ver si on="0" M nor Ver si on="0">
<Cl ear Dr ops>
<Al'l >true</All>
</ C ear Dr ops>
</ BGP>
</ Action>
</ Set >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Set >
<Action/>
</ Set >
</ Response>

Cisco CRS-1 Series XML and Fault Management

When a client application successfully commits the target configuration to the Cisco CRS-1 Series
router’s running configuration, the configuration manager writes a single configuration change event to
system message logging (syslog). As aresult, a fault management event notification is written to the
Cisco CRS-1 Series Alarm Channel (that is, the Common Object Request Broker Architecture [ CORBA]
event notification channel for alarms) and subsequently forwarded to any registered configuration
agents.

Configuration Change Notification

Table 3-1 provides event notification for configuration changes information.

Table 3-1 Event Notifications

Event Notification |Description

userid The name of the user who performed the commit operation.
timestamp The date and time of the commit.

commit The unique ID associated with the commit.

The following example shows a configuration change notification:

RP/ 0/ 0/ 1: Sep 18 09: 43:42.747 : %CLI ENTLI BCFGMCGR- 6- CONFI G_CHANGE : A configuration comm t
by user root occurred at 'Wed Sep 18 09:43:42 2002 '. The configuration changes are saved
on the router in file: 010208180943.0

[ oL-4596-02
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Upon receiving the configuration change notification, a client application can then use the <L oad> and
<Get> operations to load and browse the changed configuration.
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CHAPTER I

Cisco CRS-1 Series XML and Native Data
Operations

Native data operations <Get>, <Set>, and <Delete> provide basic access to configuration and
operational dataresiding on the Cisco CRS-1 Series Carrier Routing System (Cisco CRS-1 Series)
router.

This chapter describes the content of the native data operations and provides an example of each
operation type.

The XML application programming interface (API) code is available for use on any Cisco platform that runs
Cisco |0S XR software.

Native Data Operation Content

The content of native data operations includes the request type and relevant object class hierarchy as
described in the following sections.

The operations are described in the following sections:
» Request Type Tag and Namespaces, page 4-52
» Object Hierarchy, page 4-52
» Dependencies Between Configuration Items, page 4-55
« Null Value Representations, page 4-56
» Operation Triggering, page 4-56
» Native Data Operation Examples, page 4-57
The following example shows a native data operation reguest:

Sample XML Client Native Data Operation Request

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Ver si on="0">
<Qperati on>
<Request Type>

obj ect hierarchy goes here

[ oL-4596-02
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</ Request Type>
</ Qper ati on>
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj or Versi on="1" M nor Ver si on="0">

<QOperati on>
<Request Type>

response content returned here

</ Request Type>
</ Qperati on>
</ Response>

Request Type Tag and Namespaces

The request type tag must follow the operation type tag within a native data operation request.

Table 4-1 describes the type of the request that must be specified as applying to one of the namespaces.

Table 4-1 Namespace Descriptions

Namespace

Description

<Configuration>

Provides access to the router configuration data anal ogous to command-line
interface (CLI) configuration commands. The allowed operations on
configuration data are <Get>, <Set>, and <Delete>.

<Operational >

Provides access to the router operational dataand is analogousto CLI show
commands. The only operation allowed on operational datais <Get>.

<Action>

Provides access to the action data, for example, the clear commands. The
only allowed operation on action data is <Set>.

<AdminOperational >

Provides access to the router administration operational data. The only
operation allowed on administration operational datais <Get>.

<AdminAction>

Provides access to the router administration action data, for example, the
clear commands. The only allowed operation on administration action data
is <Set>.

Object Hierarchy

A hierarchy of elementsisincluded to specify theitemsto get, set, or delete, and so on, after the request
type tag is specified. The precise hierarchy is defined by the Cisco CRS-1 Series XML component

schemas.
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You should use only the supported XML schema objects; therefore, do not attempt to write arequest for
other objects.

The Cisco CRS-1 Series XML schema information is mapped to the XML instance.

Main Hierarchy Structure

The main structure of the hierarchy consists of the native data model organized as atree of nodes, where
related dataitems appear in the same branch of the tree. At each level of the tree, a node is a container
of further, more specific sets of related data, or aleaf that holds an actual value.

For example, the first element in the configuration data model is <Configuration>, which contains all
possible configuration items. The children of this element are more specific groups of configuration,
such as <BGP> for Border Gateway Protocol (BGP) configuration, and <ISIS> for Intermediate
System-to-Intermediate System (ISIS) configuration. Beneath the <BGP> element the datais further
compartmentalized with the <Global> element for global BGP configuration and <BGPEntity> element
for per-entity BGP configuration. This compartmentalization continues down to the elements that hold
the values, the values being the character data of the element.

The following example shows the main hierarchy structure:

<Confi guration>
<BGP>

<d obal >
<Defaul t Metri c>10</ Defaul t Metric>

</ d obal >
<BGPEntity>

</ BGPEntity>

</ BGP>
<l SI S>

</1Sl s>
</ Confi guration>

Data can be retrieved at any level in the hierarchy—one particular data item can be examined, or all of
the dataitemsin a branch of the tree can be returned in one request (see Chapter 5, “ Cisco CRS-1 Series
XML and Native Data Access Techniques,” for details on how to do perform hierarchical dataretrieval).

Similarly, configuration data can be deleted at any granularity—one item can be deleted, or a whole
branch of related configuration can be deleted. So, for example, all BGP configuration can be deleted in
one request, or just the value of the default metric.

[ oL-4596-02
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Hierarchy Tables

One special type of container element is a table. Tables can hold any number of keyed entries, and are
used when there can be multiple instances of an entity. For example, BGP has a table of multiple
neighbors, each of which has a unique | P address "key" to identify it. In this case, the table element is
<NeighborTable>, and its child element signifying a particular neighbor is <Neighbor>. To specify the
key, an extension to the basic parent-child hierarchy is used, where a <Naming> element appears under
the child element, containing the key to the table entry.

The following example shows hierarchy tables:

<Confi guration>
<BGP>

<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
<Renot eAS>6</ Renpt eAS>
</ Nei ghbor >
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<| PV4Addr ess>10. 0. 101. 7</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>
<Renot eAS>7</ Renpt eAS>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>

</ BGP>
<I SI S>

</1SIS>
</ Confi guration>

Usetablesto access a specific dataitem for an entry (for example, getting the remote autonomous system
number for neighbor 10.0.101.6), or all data for an entry, or even all datafor all entries.

Tables also provide the extra feature of allowing the list of entriesin the table to be returned. See the
“XML Request Using Operation Scope (Content Attribute)” section on page 5-74 in Chapter 5, “ Cisco
CRS-1 Series XML and Native Data Access Techniques.”

Returned entriesfrom tables can be used to show all neighbors configured, for example, without showing
all of their data.

Tablesin the operational data model often have afurther feature when retrieving their entries. The tables
can befiltered on particular criteriato return just the set of entriesthat fulfill those criteria. For instance,
the table of BGP neighbors can be filtered on address family or autonomous system number or update

group, or al three. To apply afilter to atable, use another extension to the basic parent-child hierarchy,
where a <Filter> element appears under the table element, containing the criteria to filter on.

Cisco CRS-1 Series Carrier Routing System XML API Guide
m. 0OL-4596-02 |



| Chapter4

Cisco CRS-1 Series XML and Native Data Operations

Leaf Nodes

Native Data Operation Content

The following example shows table filtering:

<Qper ati onal >

<BGP>
<Nei ghbor Tabl e>
<Filter>

<BGP_AFFi |l ter>
<AF>| Pv4Uni cast </ AF>
</ BGP_AFFi | ter>

</Filter>
</ Nei ghbor Tabl e>
</ BGP>

</ Oper ati onal >

Theleaf nodes hold values and are generally simple one-value items where the element representing the
leaf node uses character data to specify the value (as in "<DefaultMetric>10</DefaultMetric>" in the
examplein the “Main Hierarchy Structure” section on page 4-53. In some cases there may be more than
one val ue to specify—for example, when you configure the administrative distance for an address family
(the <Distance> element), three values must be given together. Specifying more than one valueis
achieved by adding further child elements to the leaf, each of which indicates the particular value being
configured.

The following example shows leaf nodes:

<Confi guration>
<BGP>

<Di st ance>
<Ext er nal Rout es>20</ Ext er nal Rout es>
<I nt er nal Rout es>250</ | nt er nal Rout es>
<Local Rout es>200</ Local Rout es>

</ Di st ance>

</ BGP>
</ Confi guration>

Sometimes there may be even more structure to the values (with additional levelsin the hierarchy
beneath the <Distance> tag as a means for grouping the related parts of the data together), although they
are still only “setable” or “getable” as one entity. The extreme example of thisis that in some of the
information returned from the operational data model, all of the values pertaining to the status of a
particular object may be grouped as one leaf. For example, arequest to retrieve a particular BGP path
status returns all the values associated with that path.

Dependencies Between Configuration Items

Dependencies between configuration items are not articulated in the XML schema nor are they enforced
by the XML infrastructure; for example, if item A isthis value, then item B must be one of these values,
and so forth. The back-end Cisco CRS-1 Series operating system applications are responsible for

preventing inconsistent configuration from being set. In addition, the management agents are responsible
for carrying out the appropriate operations on dependent configuration items through the XML interface.

[ oL-4596-02
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Null Value Representations

The standard attribute “xsi:nil” is used with a value of “true” when a null value is specified for an
element in an XML request or response document.

The following example shows how to specify a null value for the element <HoldTime>:

<Nei ghbor >
<Ti mer s>
<KeepAl i ve>60</ KeepAl i ve>
<Hol dTi me xsi:nil="true"/>
</ Ti mer s>
</ Nei ghbor >

Any element that can be set to “nil” in an XML instance has the attribute “nillable” set to “true” in the
XML schema definition for that element. For example:

<xsd: el ement nane="Hol dTi ne” type="xsd: unsignedlint” nillable="true"/>

Any XML instance document that uses the nil mechanism must declare the “XML Schemafor Instance
Documents’ namespace, which contains the “xsi:nil” definition. Responses to native data operations
returned from the Cisco CRS-1 Series router declares the namespace in the operation tag. For example:

<Get xm ns:xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance” >

Operation Triggering

When structuring an XML request, the user should remember the following general rule regarding what
to specify in the XML for an operation to take place: Asaclient XML request is parsed by the

Cisco CRS-1 Series router, the specified operation takes place whenever a closing tag is encountered
after a series of one or more opening tags (but only when the closing tag is not the </Naming> tag).

The following example shows a request to get the BGP timer values for a particular BGP autonomous
system. In this example, the <Get> operation is triggered when the <Global Timers/> tag is encountered.

Sample XML Client Request to Trigger a <Get> Operation for BGP Timer Values

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<d obal >
<d obal Ti ners/ >
</ d obal >
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M nor Versi on="0">
<CGet >
<Confi guration>
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<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nanmi ng>
<AS>1</ AS>
</ Nam ng>
<d obal >
<d obal Ti mer s>
<Keepal i ve>60</ Keepal i ve>
<Hol dt i me>180</ Hol dt i me>
</ d obal Ti ner s>

</ @ obal >
</ AS>
</ BGP>
</ Configuration>

</ CGet >
</ Response>

Native Data Operation Examples

These sections provide examples of the basic <Set>, <Get>, and <Delete> operations:
» Set Configuration Data Request: Example, page 4-57
» Get Request: Example, page 4-58
« Get Request of Nonexistent Data: Example, page 4-60
« Delete Request: Example, page 4-61

Set Configuration Data Request: Example

The following example shows a native data request to set several configuration values for a particular
BGP neighbor. Because the <Set> operation in this exampleis successful, the response contains only the
<Set> operation and <Configuration> request type tags.

This request is equivalent to the following CLI commands:

router bgp 3
nei ghbor 10.0.101.6
renote-as 6
ebgp- mul ti hop 255
address-fam |y ipv4 unicast
prefix-list orf in
capability orf prefix-list both
exit
address-fam |y ipv4 nmulticast
prefix-list orf in
exit
exit
exit

Sample XML Client Request to <Set> Configuration Values for a BGP Neighbor

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj orVersion="1" M nor Versi on="0">
<Set >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nam ng>
<AS>3</ AS>
</ Nam ng>
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<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<| PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
<Renot eAS>6</ Renot eAS>
<EBGPMuI t i hopMaxHopCount >255</ EBGPMul t i hopMaxHopCount >
<Nei ghbor AFTabl e>
<Nei ghbor AF>
<Nam ng>
<AF>| Pv4Uni cast </ AF>
</ Nam ng>
<Activate>true</Activate>
<PrefixListFilterln>orf</PrefixListFilterln>
<Adverti seORF>Bot h</ Adverti seORF>
</ Nei ghbor AF>
<Nei ghbor AF>
<Nani ng>
<AF>| Pv4dMul ti cast </ AF>
</ Nam ng>
<Acti vat e>true</ Activat e>
<PrefixListFilterln>orf</PrefixListFilterln>
</ Nei ghbor AF>
</ Nei ghbor AFTabl e>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Set >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj or Versi on="1" M nor Ver si on="0">
<Set >
<Configuration/>
</ Set >
</ Response>

Get Request: Example

The following example shows a native data request to get the address independent configuration values
for a specified BGP neighbor (using the same values set in the previous example).

Sample XML Client Request to <Get> Configuration Values for a BGP Neighbor

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Version="1" M nor Versi on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<BGPEntity>
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<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M nor Versi on="0">
<Get >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>
<Renpt eAS>6</ Renpt eAS>
<EBGPMuI t i hopMaxHopCount >255</ EBGPMuI t i hopMaxHopCount >
<Nei ghbor AFTabl e>
<Nei ghbor AF>
<Nani ng>
<AF>| Pv4Uni cast </ AF>
</ Nami ng>
<Activate>true</Activate>
<PrefixListFilterln>orf</PrefixListFilterln>
<Adverti seORF>Bot h</ Adverti seORF>
</ Nei ghbor AF>
<Nei ghbor AF>
<Nanmi ng>
<AF>| Pv4Mul ti cast </ AF>
</ Nam ng>
<Activate>true</Activate>
<PrefixListFilterln>orf</PrefixListFilterln>
</ Nei ghbor AF>
</ Nei ghbor AFTabl e>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>

[ oL-4596-02
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Get Request of Nonexistent Data: Example

The following example shows a native data request to get the configuration values for a particular BGP
neighbor similar to the previous example. However, in this example the client application is requesting
the configuration for a nonexistent neighbor. Instead of returning an error, the Cisco CRS-1 Series router
returns the requested object class hierarchy, but without any data.

Note  Whenever aclient application attempts to get nonexistent data, the Cisco CRS-1 Series router usually
cannot treat this as an error and returns the empty object class hierarchy in the response.

Sample XML Client Request to <Get> Configuration Data for a Nonexistent BGP Neighbor

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Version="1" M nor Ver si on="0">
<Get >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 99</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess
<| PV4Addr ess>10. 0. 101. 99</ | PV4AAddr ess>
</ | PAddr ess
</ Nami ng>

no data returned
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<Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>

Delete Request: Example

The following example shows a native data request to del ete the address-independent configuration for
aparticular BGP neighbor. Note that if a request is made to delete an item that does not exist in the
current configuration, an error is not returned to the client application. So in the following example, the
returned result is the same as in the previous example: the empty <Delete/> tag, whether or not the
specified BGP neighbor exists.

This request is equivalent to the following CLI commands:

router bgp 3
no nei ghbor 10.0.101.9
exit

Sample XML Client Request to <Delete> the Address-Independent Configuration Data for a BGP Neighbor

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Del et e>
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nami ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 9</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Del et e>

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M nor Versi on="0">
<Del et e>
<Configuration/>
</ Del et e>
</ Response>
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CHAPTER 5

Cisco CRS-1 Series XML and Native Data Access
Techniques

This chapter describes the various techniques or strategies you can use to structure native data operation
requests to access the information needed within the extensible markup language (XM L) schema object
class hierarchy.

The XML application programming interface (API) codeis available for use on any Cisco platform that runs
Cisco 10S XR software.

Available Set of Native Data Access Techniques

The available native data access techniques are as follows:

Request all datain the configuration hierarchy. See “XML Request for All Configuration Data”
section on page 5-64.

Request all configuration data for a component. See “XML Request for All Configuration Data per
Component” section on page 5-64.

Request all data within a container. See the “XML Request for Specific Data Items” section on
page 5-66.

Combine object class hierarchies within a request. See the “XML Request with Combined Object
Class Hierarchies” section on page 5-67.

Use wildcardsin order to apply an operation to a set of entries within atable (Match attribute). See
the “XML Request Using Wildcarding (Match Attribute)” section on page 5-70.

Repeat naming information in order to apply an operation to multiple instances of an object. Seethe
“XML Request for Specific Object Instances (Repeated Naming Information)” section on
page 5-72.

Perform a one-level <Get> in order to “list” the naming information for each entry within atable
(Content attribute). See the “XML Request Using Operation Scope (Content Attribute)” section on
page 5-74.

Specify the maximum number of table entries to be returned in aresponse (Count attribute). See the
“Limiting the Number of Table Entries Returned (Count Attribute)” section on page 5-76.

Use custom filterstofilter table entries (Filter element). Seethe* Custom Filtering (Filter Element)”
section on page 5-77.
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Note

The actual data returned in a <Get> request depends on the value of the Source attribute as defined in
the “ Getting Configuration Data” section on page 2-26.

Theterm “container” isused in this document as a general reference to any grouping of related data, for
example, all of the configuration data for a particular Border Gateway Protocol (BGP) neighbor. The
term “table” is used more specifically to denote a type of container that holds alist of named
homogeneous objects. For example, the BGP neighbor address table contains a list of neighbor
addresses, each of which isidentified by its |P address. All table entries in the Cisco CRS-1 Series
Carrier Routing System (Cisco CRS-1 Series) XML API are identified by the unique value of their
<Naming> element.

XML Request for All Configuration Data

Use the empty <Configuration/> tag to retrieve the entire configuration object class hierarchy.

The following example shows how to get the entire configuration hierarchy by specifying the empty
<Configuration/> tag.

Sample XML Client Request to <Get> the Entire Configuration Object Class Hierarchy

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Configuration/>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router
<?xm version="1.0" encodi ng="UTF-8"?>
<Response Mj orVersion="1" M nor Versi on="0">
<Cet >
<Confi guration>

response data goes here

</ Confi guration>
</ Get >
</ Response>

XML Request for All Configuration Data per Component

All the configuration data for a component is retrieved by specifying the highest level tag for the
component.

In the following example, all the configuration data for BGP is retrieved by specifying the empty
<BGP/> tag.

Sample XML Client Request for All BGP Configuration Data

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
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<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0"/>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M nor Versi on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">

response data goes here

</ BGP>
</ Confi guration>
</ Get >
</ Response>

XML Request for All Data Within a Container

All data within a containers is retrieved by specifying the configuration or operational object class
hierarchy down to the containers of interest, including any naming information as appropriate.

The following example shows how to retrieve the configuration for the BGP neighbor with address
10.0.101.6:

Sample XML Client Request to Get All Address Family-Independent Configuration Data Within a BGP Neighbor
Container

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nam ng>
<AS>3</ AS>
</ Nam ng>
<BGPENtity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4AAddr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >
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Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPENtity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>
<Renpt eAS>6</ Renpt eAS>
<EBGPMuI t i hopMaxHopCount >255</ EBGPMuI t i hopMaxHopCount >
<Nei ghbor AFTabl e>
<Nei ghbor AF>
<Nami ng>
<AF>| Pv4Uni cast </ AF>
</ Nami ng>
<Acti vate>true</ Acti vat e>
<PrefixListFilterln>orf</PrefixListFilterln>
<Adverti seORF>Bot h</ Adverti seORF>
</ Nei ghbor AF>
<Nei ghbor AF>
<Nani ng>
<AF>| Pv4Mul ti cast </ AF>
</ Nam ng>
<Activate>true</Activate>
<PrefixListFilterln>orf</PrefixListFilterln>
</ Nei ghbor AF>
</ Nei ghbor AFTabl e>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>

XML Request for Specific Data Items

The value of a specific dataitem (leaf object) can be retrieved by specifying the configuration or
operational object class hierarchy down to the item of interest, including any naming information as
appropriate.

The following example shows how to retrieve the values of the two data items <RemoteAS> and
<EBGPM ultihopM axHopCount> for the BGP neighbor with address 10.0.101.6:

Sample XML Client Request for Two Specific Data Items: RemoteAS and EBGPMultihopMaxHopCount

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<CGet >
<Confi guration>
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<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
<Renot eAS/ >
<EBGPMuI t i hopMaxHopCount / >
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<| PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
<Renpt eAS>6</ Renpt eAS>
<EBGPMuI t i hopMaxHopCount >255</ EBGPMuI t i hopMaxHopCount >
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>

XML Request with Combined Object Class Hierarchies

Multiple object class hierarchies can be specified in arequest. For example, a portion of the hierarchy
can be repeated, and multiple instances of a child object class can be included under a parent.

Cisco CRS-1 Series Carrier Routing System XML API Guide
I oL s05a2 g 567 |



Chapter5  Cisco CRS-1 Series XML and Native Data Access Techniques |

M Available Set of Native Data Access Techniques

The object class hierarchy may also be compressed into the most “efficient” XML. In other words, it is
not necessary to repeat hierarchies within arequest.

Before combining multiple operations inside one <Get> tag, the following limitations should be noted
for Release 3.0. Any operations that request multiple items of data must be sent in a separate XML
request. They include:

- Anoperation to retrieve all data beneath a container. For more information, see* XML Request for
All Data Within a Container” section on page 5-65.

- Anoperationto retrievethelist of entriesin atable. For moreinformation, see“ XML Request Using
Operation Scope (Content Attribute)” section on page 5-74.

- An operation which includes a wildcard. For more information, see “XML Request Using
Wildcarding (Match Attribute)” section on page 5-70.

If an attempt is made to make such an operation followed by another operation within the same request,
the following error will be returned:

XML Service Library detected the ‘fatal’ condition. The XML docunment which led to
this response contained a request for a potentially |arge amount of data, which
could return a set of iterators. The docunent al so contained further requests for
data, but these nust be sent in a separate XM. docunent, in order to ensure that
they are servi ced.

The error indicates that the operations must be separated out into separate XML requests.

The following two examples illustrate two different object class hierarchies that retrieve the same data:
the value of the leaf object <RemoteA S> and <EBGPM ultihopMaxHopCount> for the BGP neighbor
with the address 10.0.101.6 and all of the configuration data for the BGP neighbor with the address
10.0.101.7:

Example 1: Verbose Form of a Request Using Duplicated Object Class Hierarchies

Sample XML Client Request for Specific Configuration Data Values

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 6</ | PV4AAddr ess>
</ | PAddr ess>
</ Nam ng>
<l-- Gets the following two | eaf objects for this neighbor -->
<Renot eAS/ >
<EBGPMuI t i hopMaxHopCount / >
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
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<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<l-- Gets all configuration data for this neighbor -->
<l PV4Addr ess>10. 0. 101. 7</ | PVAAddr ess>
</ | PAddr ess>
</ Nami ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M nor Versi on="0">
<Get >
<Confi guration>

response data returned here for
nei ghbor 10.0.101.6

</ Confi guration>
</ Get >
<Get >

<Confi guration>

response data returned here
nei ghbor 10.0.101.7

</ Confi guration>
</ Get>
</ Response>

Example 2: Compact Form of a Request Using Compressed Object Class Hierarchies

Sample XML Client Request
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Get >
<Confi guration>
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<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
<l-- Gets the following two |eaf objects for this neighbor -->
<Renot eAS/ >
<EBGPMuI t i hopMaxHopCount / >
</ Nei ghbor >
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<l-- Gets all configuration data for this neighbor -->
<| PV4Addr ess>10. 0. 101. 7</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Cet >
<Confi guration>

response data returned here for both
nei ghbors

</ Confi guration>
</ Get >
</ Response>

XML Request Using Wildcarding (Match Attribute)

Wildcarding of naming information is provided by means of the Match attribute. Match="*" can be used
on any Naming attribute within a <Get> or <Delete> operation to effectively specify awildcarded value
for that attribute. The operation applies to all instances of the requested objects.

“*” isthe only value supported for Match, though other wildcarding or matching specifications may be
supported in the future. The Match attribute is comprehensively supported for table entries in the
<Configuration> namespace, but in the <Operational> space the limitation currently exists that

nonwildcarded naming information cannot appear in the hierarchy below wildcarded naming
information.
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Note Although partial wildcarding of Nodel Dsis not available in XML, each element of the NodelD has to
be wildcarded, similar to the support on the CLI of */*/* as the only wildcards supported for locations.

The following example shows how to use the Match attribute to get the <RemoteAS> value for all
configured BGP neighbors.

Sample XML Client Request Using the Match Attribute Wildcarding

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddress Match="*"/>
</ Nami ng>
<Renot eAS/ >
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<| PV4Addr ess>10. 0. 101. 1</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
<Renot eAS>1</ Renot eAS>
</ Nei ghbor >
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 2</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>
<Renpt eAS>2</ Renot eAS>
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</ Nei ghbor >
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 3</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
<Renot eAS>3</ Renot eAS>
</ Nei ghbor >

data for nore neighbors
returned here

</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>

XML Request for Specific Object Instances (Repeated Naming Information)

Wildcarding allows the client application to effectively specify all instances of a particular object.
Similarly, the client application might have a need to specify only alimited set of instances of an object.
Specifying object instances can be done by simply repeating the naming information in the request.

The following example shows how to retrieve the address independent configuration for three different
BGP neighbors, that is, the neighbors with addresses 10.0.101.1, 10.0.101.6, and 10.0.101.8, by
repeating the naming information, once for each desired instance.

Sample XML Client Request Using Repeated Naming Information for BGP <NeighborAddress> Instances

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 1</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<| PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
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</ | PAddr ess>
</ Nam ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<| PV4Addr ess>10. 0. 101. 8</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
<Nei ghbor Tabl e>
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 1</ | PV4Addr ess>
</ | PAddr ess>
</ Nami ng>

data returned for 1st nei ghbor

</ Nei ghbor >
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<| PV4Addr ess>10. 0. 101. 6</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>

data returned for 2nd nei ghbor

</ Nei ghbor >
<Nei ghbor >
<Nani ng>
<| PAddr ess>
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<| PV4AAddr ess>10. 0. 101. 6</ | PV4Addr ess>

</ | PAddr ess>
</ Nam ng>

data returned for 3rd nei ghbor

</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>

XML Request Using Operation Scope (Content Attribute)

The Content attribute is used on any table element in order to specify the scope of a <Get> operation.
Table 5-1 describes the content attribute values are supported.

Table 5-1 Content Attributes

Content Attribute  |Description

All Useto get all leaf items and their values. All is the default when the Content
attribute is not specified on atable element.
Entries Use to get the Naming information for each entry within a specified table object

class. Entries provides a one-level get capability.

If the Content attribute is specified on a nontable element, it isignored. Note also that the Content and
Count attributes can be used together on the same table element.

The following example displays the Content attribute that is used to list all configured BGP neighbors:

Sample XML Client Request Using the All Content Attribute

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Cet >
<Confi guration>
<BGP Mj or Ver si on="1"
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPENtity>
<Nei ghbor Tabl e Content="Entries”/>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

M nor Ver si on="0">
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<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">
<Get >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPENtity>
<Nei ghbor Tabl e Content="Entries”>
<Nei ghbor >
<Nami ng>
<| PAddr ess>

Available Set of Native Data Access Techniques

<| PV4Addr ess>10. 0. 101. 1</ | PV4Addr ess>

</ | PAddr ess>
</ Nam ng>
</ Nei ghbor >
<Nei ghbor >
<Nami ng>
<| PAddr ess>

<| PV4Addr ess>10. 0. 101. 2</ | PV4Addr ess>

</ | PAddr ess>
</ Nami ng>
</ Nei ghbor >
<Nei ghbor >
<Nani ng>
<| PAddr ess>

<| PV4Addr ess>10. 0. 101. 3</ | PV4Addr ess>

</ | PAddr ess>
</ Nam ng>
</ Nei ghbor >
<Nei ghbor >
<Nami ng>
<| PAddr ess>

<| PV4AAddr ess>10. 0. 101. 4</ | PV4Addr ess>

</ | PAddr ess>
</ Nam ng>
</ Nei ghbor >

nmore nei ghbors returned here

</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >
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Limiting the Number of Table Entries Returned (Count Attribute)

The Count attribute is used on any table element within a <Get> operation to specify the maximum

number of table entries to be returned in a response. When the Count attribute is specified, the naming
information within the request is used to identify the starting point within thetable, that is, thefirst table
entry of interest. If no naming information is specified, the response starts at the beginning of the table.

For a table whose entries are containers, the Count attribute can be used only if the Content attributeis
also specified with a value of Entries. This restriction does not apply to a table whose children are leaf
nodes.

As an alternative to the use of the Count attribute, the Cisco CRS-1 Series XML interface supports the
retrieval of large XML responses in blocks through iterators. For more information on iterators, see
Chapter 7, “Cisco CRS-1 Series XML and Large Data Retrieval (Iterators).”

The following example shows how to use the Count attribute to retrieve the configuration information
for the first five BGP neighbors starting with the address 10.0.101.1:

Sample XML Client Request Using the Count Attribute

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<BGPEntity>
<Nei ghbor Tabl e Count ="5">
<Nei ghbor >
<Nani ng>
<| PAddr ess>
<l PV4Addr ess>10. 0. 101. 1</ | PV4AAddr ess>
</ | PAddr ess>
</ Nami ng>
</ Nei ghbor >
</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<BGPENtity>
<Nei ghbor Tabl e Count ="5">
<Nei ghbor >
<Nami ng>
<| PAddr ess>
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<| PV4AAddr ess>10. 0. 101. 1</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>

data for 1st nei ghbor returned
here

</ Nei ghbor >
<Nei ghbor >
<Nami ng>
<| PAddr ess>
<| PV4Addr ess>10. 0. 101. 2</ | PV4Addr ess>
</ | PAddr ess>
</ Nam ng>

data returned for 2nd nei ghbor
here

</ Nei ghbor >

data returned for remaining
nei ghbors here

</ Nei ghbor Tabl e>
</ BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>

Custom Filtering (Filter Element)

Some of the tables from the operational hamespace support the selection of rows of interest based on
predefined filtering criteria. Filters can be applied to such tablesin order to reduce the number of table
entries retrieved in arequest.

Client applications specify filtering criteria for such tables by using the <Filter> tag and including the
filter specific parameters as defined inthe XML schemadefinition for that table. If no table entries match
the specified filter criteria, the response contains the object class hierarchy down to the specified table,
but does not include any table entries. The Content attribute can be used with afilter to specify the scope
of a <Get> request.
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In the following example, the filter <BGP_ASFilter> is used to retrieve operational information for all
neighbors in autonomous system 6:

Sample XML Client Request Using Filtering

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Cet >
<Qper ati onal >
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<Nei ghbor Tabl e>
<Filter>
<BGP_ASFil ter>
<AS>6</ AS>
</ BGP_ASFi |l ter>
<Filter>
</ Nei ghbor Tabl e>
</ BGP>
</ Oper ati onal >
</ Get >
</ Request >

Sample Filtered XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M nor Versi on="0">
<CGet >
<Qper ati onal >
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<Nei ghbor Tabl e>

<Filter>
<BGP_ASFil ter>
<AS>6</ AS>
</ BGP_ASFi |l ter>
</Filter>
<Nei ghbor >

data for 1st neighbor returned here

</ Nei ghbor >
<Nei ghbor >

data for 2nd nei ghbor returned here
returned here

</ Nei ghbor >

data for remaining neighbors returned
here

</ Nei ghbor Tabl e>
</ BGP>
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</ Qper ati onal >
</ Get >
</ Response>
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CHAPTER 6

Cisco CRS-1 Series XML and Encapsulated CLI
Operations

The extensible markup language (XML) interface for the Cisco CRS-1 Series Carrier Routing System
(Cisco CRS-1 Series) provides support for XML encapsulated command-lineinterface (CLI) commands
and responses.

This chapter provides information on XML CLI command tags.

The XML application programming interface (API) code is available for use on any Cisco platform that runs
Cisco |0S XR software.

XML CLI Command Tags

Note

A client application can request a CLI command by encoding the text for the command within a pair of
<CLI> start and </CLI> end tags, and <Configuration> tags. The router responds with the uninterpreted
CLI text result.

XML encapsulated CLI commands use the same target configuration as the corresponding XML
operations <Get>, <Set>, and <Delete>.

When used for CL | operations, the <Configuration> tag supports the optional Operation attribute, which
can take one of the values listed in Table 6-1.

Table 6-1 Operational Attribute Values

Operational Attribute Value Operational Attribute Value Description
Apply Specifies that the commands should be executed or applied
(default).
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Table 6-1 Operational Attribute Values (continued)

Help

Gets help on the last command in the list of commands sent in the
request. There should not be any empty lines after the last command
(because the last command is considered to be the one on the last
line)

CommandCompletion

Completes the last keyword of the last command. Apart from not
allowing empty lines at the end of the list of commands sent in the
request, when this option is used there should not be any white
spaces after the partial keyword to be compl eted.

The following example uses the <CL|> operation tag:

Sample XML Client Request for CLI Command Using CLI Tags

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<CLI >
<Confi guration>
router bgp 3
default-metric 10
timers bgp 80 160
exit
show config
</ Confi guration>
</ CLI >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M nor Versi on="0">
<CLI >
<Confi guration>
Bui | di ng configuration...
router bgp 3
default-metric 10
timers bgp 80 160
end
</ Confi guration>
</ CLI >
</ Response>

CLI Command Limitations

The initial CLI command support through XML islimited to CLI configuration and subsequent

responses wrapped in <CLI> tags.

The following conditions are not supported:
» <Operational> namespace commands.
» <Action> namespace commands.

» Sending arequest in <CLI> format and getting back an XML encoded response.

» Sending an XML encoded request and getting back a response in <CLI> format.

« “Long running” commands, for example, “ping” and “top.”
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- Iteratorsin responsesto CLI commands such as the show run and show configuration commands.

« Multiple simultaneous CLI requests; that is, only one XML request can be issued at a time across
all client sessions on the router.
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CHAPTER ;

Cisco CRS-1 Series XML and Large Data
Retrieval (Iterators)

The extensible markup language (XML) for the Cisco CRS-1 Series router supportstheretrieval of large
XML responses in blocks (that is, in chunks or sections).

The XML application programming interface (API) codeis available for use on any Cisco platform that runs
Cisco 10S XR software.

This chapter provides information on large data retrieval. See the section* Terminating an Iterator” for
information on terminating an iterator.

When a client application makes a request, the resulting response data size is checked to determineiif it
islarger than a predetermined block size. If itisnot larger, then the complete datais returned in anormal
response. However, if the response datais larger than the block size, then the first set of datais returned
according to the block size along with an iterator ID included as the value of the Iterator| D attribute. The
client must then send <GetNext> requests including the iterator ID until all the datais retrieved. The
client application knowsthat all of the dataisretrieved when it receives aresponse that does not contain
an lterator|D attribute.

The following points should be noted by the client application when iterators are used:

» Theblock sizeisafixed value specific to each transport mechanisms on the router, that is, the XML
agent for Common Object Request Broker Architecture (CORBA) and Secure Shell (SSH) or Telnet.
No mechanism is provided for the client application to specify a desired block size.

» Theblock size refersto the entire XML response, not just the payload portion of the response.

- Large responses are divided based on the requested block size, not on the contents. However, each
response is always a complete XML document.

» Requests containing multiple operations are treated as a single entity when the block size and
IteratorID are applied. As aresult, the IteratorID is an attribute of the <Response> tag, never of an
individual operation.

- If theclient application sends arequest that includes an operation resulting in the need for an iterator
to return all of the response data, any further operations contained within that request are rejected.
The rejected operations are resent in another request.

- The lteratorlD is an unsigned 32-bit value that should be treated as opaque data by the client
application. Furthermore, the client application should not assume that the IteratorID is constant
between <GetNext> operations.
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To reduce memory overhead and avoid memory starvation of the router, the following limitations are
placed on the number of allowed iterators:

e 10—Maximum number of iterators allowed at any one time on a given client session.
» 100—Maximum number of iterators allowed at any one time for all client sessions.

Note  If a<Get>request isissued that resultsin an iterated response, it is counted as 1 iterator, regardless of
the number of <GetNext> operations required to retrieve all of the response data. For example, a <Get>
request may require 10, 100, or more <GetNext> operations to retrieve all of the associated data, but
during this process only 1 iterator is being used. Also, an iterator is considered to be in use until all of
the response data associated with that iterator (that is, al of the response dataassociated with theoriginal
<Get> request) isretrieved or the iterator is terminated with the Abort attribute.

The following example shows a client request that utilizes an iterator to retrieve all global Border
Gateway Protocol (BGP) configuration data for a specified autonomous system:

Sample XML Client Request to Retrieve All BGP Configuration Data

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<d obal / >
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router Containing the First Block of Retrieved Data

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Mj orVersion="1" M norVersion="0" IteratorlD="1">
<Get >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<d obal >

1st bl ock of data returned here

</ d obal >

<AS>
</ BGP>
</ Confi guration>

<Get >
</ Response>
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Second XML Client Request Using the <GetNext> Iterator to Retrieve the Next Block of BGP Configuration Data

<?xm version="1.0" encodi ng="UTF-8"?>

<Request Maj or Versi on="1" M nor Ver si on="0">
<Get Next lteratorlD="1"/>

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router Containing the Second Block of Retrieved Data

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Mj orVersion="1" M norVersion="0" IteratorlD="1">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nam ng>
<d obal >

2nd bl ock of data returned here

</ d obal >
</ AS>
</ BGP>
</ Confi guration>
<Cet >
</ Response>

Third XML Client Request Using the <GetNext> Iterator to Retrieve the Next Block of BGP Configuration Data

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Request Maj or Version="1" M nor Versi on="0">
<Get Next lteratorlD="1"/>

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router Containing Third Block of Retrieved Data

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Mj orVersion="1" M norVersion="0" IteratorlD="1">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<d obal >

3rd bl ock of data returned here

</ d obal >
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>
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Final XML Client Request Using the <GetNext> Iterator to Retrieve the Last Block of BGP Configuration Data

<?xm version="1.0" encodi ng="UTF-8"?>

<Request Maj or Versi on="1" M nor Versi on="0">
<Get Next lteratorlD="1"/>

</ Request >

Final XML Response from the Cisco CRS-1 Series Router Containing the Final Block of Retrieved Data

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nam ng>
<d obal >

Fi nal bl ock of data returned here

</ d obal >
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Response>

Terminating an lterator

A client application may terminate an iterator without retrieving all of the response data by including an
Abort attribute with a value of “true” on the <GetNext> operation. A client application that does not
complete or terminate its requests risks running out of iterators.

The following example shows a client request using the Abort attribute to terminate an iterator:

Sample XML Request

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Versi on="0">
<CGet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<d obal / >
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >
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Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Mj orVersion="1" M norVersion="0" IteratorlD="2">
<Get >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<d obal >

1st bl ock of data returned here

</ d obal >
<AS>
</ BGP>
</ Confi guration>
<CGet >
</ Response>

Sample XML Request Using the Abort Attribute to Terminate an Iterator

<?xm version="1.0" encodi ng="UTF-8"?>

<Request Maj or Versi on="1" M nor Ver si on="0">
<Get Next lteratorlD="2" Abort="true"/>

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Response Maj orVersion="1" M nor Versi on="0">
<Get Next lteratorlD="2" Abort="true"/>

</ Response>

Terminating an Iterator
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Cisco CRS-1 Series XML Security

Specific security privileges are required for a client application requesting information from the
Cisco CRS-1 Series Carrier Routing System (Cisco CRS-1 Series) router.

The extensible markup language (XML) application programming interface (API) codeis available for use
on any Cisco platform that runs Cisco 10S XR software.

This chapter contains the following sections:
« Authentication, page 8-91
» Authorization, page 8-91
» Retrieving Task Permissions, page 8-92
» Task Privileges, page 8-93
» Task Names, page 8-93
« Authorization Failure, page 8-94

Authentication

User authentication through authentication, authorization, and accounting (AAA) is handled on the
router by the transport-specific XML agent and is not exposed through the XML interface.

Authorization

Every operation request by a client application is authorized. If the client is not authorized to perform an
operation, the operation is not performed by the Cisco CRS-1 Series router and an error is returned.

Authorization of client requestsis handled through the standard AAA “task permissions’ mechanism.

The XML agent cachesthe AAA user credential s obtained from the user authentication process, and then
each client provides these to the XML infrastructure on the Cisco CRS-1 Series router. As aresult, no
AAA information needs to be passed in the XML reguest from the client application.

Each object class in the schema has atask |D associated with it. A client application’s capabilities and
privilegesin terms of task IDs are exposed by AAA through a show command. A client application can
use the XML interface to retrieve the capabilities prior to sending configuration requests to the router.
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A client application requesting an operation through the XML interface must have the appropriate task
privileges enabled/assigned for any objects accessed in the operation:

- <Get> operations require AAA “read” privileges.
e <Set> and <Delete> operations require AAA “write” privileges.

The“configuration services’ operations through configuration manager can also require the appropriate
predefined task privileges.

If an operation requested by a client application fails authorization, an appropriate <Error> element is
returned in the response sent to the client. For “ native data” operations, the <Error> element is associated
with the specific element or object classes where the authorization error occurred.

Retrieving Task Permissions

A client application’s capabilities and privileges in terms of task permissions are exposed by AAA
through command-line interface (CL1) show commands. A client application can also use the XML
interface to programatically retrieve the current AAA capabilities from the router. Thisretrieval can be
done by issuing the appropriate <Get> request to the <AAA> component.

The following example shows arequest to retrieve all of the AAA configuration from the router:

Sample XLM Request to Retrieve AAA Configuration Information

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<AAA Maj or Ver si on="1" M nor Versi on="0"/>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj or Versi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<AAA Maj or Ver si on="1" M nor Ver si on="0">

AAA configuration returned here

</ AAA>
</ Confi guration>
</ Get>
</ Response>
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Task Privileges

A client application requesting a native data operation through the XML interface must have the
appropriate task privileges enabled/assigned for any items accessed in the operation, as follows:

» <Get>, <GetNext>, and <GetVersionlnfo> operations require AAA “read” privileges.
e <Set> and <Delete> operations require AAA “write” privileges.

The“configuration services’ operations through configuration manager can also require the appropriate
predefined task privileges.

Task Names

Each object (that is, dataitem or table) exposed through the Cisco CRS-1 Series XML interface and
accessible to the client application has one or more task hames associated with it. The task names are
published in the XML schema documents as <appinfo> annotations.

For example, the complex type definition for the top-level element in the Border Gateway Protocol
(BGP) configuration schema contains the following annotation:
<xsd: appi nf 0>

<Maj or Ver si on>1</ Maj or Ver si on>

<M nor Ver si on>0</ M nor Ver si on>

<Taskl dl nf o TaskGr oupi ng="Si ngl e" >

<TaskNanme>bgp</ TaskNanme>

</ Taskl dl nf o>

</ xsd: appi nf o>

Here is another example from a different component schema. This annotation includes a list of task
names.
<xsd: appi nf 0>
<Maj or Ver si on>1</ Maj or Ver si on>
<M nor Ver si on>0</ M nor Ver si on>
<Taskl dl nf o TaskG oupi ng="And" >
<TaskName>ouni </ TaskNanme>
<TaskNanme>npl s-t e</ TaskNane>
</ Taskl dI nf o>
</ xsd: appi nf o>

The task names indicate what permissions are required to access the data below the object. In this
example, thetask names* ouni” and “mpls-te” have been specified for the object. These task names apply
to this object and are inherited by all of the object’s descendents in the schema, unless a descendant has
atask names of its own, in which case the descendant (and all of its descendants) assumes the more
specific task name (that is, overriding the task name of the ancestor). Essentially, the rule for a particul ar
object isthat it assumes the task name of the closest ancestor for which there is atask name specified in
the schema.

The TaskGrouping attribute is used to specify the logical relationship between the task names when
multiple task names are specified for an object. For example, for a client application to issue a <Get>
request for the object containing the annotation shown in the example, the corresponding AAA user
credentials must have “read” permissions set for both the “ouni” and “mpls-te” tasks. The possible
values for the TaskGrouping attribute are And, Or, and Single. Singleis used when thereisonly asingle
task name specified for the object.
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Authorization Failure

If an operation requested by a client application fails authorization, an appropriate <Error> element is
returned in the response sent to the client. For “ native data” operations, the <Error> element is associated
with the specific element or object where the authorization error occurred.

If aclient application issues a <Get> request to retrieve all data below a container object, and if any
subsections of that data require permissions that the user does not have, then an error is not returned.
Instead, the subsection of datais not included in the <Get> response.
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CHAPTER 9

Cisco CRS-1 Series XML Schema Versioning

Before the Cisco CRS-1 Series Carrier Routing System (Cisco CRS-1 Series) can carry out a client
application request, it must verify version compatibility between the client request and router component
versions.

A major and minor version number are carried on the <Request> and <Response> elements to indicate
the overall Cisco CRS-1 Series extensible markup language (XML) application programming interface
(API) version in use by the client application and router. In addition, each component XML schema
exposed through the Cisco CRS-1 Series XML API has a major and minor version number associated
with it.

The XML API codeisavailable for use on any Cisco platform that runs Cisco |0S XR software.

This chapter describes the format of the version information exchanged between the client application
and the Cisco CRS-1 Series router, and how the Cisco CRS-1 Series router uses this information at run
time to check version compatibility.

The following sections are included:
» Major and Minor Version Numbers, page 9-95
» Run-Time Use of Version Information, page 9-96
» Retrieving Version Information, page 9-99

Major and Minor Version Numbers

The top-level or root object (that is, element) in each component XML schema carries the major and
minor version numbers for that schema. A minor version change is defined as an addition to the XML
schema. All other changes, including deletions and semantic changes, are considered major version
changes.

The version numbers are documented in the header comment contained in the XML schemafile. They
are also available as <xsd:appinfo> annotations included as part of the complex type definition for the
top-level schema element. This enables you to programmatically extract the version numbers from the
XML schemafiletoincludein XML request instances sent to the router. The version numbersare carried
in the XML instances using the MajorVersion and MinorVersion attributes.
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The following example shows the relevant portion of the complex type definition for an element that
carries version information:

<xsd: conpl exType nane="i pv4_bgp_cfg_BGP_type">
<xsd: annot ati on>
<xsd: docunent ati on>d obal BGP confi g</xsd: docunent ati on>
<xsd: appi nf o>
<Maj or Ver si on>1</ Maj or Ver si on>
<M nor Ver si on>0</ M nor Ver si on>
<Taskl dl nf o TaskGr oupi ng="Si ngl e" >
<TaskNanme>bgp</ TaskNanme>
</ Taskl dl nf o>
</ xsd: appi nf 0>
</ xsd: annot ati on>

<xsd:attributeG oup ref="VersionAttributeG oup"/>

</ xsd: conpl exType>

The attribute group VersionAttributeGroup is defined as follows:

<xsd: attri buteG oup nane="VersionAttributeG oup">
<xsd: annot ati on>
<xsd: docunent ati on>
Common version information attributes
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd:attri bute name="Mj or Versi on" type="xsd: unsi gnedlnt" use="required"/>
<xsd:attri bute name="M nor Versi on" type="xsd: unsi gnedlnt" use="required"/>
</ xsd: attri but eG oup>

Run-Time Use of Version Information

Each XML request must contain the client’s major and minor version numbers at the appropriate
locations in the XML. These version numbers are compared to the version numbers running on the
router. The request is then accepted or rejected based on the following rules:

» |If thereis amagjor version discrepancy, then the request fails.

- If thereisaminor version lag, that is, the client minor version is behind that of the router, then the
reguest is attempted.

- If thereisaminor version creep, that is, the client minor version is ahead of that of the router, then
the request fails.

- If the version information has not been included in the request, then the request fails.
Each XML response can also contain the version numbers at the appropriate locations in the XML.

Note  If the client minor version is behind that of the router, then the response may contain elements that are
not recognized by the client application. The client application must be able to handle these additional
elements.
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Placement of Version Information

The following example shows the placement of the MajorVersion and MinorVersion attributes within a
client request to retrieve the global BGP configuration data for a specified autonomous system:

Sample Client Request Showing Placement of Version Information

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Versi on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<d obal / >
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<CGet >
<Confi guration>
<BGP Maj or Versi on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<d obal >

data returned here

</ d obal >
<AS>
</ BGP>
</ Confi guration>
<Cet >
</ Response>

Version Lag

The following example shows a request and response with a version mismatch. In this case, the client
minor version is behind that of the router, so the request is attempted.

N

Note  The version number, which is returned in the response, is the version number running on the router.
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Sample XML Client Request with a Version Mismatch

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Versi on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<d obal / >
</ AS>
</ BGP>
</ Confi guration>
</ Get >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Response Maj orVersion="1" M norVersion="0" IteratorlD="1">
<CGet >
<Confi guration>
<BGP Maj or Versi on="1" M nor Ver si on="1">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<d obal >

data returned here

</ d obal >
<AS>
</ BGP>
</ Confi guration>
<Cet >
</ Response>

Version Creep

The following example shows a request and response with a version mismatch. In this case, the client
minor version is ahead of that of the router minor version, resulting in an error response.

Sample XML Request with a Minor Version Mismatch Ahead of the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Cet >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Version="1"/>
</ Confi guration>
</ Get >

</ Request >
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Retrieving Version Information 1l

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M norVersion="0" IteratorlD="12345678">
<Get xm ns:xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance" Error Code="0x43679000"
Error Msg="&apos; XML Servi ce Library&apos; detected the &apos; warni ng&apos;
condi tion &pos; An error was encountered in the XM. beneath this operation
tag&apos;" >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Versi on="0" Error Code="0x4368ac00"
Error Msg="&apos; XM.MDA&apos; detected the &apos; warni ng&apos; condition
&apos; The XM version specified in the XM. request is not conpatible
with the version running on the router&apos;"/>
</ Confi guration>
<CGet >
</ Response>

Retrieving Version Information

The version of the XML schemas running on the Cisco CRS-1 Series router can be retrieved using the
<GetVersionlnfo> tag followed by the appropriate tags identifying the names of the desired components.

In the following example, the <GetVersionlnfo> tag is used to retrieve the major and minor version
numbers for the BGP component configuration schema:

Sample XML Request to Retrieve Major and Minor Version Numbers

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Get Ver si onl nf 0>
<Confi guration>
<BGP/ >
</ Confi guration>
</ Get Ver si onl nf 0>
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Cet Ver si onl nf 0>
<Confi guration>
<BGP Maj or Ver si on="1" M nor Versi on="0"/>
</ Confi guration>
</ Get Ver si onl nf 0>
</ Response>

The following example shows how to retrieve the version information for all configuration schemas
available on the router:

Sample XML Request to Retrieve Version Information for All Configuration Schemas

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Get Ver si onl nf 0>
<Configuration/>
</ Get Ver si onl nf 0>
</ Request >

Cisco CRS-1 Series Carrier Routing System XML API Guide
I oL s05a2 g 99 |



Chapter9  Cisco CRS-1 Series XML Schema Versioning |

M Retrieving Version Information

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersion="1" M nor Versi on="0">
<Get Ver si onl nf 0>
<Confi guration>

<MPLS_LSD Maj or Versi on="1" M nor Ver si on="0"/>
<MPLS_TE Maj or Versi on="1" M nor Versi on="0"/>
<OUNI Mnj or Versi on="1" M nor Versi on="0"/>
<OLM Mj or Ver si on="1" M nor Ver si on="0"/>

<BGP Maj or Ver si on="1" M nor Versi on="0"/>

<CDP Maj or Ver si on="1" M nor Version="1"/>
<RSVP Mj or Ver si on="1" M nor Versi on="0"/>

<l nterfaceConfiguration>
<CDP Maj or Ver si on="1" M nor Ver si on="0"/>
<SONET Maj or Ver si on="1" M nor Ver si on="2"/>
<PPP Maj or Ver si on="1" M nor Ver si on="0">
<| PCP Maj or Versi on="1" M nor Versi on="0"/>
</ PPP>

</InterfaceConfiguration>

</ Confi guration>
</ Get Ver si onl nf 0>
</ Response>
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Error Reporting in Cisco CRS-1 Series XML
Responses

The extensible markup language (XML ) responses returned by the Cisco CRS-1 Series Carrier Routing
System (Cisco CRS-1 Series) router contains error information as appropriate, including the operation,
object, and cause of the error when possible. The error codes and messages returned from the Cisco
CRS-1 Series router may originate in the XML agent or in one of the other Cisco CRS-1 Series
infrastructure layers; for example, the XML Service Library, XML Parser Library, or Configuration
Manager.

Note ~ TheXML application programming interface (API) codeisavailablefor use on any Cisco platform that runs
Cisco 10S XR software.

Types of Reported Errors

The types of potential errorsin Cisco CRS-1 Series XML Responses are categorized in Table 10-1.

Table 10-1 Reported Error Types

Error Type Description

Transport errors Transport-specific errors are detected within the XML agent (and
include failed authentication attempts).

XML parse errors XML format or syntax errors are detected by the XML Parser
Library (and include errors resulting from malformed XML,
mismatched XML tags, and so on).

XML schema errors XML schema errors are detected by the XML operation provider
within the Cisco CRS-1 Series infrastructure (and include errors
resulting from invalid operation types, invalid object hierarchies,
values out of range, and so on).

Operation processing errors Operation processing errors are errors encountered during the
processing of an operation, typically as aresult of committing the
target configuration (and include errors returned from
Configuration Manager and the Cisco CRS-1 Series infrastructure
such as failed authorization attempts, and “invalid configuration
errors’ returned from the back-end Cisco CRS-1 Series operating
system applications).
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M Types of Reported Errors
These error categories are described in the following sections:
« Error Attributes, page 10-102
« Transport Errors, page 10-102
« XML Parse Errors, page 10-102
XML Schema Errors, page 10-103
» Operation Processing Errors, page 10-105
» Error Codes and Messages, page 10-105
Error Attributes
If one or more errors occur during the processing of arequested operation, the corresponding XML
response includes error information for each element or object classin error. The error information is
included in the form of ErrorCode and ErrorMsg attributes providing a relevant error code and error
message respectively.
If one or more errors occur during the processing of an operation, error information isincluded for each
error at the appropriate point in the response. In addition, error attributes are added at the operation
element level. As aresult, the client application does not have to search through the entire response to
determine if an error has occurred. However, the client can still search through the response to identify
each of the specific error conditions.
Transport Errors

Transport-specific errors, including failed authentication attempts, are handled by the appropriate XML
agent.

XML Parse Errors

Note

This general category of errors includes those resulting from malformed XML and mismatched XML
tags.

The Cisco CRS-1 Series router checks each XML request, but does not validate the request against an
XML schema. If the XML contains invalid syntax and thus fails the well-formedness check, the error
indication is returned in the form of error attributes placed at the appropriate point in the response. In
such cases, the response may not contain the same XML as was received in the request, but just the
portions to the point where the syntax error was encountered.

In the following example, the client application sends a request to the Cisco CRS-1 Series router that
contains mismatched tags, that is, the opening <BGPEntity> tag is not paired with a closing
</BGPEnRtity> tag. This example illustrates the format and placement of the error attributes.

The actual error codes and messages might be different than what is shown in this example. Also, the
actual error attributes does not contain new line characters.

Sample XML Client Request Containing Mismatched Tags

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
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<Get >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nam ng>
<BGPEntity>
</ AS>
</ BGP>
</ Confi guration>
</ Set >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router
<?xm version="1.0" encodi ng="UTF-8"?>
<Response Maj orVersi on="1" M nor Ver si on="0">
<Get xm ns:xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance" Error Code="0x43679000"
Error Msg="&apos; XML Servi ce Library&apos; detected the &apos;warni ng&apos;
condition &pos; An error was encountered in the XM. beneath this operation tag
&apos; ">
<Confi guration ErrorCode="0xa240da00" Error Msg="&apos; XML I nfrastructure &apos;
detected the &apos; fatal &pos; condition &apos; Openi ng and ending tag does not
mat ch&apos; "/ >
</ Get >
</ Response>

XML Schema Errors

XML schema errors are detected by the XML operation providers. This general category of errors
includes those resulting from invalid operation types, invalid object hierarchies, and invalid naming or
value elements. However, some schema errors may go undetected because, as previously noted, the
Cisco CRS-1 Series router does not validate the request against an XML schema.

In the following example, the client application has requested a <Set> operation specifying an object
<External Routes> that does not exist at this location in the Border Gateway Protocol (BGP) component
hierarchy. This example illustrates the format and placement of the error attributes.

Note  The actual error codes and messages may be different than those shown in the example.

Sample XML Client Request Specifying an Invalid Object Hierarchy

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Versi on="0">
<Set >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<d obal >
<Ext er nal Rout es>10</ Ext er nal Rout es>
</ d obal >
</ AS>
</ BGP>
</ Confi guration>
</ Set >
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</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>
<Request Maj or Versi on="1" M nor Ver si on="0">
<Set xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" Error Code="0x4368a400"
Error Msg="&apos; XML Servi ce Library&apos; detected the &apos; warni ng&apos;
condi tion &apos; An error was encountered in the XM. beneath this operation
t ag&apos; ">
<Confi guration>
<BGP Maj or Versi on="1" M nor Ver si on="0"
<AS>
<Nami ng>
<AS>3</ AS>
</ Nam ng>
<d obal Error Code="0x4368a400" Error Msg="&apos; XM_MDA&apos; detected the
&apos; war ni ng&apos; condition &apos;
The XM. request does not conformto the schema. A child el enent of
the elenent on which this error appears is invalid. No such child
el ement nanme exists at this location in the schema. Please check
the request agai nst the schenn. &pos;"/>
</ AS>
</ BGP>
</ Confi guration>
</ Set >
</ Request >

The following example also illustrates a schema error. In this case, the client application has requested
a <Set> operation specifying a value for the <Graceful RestartTime> object that is not within the range
of valid values for this item.

Sample XML Request Specifying an Invalid Object Value Range

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Version="1" M nor Versi on="0">
<Set >
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
<Nani ng>
<AS>3</ AS>
</ Nami ng>
<d obal >
<Graceful Restart Ti ne>6000</ G- acef ul Restart Ti ne>
</ d obal >
</ AS>
</ BGP>
</ Confi guration>
</ Set >
</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Request Maj or Versi on="1" M nor Versi on="0">
<Set xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance" Error Code="0x4368a800"
Error Msg="&apos; XML Servi ce Library&apos; detected the &apos;warni ng&apos;
condi tion &pos; An error was encountered in the XM. beneath this operation
t ag&apos; ">
<Confi guration>
<BGP Maj or Ver si on="1" M nor Ver si on="0">
<AS>
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<Nami ng>
<AS>3</ AS>
</ Nami ng>
<d obal >
<Graceful RestartTime ErrorCode="0x4368a800" Error Msg=&apos;
XMLMDA&apos; detected the &apos;warni ng&apos; condition &apos;
The XML request does not conformto the schema. The character data
contained in the element on which this error appears (or one of its
child el enents) does not conformto the XM. schenm for its datatype.
Pl ease check the request agai nst the schema. &pos;"/>

</ d obal >
</ AS>
</ BGP>
</ Confi guration>

</ Set >
</ Request >

Operation Processing Errors

Operation processing errors include errors encountered during the processing of an operation, typically
as aresult of committing the target configuration after previous <Set> or <Delete> operations. While
processing an operation, errors are returned from Configuration Manager and the Cisco CRS-1 Series
infrastructure, failed authorization attempts, and “invalid configuration errors” returned from the
back-end Cisco CRS-1 Series operating system applications.

The following example illustrates an operation processing error resulting from a <GetNext> request
specifying an unrecognized iterator 1D:

Sample XML Client Request and Processing Error

<?xm version="1.0" encodi ng="UTF-8"?>

<Request Maj or Versi on="1" M nor Ver si on="0">
<Get Next lteratorlD="1" Abort="true"/>

</ Request >

Sample XML Response from the Cisco CRS-1 Series Router

<?xm version="1.0" encodi ng="UTF-8"?>

<Response Mj orVersion="1" M nor Versi on="0" ErrorCode="0xa367a800" Error Msg="&apos;
XM. Service Library&apos; detected the &apos;fatal &pos; condition &pos; The XM
Infrastructure has been provided with an iterator ID which is not recognized. The
iterator is either invalid or has timed out. &apos;"/>

For more information on errors resulting from a commit of the target configuration, see the “Commit
Errors’ section on page 2-33.

Error Codes and Messages

The error codes and messages returned from the Cisco CRS-1 Series router may originate in any one of
several components.

The error codes (cerrnos) returned from these layers are 32-bit integer values. In general, for a given
error condition, the error message returned in the XML is the same as the error message displayed on
the command line interface (CLI).
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CHAPTER ﬂ

XML Transport and Event Notifications

This chapter discusses the Common Object Request Broker Architecture (CORBA) asthe extensible markup
language (XML) transport mechanism for the Cisco CRS-1 Series Carrier Routing System (Cisco CRS-1
Series), anditsInternet Inter-ORB Protocol (I10P), the protocol used for accessing objectsacrossthe I nternet.
CORBA-based event notifications are also discussed in this chapter.

The following Object Request Brokers are supported by Cisco |OS XR for the Cisco CRS-1 Series
system as clients:

- Java ORB
e 1ONA Orbix (running on Solaris 2.8)

CORBA/IIOP is the transport mechanism provided with the initial release of the Cisco CRS-1 Series
XML API. Additional transport mechanisms including Telnet and Secure Shell (SSH) are provided in
future releases of the Cisco CRS-1 Series XML application programming interface (API).

This chapter contains the following sections:
» Cisco CRS-1 Series XML Transport and CORBA IDL, page 11-107
« CORBA NameServer, page 11-110
- CORBA Notification Structure, page 11-111
« CORBA XML Agent Initiative, page 11-112
e CORBA XML Limitations, page 11-113
« XML Agent Errors, page 11-113

Cisco CRS-1 Series XML Transport and CORBA IDL

CORBA/IIOP isthe Cisco CRS-1 Series XML transport mechanism. External client applications use
CORBA Interface Definition Language (IDL) to exchange XML encoded request and response streams
with the CORBA XML agent running on the router.

Communication between the client application and the server (that is, through the CORBA XML agent)
isthrough I1OP. The client application must first bind to the CORBA XML agent object by obtaining the
appropriate Interoperable object reference (IOR) from the CORBA Naming Service. The client then
obtains a login authentication using the “login()” method. After the client has obtained alogin
authentication, the client can use the “invoke()” method to send XML requests to the CORBA XML

agent.

[ oL-4596-02
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IDL Interface

When the CORBA XML agent receives the XML request, it uses the XML infrastructure on the router
to parse and process the request. The agent then obtainsthe XML response from the XML infrastructure
and passes this back to the client as a response parameter on the “invoke()” method return.

Thefollowing IDL example defines the interfaces used to make Cisco CRS-1 Series XML API reguests.
The IDL interface was designed to be simple for easy migration to other transports. Request details,
including operation name, request parameters, and versioning information, are not exposed through the
IDL, but are instead encoded in the request itself. To make a Cisco CRS-1 Series XML API request, the
client application calls the “invoke()” method sending the “stringified” XML request as the request
parameter. The stringified XML response along with error information is returned in the response
parameter to the client application.

modul e Manageability

{
interface XM.Agent

{
edt: * * XM.Agent::login
Provides the definition for the login() nethod for the XM.Agent idl
Ret ur n: CORBA: : Bool ean

TRUE - The nethod succeeded
FALSE - The nethod failed

Argunent: username

IN - valid login usernane on the router.

Argurent : password

IN - valid unencrypted password for the given usernane on the router.
Argunent: session_cont ext

QUT - internally generated context for a given valid | ogin session.
Clients will use this in the invoke call.

Argument: response

QUT - contains error code and error nessage string in case login failed.
Clients will use this to know the reason of failure.

R T T T T N

bool ean login (in string usernaneg,
in string password,
out |ong session_context,
out string response);
edt: * * XM.Agent::invoke

Provides the definition for the invoke() nethod for the XM.Agent idl

Ret urn: None

* % ok ok k% % %

Argument : sessi on_cont ext
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IN - internally generated context for a given valid |ogin session.
Clients pass this as it is obtained in |ogin nmethod.

Argunent: request
IN - XM request string. Passed to XM Infra for processing
Argunent: response
QUT - contain response obtained from XM Infra or error code

and error nessage string in case of response failure from XM Infra.

voi d invoke (in |ong session_context,
in string request,
out string response);
edt: * * XM.Agent::| ogout
Provides the definition for the | ogout() nethod for the XM.Agent idl
Ret urn: None

Argunent: session_cont ext

IN - internally generated context for a given valid |ogin session.
Clients will pass as it is obtained in |ogin nethod.

Argunent: response
QUT - contain error code and error message string in case of failure.

voi d |l ogout (in |long session_context,
out string response);

Client applications must authenticate with the CORBA XML agent before sending any requests. The
authentication is done through the “login()” method of the CORBA XML agent IDL. The username and
password supplied are used to contact and call authentication, authorization, and accounting (AAA)
server APIsfor authentication on the router. Only after successful authentication isthe client application
able to send XML encode requests to the router using the “invoke()” method.

[ oL-4596-02
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Table 11-1 describes the “login()” implementation in the CORBA XML agent that uses AAA options as
part of the Authentication API.

Table 11-1 Authentication, Authorization, and Accounting Options

Name Description

default Determines the authentication method.

ASCII authentication | Determines the username and password. As a result, the username and
password supplied in the “login()” method call should be unencrypted
ASCII text. Any security for transport should use SSL*.

1. SSL = secure socket layer

CORBA NameServer

The NameServer is used by client applications to obtain the interface object request (I0R) of the
CORBA XML agent object. In order to make the IOR available to clients, the CORBA XML agent
exports it to the NameServer upon startup.

The CORBA Naming Service stores a name with each object reference and provides a hierarchical
namespace to allow server implementers to logically organize the | ORs of the objects that they export.
Naming Contexts are CORBA objects within the Naming Service. There are several operations and
methods defined in the naming context IDL. The most commonly used of these are "bind()" and
"resolve()". Servers export IORs in a particular naming context by using the "bind()" operation,
specifying the name of the object being exported along with the corresponding |OR. Clients then use the
"resolve()" operation to obtain the IOR corresponding to a particular name.

Client Access to the Root Naming Context

The standard mechanism for finding the Naming Service and obtaining the root Naming Context is the
“resolve _initial_references()” API. This APl makes use of proprietary mechanisms to contact the
Naming Service and extract the root naming context. Generally, this involves having the environment
previously configured with the host on which the name server is running, the port 1D, and so on.

The client application can connect to the Naming Service running on the Cisco CRS-1 Series router
using a Domain Name Server (DNS) configured router name or through the Naming Service IOR as
follows:

client -ORBInitRef NameService=iioploc://<router_nanme>: 10001/ NaneServi ce

client -ORBInitRef NameService=file://<IOR file>

If CORBA is used with SSL, then the IOR method of contacting to the Naming Service must be used
along with a service configurator file:

client -ORBInitRef NameService=file://<IOR file> -ORBSvcConf <config file>

Here the service configurator file would contain the SSL variable definitions, for example:

static SSLIOP_Factory "-SSLAut henticate NONE - SSLPri vat eKey
PEM server _key. pem -SSLCertificate PEM server_cert. pent
static Resource_Factory "-ORBProtocol Factory SSLI OP_Factory"
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CORBA Notification Structure

The Naming Service IOR file can be obtained from the router through HTTP at:
https://<router-name>/cwi/ns_ssl.ior

~

Note  Connection to the Naming Service through an | P address is not supported.

LR Name Server Tree

The name hierarchy for the Cisco CRS-1 Seriesrouter isshown in Figure 11-1. The root naming context
identifiesthe particular logical router (LR) onwhich the Name Server isrunning. Within the root context
isthe list of object references that components within the LR have exported.

Figure 11-1 Name Server Root

Name server root

XML agent Alarm channel

101399

Event Notifications and Alarms

The CORBA Notification Serviceisused to deliver events asynchronously to registered clients. Each LR
exports one structured notification channel for alarms called “AlarmChannel.” This channel is exported
to the Name Server as shown in the Name Server tree for the LR. Client applications can obtain the
AlarmChannel IOR and use its standard IDL interface to register interest in events and alarms based on
filters.

CORBA Notification Structure

Client applications can receive asynchronous events through the CORBA Notification Service. The
alarm notifications are in the form of CORBA structured events where the fixed header consists of the
following definitions:

« Domain = LR DNS Name
e Type=aarm
« Instance = Event ID

Cisco CRS-1 Series Carrier Routing System XML API Guide
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XML Transport and Event Notifications |

I CORBA XML Agent Initiative

The complete definition of the structured event is as follows:
Fixed header:

<LR dnsnane>. al ar m <event _i d>

Filterable data:

filter:SourcelD :
filter:Category :
filter:Severity :

Vari abl e header:

vari abl e: Sourcel D :
vari abl e: Category :
vari abl e: Severity :

Payload:

<?xm version= "1.0" encodi ng= "UTF-8"?>
<Event Version= "1.0" Modul e= "Al ar mAgent ">
<Al ar n»
<Sour cel D>St ri ng</ Sour cel D>
<Event | D>Nunber </ Event | D>
<Ti mest anp>Nunber </ Ti nest anp>
<Cat egor y>Stri ng</ Cat egory>
<G oup>Stri ng</ G oup>
<Code>St ri ng</ Code>
<Severity>String</Severity>
<State>String</State>
<Correl ati onl D>Nunber </ Correl ati onl D>
<Addi ti onal Text >Stri ng</ Addi ti onal Text >
</ Al ar
</ Event >

Severity and State are enumerations are as follows:
Severity:

Unknown,

Ener gency,
Alert,
Critical |,
Error

Vr ni ng,

Noti ce,

I nformati onal ,
Debug

State:

Not Avai | abl e,
Acti ve,
C ear

CORBA XML Agent Initiative

The CORBA XML agent is started on the router through the xml agent corba command-line interface
(CLI) command. The ssl option is used to enable SSL for any subsequent client-to-agent CORBA

connections.
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CORBA XML Limitations

The CORBA XML agent is started as follows:

router# configure term nal
router(config)# xm agent corba ssli
router(config)# conmt
router(config)# exit

CORBA XML Limitations

The following limitations apply to the XML transport over CORBA:

- The maximum size of the response data returned to the client application is 32 KB. Responses
containing more than 32 KB is returned through iterators as described in Chapter 7, “Cisco CRS-1
Series XML and Large Data Retrieval (lterators).”

» The maximum number of simultaneous client loginsthat is accepted by the CORBA XML agent is
five. Each client may in turn have up to four open connections.

- Theinactivity timeout for aclient connection is 15 minutes. After thistimeout, the client connection
isterminated by the CORBA XML agent.

» Client Object Request Brokers may have buffer limits that need to be adjusted for large XML
responses.

XML Agent Errors

All the errors are returned as XML responses with embedded error codes and messages as defined in
Chapter 10, “Error Reporting in Cisco CRS-1 Series XML Responses.”

Table 11-2 describes the error codes specific to the XML agent for CORBA.

Table 11-2 XML Agent Error Codes

Error Code Description

0x00000000 |Success

Ox7FFF0001 |Login session failed to authenticate

OX7FFF0002 |Login session start failed

Ox7FFF0O003 |Login session activation failed

Ox7FFF0004 |Login session context invalid

Ox7FFF0005 | XML response dump from XML infrastructure hasfailed
OX7FFF0006 |XML parsing in XML infrastructure has failed
Ox7FFF0007 |Login session handle or context isinvalid
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M XML Agent Errors
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CHAPTER

Summary of Cisco CRS-1 Series XML API
Configuration Tags

Table 12-1 provides the command-line interface (CL1) to extensible markup language (XML)
application programming interface (API) tag mapping for the Cisco CRS-1 Series Carrier Routing
System (Cisco CRS-1 Series) router target configuration.

Table 12-1 CLI Command or Operation to XML Tag Mapping

CLI Command or Operation XML Tag

To end, abort, or exit! (fromtop |<Unl ock>?
confi g node)

cl ear <d ear >

show config <CGet> wi th <Configuration Source="ChangedConfig”>

show confi g running <Get> with <Configuration Source="CurrentConfig”>

show config merge <CGet> w th <Configuration Source="MergedConfig”>

show config failed <Load> with <Fail edConfig> followed by <Get> with

<Confi guration Source="ChangedConfi g”>

configure exclusive® <Lock>*

To change the selected config

<Set> w th <Configuration>

To delete the selected config

<Del ete> with <Confi guration>

conmmi t

<Commit Mode=“BestEffort”>

conmit atomc

<Commi t Mode="Atom c”">

show config failed

<Load> wi th <Fail edConfig>

show conmmit changes comitid

<CGet> wi th <Configuration Source="Comi t Changes”

For Conmi t | D="commi ti d” >

show conmit changes since commitid |[<Get> with <Configuration Source="ConmitChanges”
SinceComm t| D="commi tid”>

rol | back configuration to comritid |<Rollback> with <Commitl| D>

rol I back configuration |ast nunber |<Rollback> with <Previous>

show rol | back changes to commitid |[<Get> with <Configuration Source="Rol | backChanges”
ToCommi t | D=“commi ti d” >

show rol | back changes | ast nunber <CGet> with <Configuration Source="Rol | backChanges”
Previ ousConmi t s=" nunber” >

show rol | back points <Cet ConfigurationHi story Roll backOnly="true”>

show configuration sessions <Get Confi gurati onSessi ons>

1. These CLI operations end the configuration session and unlock the running configuration session if it was locked.
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2. This XML tag releases the lock on arunning configuration but does not end the configuration session.
3. This CLI command starts a new configuration session and locks the running configuration.
4. This XML tag locks the running configuration from a configuration session that is already in progress.
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Note

Cisco CRS-1 Series XML Schemas

This chapter contains information about common XML schemas. The structure and allowabl e content of
the extensible markup language (XML) request and response instances supported by the Cisco |OS XR
XML application programming interface (API) are documented by means of XML schemas (.xsd files).

The Cisco CRS-1 Series XML schemas are documented usi ng the standard World Wide Web Consortium
(W3C) XML schema language, which provides a much more powerful and flexible mechanism for
describing schemas than can be achieved using Document Type Definitions (DTDs). The set of

Cisco CRS-1 Series XML schemas consist of asmall set of common high-level schemas and a larger
number of component-specific schemas as described in this chapter.

For more information on the W3C XML Schema standard, refer to http://www.w3.org/XML/Schema.

The following sections are described:
« XML Schema Retrieval, page 13-117
- Common XML Schemas, page 13-117

XML Schema Retrieval

The XML schemas that belong to the features in a particular package are obtained as a .tar file from
cisco.com at http://www.cisco.com/cgi-bin/Software/| OX Planner/ioxplanner.cgi. Once untarred, all the
XML schema files appear as a flat directory of .xsd files, and can be opened with any XML schema
viewing application such as XML Spy.

Common XML Schemas

Among the .xsd files that belong to a BASE package are the common Cisco |0S XR XML schemas that
include definitions of the high-level XML request and response instances and a number of common
datatype definitions. These common XML schemas are:

- common_types.xsd
- error_types.xsd
- namespace_types.xsd

The XML schemafile containing al configuration operationsis also among the BASE package common
schemas, and is named cfgmgr_operations.xsd.

[ oL-4596-02
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Il Common XML Schemas

Component XML Schemas

Note

~

Note

In addition to the common XML schemas, component XML schemas (such as native data) are provided
and contain the data model for each feature. There is typically one component XML schema for each
major type of data supported by the component—configuration, operational, action, administration
operational, and administration action data—plus any complex data type definitions in the operational
space.

Sometimes common schema files exist for acomponent that contain resources used by the component’s
other schema files (for example, the data types to be used by both configuration data and operational
data).

You should use only the XML objects that are defined in the XML schemafiles.

You should not use any unpublished objects that may be shown in the XML returned from the router.

Schema File Organization

For the Cisco CRS-1 Series system, there is no hard link from the high-level XML request schemas
(namespace_types.xsd) and the component schemas. Instead, links appear in the component schemasin
the form of include elements that specify the file in which the parent element exists. The name of the
component .xsd file also indicates where in the hierarchy the file's contents reside. If the file ends with
_cfg.xsd, it appears as a child of “Configuration”; if it ends with _if_cfg.xsd, it appears as a child of
“InterfaceConfiguration”, and so on. In addition, the comment header in each .xsd file names the parent
object of each top level object in the schema.

Schema File Upgrades

If anew version of a schema file becomes available (or has to be uploaded to the router as part of an
upgrade), the new version of the file can replace the old version of the file in a straight swap. All other
files are unaffected. Therefore, if a component is replaced, only the .xsd files pertaining to that
component is replaced.
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Sample BGP Configuration

The following is an excerpt of the relevant portions of the command-line interface (CLI1) configuration
used as a basis for the Border Gateway Protocol (BGP) examples contained within this document:

router bgp 3
tinmers bgp 60 180
bgp router-id 10.1.0.1
bgp updat e-del ay 55
bgp cluster-id 10.1.0.2
bgp graceful -restart purge-time 300
default-information originate
bgp graceful -restart restart-tine 180
bgp | og nei ghbor changes disable
defaul t-metric 10
bgp graceful -restart stalepath-time 300
bgp graceful -restart
bgp as- pat h-1 oopcheck
socket send-buffer-size 131072
bgp bestpath nmed al ways
bgp bestpath conpare-routerid
bgp bestpath nmed mi ssing-as-wor st
socket receive-buffer-size 131072
address-fanily ipv4 unicast
di stance bgp 140 145 150
bgp danpening 1 1400 1800 2
bgp scan-tine 30
network 10.100.1.0/24
networ k 10.100. 2. 0/ 24
aggr egat e- address 10.100.0. 0/ 16 sumary-only
redi stribute connected route-map MATCH ONE_CONNECT
redistribute static route-map MATCH ONE_STATIC
exit
address-fanmily ipv4 nmulticast
di stance bgp 120 125 130
maxi mum pat hs 6
bgp danpening 2 2400 2800 3
bgp scan-tine 40
network 10.10.1.0/24
network 10.10.2.0/24
aggr egat e- address 80. 100. 0. 0/ 16 summary-only
redi stribute connected
exit

nei ghbor 10.0.101.1
renote-as 1
ebgp-mul ti hop 255

[ oL-4596-02
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address-fanily ipv4 unicast
send- communi ty- ebgp
route-map EBGP_IN_1 in
exit
address-fanmily ipv4 multicast
send- communi ty- ebgp
route-map EBGP_IN_1 in
exit
exit
nei ghbor 10.0.101.2
renote-as 2
ebgp-nmul ti hop 255
address-fanily ipv4 unicast
send- communi ty- ebgp
capability orf prefix-list receive
route-map EBGP_IN_1 in
exit
address-fami |y ipv4 nmulticast
send- communi ty- ebgp
route-map EBGP_IN_1 in
exit
exit
nei ghbor 10.0.101.3
renote-as 3
address-fanily ipv4 unicast
route-map IBGP_IN_1 in
exit
address-fanmily ipv4 multicast
route-map IBGP_IN_1 in
exit
exit
nei ghbor 10.0.101.4
renote-as 4
ebgp- mul ti hop 255
address-fanmily ipv4 unicast
route-map EBGP_IN 2 in
exit
address-fanmily ipv4 multicast
route-map EBGP_IN 2 in
exit
exit
nei ghbor 10.0.101.5
renote-as 5
ebgp- mul ti hop 255
address-fami |y ipv4 unicast
route-map EBGP_IN 3 in
exit
address-family ipv4 nmulticast
route-map EBGP_IN 3 in
exit
exit
nei ghbor 10.0.101.6
renote-as 6
ebgp-nmul ti hop 255
address-fanmi |y ipv4 unicast
prefix-list orf in
capability orf prefix-list both
exit
address-fanmily ipv4 multicast
prefix-list orf in
exit
exit
nei ghbor 10.0.101.7
renote-as 7
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ebgp-mul ti hop 255
address-fanily ipv4 unicast
prefix-list orf in
capability orf prefix-list send
exit
address-family ipv4 nmulticast
prefix-list orf in
exit
exit
nei ghbor 10.0.101.8
renote-as 8
ebgp-nmul ti hop 255
address-fanmily ipv4 multicast
exit
exit

exit
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BGP

Border Gateway
Protocol

CLI

CORBA

Cwi

eBGP

EGP

extensible markup
language

GLOSSARY

authentication, authorization, and accounting. A network security service that provides the primary
framework to set up access control on a Cisco CRS-1 Series router or access server. AAA isan
architectural framework and modular means of configuring three independent, but closely related
security functions in a consistent manner.

Border Gateway Protocol. A routing protocol used between autonomous systems. It is the routing
protocol that makes the internet work. BGP is a distance vector routing protocol that carries
connectivity information and an additional set of BGP attributes. These attributes allow for arich set
of policies for deciding what the best route to reach a given destination is.

See BGP.

command-line interface

Common Object Request Broker Architecture. Specification that provides the standard interface
definition between OMG-compliant objects. CORBA allows applications to communicate with one
another no matter where they are located or who has designed them.

Craft Works Interface. Remote web-based monitoring, configuration, fault management, and
troubleshooting system for the Cisco CRS-1 Series router.

external Border Gateway Protocol. BGP sessions are established between routers in different
autonomous systems. eBGPs communicate among different network domains.

Exterior Gateway Protocol. Internet protocol for exchanging routing information between different
autonomous systems. EGP is an obsolete protocol that was replaced by BGP. See also BGP.

See XML.
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Gbps

HTTP

Hypertext Transfer
Protocol

IDL

11OP

IOR

10S XR

L

line card

LR

M

modular services
card

Gigabits per second. The amount of data that can be sent in afixed amount of time. 1 gigabit = 2% bits,
1,073,741,824 bits.

Hypertext Transfer Protocol. Used by web browsers and web serversto transfer files, such as text and
graphic files. The Hypertext Transfer Protocol (HTTP) is the set of rules for exchanging files (text,
graphic images, sound, video, and other multimedia files) on the World Wide Web. Relative to the
TCP/IP suite of protocols (which are the basis for information exchange on the Internet), HTTP is an
application protocol.

See HTTPR.

Interface Definition Language. External client applications use CORBA IDL to exchange XML encoded
request and response streams with the CORBA XML agent running on the router

Internet Inter-ORB Protocol (I1OP). The protocol used for accessing objects across the Internet.

Interoperable Object Reference. A bundle of datathat is used by a CORBA application to determine
how to connect to a server and send requests to an object.

The Cisco operating system used on Cisco CRS-1 Series routers.

See modular services card. Line cards are now referred to as MCSs in the Cisco CRS-1 Series router.

logical router. A Cisco CRS-1 Seriesrouting system can be partitioned into several logical routers, each
of which is managed independently. The terms Cisco CRS-1 Series router and LR are used
interchangeably in this document.

Module where the ingress and egress packet processing and queueing functions are carried out in the
Cisco CRS-1 Series router architecture. Up to 16 MSCs areinstalled in aline card chassis, each MSC
must have an associated PLIM (of which there are several typesto provide a variety of physical
interfaces). The MSC and PLIM mate together on the line card chassis midplane.

MSCs are also referred to as line cards.
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MPLS-TE

MSC

node

R

router

running
configuration

S

software
configuration

SSH
SSL

startup
configuration

switchover

system reload

system restart

TAC

Glossary I

Multiprotocol Label Switching traffic engineering

See modular services card.

A card installed and running in a Cisco CRS-1 Seriesrouting system. In the Cisco 12000 series I nternet
router, nodes are identified by slot number (for example, node 1).

Network layer device that uses one or more routing metrics to determine the optimal path along which
network traffic should be forwarded. Routers forward packets from one network to another based on
network layer information.

The router configuration in effect. Although, the user can save multiple versions of the router
configuration for future reference, only one copy of the running configuration isin the router at any
giventime. An explicit commit operation must be performed to make changes to or update the running
configuration on the Cisco CRS-1 Series router.

A list of packages activated for a particular node. A software configuration consists of a boot package
and additional feature packages.

Secure Shell

Secure Socket Layer

The router configuration designated to be applied on next router startup.

A switch between the active and standby cards; the old active card may be dead prior to switchover
(death of the active card is one of the causes for the switchover). Also known as failover.

Reload of an Cisco CRS-1 Series router node.

Soft reset of an Cisco CRS-1 Series router node. This involves restarting all the processes running on
that node.

Technical Assistance Center
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target configuration The current Cisco |OS XR running configuration plus the autonomous changes made to that

Tbps

Telnet

Terabyte

XML

XML agent

XML client

XML operation

XML operation

provider

XML request

XML response

XML schema

configuration by a user. Thetarget configuration is promoted to the running configuration by means of
the commit command.

Terabits per second = 1,000,000,000,000 (1 trillion) bits per second. The amount of data that can be
sent in afixed amount of time.

Standard terminal emulation protocol in the TCP/IP protocol stack. Telnet is used for remote terminal
connection, enabling users to log in to remote systems and use resources as if they were connected to
alocal system. Telnet is defined in RFC 854.

A unit of computer memory or data storage capacity equal to 1,024 gigabytes (2 bytes).
Approximately 1 trillion bytes.

extensible markup language. A standard maintained by the World Wide Web Consortium (W3C) that
defines a syntax that lets you create markup languages to specify information structures. Information
structures define the type of information, for example, subscriber name or address, not how the
information looks (bold, italic, and so on). External processes can manipulate these information
structures and publish them in avariety of formats. XML allows you to define your own customized
markup language.

A process on the Cisco CRS-1 Series router that is sent XML requests by XML clientsand is
responsible for carrying out the actions contained in the request and returning an XML response back
totheclient. The XML Agent for CORBA isan example of an XML agent provided on the Cisco CRS-1
Series router.

An external application that sends an XML request to the Cisco CRS-1 Seriesrouter and receives XML
responses to those requests.

A portion of an XML request that specifies an operation that the XML client would likethe XML agent
to perform.

The Cisco CRS-1 Series router code that carries out a particular XML operation including parsing the
operation XML, performing the operation, and assembling the operation XML response.

An XML document sent to the Cisco CRS-1 Series router containing a number of requested operations
to be carried out.

The response to an XML request.

An XML document specifying the structure and possible contents of XML elements that can be
contained in an XML document.
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<Action> 4-52
<AdminAction> 4-52
<AdminOperational> 4-52
<Clear> 1-19

<CLI> 1-20

<CLI>tag 2-44,3-47,6-81
<ClientName> 2-41, 2-43
<Comment> 2-41
<Commit> 1-19, 2-31

errors  2-33

Mode attribute  2-32
Rollback 2-39

<Commit> operation 2-34
<Commitld>tag 2-33,2-38,2-41
<Configuration> 4-52
<Configuratiory >tag 5-64
<Delete> 1-19, 2-33, 2-44, 4-51
AAA privileges 8-92
native data operations  4-57
<Delete >tag 4-61
<EBGPMultihopMaxHopCount> 5-68
<Error> element 8-92
<FailedConfig>tag 2-34
<File> 2-29

<Filter> 5-77

<Get> 1-19, 2-25, 2-27, 3-47, 4-51
AAA privileges 8-92
native data operations  4-57
triggering  4-56
<GetConfigurationHistory> 1-20, 2-41
maximum attribute  2-42

<GetConfigurationSession> 1-20
<GetConfigurationSessions>  2-43
<GetNext> 1-20

IteratorID  7-85
<GetVersionlnformation> 1-19
<HoldTime> 4-56

<Label> 2-41

<Line> 2-41, 2-43

<Load> 1-19, 2-29, 2-34, 3-50
<Lock> 1-19,2-25
<LockHeld> 2-43
<LoopbackCheck> 5-68
<Naming>tag 4-56
<Operational>  3-47, 4-52
<Previous> 2-39
<RemoteAS> 5-68
<Response>

IteratorID  7-85
<Rollback> 1-19, 2-33, 2-38, 2-39
<Save> 1-19,2-29,2-31
<Sessionld> 2-43

<Set> 1-19,2-33, 2-44, 4-51

AAA privileges 8-92
native data operations  4-57
<Since> 2-43

<Timestamp> 2-41
<Unlock> 1-19,2-35
<Unlock/ > 2-35

<Userld> 2-41,2-43

INDEX
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A

AAA 1-14,8-91
AAA login 2-23
alarms  3-49
Atomic mode 2-32

B

BASE package common schemas  13-117

batched requests  1-21
BestEffort 2-32

BGP (Border Gateway Protocol)

configuration A-119
get request  3-47
Border Gateway Protocol
See BGP  3-47

browse, target configuration 2-25

C

cerrno  10-105
ChangedConfig 2-26

Clear tag 1-19

CLI (command-line interface)
CLI-based scripts  1-13
defined 1-14

operations 1-20

CLI command

encapsulated 1-15, 1-20, 6-81
show 4-52

show rollback points 2-42
XML and 6-82

ClientID attribute 1-18
client session

commit operation  2-33
limitation 2-23

CLltag 1-20

commit
changes 2-36
database 2-33

identifier 2-39
Committag 1-19
common_types.xsd  13-117
common datatype definitions 13-117
Common Object Request Broker Architecture
See CORBA 1-13
component-specific schemas 13-117, 13-118
configuration change notification 3-50
configuration history 2-24
Configuration Manager 1-15, 1-19, 8-92
and error reporting  10-105
Configuration services 1-15, 1-19, 8-92
configuration session information  2-24
container 5-63, 5-65
Content attribute  5-63, 5-74
CORBA (Common Object Request Broker Architecture)
event notification channel  3-49
support, type of  1-13
Count attribute  5-63, 5-76
Craft Works Interface 1-14
CurrentConfig 2-26
custom filters 5-63
CWI (Craft Works Interface)
See Craft Works Interface 1-14

D

declaration tag 1-16, 1-17

attributes  1-17

Deletetag 1-19

dependencies 4-55

Document Type Definition 13-117
DTD (Document Type Definition)

See document type definition  13-117
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E

element
null value 4-56
encoding (UTF-8), XML 1-17
error_types.xsd 13-117
error attributes  10-102, 10-103
ErrorCode 10-102
ErrorMsg  10-102
error reporting
nonexistent data 4-60
typesof 10-101
event notification 3-49
extensible markup language
See XML vii

G

GetConfigurationHistory tag
GetConfigurationSessions tag

GetNext tag operation  1-19, 1-20

Gettag 1-19
GetVersioninfotag 1-19

IteratorlD 7-85

index W

M

Match attribute 5-70
MergedConfig 2-26

N

namespace 4-52
namespace_types.xsd 13-117
native data

access techniques  5-63
model, types of 1-15
operations  4-51

request

nonexistent data 4-60
tags 1-19
native management data model
nonexistent data 4-60
null value 4-56

@)

object class
hierarchy 4-51
combining 5-63, 5-67
compressed  5-69
duplicated 5-68
nonexistent data 4-60
operational  5-66

L operation processing errors  10-101, 10-105
leaf object 5-66 OperationType attribute  2-27
Loadtag 1-19 operation type tag
lock 2-24 CLI 1-20
Locktag 1-19 configuration services 1-19

definition 1-19

native data 1-19

structure, top-level 1-16
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W index

P

privileges, security 8-91

R

read privileges 8-92
repeat naming information  5-63, 5-72
request
<Get>
ChangedConfig 2-27
batching 1-21
definition 1-14
maximum size 1-18
minor and major version numbers  1-18
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