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RDR Settings

| Transaction Usage RORs || Log RDRs || Real-Time Subscriber RORs I Real-Time Sionaling RCRs
| Usage RORs || Transaction RDRs | Quota RDRs

—uoka Breach RDRs

Generate Quoka Breach RORs

~Remaining Quota RDRs

Generate Remaining Quota RORs every minukes

Limik the total rate of Remaining Quota RORs to | 100 RORs per second

—Quota Threshold RDR:

—uota State Restore RDRs

Gaenerate Quata State Restare RORs

[ oK ][ Cancel J
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Edit Rule for Service "Default Servic

i Usage Limits || Breach Handling

General | Contral

Set the Quota Buckets that the Service's traffic will consume,
Select Quata Bucket For upstream traffic Bucket 1 £
Select Quota Bucket For downstream traffic Bucket 1 w

Select Quata Bucket For sessians Mone (Unlimited)

ok ] [ Cancel
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Edit Rule for Service “Default Service™

General | Contral | Usage Limits | Breach Handing |

In case a subscriber's usage exceeded the volume or number of sessions limits;

() Mo changes to active control

() Black the flaw | |

(%) Contral the flow's characteristics:

Select an upstream Bandwidth Controller |DeFauIt Upstream BwWiC b |

Select a downstream Bandwidth Controller |Default Dowwnstrean BWC w |

[ Limit the Flaw's upstream bandwidth ta l:l
[ Limit the: flow's downstream bandwidth to I:I
[ Limit concurrent flaws of this Service to l:l

Ackivate a Subscriber Motification:

Qf ] [ Cancel
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Package Settings for, “Default Package™

General

uota Management || 5 bscriber BW Contrallers | Advanced

Aggregation Period

Quoka Buckets

Select quoka management mode:

(%) External - replenished on external request

() Periadical - replenished automatically at the end of the agaregation periad

Buckets define lirmits on the volume and session consumption of a subscriber.

Bucket 1D

Mame Type Quoka Limik
1|Bucket 1 Wolume (L3 KBytes) Set Externally
Z|Bucket volume (L3 KBytes) Set Externally| =
3|Bucket 3 olume (L3 KBytes) Set Externally
4|Bucket 4 olume (L3 KByvtes) Set Externally
5 |Bucket & olume (L3 KBytes) Set Externally|

QK ] ’ Cancel
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—— Remaining quota (periodic)

<
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Quota breach

Remaining quota (periodic)

Remaining quota (periodic)

Subscriber is breached

Remaining quota (periodic)

Replenish

Quota set

SCE platform
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£ Add Resource

% Add Resource

Group name: SM-Cluster

Resource name: | EGP LEG |

Resource Type: :OnOnIyProcess w |
attribute name  Type  Dimension  Value Edit
OnlineCrnd Skring  Scalar optipcubefsm)serverbin/p3bgp --start =4
Pathilame String  Scalar apt/pcubefsm)serverfaddons/baplegibapleq Qﬁi
Arguments String  [Scalar Haurch Joptfpoube/smiserver frootfconfig/p3bagpleg.cfg =4

Critical

= & OnOnlyProcess
BGP_LEG

Enabled
Critical
Link....
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4* sM-Cluster1 )

@ Properties View: DHCPForwarder

(%) Key Attributes

=10l |

8% Show all attributes I

Attribute Value Help Edit
+ LastOnline @ ynosemerin @
+ Critical . 3] %
(+) Type Specific Attributes
Attribute Value Help
* OnlineCmd  :  oyeinit dip3dhepforwarder start @
* Arguments @ _papp-DHCP FORWARDER -jar foptipcubelsmiserer 7|
* PathName ' (qpnincibefi2rel 4.2 05hiniava 7|
Rl | 2l
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o2 HTTP Composite
;' HTTP User Agent Inde:x: I 1

L 4 HTTP Streaming Agents

@ HTTP URL R
¥ RTSP Composite Host Suffix | Ui prefix | Ui Suffix | Params Prefix |
‘; RTSP Lser Agent FremiumServer &  * * *

% RTSP Host Hame Premiumserver B * * *

; SIP Composite

SIP Source Damain

e vonage as Source

E| ; SIP Destination Domain
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L@ SMTP Host Mame

Revert | Accept |

==}
oK I Cancel | [
=
N
3£ service Configuration Editor - PremiumBrowsing.pqb - SCAS BE Console - |EI|1|
File Edit Tools Metwork Configuration  Window Help
|5 & |
ﬁ |§ Service Configuration Editar 3 nlebwork Navigator
:'f PremiumE ing.pgb X — O
Premium Browsing ¢ HTTP Browsing
Initating Side
HTTP Erowsing |Initiated by either side |* PremiumContent
El consale =% Sﬁl w20
Consale
=
4 e
o
Repork Only =
(]

Test
T |



| Quote Manager Images

3£ service Configuration Editor - PremiumBrowsing.pgb - SCAS BE Console

o [=] 4
File Edit Tools Mebwork Configuration  indow  Help
Ited]|»
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X

. Traffic : Controlled Traffic : Premium Conkent

S} Mebwork Traffic | ] Servicesl

o KON

Prermiurn Content @ Default ©
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S e e s
: .;f.;. Unknown Subscriber Traffic & Default 5 : Enabled controlled, unlimited quaota
E@' Contralled Traffic
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P
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Report Only
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3£ service Configuration Editor - PremiumBrowsing.pgh - SCAS BE Console

_{ol x|
File Edit Tools Mebwork Configuration  indow Help
It eE |
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ark. el ed Traffic
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woar BN
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Edit Rule for Service "Default Service™

Generall Contral  Usage Limits I Breach Handlingl

Sek the Quota Buckets that the Service's traffic will consune,

IBucket 1 - I
IBucket 1 - I
INDne {Unlimited) vI

Select Quota Bucket For upstream traffic
Select Quota Bucket For downstrearn traffic

Select Quota Bucket for sessions

oK Cancel
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3£ Service Configuration Editor - PremiumBrowsing.pgb - SCAS BB Console

File Edit Tools Metwork Configuration Window Help
Iced|»

ﬁ |g Service Configuration Editor &% Nebwork Navigator

=10l x|

Q}' *PremiumE

Metwork Traffic | Controlled Traffic @ Premium Conkent
&' hebwork Traffic I J Servicesl

o KON

- Filkered Traffic
2%, Unknawn Subscriber Traffic
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- 5T Premiom Browsing [Enabled

controlled, unlimited quota

E@ Default Package
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3£ Advanced Service Configuration Options

Propert | Yalue

= Classification

= Policy Check.
Ongoing policy check mode active true
Time to bypass between policy checks (seconds) 30
[=] Quota Management
Grace period before first breach {seconds) b|
Time to bypass between policy checks For quota limite 30
‘olume to bypass between policy checks For quoka lim 0

I
=
210178

UDP ports for which Flow should be opened on firsk ps 5060,50...

General | Quata Management  Subscriber B Controllers I Advanced |

Package Settings

Subscriber B Controllers limit the B of transaction groups and prioritize between transactions of different services
for a single subscriber, They are also used For linking services to Global Controllers.

~Upskream

Subscriber relative priority (upstream): Il vl

® & %

MHame CIR (Kbps) | PIR (Kbps) Global Controller Al
[=l-Primary |pstream BWC i} Unlirnited
Diefault Upstream BYWwC i} 1000 Default Global Controller 1
“-Upstream Depletion i} 64 Default Global Controller 1

~Downstream

Subscriber relative priority (downstream): |5 v|

® & %

MHame CIR (Kbps) | PIR (Kbps) Global Controller Al
[=l-Primary Downskrean B C 0 Unlirnited
- Default Downstream BWC 0 1000 Default Global Contraller 1
~--Downstream Depletion 0 64 Default Global Contraller 1
(o4 Cancel
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3 Depletion - Microsoft Internet Explorer _|o]

J File Edit  Yiew Favaorites Tools  Help |JLinks & cibus @iBrowse @Ynet 3 1','
J O Back - -J - |ﬂ @ L:j ‘ kgn_'\'t\"Fa\ﬂ:-rites eMedia {:‘3 | [_';v :\?,.
Jngldress I j Go
J Google M I j| 55 Search 'web = | @ | &8 795 blocked 2] Autoril B | E Options 40
ISP.com |

Quota Depletion Notification

Dear Subscriber!

Your web usage exceecded the monthly quota allowed by your current subscription, and
your access speed will be reduced to 64 kbps.

You may want to upgrade your subscription — click here to find out about our great
offers.

Flease click hers to acknowledge this message.

I«

Test
O |



| Quote Manager Images

Subscriber Notification Settings

Mokifications I

MNotification Parameters |

Tame: IDepIetion Motification

Destination

Destination URL: Ihttp:,l',l'www.myISF‘.com,l'depIetion.html

[+ #ppend notification parameters to URL

~Dismissal Method

Matification is dismissed when:

{* Subscriber browses to the destination LRL

{~ The condition that activated the notification no longer holds
" Subscriber browses to the dismissal URL

The dismissal URL should be in the Format *host-suffix: path-prefix (for example *.my-host.com: fredir™)

F 15

~Allawed LPL:
List of allowed URLs:

The dismissal URLs should be in the format *host-suffic:path-prefic* (For example *.myw-host.com: fredir*3,
Type one URL per line .

* . myISP.com: /path/ *

Close |
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Edit Rule for Service "Default Service™

General' Controll Usage Limits Breach Handling |

In case a subscriber's usage exceeded the volume or number of sessions limits;

= Mo changes ko active contral

" Black the fow [~ Redirect b IDeFauIt set ;I

% Contral the Flow's characteristics:

Select an upstream Bandwidth Controller IUpstream Depletion LI

Select a downstream Bandwidth Controller IDownstream Depletion j

[~ Lirit the Flaw's upstream bandwidth ko I Kbps
[ Limit the Flaw's downstream bandwidth ko I Kbps

[ Limit concurrent Flows of this Service ko I

[ Activate a Subscriber Motification: | = =Rl e

O Cancel
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Package Settings
General | Quata Management  Subscriber BW Contrallers | Advanced |
Subscriber B Controllers limit the B\ of transaction groups and prioritize between transactions of different services
for a single subscriber, They are also used For linking services to Global Controllers,
—Upstream
Subscriber relative priority (upstream): |5 - | @ (_@ b 4
Mame CIR {kbps) | PIR {kbps) Global Controller Al
[=]-Primary Upstreamn BWC 0 3000
~--Defaulk Upstrearn By 0 3000 Default Global Contraller 1
~Diawnstream
Subscriber relative priority (downstream): E - @ (_@ b 4
Mame CIR {kbps) | PIR {kbps) Global Controller Al
[=1-Primary Downskreann BWC 0 3000
~--DeFaulk Downstream BWC 0 3000 Default Global Contraller 1
o
[ol3 Cancel 3
[}
=
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3£ Service Configuration Editor - PremiumBrowsing.pgb - SCAS BB Console -0 =|
Eile Edit Tools Metwork Configuration Window Help
lce | #»

ﬁ |Q Service Configuration Editor £ Network Mavigator

g.pgh =
Metwork Traffic : Contralled Traffic @ Turbo Button
(S Network Traffic | o Servicesl %ES om XN
‘Q’ﬁ ".}-‘ * L Turbo Bukbon ; Generic
ST" Filkared Traffic Service Rule State Description
. D@Q Unknown Subscriber Traffic (L €% Default Service Enabled controlled, unlimited quota
E@' controlled Traffic |l T Generic TCP Enabled controlled, unlimited quota
E@ Defaulk Packsge ([ Generic LDP Enabled controlled, unlimited quota
! Premium Content |l Generic IP Enabled controlled, unlimited quota
...... ETP Enabled controlled, unlimited quota
..... “ Browsing Enabled controlled, unlimited guota
..... 42 Streaming Enabled controlled, unlimited quota
..... % E-Mail Enabled controlled, unlimited quota
...... T Mewsgroups Enabled controlled, unlimited quota
...... =, Instant Messaging Enabled controlled, unlimited quota

T Gensric Enabled

controlled, unlimited quota

Consaole

El consale E" ;ﬁ| a2 A i B

=l

ul

Report Only

<} Turbo Button - Microsoft Internet Explorer =10l
File Edit ‘iew Favorites Tools  Help |JLinks ﬂ Cibus @iBrowse @‘r’net > 1';'
OBack - I'\__) - \ﬂ @ ;:j ‘ *Favorites eMedia ﬁ‘} [::v :;
Address I j ©a
Google - I j| 5 Search Wweb  ~ | T |@?96 blocked ] Auteril [2) |§Options y
ISP.com T
Turbo Button — Top Speed Access!
Dear Subscriber!
A Turbo Button provides you with 1 hour of top-speed, unlimited Internet access (usage
during this period will not be reduced from your monthly quota).
You have 3 turbo buttons left until the end of the month.
Activate Turbo-Button by clicking here. .
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3£ Anomaly Detector Wizard

Anomaly Detection Action Settings

Choose the actions to perform upon detecting malicious attack

Black,
Black malicious kraffic

() Use the Default Detector's settings () Enable (%) Disable
Alert

Generate an SMMP trap

() Use the Default Detector's settings  (JEnable (%) Disable
Mokify Subscriber

Motify the subscriber through browser redirect

() Use the Defaulk Detector's settings ()Enable (%) Disable

o
flext = Eirish ] [ Cancel o
=
I
3£ Anomaly Detector Wizard
Anomaly Detection Thresholds
Define attack detection threshalds, or use the Default Detectar's walues
Malicious Traffic Detection Thresholds
[¥]iise the Default Detector's settings:
An anomaly will be detected once Flow rate exceeds this threshold,
Flowe Qpen Rate (Flows)sec) | S0 |
an anaormaly will be detected once suspected Flow rate exceeds threshold AMD
suspected Flows ratio exceeds threshold,
Suspected Flows Rate (flows/sec) |_ !
Ratio of Suspected Flow Rate (%) | |
o
Mext = ] [ Finish ] [ Cancel o
L)
L]
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SUCH &0 SNormaly INaICaces that an LF 15 under an a

add, remove and set the order of the detectors,
Detectars are checked from the bottam up-and
the first match triggers detection.

The Default Dekectar is checked last,

&+ K

.:.Eﬂ ScanSweep
#-¥4 Scan/Sweep Default Detector

¥y Dos

(- ¥y Dos Default Detector

=¥y DDos
- ¥j DDos Default Detector
B DNS servers

210230

3 Anomaly Detection Settings

Create and edit malicious traffic profiles using the anomaly detection module

The Scan/3weep detection module detects anomalies in connections generated by a single IP (to either a single or many IPs),
Such an anomaly typically indicakes an IP sweep (typical worm behavior) a port scan (hacker activity) or participation in a DoS

Add, remave and set the order of the detectors.
Detectars are checked Fram the bottom up and
the first match triggers detection.

The Default Detector is checked last,

i . Eﬂ Scan)Sweep Defaulk Detector
=My Dos
- My Dos Default Detector
=¥ DDos
" MJ ODoS Default Detector

ol 8 ] [ Cancel
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3 Anomaly Detector Wizard

Anomaly Detection Thresholds

Define attack detection thresholds, or use the Defaulk Detector's values

Malicious Traffic Detection Thresholds
[Cliise the Default Detector's sektings:

an anomaly will be detected once Flow rate exceeds this threshold.

Flows Gpen Rate (flowsfsec) ! 1000 |

An-anomaly will be detected once suspected Flow rate exceeds threshold AND

suspected Flows ratio exceeds threshold.

Ratio of Suspected Flow Rate (%) | 50 |

Mesxt = ] [ Einish l l Cancel

210232
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3 anomaly Detect

Create and edit malicious traffic profiles using the anomaly detection module

The DDo5 detection module detects anomalies in connections targeted at a single 1P {and generated by either a single or multiple IPs).
Such an anomaly indicates that an IP is under an attack,

Add, remove and set the order of the detectors,
Detectors are checked from the bottom up and
the first match triggers detection.

The Default Detector is checked last,

Marne:

B--l:‘y Scanfawesp

: !ﬂ Scan/Sweep Default Detector

=My Dos
-By DoS Default Detectar

=-#J DDos

B3 DNS Servers
!ﬂ SMTP Servers |

=]
Attacked Side Session Rate Suspected Ses. .. | Suspected Ses... | Alert User Motify Subscriber | Block Atkack
(= Metwork

TCP 1000 500 50 Disable Disahle Disable

TCP Specific 1000 s00 50 Disable Disable Disable:

UDP 1000 500 50 Disable Disable Disable

UDF Specific 1000 S00 50 Disable Disable Disable

ICHP 500 250 50 Disable Disable Disable

Oher 500 250 50 Disable Disable Disable
= Subscriber

TR 1000 500 50 Disable Disable Disable

TCP Specific 1000 500 50 Disable Disahle Disable

UDP 1000 500 50 Disable Disable Disable

UDP Specific 1000 s00 50 Disable Disable Disable

ICHMP 500 250 50 Disable Disable Disable

Other 500 250 50 Disable Disable Disable

21N733
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3£ Ano naly Detection Settings |

Create and edit malicious traffic profiles using the anomaly detection module

The ScaniSweep detection module detects anomalies in connections generated by a single IP (to either a single or many IPs),
Such an anomaly typically indicates an IP sweep (typical worm behavior) a port scan thacker activity) or participation in a DoS attack,

Add, remove and set the order of the detectors,
Detectors are checked from the batkom up and
the First match triggers detection,

The Defaulk Detectar is checked last,

=B Scan/sweep
¥ Dos
* My DoS Default Detector

B DDos
" ¥j DDos Defaul Detector

orks e

Initiating Side Session Rate Suspected Ses... | Suspected Ses... | Alert User Motify Subscriber | Block Attack
= Netwark
TCP 1000 500 50 Disable Disable Disable
TCP Specific Ports 1000 S00 50 Disable Disable Disable
upp 1000 500 50 Disable Disable Disable
UDP Specific Ports 1000 S00 =) Disable Disable Disable
prag 500 250 50 Disable Disable Disable
Other 500 250 50 Disable Disable Disable
(= Subscriber
TCP 1000 500 50 Disable Disable Disable
TCP Specific Ports 1000 s00 50 Disable Disable Disable
UDP 1000 500 50 Disable Disable Disable
UDP Specific Ports 1000 S00 S0 Disable Disable Disable
ICMP 500 250 50 Disable Disable Disable
Other 500 250 50 Disable Disable Disable
a >

Revert =t

Test
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3 Anomaly Detect

Create and edit malicious traffic profiles using the anomaly detection module

The D03 detection module detects anomalies in connections between two IPs,
Such an anomaly typically indicates the one IP is generating a DoS attack on the other one.

Add, remove and set the order of the detectors,
Detectors are checked from the bottom up and
the first match ktriggers detection.

The Default Detector is checked last,

A

El-lfd ScanfSwesp
H ¥d scanfSweep Default Detector
=M Dos
= oy
= #J DDos
# Md DDos Default Detector
¥J DNS Servers
BJ SMTF Servers I

]

& = 4

Initiating Side Session Rate Suspected Ses... | Suspected Ses... | Alert User Motify Subscriber  Block Attack
(= Metwork

TCP 100 50 50 Disable Disahle Disable

TCP Specific Porks 100 S0 50 Disable Disable Disable

UDP 100 50 50 Disable Disable Disable

UDF Specific Ports 100 S0 50 Disable Disable Disable
(= Subscriber

TCP 100 50 50 Disable Disable Disable

TCP Specific Ports 100 50 50 Disable Disable Disable

UDP 100 S0 50 Disable Disable Disable

UDF Specific Ports 100 50 50 Disable Disable Disable

£ | >
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Infected Subscribers
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3£ Service Configuration Editor - <new service configuration > - SCAS BB Console
File Edit Tools Metwork Configuration ‘Window Help

iDSE»
§§’ Signature Editor @ Reporter |g Service Corfiguration Editor |ﬂ Metwork Navigator
- ~ ! = ==
_____ (e XN
'ﬂ!’ + X %_‘1 -Signature Based Worm Detection
-5 Filtered Traffic Wigw and configure signatures For worms and other bypes of malicicus brafFic,
.;if.;. Urknown Subscriber Traffic [ Wiew Report ] [ Wigw Signatures
Bg Contralled Traffic
------ G@ Default Package
-Anomaly Based Detection of Malicious Traffic-
Define anomaly detection settings and mitigation scheme For worms, DoS{D00S attacks and YoIP threats.
Enable anomaly detection View Report ] [ Configure...
-Spam Zombies and Email ¥iruses Detection
Define detection settings and mitigation scheme for Spam Zombies and email based viruses,
Wiew Report ] [ Configure... ]
| & Console .

B[ 39+

|Consale

|
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3 anomaly Detection Settings

Create and edit malicious traffic profiles using the anomaly detection module

The ScanjSweep detection module detects anomalies in connections generated by a single IP (to ether a single or many IPs),
Such an anomaly typically indicates an IP sweep (typical worm behavior) a port scan (hacker activity) or participation in a DoS attack,

Add, remove and set the order of the detectors,
Detectars are checked from the bottom up and
the First match triggers detection,

The Default Detector is checked last,

Hame:

=B ScanjSweep

=M Dos
. @-Hy Dos Defaul Detector
=-H§ DDos
- Mg DDoS Default Detector
H DS Servers
B3 SMTP Servers

=]
Initiating Side Session Rake Suspected Ses... | Suspected Ses...  Alert User Mokify Subscriber | Block Attack
(= Metwork
TCP 1000 500 50 Disable Disable Disable
TCP Specific Porks 1000 500 50 Disable Disable Disable
uDP 1000 500 50 Disable Disable Disable
UDP Specific Ports 1000 500 50 Disable Disable Disable
ICMP 500 250 50 Disable Disable Disable
Cther 500 250 50 Disable Disable Disable
(= Subscriber
TP 1000 500 50 Disable Disable Disable
TCP Specific Porks 1000 500 50 Disable Disable Disable
UoP 1000 500 50 Disable Disable Disable
UDP Specific Ports 1000 500 50 Disable Disable Disable
ICMP 500 250 50 Disable Disable Disable
Other 500 250 50 Disable Disable Disable
4 | &

Test
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F Spam Setting

Spam Detection

This Wizard helps vou configure detection and mitigation settings for Spam zombies and email based viruses activity,

Enable Spam detection

Spam is detected based on exceeding a predefined quota of sessions for SMTR,

For best accuracy, detect Spamjfemail virus activity on a service that includes "outbound SMTP" or "outbound of f-net SMTE".

Service ko monitor For Spam: i b
Define Spamas | 10 sessions over | 30 seconds,

Select the action to take upon detection of Spam Zombie | email virus ackivity,

Action upon detection I_Ignore s

Subscriber Motification  Defaultn

Finish J [ Cancel
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Top DoS Attacked hosts
Time Span: 2006-04-06 16:05:03 - 2006-04-09 16:05:03
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1.75.47.96
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Malicious_sessions

Hosts
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